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1.1. OverviewOverview
1. Introduction

2. Roles types

3. Supported devices

Wideum Remote eye - 2.0

Page 2 of 89



1.1.1.1. IntrIntroductionoduction
Remote Eye is a remote assistance software that improves communication and knowledge
management between an Expert, remotely and a local Operator.

The Expert will be able to remotely visualize what the technician has in front of his eyes to
guide and assist him in the installation, maintenance, or repairs that require more specialized
external knowledge.

Remote Eye is specially designed for “Smart Glasses”, hands-free devices that allow the
operator to complete the freedom to move. It is also available on Android and iOS mobile
phones.
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1.2.1.2. RRoles typesoles types
ExpertExpert
The Expert connects with an operator to guide them during the execution of the process.
They access the website with their username and password by clicking here.

The Expert visualizes and organizes the different associated devices, which are then used
by the Operators. The Expert can make calls, manage the recorded images and videos,
and have the tools and functionalities on Remote Eye to establish communication with the
Operators.

During the call, the Expert visualizes the Operator’s vision at all times establishes a voice
communication can invite other Experts to the call, can share documentation, and draw on
screenshots, among many other features.

Most of the functionalities are under the control of the Expert, who understands the Remote
Eye system well to make good use of the available tools.

OperatorOperator
The Operator is the person who requires external support from one or more Experts.
They use Smart Glasses or a mobile device (smartphone or tablet), connected to the internet,
with the Remote Eye application installed.

The video that is being transmitted to the Expert is displayed on the device.
The Operator can receive indications, messages, images, or
documentation that helps the process. Furthermore, the Operator is capable of sending
files, videos, and photos to the Expert even when is not connected.

Remote Eye assumes that the Operator is sometimes someone who requires immediate
support and has not had time to become familiar with the solution. Therefore, most of the
functionality falls on the Expert side. Remote Eye is very simple to use by Operators,
saving time and mistakes due to lack of knowledge.

AAdministratordministrator
Each client has an Administrator access with access to their user panel. The Administration
the tool allows you to create/edit/delete the Experts associated with the account, view
usage information and assign or delete devices associated with the Experts.
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The Administrator username/password does not have to
match the username/password of an Expert.
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1.3.1.3. Supported devicesSupported devices
ExpertExpert

• PC, MAC, Android
1. Chrome (highly recommended)
2. Firefox
3. Microsoft Edge

• iOS
1. Safari

OperatorOperator
• Realwear hmt-1, hmt-1Z1
• Epson Moverio BT300, BT350
• Vuzix M400, M300, M3000, M300XL, Blade
• Iristick C1, Z1
• MADGaze X5, Vader
• Google Glass Enterprise 2
• Optinvent ORA2
• OTG cameras, including microscopes and digital endoscopes.
• KitKat 4.4+ Android smartphones and tablets
• iOS 9+ smartphones and tablets
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2.2. Expert AExpert Accountccount
1. Device
2. Multi-call
3. Library
4. Messages
5. User history
6. Tools
7. Low data mode
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2.1.2.1. DeviceDevice
1. Add and share a new device

2. Make a call
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2.1.1.2.1.1. AAdd and shardd and share a new devicee a new device
AAdd a new devicedd a new device

1. Open the application on the Operator device. A four-digit code will appear.

2. In the Remote Expert account on the PC, by pressing the button and enter the code
the Operator device will be registered. Furthermore, the Expert can choose to add it to
the current Expert account or to all Expert accounts.

SharShare a devicee a device
This method is useful in case of the Expert needs to share a device already registered to
another Expert account.

1. The Expert has to press the info button on the Operator contact.

2. Once the contact information is displayed, the Expert has to click the button and
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validation will appear below.

3. This validation code can be introduced to the other Expert account in order to register the

device by clicking the .
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2.1.2.2.1.2. MakMake a calle a call
How to call the OperatorHow to call the Operator

1. When the Operator is online, he/she will appear in green, and in red if he/she is offline.

2. Once the operator is online; the Expert would press the button on an online contact
to start a call.

3. Then the Expert is able to choose between two different types of calls and also set up the
resolution:

a. DirDirect Callect Call: Direct point-to-point call. It will give the best result in calls between an
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Expert and an Operator. Video recording function is not available when calling using
direct mode

b. RRoutedouted: Communication is made through an external server. It provides more
stability on calls with more than one Expert. External server can store video session.
ROUTED modes are recommended for sessions involving more than one Expert.

4. Finally, once the call has finished, the Expert can click the button in order to
conclude it.

RResolutionesolution: This allows the Expert to set up the quality of the video call. More detailed
information about the low-branding mode can be found here

If the Expert is in a routed call and it is not enabled to record the video call could
be that the Operator has the video recording option disable.*
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2.2.2.2. Multi-callMulti-call
1. Invite a temporary expert

2. Features
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2.2.1.2.2.1. Invite a temporary eInvite a temporary expertxpert
How to makHow to make a multi-calle a multi-call
With this tool, an Expert can invite other Experts to join the current call.

• During the call, the Expert can click the button to invite another Expert.

• After clicking the button the main Expert has to way to invite a temporary expert:

1. The temporary Expert has an account:The temporary Expert has an account: The main Expert can invite them if they have the
Operator’s device add it in their account. Only when the temporary Expert is online, the
main Expert can invite him by clicking the call option. Then temporary Expert can decide
to accept or decline the call.
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2. The temporary Expert doesn’t have an account:The temporary Expert doesn’t have an account: The main Expert shares the link with any
external provider to invite him to the current session.

• Any person using this link will participate in the video/audio session with a specific set of
tools which are explained in the features section.

Multi-call typesMulti-call types
There is no limit to the number of Experts connected to the same session. However, depending
on the type of call the resolution would be affected by the number of Experts.
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1. DirDirect Callect Call: the device will send a video/audio per Expert, multiplying the bandwidth
requirement. DIRECT mode is recommended for sessions involving more than one Expert.
In this mode, the device sends just one audio/video to our video server, in charge of
distributing it to other participants. For this reason, the resolution would be affected.

2. RRouted:outed: Communication is made through an external server, used to record video or to
provide better stability of multi-calling. ROUTED modes are recommended for sessions
involving more than two/three Experts.
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2.2.2.2.2.2. FFeatureatureses
RRed and gred and green dotseen dots
This tool provides for the Expert and the Invited Experts a way to indicate where the operator
should focus more efficiently.

• The Experts can click on the video image in order to show the Red Dot or Green Dot in
case they have been invited to the call.

• Those points would be visualized on the Operator device, even at the same time, and it
has a duration of 3 seconds.

• While those points appear the video screen would be freeze.
• The Red Dot or Green Dot can be hide before the 3 seconds by Double-Clicking the video

by the corresponding Expert.
• Green Dot can be used by any of the Invited Experts.

ScrScreen captureen capturee
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• The Invited Expert is able to visualize the screen capture send it from the main Expert to
the Operator after the modification and is able to close the pop-up.

• More details of this feature from the main Expert site here

Mute optionMute option

• The main Expert or the main Expert by clicking the button can mute/unmute the
Operator.

• The main Expert can not unmute the invited Expert and vice versa.
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LLeave optioneave option

• The main Expert by clicking the button can close the Invited Experts sessions.
• The main Expert is not able to close the Operator or itself session by clicking this button.
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2.3.2.3. LibraryLibrary
1. Upload a file

2. Share/Edit/Delete files
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2.3.1.2.3.1. Upload a fileUpload a file
LibraryLibrary

• During the call, the Expert is able to upload files and send them to the Operator’s device

by clicking the button.
• The Expert can send images, and documents
• The compatible formats are jpg, png, and pdf.
• The user history located on the menu bar allows the Expert to see all the stored pictures,

videos, files, and messages.
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2.3.2.2.3.2. SharShare/Edit/Delete filese/Edit/Delete files
SharShare/Edit/Delete filese/Edit/Delete files
During the call, the Expert has a set of different tools depending on the type of file.

Image:Image:

SendSend
• The Expert can send the image of the Library to the Operator device.
• To stop the image visualization the Expert has to press the hidden button which is similar

to the message hiding button.
• The Operator is not able to stop the image visualization.

EditEdit
• The Expert can edit the image in the library before sending it to the Operator.
• By clicking the “edit” button it will display the same tools explained in the screen capture.

DeleteDelete
• The Expert will delete the image from the call and the user history.
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VVideo:ideo:

VVisualizeisualize
• The Expert is able to visualize the video on his/her device during the call in a separate

window.

DeleteDelete
• The Expert will delete the video from the call and the user history.

Document:Document:

SendSend
• The Expert can send the document of the Library to the Operator device.
• The document will appear on the Operator device in a separate window.

VVisualizeisualize
• The Expert is able to visualize the document on his/her device during the call in a

separate window.

DeleteDelete
• The Expert will delete the document from the call and the user history.
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2.4.2.4. MessagesMessages
How to send a messageHow to send a message

1. The Expert writes a message in the text box and send it to the Operator by clicking the

button. This message will appear at the bottom of the Operator’s device and have a
maximum of 100 characters per message.
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2. This message can be hidden by the Expert by clicking the “hide message” button or by
the Operator by clicking the “close” button.

TTranslationranslation
The Expert is able to translate the message into more than 50 languages

1. Once the message is ready to be sent to the Operator, the Expert just has to select a
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language from the pull-down menu and press the button. The message will be
automatically translated and send to the Operator’s device.

2. The message already translated will not appear translated on the Experts screen, just on
the Operator’s screen.

3. When the Operator sends a message it will be translated to the browser language.
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2.5.2.5. User historyUser history
1. Contacts

2. Calls

3. Files

4. Messages
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2.5.1.2.5.1. ContactsContacts
Contact inforContact informationmation

• The Experts can access the contact details by clicking the “info” button on the contact in
the main menu.

• In the contact details the Expert can edit, delete, and share the contact information and
access to the user history of this contact.

InforInformation displayedmation displayed
• Picture
• Email
• Company
• Phone
• Country
• Identifier 1 and 2
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• Location
• Associated to
• Device model
• Serial number
• Notes
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2.5.2.2.5.2. CallsCalls

Call historyCall history
The Expert can check all the calls made to the Operators account.

FFiltersilters
The Expert can filter the information according to the contact that has called by selecting the
account name in the contact section.

FFeatureatureses
• The call table is divided into columns.
• Each column can be organized alphabetically and backward and provides a piece of

helpful information for the Expert.
1. Call number
2. ContactDate
3. Expert
4. Contact
5. Call duration

• The Expert can export all the call history by clicking the button.

• By pressing the button the Expert can see any data/file added in a particular call
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and visualized by clicking on the file.
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2.5.3.2.5.3. LibraryLibrary

Library historyLibrary history
FFiltersilters
The Expert has different ways to filter all the Operator’s files and documents:

• Once the Expert has selected the Operator account in the contact segment all the files
send to this particular operator will be displayed.

• The Expert can filter the information by the type of file (video, image, or files).

• The Expert has also a “search option” that will filter the information by word matching.
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FFeatureatureses
• This table is divided into columns.
• Each column can be organized alphabetically and backward and provides a piece of

helpful information for the Expert
1. Date
2. Call number
3. Contact
4. Expert
5. Files
6. Tag
7. Actions

• The Expert can visualize online any type of files by clicking it in the files column.
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• The Expert can delete and download the files in the actions column. In the video and
image type, the Expert can also add a tag.
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2.5.4.2.5.4. MessagesMessages

Messages historyMessages history
FFiltersilters
The Expert has different ways to filter all the Operator’s files and documents:

• Once the Expert has selected the Operator account in the contact segment all the files
send to this particular operator will be displayed.

• The Expert has also a “search option” that will filter the information by word matching.
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FFeatureatureses
• This table is divided into columns.
• Each column can be organized alphabetically and backward and provides a piece of

helpful information for the Expert
1. Call number
2. Contact
3. Expert
4. Message text
5. Actions
6. Date

• The message text will have the translation information in case it has been made.
• The Expert can delete the message text sent to the Operator.
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2.6.2.6. TToolsools
1. Red Dot

2. Flashlight

3. Share screen

4. Screen capture

5. Webcam

6. Zoom

7. Video Recording

8. Resolution
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2.6.1.2.6.1. RRed Doted Dot
RRed Doted Dot
This tool provides for the Expert a way to indicate where the operator should focus more
efficiently.

• The Expert can click on the video image in order to show the Red Dot.
• This point would be visualized on the Operator device and it has a duration of 3 seconds.
• While the point appears the video screen would be freeze.
• The Red Dot can be hide before the 3 seconds by Double-Clicking the video
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2.6.2.2.6.2. FlashlightFlashlight

FlashlightFlashlight
This tool allows the Expert to illuminate darker places using the device’s flashlight remotely.

• By clicking the button, it would enable/disable the device’s flash-light.
• This option is not available on some devices
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2.6.3.2.6.3. SharShare scre screeneen

SharShare scre screeneen
This tool allows the Expert to screen sharing his/her screen with the Operator’s device.

• The Expert only has to click the button to Start/Stop Screen sharing.
• Use this tool to display documents to the device.
• The screen will just be shared with the Operator during a multi-call.
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2.6.4.2.6.4. ScrScreen captureen capturee
ScrScreen captureen capturee
The Expert can take a screenshot, make notes on relevant parts of the image, and then send it
back to the device and also to the Invited Expert during a multi-call

TTypesypes

• ScrScreenshots:eenshots: the screenshot is taken from the video. This mode is faster, but the
image
quality is sacrificed.

• HD Mode:HD Mode: video transmission will stop for a few seconds; the camera takes a real-
HD
photo and sends it to the Expert. This mode is slower.

TToolsools
• The Expert has at his/her disposal several tools to edit or take notes more efficiently:
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1. Choose a color

2. Click

3. Draw

4. Frame/highlight

5. Insert a text

6. Rubber

• The Expert can also do a live drawing option by clicking the button.
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• This option allows the Expert to do a real-time draw to the Operator. Furthermore, the
Operator can also draw at the same time. However, the Operator does not has the Rubber
or Frame option, they are only available for the Expert during the live draw.

• The image can be sent to the Operator by clicking the button.

• The image can be saved in the Library by pressing the button.
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2.6.5.2.6.5. WWebcamebcam

WWebcamebcam
This tool enables to turn on the Expert’s front camera.

• The device will view on its screen the video broadcasted by the Expert camera.
• This function will only appear when the Expert is using a device with a webcam/front

camera and the permissions on the browser are enabled.
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2.6.6.2.6.6. ZoomZoom
ZoomZoom
The zoom scroll bar allows the Expert to enlarge and reduce the video’s image.
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2.6.7.2.6.7. VVideo Rideo Recorecordingding

VVideo Rideo Recorecordingding
This tool allows the Expert to record the video-call with the Expert

• By pressing the button, the video recording will start.
• The video will be available in the Library the call and the User History.
• The video will be played on a new browser tab, where it can be downloaded to your PC.
• The video recording is only available if the Expert chooses the routed call
• This icon will not appear if the video recording has been disabled from the device.
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2.6.8.2.6.8. RResolutionesolution
RResolutionesolution

• Resolution can be set up during the call and it will affect the image quality of the video.
• The resolution presents a 720p, 480p and 240p video quality.
• The resolution can be also affected in the multi-call. For this reason, the type of the call

can be relevant for maintaining video quality which is explained here.
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2.7.2.7. LLow data modeow data mode
LLow data modeow data mode

• Low data mode reduces the framerate of the video to ensure the quality of the image.

• Activate low data mode by pressing button. The resolution will be adapted to the
lowest possible resolution to ensure the quality of the call. You can adapt the resolution at
any time during the call.

• Low data mode is not available on all devices.
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3.3. Operator AOperator Accountccount
1. Call

2. Chat

3. Offline mode

4. Tools
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3.1.3.1. CallCall
1. Call an expert

2. Invite a guest expert
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3.1.1.3.1.1. Call an eCall an expertxpert
Call an ExpertCall an Expert

1. The Operator has to press the button from the Device and a popup menu will appear.
2. In the menu, the Operator can find three different Expert status:

a. GrGreen Expert name:een Expert name: Expert is connected. It is possible to call.
b. YYellow Expert name:ellow Expert name: Expert is not connected. It is not possible to call, although SMS

or Email notification are enabled.
c. GrGrey Expert name:ey Expert name: Expert is not connected. It is not possible to call or send

notifications.

3. Finally, the Expert can decide to accept or decline the call.
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3.1.2.3.1.2. Invite a guest eInvite a guest expertxpert
How to invite an Expert (frHow to invite an Expert (from the device)om the device)

• With this function, the Operator can receive support from an external user who does not
have an Expert account.

• This tool generates a Temporary Expert Account, linked to the device, which will delete
any image or video stored at the end of the session.

Invitation typesInvitation types

• There are two types of invitations that the Operator can use in order to invite the Guest
Expert: email and guest code.

EmailEmail
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1. The device will request an email address.
2. An email with a link to a Temporary Expert Account will be sent from the device.
3. This must be a valid email address. Contact the administrator for further information.

Guest codeGuest code

1. The Operator has to share the URL and invitation code with the person he/she wants to
contact, in order for them to join a Temporary Expert Account.

2. This URL leads to a webpage where the Guest Expert has to write the shortcode provided
by the Operator.
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Guest Expert featurGuest Expert featureses
• The Guest Expert will have at his/her disposal the following features:

1. Red Dot
2. Flashlight
3. Share screen
4. Screen capture
5. Webcam
6. Zoom
7. Resolution
8. Upload a file
9. Share/Edit/Delete files
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3.2.3.2. ChatChat
ChatChat

• The Operator can message the Expert by using the device text function.
• The message has a limit of 100 characters.
• The translation function is not available for the Operator.
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3.3.3.3. Offline modeOffline mode
Offline modeOffline mode

• The mode allows the Operator to take photos or videos when is not an internet
connection.

• These files will be stored in the device.
• Once the internet connection is available, the Operator can upload them from the device

and send it to the Expert.
• Documents can only be uploaded when the internet connection is available.
• Video recording has a maximum of 250 MB.
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3.4.3.4. TToolsools
1. Blue dot

2. Disable video recording
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3.4.1.3.4.1. Blue dotBlue dot

Blue dotBlue dot
This tool provides for the Operator a way to indicate more efficiently.

• The Operator can click on the video image in order to show the Blue Dot.
• This point would be visualized on the Expert device and it has a duration of 3 seconds.
• While the point appears the video screen would not be freeze.
• The Blue Dot can not be hide before the 3 seconds.
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3.4.2.3.4.2. Disable video rDisable video recorecordingding
Disable video rDisable video recorecordingding

• The Operator can enable/disable the video recording feature.
• If video recording is disabled, the icon will not appear on the Remote Expert’s screen.
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3.4.3.3.4.3. MuteMute
Mute OptionMute Option

• The Operator can mute/unmute itself by clicking the mute button.
• The Operator can unmute itself when the Expert mutes him/her during the call.
• Once the Operator is muted, a red muted symbol will appear on the right side of its

screen.
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4.4. AAdministrator Administrator Accountccount
1. Create a new Expert

2. Manage devices

3. List Experts

4. List Devices
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4.1.4.1. CrCreate a new Experteate a new Expert
CrCreate a new Experteate a new Expert

• The Administrator is able to create Expert accounts by using this function

• The Administrator has to fill in a form with the data of the Expert’s account and set the
permissions.

• The Administrator can save the changes by pressing the button

• In order to link the Expert account to a device, the Administrator has to go to manage
devices.
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4.2.4.2. Manage devicesManage devices
Manage devicesManage devices
With this function, the Administrator can link the Expert account to the device.

1. The Administrator can select the device in the “Device/Contact” selection.

1. After the device is selected, 2 lists will appear. On the left list, it will appear all the
unlinked contacts on this device, and on the right list, the contacts already linked.

2. The Administrator can manage it by double click each item in the list to pass from one list
to another.
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3. The Administrator can save and check that changes by pressing the button.

If the Administrator releases all the Experts linked to the device, the device will
be “free” and it will need to add again.*
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4.3.4.3. List ExpertsList Experts
List ExpertsList Experts

FFiltersilters
The Administrator has different ways to filter all the Expert information:

• The entries of the list can be set up in 4 different options: 10,25,50,100

• The Administrator has also a “search option” that will filter the information by word
matching.
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FFeatureatureses
• This table is divided into columns.
• Each column can be organized alphabetically and backward and provides a piece of

helpful information for the Administrator:

1. Login
2. Mins. Recorded this month
3. Mins. Recorded
4. Allow Sms Phone
5. Allow Email
6. Email
7. Description
8. Actions

• The Administrator can delete the Expert account or Edit its profile with a similar formula
as creating a new Expert account

• By deleting the Expert account, it will be automatically unlinked from all the devices.
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4.4.4.4. List DevicesList Devices
List DevicesList Devices

FFiltersilters
The Administrator has different ways to filter all the Expert information:

• The entries of the list can be set up in 4 different options: 10,25,50,100

• The Administrator has also a “search option” that will filter the information by word
matching.
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FFeatureatureses
• This table is divided into columns.
• Each column can be organized alphabetically and backward and provides a piece of

helpful information for the Administrator:

1. Name
2. Expert
3. Company
4. Email
5. Phone
6. Country
7. Identifier
8. Serial Number
9. Actions

• The Administrator can edit the device information which the same features as the contact
details

• The Administrator can unlink the Expert account from the device by clicking the “unlink”
button.
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If the Administrator releases all the Experts linked to the device, the device will
be “free” and it will need to add again.*
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5.5. iOS ConsiderationsiOS Considerations
iOs ConsiderationsiOs Considerations

• WebRTC technology is not fully integrated into iOS devices. Only the Safari browser is
compatible
when a Remote Expert makes a call from an iPhone/iPad. Attempts to make calls from a
different
browser will display a message of “Video format is not supported.”

• iOS devices may not support the Screen Sharing possibility. This feature will be disabled
when a
Remote Expert connects from an iPhone/iPad.

• iOS does not support Scalable Video. Experts connected from an iPhone/iPad will not have
as
high-quality Multi-calling video as Experts connected from a PC or Android device.
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6.6. Security and PSecurity and Privacyrivacy
SecuritySecurity

• Communication is encrypted with SRTP protocol, using DTLS-SRTP for key exchanging.
AES 128-bit encryption to encrypt audio and video, AES-GCM to verify data integrity.

• Communication with encrypted Server SHA256
• AWS Server
• Saved videos will be stored in a private Amazon S3 Bucket service.
• Database critical data hashed with 4 bytes salt. General data encrypted AES-256.
• Images stored encrypted using PBKDF2 + HMACSHA1 random names.
• Three daily backups stored in three different locations. One daily offline copy.
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7.7. TTrroubleshootingoubleshooting
TTrroubleshootingoubleshooting

• It is necessary to have at least TCP port 443 open.
• Opening UDP port 3478 is not necessary but recommended in order to obtain better

quality.
• For the best possible experience, opening UDP ports 1025-65535 is recommended.
• It works well with most proxies and VPN.
• In order to check network configuration, you may take this online test:
• Test network configuration: LINK
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8.8. FFAAQ · FQ · Frrequently Askequently Asked Questionsed Questions
1. Does Remote Eye work on Moverio bt200 /Moverio bt200?
2. Does Remote Eye work on Hololens?
3. How to improve video/audio quality
4. How long is the information stored?
5. How to test a customer’s network
6. It is possible to install Remote Eye on Premise?
7. Remote Eye is not working or video quality is low
8. What are Remote Eye’s bandwidth requirements?
9. What are the Firewall requirements?

10. What does it mean “Remote Eye is compatible with CRM”?
11. Where can I download Remote Eye versions? REUnlinker as well.
12. Where are the servers located?
13. Who has access to servers?
14. Server backup
15. Password Policy
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8.1.8.1. Does RDoes Remote Eye work on Moverioemote Eye work on Moverio
bt2000 /Moverio bt2200?bt2000 /Moverio bt2200?
No. These Moverio devices use a very old OS version not compatible with WebRTC.

Wideum Remote eye - 2.0

Page 76 of 89



8.2.8.2. Does RDoes Remote Eye work on Hololens?emote Eye work on Hololens?
No. Remote Eye does not currently work on Windows Mobile OS.
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8.3.8.3. How to imprHow to improve video/audio qualityove video/audio quality
If the network has opened port UDP 3478 the communication will improve. Please note it
should be opened in both points, experts and devices.

For the best possible experience, we recommend opening UDP ports 1025 – 65535.

Low data mode tool. Specially designed to maintain the best video quality in low connectivity
environments.
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8.4.8.4. How long is the inforHow long is the information stormation stored?ed?
Wideum compromises to store the data during the duration of the contract with the customer.
The minimum time is two years, even if the duration of the contract is shorter than two years.

Wideum can delete any stored information, anytime, upon demand.
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8.5.8.5. How to test customer’s networkHow to test customer’s network
WebRTCTroubleshooter, executed using a device connected with the network we would like to
test, tell us if the network is WebRTC compatible. It is possible to download a LOG file to be
sent to DEV team if they require technical assistance.

WebRTCTroubleshooter: Link
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8.6.8.6. It is possible to install RIt is possible to install Remote Eye onemote Eye on
PPrremise?emise?
Yes, it is possible to install Remote Eye on premise, but there are some technical requirements.
The three different possibilities are listed in the Remote Eye Technical document. The cost
depends on the hours it may cost us to implement. We need to talk with their technicians and
prepare an estimation
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8.7.8.7. RRemote Eye is not working or videoemote Eye is not working or video
quality is lowquality is low
They can use this test to check if the network is compatible with WebRTC. This tool permits to
print a text log”
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8.8.8.8. What arWhat are Re Remote Eye’s bandwidthemote Eye’s bandwidth
rrequirequirements?ements?
In WebRTC, unfortunately, there is no required bandwidth magic number. There are different
considerations, like UDP ports opened or closed, call mode chosen, if there is a firewall blocking
communication so the video must go through the video server or not, and some more.

To have a stable connection the video should be able to travel at 400 kbps, this is the
dedicated upload speed. This does not mean you need a 400 kbps upload internet speed. You
may have a stable 1mbps upload speed but using TCP instead of UDP port, so your video
transmission real speed will be lower.

Generally speaking, 4G will be enough.
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8.9.8.9. What arWhat are the Fe the Firirewall rewall requirequirements?ements?
- TCP 443
- UDP/TCP 3478 are strongly recommended
- For the best possible experience, it is recommended to open UDP ports 1025 – 65535
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8.10.8.10. What does it mean “What does it mean “RRemote Eye isemote Eye is
compatible with CRM”?compatible with CRM”?
Remote Eye is not possible nor compatibilized with any CRM (January 2021. We may integrate it
as ad-hoc development.
Salesforce integration is done (January 2021).
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8.11.8.11. WherWhere can I download Re can I download Remote Eyeemote Eye
versions?versions?

• iOS

• Google play
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8.12.8.12. WherWhere are are the servers located?e the servers located?
AWS Server is located in North Ireland, it allocates the database and pictures taken. Videos are
stored in an S3 bucket located in Germany.
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8.13.8.13. Server backServer backupup
Remote Eye server makes three daily DB and pictures backups stored in three different
locations.

One backup copy is stored offline.
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8.14.8.14. PPassworassword Pd Policyolicy
Wideum password policy is:

• Length 12 characters minimum.
• At least one uppercase, one lowercase, one number, and one special character.
• The password is validated with a blacklist to avoid the most common passwords.
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