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1. What's in this Guide?

Mekorma PowerApprovals Implementation Guide

PowerApprovals is Mekorma’s first commercial cross-platform and cross-browser mobile
application written from the ground up on the Microsoft Power Platform, fully integrated with
Mekorma Payment Hub for payment approvals. PowerApprovals takes full advantage of the
Microsoft Azure platform security infrastructure capabilities to deliver a robust application to
our customers.

This Implementation Guide will walk you through the following topics:

1. PowerApprovals Architecture and Security

2. Licensing Microsoft Power Apps for Mekorma PowerApprovals

3. Purchasing PowerApps Licenses

4. PowerApprovals Installation Prerequisites

5. Installing Microsoft On-Premises Data Gateway

6. Creating a Connection to Your On-Premises SQL Server in Your Power Apps Environment

7. Creating an Email Notification Agent in your Power Apps Environment

8. Downloading PowerApprovals

9. Importing PowerApprovals into Your Power Apps Environment

10. Getting the Application Web Link and QR Code

11. Sharing Mekorma PowerApprovals to Batch Approvers

12. Deploying the Power Apps Mobile Client

13. Integrating PowerApprovals with the Office 365 Connector

14. Mapping Power Apps approver accounts to Microsoft Dynamics GP login account

15. Upgrading PowerApprovals

Last modified: May 11, 2023
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2. PowerApprovals Architecture and
Security

Mekorma PowerApprovals leverages Microsoft Power Apps and Power Automate to display
payment approval information for company approvers. Approval or rejection business logic is
executed server-side, on your Microsoft Dynamics Great Plains (Dynamics GP) SQL Server, for
security and reliability.

Approvers in your organization can access Dynamics GP data that they already have authorized
access to. Before those users can connect to your Dynamics GP on-premises SQL Server, an on-
premises data gateway needs to be installed and configured.

The gateway facilitates quick and secure behind-the-scenes communication. This
communication flows from a PowerApprovals user in the cloud to your Dynamics GP on-
premises SQL server and then back to the cloud.

A Power Platform or systems admin is usually the one who installs and configures a gateway.
These actions might require special knowledge of your on-premises SQL server or server
administrator permissions.

This section will help you understand PowerApprovals architecture and security by explaining
how the on-premises data gateway works.

* For step-by-stop guidance on how to install and configure the gateway, refer to
Installing Microsoft On-Premises Data Gateway.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 5 of 110
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2.1. How the Gateway Works

Let's look at what happens when you interact with an element that is connected to an on-

premises data source:

On-premises data gateway

One gateway for multiple cloud services and experiences

Cloud services

Azure Analysis Services | | Azure Logic Apps | | Power Bl ||Power Apps || Power Automate

i i | | !

|

Gateway Cloud Service
- Encrypts and stores data source credentials
and on-premises data gateway details

- Routes queries and results between cloud services,
on-premises data gateway, and data source

On-premises data gateway
- Decrypts data source credentials and connects to data source

- Sends queries to data source and retums the results to
gateway cloud service

On-premises data sources

. : SQL Server 5 Other . . .
: @ SQL Server f ﬁ Analysis Services i data sources IE Files, SharePoint

1. The cloud service creates a query and the encrypted credentials for your on-premises
Dynamics GP SQL Server. The query and credentials are sent to the gateway queue for
processing.

2. The gateway cloud service analyzes the query and pushes the request to Azure Service
Bus.

3. Azure Service Bus sends the pending requests to the gateway.

4. The gateway gets the query, decrypts the credentials, and connects to your Dynamics GP
SQL Server with those credentials.

5. The gateway sends the query to your Dynamics GP SQL Server to be run.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 6 of 110
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6. The results are sent from your Dynamics GP SQL Server back to the gateway and then to
Power Apps. Power Apps then hands over the results to Power Approvals to let it know
that the request was completed.

* Queries can return large amounts of data. For such queries, data is temporarily
stored on the gateway machine.

* Data storage continues until all data is received from your Dynamics GP SQL Server.

* The data is then sent back to the cloud service, in a process is called spooling. We
recommend you use a solid-state drive (SSD) as the spooling storage.

Last modified: May 4, 2023
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2.2. Authentication to On-Premises Data
Sources

A stored credential is used to connect from the gateway to your Dynamics GP SQL Server.
Regardless of the user, the gateway uses the stored credential to connect.

* There might be authentication exceptions like DirectQuery and LiveConnect for
Analysis Services in Power Bl, but these exceptions are not covered by this
Implementation Guide, as they are not applicable to Mekorma PowerApprovals.

Last modified: May 4, 2023
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2.3. Sign-in Account

You sign in with either a work account or a school account. This account is your organization
account.

If you signed up for an Office 365 offering and didn’t supply your actual work email address,
your account name might look like nancy@contoso.onmicrosoft.com. A cloud service stores
your account within a tenant in Azure Active Directory (Azure AD). In most cases, the User
Principal Name (UPN) of your Azure AD account matches your email address.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 9 of 110
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2.4. Azure Active Directory

Microsoft cloud services use Azure AD to authenticate users. Azure AD is the tenant that
contains usernames and security groups. Typically, the email address that you use for sign-in is
the same as the UPN of your account.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 10 of 110



2.5. How Do | Tell What My UPN Is?

If you don’t know your UPN or are not a domain admin, open the command prompt on your
machine and run the command whoami /upn. The result resembles an email address, but it's
the UPN on your local domain account.

Note: In some cases, you may receive the following message: “ERROR: Unable to get User
Principal Name (UPN) as the current logged-on user is not a domain user.” Please consult with
your system domain administrator or IT department to troubleshoot this issue.

[ev] Select Command Prompt
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2.6. Synchronize an On-Premises Active
Directory with Azure Active Directory

To maintain consistency, make sure the UPN matches for both your on-premises AD and Azure
AD accounts.

Cloud services only recognize accounts that exist within Azure AD. If an account exists only in
your on-premises AD, it will not be usable.

There are different ways to align your on-premises AD accounts with Azure AD.

Add accounts manually to Azure AD

Create an account on the Azure portal or within the Microsoft 365 admin center. Make sure the
account name matches the UPN of the on-premises AD account.

Use the Azure AD Connect tool to synchronize local accounts to your Azure AD tenant

The Azure AD Connect tool provides options for directory synchronization and authentication
setup. These options include password hash sync, pass-through authentication, and federation.
If you're not a tenant admin or a local domain admin, contact your IT admin to get Azure AD
Connect configured.

Azure AD Connect ensures that your Azure AD UPN matches your local AD UPN. This matching
helps if you're using Analysis Services live connections with Power Bl or single sign-on (SSO)
capabilities.

o For more information on the Azure AD Connect tool, please click here.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 12 of 110
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3. Licensing Microsoft Power Apps for
Mekorma PowerApprovals

Each approver user requires a Power Apps license to use PowerApprovals. This section
describes how to purchase licenses and assign them to the company’s Power Platform
environment.
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3.1. Power Apps Licensing Overview

General purpose, full Power Apps capabilities are licensed on a standalone basis. Limited Power
Apps capabilities are included within various Office 365 and Dynamics 365 licenses; for more
information,

A high-level overview of the licensing structure:

Per user, per app Per user
Licensing Per a Per user
Scheme PP

Allows individual user to run applications* fora  Equips users to run unlimited
Description specific business scenario based on the full applications based on the full

capabilities of Power Apps capabilities of Power Apps

*Each license allows end users to run two custom apps and access one custom portal

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 14 of 110
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3.1.1. Standalone Power Apps Licensing

Customers that need general purpose and full capabilities of the platform should license Power
Apps on a standalone basis. Licensing is supported on both a basis as well as
a basis. Both standalone licenses are fully featured.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 15 of 110
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3.1.2. Power Apps Per App Plan

Power Apps per app plan allows organizations to get started with the platform at a lower entry
point.

Customers on the per app plan generally start with one or two use case scenarios, i.e.,
Mekorma PowerApprovals, before adopting the platform more broadly. Power Apps per app

plans are an attractive licensing option for end users that run only a few apps.

Power Apps per app plan allows individual users to run two custom applications (be it canvas or
model or both) and access one custom portal based on the full capabilities of Power Apps.

Summary for Power Apps per app license

Plans and capabilities Power Apps per app plan

Run custom apps /

Run custom apps (both canvas and model driven) Two apps
portals
One custom
Access custom portals
portal
Connect to your data Standard connectors +
Premium connectors +
On-premises data gateway +
Custom connectors +
tore and mana
Store and manage Utilize Common Data Service +
data
Create and access custom entities (includes complex N
entities)
Dynamics 365 restricted entities access Read Only
. Within a
Execute flows Power Automate Use Rights PP
context
Classic Common Data Service non real-time and real- N
time workflows
Per license capacity = Common Data Service Database Capacity 50 MB
Common Data Service File Capacity 400 MB
Daily API request limit 1000 requests

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 16 of 110
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Infuse Al Al Builder capacity add-on $

Note:

* Embedded canvas apps within a model-driven app will not count towards the two app
limit.

* A single user might be covered by multiple per app licenses to allow the user to use
multiple solutions targeted at various business scenarios, without requiring a per-user
license.

* Once a pool of Power Apps per app licenses are purchased, individual licenses need to be
assigned to specific environments and to individual users (i.e., if the same app exists in
two environments, a user would require two per app SLs to access both).

 The Power Apps per app plan is available to education customers under faculty and
student pricing. Since these licenses are sold as tenant-level capacity and not assigned to
users in AD, customers and partners will be responsible for ensuring that student pricing
is only being applied to students. This means that when licenses are purchased with
student pricing, the number of app licenses assigned to non-students (i.e., faculty) in the
product may not exceed the number of faculty licenses purchased, as this would indicate
that student licenses have been assigned to faculty

Last modified: May 4, 2023
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3.1.3. Power Apps Per User Plan

Power Apps per user plans allow licensed users to run unlimited custom applications based on
the full capabilities of Power Apps.

Summary for Power Apps per user license

Plans and capabilities Power Apps per app plan

Run custom apps /
portals

Connect to your data

Store and manage
data

Execute flows

Per license capacity

Infuse Al

Run custom apps (both canvas and model driven)

Access custom portals
Standard connectors
Premium connectors
On-premises data gateway

Custom connectors
Utilize Common Data Service
Create and access custom entities (includes complex

entities)

Dynamics 365 restricted entities access

Power Automate Use Rights

Classic Common Data Service non real-time and real-
time workflows

Common Data Service Database Capacity

Common Data Service File Capacity

Daily API request limit

Al Builder capacity add-on

Copyright © 2023 Mekorma Enterprises. All Rights Reserved.

Unlimited

Unlimited
+

+

+

Read Only

Within app
context

+

250 MB

2 GB

5000 requests
$
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3.1.4. Power Apps Use Rights Included with
Office 365 Licenses

Limited Power Apps use rights are included with select Office 365 licenses to allow users to
customize and extend Office 365 for productivity scenarios. However, these Power Apps
licenses are not compatible with Mekorma PowerApprovals due to the use of SQL Server
premium connector within our app.

Power Apps user rights with Office 365 licenses

Plans and capabilities

Run custom apps /

portals

Connect to your data

Store and manage

data

Execute flows

Per license capacity

Infuse Al

Power Apps per app plan

Run custom apps (both canvas and model driven)

Access custom portals
Standard connectors
Premium connectors
On-premises data gateway

Custom connectors

Utilize Common Data Service

Create and access custom entities (includes complex
entities)

Dynamics 365 restricted entities access

Power Automate Use Rights

Classic Common Data Service non real-time and real-time
workflows

Common Data Service Database Capacity

Common Data Service File Capacity

Daily API request limit

Al Builder capacity add-on

Copyright © 2023 Mekorma Enterprises. All Rights Reserved.

Unlimited

N/A

N/A

2000
requests

N/A
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4. Purchasing Power Apps Licenses

Microsoft offers a simple way for both new and existing customers to acquire Power Apps. In

the , determine the type of license you would like to purchase.
pomaacvi ol oom = & j
Power Apps pricing
Run single apps Eun unlimited apps
Py g plnn arowesd o 3ongle Laosrmit Sor &) Fogry bt appels plarss b syl Dyl
$10 $40
....... R
. ==
From here you can choose to purchase the plan or the

plan. Follow the instructions based on which plan you wish to purchase.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 20 of 110
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4.1. Purchasing Power Apps Per App Plan

Mekorma recommends that customers consider the standalone Power Apps per app plan if this
is their first experience with Power Apps. This plan allows you to run Mekorma PowerApprovals
app and the companion Power Automate workflow at a low entry cost. This plan also
incorporates a 30-day trial period to test additional Power Apps features, at which time your
purchased licenses go into effect.

1. Click Buy now under the per user/app/month column.
m Pricing - Power Apps x +

< Cc 0

* a @ Incogpnito (2)

& powerapps.microsoft.com

B™ Microsoft | Power Apps  preduct

$5

Run one app or portal per user, stacking
licenses for access to each additional as
their needs change

» Includes 250 Al Builger service credits
per month,

* Requires access to the Microsoft 365
admin center with global agministrator or
billing administrator roles.

Partners . Learn o Support o Community o

$20

Run unlimited apps and portals
per user for one flat monthly rate.

® Includes 500 Al Builder service
credits par month.

o Available to buy now with 2
cregit card.

= 40% discount available to eligible
customers with 2,000+ licenses.®

Signin  Try free for 30 days

Per app plan

Use an Azure subscription to pay per user based
on the number of unigue apps a user runs each
month

* Requires an Agure sybscrigtion,

&l
2]
0]

Contact sales for details.

Buy now >

Learn more »

2. Enter your email address and click Next to continue.

B Micsosah

nank you for choosing Power Apps per app plan
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3. If you are already using another Microsoft service, you will be asked to sign in.
1= Microsoft
Thank you for choosing Power Apps per app plan

@ Liet's S8l up your Soount

Liwchs bam poni e gy wersy urierwieevharmg ppm w8 onofter Voo et
Proe—

Sl ik P DT s o (TR b e T

* If you are not using any other Microsoft service, please follow all prompts
carefully to establish your new service.

4. Upon signing in, you will be asked to confirm your billing information.

Checkout
1. Sold to — o Summary
BA W darnet e st TR Lo
Wi i Bl Uk 0 L% Sabrotat: A
Lorig et Tl TR
2. Billed to L

3, Itarns in this orders

- T Sop 1 do e V1000 e Py 51008

a1 25O i
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5. If you need to change the number of licenses being purchased, click the Change hyperlink

under the Items in this order section.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved.
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[,

¥ e e e e g P vt o pipor P peice Sy e By
it achar e Yt s Bl el s bl ol ok

borm. e e By s ] g

e [ e

Jriert S b e e e e acy pe rrede L o i e e Sy

[rENERT m——
Bl e L e E R e L
ey el

6. Enter the quantity of licenses being purchased, then select Go to checkout to complete

your order. This returns you to the screen shown in step 4.

o¥s Note: You must purchase an extra license for the environment administrator

account, i.e.,
licenses.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved.

if you are licensing three approvers, you must purchase four

Last modified: May 4, 2023
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4.2. Purchasing Power Apps Per User Plan

We do recommend that customers consider the standalone Power Apps per user plan, if they
are considering Power Apps as a true platform for mobile business applications. This plan will
allow you to run unlimited apps and workflows used by those apps.

* If you are planning in having standalone workflows, please consider licensing
Microsoft Power Automate.

1. Click on the Buy now button under the per user/month column.

m Pricing - Power Apps x +
= C O @ powerapps.microsoft.com * 0O @ Incognito (2)
=- Microsoft I Power Apps  Product «  Pricing  Parners o Learn »  Support »  Community Signin  Try free for 30 days -
Per app plan Per user plan Per app plan

* $20 610

licenses for access to each additional as er user for one flat monthly rate. -
p o on the number of unigue apps a user runs each

their needs change month
® Includes 500 Al Builder service |

o Includes 250 Al Builder service cradits credits per month. « Reguires an Azure subserition.
vires an Az rigtion.

Run one app or portal per user, stacking Run unlimited apps and portals Use an Azure subscription to pay per user based |

per month, *  Available to buy now with 2

* Requires access to the Microsoft 365 credit card,
admin center with global administrator or « 40% discount avallable to eligible
billing admin'strator roles. customers with 2,000+ licenses.’

Contact sales for details.

> Buy now >
Buy now Learn more >

2. Enter your email address to continue.
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B Microssh
Get started with Power Apps per user
for $40.00 user/month

P im0 ooy Sy iy Sy Gty

@ Let's s&l up your accournt

D o w0 oo il i, v W e I o e 50 el rw it

By DUORRS ow SATrubedn P 1 Fiu e o DIRIRGIHN | el pied
CPTLHON Py Pt SE B HORTH ] et Ou 0 400 BO00S L AP

Click on Set up account to continue.

3.

BY Mool

© Get started with Power Apps per user
for $40.00 user/month

Wi w8 LATL Cotmincs may vy by ooty

@ Let’s Sét up your account

Rk B ponsv lrwady Wi B el Wik ot MCsoicl] wrskon Spn in B Pt
wih Py m et
By kg g I | a1

el ard T el

Click Sign in to continue.

PowerApprovals Implementation Guide for GP - 1_en

What is Powerfpps?

A low-code sppication pletfors %0

s Oaa your spp backiog Ll

= fsterd experaber Jed party ryvieen
s inhae Al ko eiting pocnses

= st o sokstionn fo extermal paskomen

If you are already using other Microsoft services, you will be asked to sign in.

What is PawerApps?

& lvwrcode applcaboe plgtioim ko

n Claad your apyp By st

a Crwnd mapeeyeve Bed narty wwier
w Wi A el gL e g i

» L] your nobubom b evdeeral cusiomem

* If you are not using any other Microsoft service, please follow all prompts

carefully to establish your new service.

4. Upon signing in, you will be asked to confirm your billing information.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved.
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Checkout

ke Semmary

e g ey (e [a— 1
W DiTa Sunnotul LD 4308
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Wt Holymond Ui WIDEE

A Twtan wi0 s

By 1hnng Plpmr gafinn ron S0ept 10 et M 0 |ty
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[

L
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g
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* Purchasing a Power Apps per user plan will take you to the Office Portal.

5. If you want to acquire additional licenses, click the Change hyperlink under the Items in
this order section.

— e

Enter the new quantities to be purchased and click the Check out now button to continue.

Last modified: May 4, 2023
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4.3. Purchasing Power Apps - Microsoft 365
Admin Center

If you are already a Microsoft 365 subscriber, you can use the Microsoft 365 Admin Center to
procure your Power Apps licenses.

1. Open your browser (Chrome or Edge recommended) and log into

https://admin.microsoft.com.
2. Expand Billing in the left-hand naV|gat|on pane and click on Purchase services.

L g hr s marmcicon
@ tama Purchase services
F s boam T ey Fopm
W e - 51100 e imordh ST e oy BT e morek 1000 wear wmoardh
= ey ; E oo  EEE Coee B Oowe B Coes
i
v penchm
ol Business apps Shaw ol 10
P B! St T Ty T S Tl iimed poingd (4 L. Buak] g, Il b o O,
g #nd ek, plae and § OOt Wnd CRETE CRQANTRL DOZENCATOS (Rar magn @ aceifioe
H 1 o o b 3
——
[—
&
& Daamomas spgaes Fosaste AP o app plan Firwe Appes po e plas Firarns Apyes Pastiali linginn Barves s sl Byvras esteemute  Pawe Rpps Factals page view Pamar astaenatn g
raparity asbd on fmpariby . or ampaaeiy ki e
R ol raen i AR Sabmanpton WOl REeH U 12 Poust App Boruk siow [1E Y pepee—] [EeeRpaeey S [T
b s T AT K A OEEE etmeor e g B e e L] TR gy AP <l ged arammany T rewed b TR T K
P S T ——— Prarme by pepieyer sl prieres appre b g g O3 [ T T —
it fas 2 L4 =
MO oy i B85 grpe e S ) ey e e D oy 110008 b i
E oo |EEE Coooe BB Cowe BN Coe AN Occee SN O

Dynamics 365

Uy (RS ad (55 Copatslnat 302 DIRSE DOWN GILH & D o e
o mpplom Fu beip mowr your Dveen o e Servrn
r I Copreataie, "l a5 ebiabeling Bl arivh gresl (s Dy st el e, BeTied Bapeifen

3. Search or locate Power Apps per app plan.

* If you already own this plan, there will be an indicator letting you know so. Click
on Details to manage this product to add or remove licenses accordingly.
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Figure 2 - Microsaft 365 admin center - Your Products

4. Follow all prompts leading up to the payment of the licenses. For Mekorma
PowerApprovals, you must license any number of approvers who will be accessing the
app, plus a license for the administrative user account.

Last modified: May 4, 2023
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4.4. Assigning Approver User Licenses -
Power Apps Per App Plan

To assign payment approver user licenses for the Power Apps per app plan, you will need to

visit the Power Platform admin center.

1. Go to Power Platform Admin Center
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2. In the left- hand nawgatnon pane, expand Resources and select CapaC|ty
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3. Click the Add-ons option on the Capacity page
BT e I Al

|
B e

Capacity
| awra
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This will enable the Assign to an environment option on the Capacity page toolbar.

(*) Assign to an environment

B Environments

Capacity
= Analytics v
&7 Resources N Summary Storage capacity Add-ons
| Capacity See where your org is using add-ons and assign them to environments. Learn more

4. Click on the Assign to an environment option.
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Manage add-ons x

Assign add-ons to environments so that people can do more with their apps. flows, portals
virtual agents, and Al models. Learn more

Environment

Company (default)

App passes

Give unlicensed users access to Power Apps apps and flows.

& 0 passes remaining

I:D Extra steps are required for App passes to work on model-driven apps. Leam more

You are now presented with the Manage add-ons pane. In this pane, you can assign all
licenses purchased by entering the quantity in the App passes field.

* This plan requires users to initiate a 30-day Power Apps per user plan trial. By
accepting the trial, you are now able to create a premium SQL Server connection
to your on-premises Dynamics GP SQL Server. See Creating a connection to your

on-premises SQL Server in your Power Apps environment.

Last modified: May 4, 2023
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4.5. Assigning Approver User Licenses -

Power Apps Per User Plan

You will need to assign user licenses to approvers and administrators. To assign user licenses,

follow these steps via the Microsoft 365 admin center:

1. Open your browser (Chrome or Edge recommended) and log into

https://admin.microsoft.com.

2. Expand Billing in the left-hand navigation pane and select Your Products.

P Your products

S
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3. Locate the Power Apps per user plan SKU.
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* You can type “Power Apps” in the search bar to narrow the options.

4. Click on the Assign Users hyperlink to begin adding each approver user and environment
administrator.
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5. Proceed to enter each approver’s UPN. If you are an Office 365 subscriber, this will be the
equivalent to the user email account.
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* You must also add the designated Power Apps administrative account to the list
of users being added.

Last modified: May 4, 2023
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5. PowerApprovals Installation Prerequisites

This section details what you need to have in place prior to installing PowerApprovals.
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5.1. Setting up a SQL Server Proxy Login

A SQL Server proxy login is a security principal, or entity that can be authenticated by Mekorma
PowerApprovals via the SQL Server cloud connector to access Dynamics GP databases and run
PowerApprovals server-side business logic. You can create a login based on a Windows principal
(such as a domain user) or you can create a native SQL Server login.

If you are going to use a domain account as your PowerApprovals proxy account, contact your
system administrator. Mekorma recommends setting up an identifiable account, such as
domain\PowerApprovalsProxy. To create a SQL Server login for Mekorma PowerApprovals, follow
these steps:

1. Launch Microsoft SQL Server Management Studio and log in as the ‘sa’ user.

oF Connect to Server >
SQL Server
Servertype: Database Engine -
Server name: |WIN‘IDB&SIC\SQLZD19.P\ v|
Authentication: iSQL Server Authentication HE'
Login: |sa ~ |
TepThk | ............... |
Remember password
Cancel Help Cptions ==

2. In Object Explorer, expand the folder of the server instance in which you want to create
the new login.
3. Expand the Security folder. Right-click on Logins and choose New Login.

Object Explorer - 0 X
Connect~ ¥ *if A v
= @ WIN10BASIC\SQL2019A (SQL Server 15.0.2000.5 - sa
® Databases
= Security
] Smr NEW I.Dglll'lm
® Creden Filter »
@ Cryptol
® Audits Start PowerShell
@ EE Server Reports »
® Server Obj
= Replication Refresh
[+ PolyBase
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4. Create the user as shown below.

H Login - New — O X
i~ T s - @ e
K Server Roles
& User Mapping Login name: |I'u'lelﬂ;om'laF‘rc:u.\\')r a | Search...
F Securables ) o
& Status (O Windows authentication
(® SQL Server authertication
b Password: |............ |
Confimm password: |uu.uu... |
Specty old password
Mapped to certfficate ~
() Mapped to asymmetric key o
[ Map to Credential v| | Add
Server- Mapped Credentials Credertial Provider
WINTOBASIC\SGLZ019A
Connection:
53
ﬁ View connection properties
Progress Remove
Ready Default database: | DYNAMICS d > |
Default language: | <defaut> =
oK || Cancel

a. Login Name = MekormaProxy
b. Mark SQL Server authentication
c. Unmark Enforce password policy
d. Default database = DYNAMICS
5. In the left-hand navigation pane, navigate to User Mapping.
6. The proxy user must have access to Dynamics GP's system database.
* Mark the system company. Typically, this is DYNAMICS, but it may be named
something else.
* In the lower section, Database Role Membership, mark DYNGRP.
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B Login - New

Selectapage

|LTSai:tv0Heb

Users mapped to this login:

§

E

DYN1

DDDDDDDDE]

Connection |

Server:
WINT0BASIC\SQL2019A

LIVET

master

model

msdb
POWERAPPS
tempdb
TEST1
T™Wo1

Database role membership for: DYNAMICS

Default Schema

Connection:

¥ View connection properties [] db_datareader

Ready

7. Repeat steps 1-6 for each company that will use Mekorma Power Apps.

8. Once complete, you should have something similar to the screenshot below:

* Mark the company database
* Mark the DYNGRP role

Copyright © 2023 Mekorma Enterprises. All Rights Reserved.

Page 38 of 110



Mekorma

PowerApprovals Implementation Guide for GP - 1_en

i Login Properties - MekormaProx
g P Y

Selecta page | it v
> IT Scipt ~ @ Help
# Server Roles
& User Mapping Users mapped to this login:
F Securables Map Database User
& Status dbo 0O Dol
DYNAMICS MekomaProxy
E LIVE1 i MekomaProxy
[  master
[0 model
0 msdb
[] POWERAPPS
%] PROD1 MekomaProxy
tempdd
O Tesn
O Two
sen‘ler: ...... ac
WIN10BASIC\SQL2019A Database role membership for: LIVE1
Connection: [] db_accessadmin
sa [] db_backupoperator
§¥ View connection properies | (L] db_datareader
] db_datawriter
[ db_ddiadmin
[ ] db_denydatareader
[] db_denydatawriter
Progress | % db_owner
db_securityadmin
Ready 7] DYNGRP
g DYNWORKFLOWGRP

- O x
Default Schema
dbo - |
doo |
dbo |
]
W
[ ok ] cancel

9. In the example above, we have many Dynamics GP companies; however, we are
restricting access to only the LIVE1 and PROD1 companies. These are the two companies
that will be using the Mekorma Power Apps product(s).

10. Click OK to complete the process.
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5.1.1. Define Server Roles for SQL Server
Proxy Login

The PowerApprovals SQL Server proxy login does not require any special server roles. The
default selection is public.

B Login - New

Select a page
# General

Server Roles
& |ser Mapping
J Securables
& Status

Connection
Server:
DESKTOP-FS7HEIT

Connection:
&3

lﬁ \iew connection properties

Ready

LT Scipt ~ @ Help

Server role is used to grant server-wide security privileges to a user.

Server roles:

o o X

[] bulk admin
[] dbcreator

[] diskadmin
[ processadmin
[+ public

[ securityadmin
[] serveradmin
[] setupadmin
[] sysadmin

Copyright © 2023 Mekorma Enterprises. All Rights Reserved.

s

Last modified: April 25, 2023

Page 40 of 110



Mekorma PowerApprovals Implementation Guide for GP - 1_en

5.1.2. Mapping Company Access

Proxy users must have access to Dynamics GP’s system database, as well as all company
databases that will use the Mekorma Power Apps products. The instructions below show you
how to grant access to all pertinent databases.

1. Click User Mapping.
2. The proxy user must have access to Dynamics GP's system database.
* Mark the system company that aligns with your system settings. Generally, this
defaults to DYNAMICS.
* In the lower section, Database Role Membership, mark DYNGRP.

B Login - New B o X
Selecta page int -
& General T Sort Q =
server Holes
Users mappedito i ogn
Securables Map Database User Default Schema
& Status [] DN
[[=_oamics - MekomaProxy |
J  LvEl
O master
O model
O msdb
O POWERAPPS
[0 tempdd
O TEST1
0O Twol
Connection
Server
WIN10BASIC\SQL2019A Database role membership for: DYNAMICS
Sannnectinn: [ do_accessadmin A
[] db_backupaperator
¥ View connection properties | (] db_datareader
Progress
Ready I= DYNGRP

3. Repeat these steps for each company that will use Mekorma Power Apps:
* Mark the company database
* Mark the DYNGRP role
4. Once you are done, you should have something similar to the screenshot below:
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B Login Properties - MekormaProxy - O x
Selecta page | .
3 IT Scipt ~ @ Help
K& Server Roles
J User Mapping Users mapped to this login:
& Securables Map  Database User Default Sehema
& Status dbo
0 DM
DYNAMICS MekomiaProxy dbo L]
| LIVE1 { MekomaProxy dbo [
[ master
[0  model
0 msdb
[] POWERAPPS
E  PprRODI MekomaProxy dbo ]
tempdb
O TesT1
0O Twol
Connection |
...... ac
Server:
WINI0BASIC\SQLIDTIA Database role membership for: LIVET
Connection: [] db_accessadmin ~
sa [] db_backupoperator
§¥ View connection properties | | [] db_datareader
[] db_datawriter
[] db_ddladmin
[ ] db_denydatareader
[] db_denydatawriter
Progress | % db_owner
db_securityadmin
Ready 7] DYNGRP
g DYNWORKFLOWGRP v
[ ok ] cancel

5. In the example above, we have many Dynamics GP companies; however, we are
restricting access to only the LIVE1 and PROD1 companies. These are the two companies
that will be using the Mekorma Power Apps product(s).

6. Click OK to complete the process.

Last modified: May 11, 2023
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6. Installing Microsoft On-Premises Data
Gateway

The on-premises data gateway is software that you install in an on-premises network. The
gateway facilitates access to the Dynamics GP SQL Server on your network.

You must install the data gateway in standard mode. In that mode, you can install a standalone
gateway or add a gateway to a cluster, which we recommend for high availability scenarios.

In this section, we show you how to install a standard gateway and how to add another
gateway to create a cluster.

The on-premises data gateway software can be installed, “on any server or machine with a
direct line of sight to your Dynamics GP SQL Server”, as per Microsoft documentation. This
means that you can install the gateway on any computer on your network and not necessarily
on your Dynamics GP SQL Server machine.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 43 of 110



Mekorma PowerApprovals Implementation Guide for GP - 1_en

6.1. System Requirements and
Considerations

Minimum requirements

e .NET Framework 4.7.2 (Gateway release December 2020 and earlier)
* .NET Framework 4.8 (Gateway release February 2021 and later)
* A 64-bit version of Windows 10 or a 64-bit version of Windows Server 2012 R2 with

* 4 GB disk space for logs (in default configuration)

Recommended

* An 8-core CPU

* 8 GB of memory

* A 64-bit version of Windows Server 2012 R2 or later
» SSD storage for spooling

Related considerations

* Gateways aren’t supported on Server Core installations.

* The user installing the gateway must be the admin of the gateway.

* The gateway can’t be installed on a domain controller.

* The common practice of On-Premises Data Gateway installation is on the GP SQL Server.

* If you're planning to use Windows authentication, make sure you install the gateway on a
computer that's a member of the same Active Directory environment as your SQL Server.

* Don’'tinstall a gateway on a computer, such as a laptop, that might be turned off, asleep,
or disconnected from the internet. The gateway can’t run under any of those
circumstances.

* |If a gateway uses a wireless network, its performance might suffer.

* You can install other applications on the gateway machine, but this may degrade gateway
performance. If you do install other applications on the gateway machine, be sure to
monitor the gateway closely to check if there is any resource contention.

* You can install up to two gateways on a single computer: one running in personal mode
and the other running in standard mode. You cannot have more than one gateway running
in the same mode on the same computer.

Review the full list of requirements
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6.2. Download and Install a Standard
Gateway

The on-premises data gateway must be online 24/7 and installed on a network computer that is
always running. For optimal performance and reliability, Mekorma recommends that a wired
network be used in lieu of a wireless connection.

1. On the machine where you want to host the on-premises data gateway, download the
installer from Microsoft,
2. Run the installer in administrator mode.

~ Last month (1)

Gatewaylnstall.exe 5/6/2021 12:16 PM
Open
®) Run as administrator

3. In the gateway installer, keep the default installation path, accept the terms of use, and
click Install.

CD On-premises data gateway installation

Getting ready to install the on-premises data gateway.

Please review minimum reguirements for installing the On-premises data gateway. Not meeting these
requirements may result in performance bottlenacks.

Install to
C\Program Files\On-premises data gateway E

| accept the terms of use and privacy statement .

Install Close

4. Enter the User Principal Name (UPN) or email address for your Office 365 organization
account, and then select Sign in.
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@ On-premises data gateway

Almost done.

Installation was successful!

Email address to use with this gateway:

youremail@contoso.com

Next, you need to sign in to register your gateway.

Sign in Cancel

«¥» You need to sign in with either a work account or a school account. This account

is an organization account. If you signed up for Office 365 and didn’t supply your
work email address, your address might look like

nancy@contoso.onmicrosoft.com. Your account is stored within a tenant in Azure
AD. In most cases, your Azure AD account’s UPN will match the email address.

The gateway is now associated with your UPN or Office 365 organization account and you
are signed in. Manage gateways from within the associated service.

5. Select Register a new gateway on this computer and click Next.

? x
Q On-premises data gateway

You are signed in as boun@mekorma.com and are ready to register the gateway.

®) Register a new gateway on this computer,

) Migrate, restore, or takeover an existing gateway.
* Move a gateway to a new computer
* Recover a damaged gateway
* Take ownership of a gateway
The old gateway will be disconnected.

Next Cancel

6. Enter a name for the gateway and create a recovery key. Select Configure to continue.
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CD On-premises data gateway

You are signed in as youremail@contoso.com and are ready to register the
gateway.

New on-premises data gateway name

[] Add to an existing gateway cluster Learn more

Recovery key (8 character minimum)

(D) This key is needed to restore the gateway and can't be changed. Record it in a safe place.

Confirm recovery key

We'll use this region to connect the gateway to cloud services: West Central US Change Region
Provide relay details By default, Azure Relays are automatically provisioned

<< Back Configure

We recommend naming your gateway with the format XYZ_DataGateway where XYZ

Gateway ,
Name is acronym for your company.
* E.g., MEK DataGateWay
We recommend using a strong password for the recovery.
Recovery * Do not forget this password. Store it somewhere safe.
Key * The key is needed when moving the gateway to a different server or

creating a cluster of gateways.

* If you are a Power Bl customer for sovereign clouds, Microsoft currently only
supports installing gateways in the default Power Bl region of your tenant. The
region picker on the installer is only supported for Public cloud. Finally, you can
also provide your own Azure Relay details. For more information about how to
change the Azure Relay details, see Set the Azure Relay for on-premises data
gateway.

7. Review the information in the status window. This example uses the same account for
Power BI, Power Apps, and Power Automate, thus the gateway is available for all three
services.
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Service Settings
Diagnostics
Network
Connectors

Recovery Keys

C?) On-premises data gateway

& The gateway test-gateway-docs is online and ready
to be used.

Gateway version number: 3000.31.3 (March 2020)
B Help us improve the on-premises data gateway by sending usage information
to Microsoft.
Read the privacy statement online
Logic Apps, Azure Analysis Services Create a gateway in Azure

West Central US

Power Apps, Power Automate

oY
West Central US &) Ready
Power Bl ~
Default environment (& Ready
Close

Note the gateway region—the example above shows West Central US as the region with
the best connectivity.
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To ensure that your access to the gateway is an acceptable speed, it's necessary to run a
latency test. A good latency range is typically between 20-60ms, but anything up to 100ms is
acceptable. To perform a latency test, open any internet browser on the machine that is

hosting the on-premises gateway and run the Azure Speed Test 2.0.

0 | ™ Azure SpeedTest 2.0 X

& Power Apps  4) Pending Approvals g

Data Centers.

Data Center

== EastUS 2
BE= EastUS

== North Central US
== Central US

== West Central US
= West US 2

BE= West US

®= South Central US

+

& X %) httpsy//azurespeedtestazurewebsites.net

Average Latency

B3ms

65ms

&7ms

75ms

83ms

83ms

S0ms

93ms

a ok = @

Power Automate [ AzureSpesd Test2.0 [ Mekorma PowerAp...

Azure Speed Test 2.0

Measuring the latency from your web browser to the Blob Storage Service in each of the Microsoft Azure

History

Observe the average latency for your region. In this example, the latency is 83ms for West

Central US.
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6.3. Add Another Gateway to Create a
Cluster

A cluster lets gateway admins avoid having a single point of failure for on-premises data
access. If the primary gateway is unavailable, data requests are routed to the second gateway
that you add, and so on.

Because you can install only one standard gateway on a computer, you must install each
additional gateway in the cluster on a different computer. This provides redundancy in the
cluster in case of an emergency.

* Offline gateway members within a cluster will negatively impact performance.
These members should either be removed or disabled. Ensure the gateway
members in a cluster are running the same gateway version, as different
versions may cause unexpected failures based on supported functionality.

To create high-availability gateway clusters, you need the November 2017 or later update to
the gateway software.

1. Download the gateway to a different computer and install it.

2. Sign in with your UPN or Office 365 organization account and register the gateway. Select
Add to an existing cluster. In the Available gateway clusters list, select the primary
gateway, which is the first gateway you installed. Enter the recovery key for that gateway.
Select Configure to finish the installation process.
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? X
C@ On-premises data gateway
You are signed in as youremail@contoso.com and are ready to register the

gateway.

Mew on-premises data gateway name

test-gateway-docs-02

Add to an existing gateway cluster
Available gateway clusters

test-gateway-docs v

Recovery key (8 character minimum)

Learn more about gateway clusters

wWe'll use this region to connect the gateway to cloud services: West Central US Change Region

<< Back Configure

Last modified: May 4, 2023
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7. Creating a Connection to Your On-
Premises SQL Server in Your Power Apps
Environment

The SQL Server connector allows Mekorma applications such as PowerApprovals and Invoice
Capture to communicate with the Dynamics GP database via the on-premises data gateway.

The SQL connector can be used for both PowerApprovals and Invoice Capture :
For example, the connector created for PowerApprovals can be shared to the Invoice Capture’s
service account user (e.g., svc_invoice@mycompany.com). Likewise, the Invoice Capture SQL
connector can be shared to the PowerApprovals service account user
(svc_powerapprovals@mycompany.com).

The is only used by PowerApprovals—allows PowerApprovals the ability to send
email notifications to the batch approval requester.

Prerequisites

Gather all credential information that you will need before you start.

Item Data
SQL Server Instance Name ServerName\SQLServerName
Dynamics GP Database DYNAMICS

SQL Proxy Username and

MekormaProx
Password y

XYZ_DataGateway (where XYZ is the acronym of your

Data Gateway Name
company)

One of the following (depending on the Mekorma product you
are using)

* sSvC_powerapprovals@mycomany.com

* sSvC_invoice@mycompany.com

Service Account User

Setup Steps

1. Open your browser in private/incognito mode so that it does not cache your credentials
and prevents the browser from automatically logging in with any cached accounts. Edge,
Chrome, or Firefox are acceptable; do not use Internet Explorer.

2. Goto :

3. If you have multiple environments, be sure to select the correct environment (as shown
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below).
- [} *
@ Power Apps | Apps x —+
€& > C Y & makepowerapps.com/environments/a57ced13-5533-4aa6-accS-fc15e7d34dbb/apps O |& » = 0O ' H
Personal Mekorma Coding ‘Winemaking Games DnD Skill Building Media Hobbies » Cther bookmarks
.. Environment
Power Apps L Search & Mekorma Demo 3
= + Newapp ~ i Importcanvasapp (] Allapps = My apps L Search
(y Home
Apps
=+ Create
O Learn Apps Component libraries
Apps
IEFI i F Name Modified
& Ask a virtual agent
2 lutinn Haalth Hib s Alme an =

4. Verify that Connections and Gateways appear under Apps. If they do, proceed to step 5;
otherwise, follow the steps below to pin them.

& Power Apps | Apps b4 + a = A
&€ > C {Y & makepowerapps.com/environments/a57ced13-5533-4aa6-acc5-fc... & T » = 0O O H
Personal Mekorma Coding Winemaking Games DnD Skill Building Media » Cther bookmarks
+ Newapp v I Importcanvasapp (] Allapps = Myapps v O Search
| B Apps
o Flows Apps

~ :
Solutions ? Apps  Component libraries

- More

' Name Modifie

& Power Platform
(& Solution Health Hub e Tmoa

& Ask a virtual agent

a. Pin Connections by clicking on More and scrolling to find Connections. Use the pin
icon to add it to the navigation pane.
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Q Power Apps | Apps x +

« - C 0 8 make.powerapps.com/environments/a57ced13-5533-4aa

Persanal Mekarma Coding Winemaking Games DnD

Power Apps
| B Apps 5
More X
Flows .
= Customize your left navigation items for
. gasy access.
Solutions =
¥ Connections =
More
& Dataflows -« -
& Power Platform

Discover all |

& Ask a virtual agent

b. Pin Gateways by clicking More and then Discover all. Next, open Data Management
and locate Gateways. Use the pin icon to add it to the navigation pane.

‘> Power Apps | Discover x +

« = C ﬂ @ make.powerapps.com/environments/a57ced13-5533-4aal

Personal Mekorma Caoding Winemaking Games DnD
i Power Apps S Search
% Data Management
H Apps ¢
® Dataflows e =]
o/ Flows See all dataflows created with
Power Query.
Solutions
&) Azure Synapse Link =
Maore .
Continuously export Dataverse
tables and get insights.
I Discowver =
G Gateways =
& Power Platform Manage gateway connections

. d I5512Ns,
£ Ask a virtual agent ENe pErmiEEEns

5. Click Connections and then + New Connection.
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- O X

€ Power Apps | Connections * +
€ > C { @& makepowerapps.com/environments/a57ced13-5533-4aa6-acc5-fc... |© o » 5 0O O :
Personal Mekorma Coding Winemaking Games DnD Skill Building Media » Other bookmarks

Power Apps

I -+ New connection

/ & Carwas

o Flows

Solutions

l ® Connections

& Gateways

MName

- More

¢ Power Platform

&, Ask a virtual agent

£ Search

Modifie

v|

6. Locate the SQL Server premium connector (by Microsoft) in the list of connectors. If you
can’t find it, use the search (as shown below). Click on the SQL Server connector.

‘) Power Apps

<« > C 0

Personal

x

+

Mekorma Coding Winemaking Games

Power Apps

@ make.powerapps.com/environments/a57ced13-5533-4a3a6-acc5-fc15e7d3...

[m]

= 0@ ;:

Other bookmarks

X

L w

OnD Skill Building Media

| L sQL Server X |

{0} Home . .
Connections > New connection
=+ Create
@ Learn Name
& Apps SQL Server
Microsoft
& Ask a virtual agent !

7. Enter login credentials as shown below.
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X X
sqQL SQL Server sQL SQL Server
Microsoft SQL Server is a relational database management system developed by 5QL database name *
Microsoft. Connect to SQL Server to manage data. You can perform various
actions such as create, update, get, and delete on rows in a table, DYNAMICS
Authentication type * Username *
SQL Server Authentication N MekormaProxy
Password *
5QL server name *
............ ®
WINTOBASIC\SQL2019A
Ch t
5QL database name * ocse a gateway
XYZ_DataGateWa w
DYNAMICS - v ‘ O

* Authentication type: Set to SQL Server Authentication.

* SQL server name: This is the name of the server machine that is hosting your on-
premises date gateway.

* SQL database name: This is DYNAMICS. If you changed the Dynamics GP system
database name, enter the updated database name here.

* Username: Enter the SQL proxy user that was created in the previous section.
Typically, this is MekormaProxy.

* Password: Enter your password.

* Choose a gateway: Pick the gateway that you set up previously. This is typically
XYZ_DataGateWay, where XYZ is the acronym of your company.

8. Click Create to finish the setup.

Last modified: June 13, 2023
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/.1. Sharing the SQL Connector

The SQL connector can be used simultaneously by multiple apps or solutions. For example, if
the connector already exists for PowerApprovals, it can be shared so that Invoice Capture can

also use it (and vice versa).

1. Open your browser and go to

2. Log in with the PowerApprovals service account user (e.qg.,

svCc_powerapprovals@mycompany.com).

3. Select the correct environment (as shown below).

= (m] X
&) Power Apps | Apps X  +
€ 53 C 0 @ make m/en \ts/a57ced13-5533-4aa6-acc5-fc15e7d34dbb/apps Ov tr *» = 0§ :
Personal Mekorma Coding Winemaking Games DnD Skill Building Media Hobbies » Qther bookmarks
Power Apps L Ssearch
= == New app i Import canvas app ] Allapps = My apps L search
{ir Home
Apps
-+ Create
T Apps Component libraries
Apps
| B app: P Name Modified
& Ask a virtual agent
ra lutian Haalth Hub 11.ma 2a

s ®

= (m]

=

e
=

Modified

2 wk ago

X

4. Click on Connections.
5. Open the SQL Server connector menu by clicking (...) and select Share.
O € Poweripps x =
&~ C () httpsy//make powerapps.com/environments/a57ced13-5533-4aa6-acc5-f.
B Data ~ -+ New connection ¢ Edit & Share [i] Delete (D Details
. P
geic Name |
pasafiovs [ EJLNSL&:INBASIC\SQLEOIQA

Azure Synapse Link
|

Custom Connectors

Gateways

o Flows

& Edit
[@ Delete
':, Details

2wk ago

6. Enter the email address of the account user for the respective service you want to share.

E.g., svc_invoices@mycompany.com.
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Share DYNAMICS WIN10BASIC\SQL2019A

Enter names, email addresses, user groups, senvice pnnc |:=3| names, or service pr
-+ Add everyone in my org @

Shared with
Name Permission @

@ svc_invoices@mycompany.com Can use o

e svc_powerapprovals@mycompany.com Owner

7. For the desired email address, set the permission to Can use.
8. Click Save to finalize sharing the connector.

Last modified: May 4, 2023
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8. Creating an Email Notification Agent in
your Power Apps Environment

By default, Mekorma PowerApprovals is equipped to work with the standard platform mail
connector. The mail connector is used to send email notifications to approval requestors and

second approvers, once a transaction has been processed by an approver.

PowerApprovals can also

* Setting up the standard mail connector flows directly from the previous section,

Creating a Connection to Your On-Premises SQL Server in Your Power Apps
Environment. Review that section before continuing with creating your mail

connector.

1. To create a new mail connector, open the Connections menu and select + New

Connection.

im] ‘) Power Apps | Connections

< G B

x IEE

https://make.powerapps.com/environments/a57ced13-55... A»

M@ Leam

B Apps

o Flows

8 solutions

1

% Connections

+ More

2 Ask a virtual agent

i Power Apps £ search
2

Connections in Mekorma Demo 3

& Canvas

Name

O search

Modified

»

2. In the New Connections window, type mail in the search bar to locate the Mail (by
Microsoft) connector in the list of available connectors; select it.
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im} 0 Power Apps

X |+

<« & (31 https://make.powerapps.com/environments/a57ced13-55...

AR
A

O]

331 Power Apps £ search

Leamn

m
B Apps . .
Connections |> New connection

I Y Connections

+ More

o+ Flows

Name
8 solutions

Mail

Microsoft

2 Aska virtual agent —H

Azure Communication Services Email

Microsoft

£ Mail
Enter search here

O

3. You will be prompted to accept the permissions required to set up the mail connector.

Click Accept and create to proceed.

Mail

TERMS OF SERVICE

Cancel

Mail Connection Provider lets you send email notification.

By selecting Accept and Create connection, you agree (a) to be
bound by the SendGrid terms and privacy_policy, (b) you will be sharing
your data with SendGnid, who will use it according to its terms and

Arnveacy aaliew and (0 Micraeaft maw charas vaor cantact infarmatinn

Accept and create

X

4. The mail connector is now created and will appear in the list of available connectors.
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im} Q Power Apps | Connections x  + = o X

< C ) https://make.powerapps.com/environments/a57ced13-55.. A @ g @ 4 g’ b

Power Apps

@ Leam

B Apps PSSL“"?’APP’OV"'S <+ InSmin

= Flows p  Mail In5 mi
= Mail n > mn

f solutions

I 8 Connections

+ More

8, Aska virtual agent
P

b4
4

Last modified: May 4, 2023
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9. Downloading PowerApprovals

Download the PowerApprovals resource file that aligns with the version of Mekorma you are
using.
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10. Importing PowerApprovals into Your
Power Apps Environment

PowerApprovals is a Mekorma product that needs to be imported into the Power Apps cloud. In
this section, you will be instructed to download the application package and import it into
Power Apps.

Prerequisites for Importing PowerApprovals

Download the PowerApprovals package from the . Upon clicking Download
PowerApprovals, a zip file will be downloaded. Do not open it, you will import the file to the
cloud in the steps that follow.

If you need an older version, scroll to the bottom of the page and open the
Locate the PowerApprovals build that you need and download it via the link provided.

* If you have several Power Apps environments, please ensure you select the
correct environment prior to initiating the import steps outlined below.

Import Steps

PowerApprovals
1. Open your browser in private mode, go to the , and log in as the
service account user.
2. Click Apps and then Import canvas app.

im] 0 Power Apps | Apps x == - o X
<« O () https;//make.powerapps.com/environments/aS7ced13-55.. A & g ® L a. - (I
i1 Power Apps L search 8 Q ] ?
0 Leamn + New app I Import canvas app |) Allapps = Myapps L search
2
[ Apps L
Apps
o Flows
Apps Component libraries Wrap projects
8 solutions R
§ Connections B Name Modified
* More :% Solution Health Hub o 1yrage

x ,

2 Ask avirtual agent

3. Click the Upload button to select the PowerApprovals zip package you downloaded
from the Mekorma website.
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Mekorma

O € PowerApps x ==
< C

)  https;//make.powerapps.com/environments/aS7ced13-55.. A & g @&

L search

Power Apps

@ Leam Import package
Import canvas app created outside of a solution into this environment. Apps created in a solution can be imported under
I H Apps Solutions. Leamn more
o Flows Choose the package file to import
2 Solutions
8  Connections Upload a .zip package file Upload
+ More

£ Ask avirtual agent

4. Select the PowerApprovals zip file and click Open.

— - 4 J- » ThisPC » Downloads w ] Search Downloads

New folder =~ [ @

~

Organize «

MName

~ [l Desktop
» o OneDrive
> & sa
v [ This PC
> 7} 3D Objects
> [ Desktop

~ Today (1)
;j MekormaP owerApprovals_x90_20230203.zip

> |":_'| Documents
> b Downloads 4 &

v| Compressed (zipped) Folder (*. ~

File name: |

Cancel

€ open X

PowerApprovals Implementation Guide for GP - 1_en

5. Uploading the package will take a few minutes, do not navigate away from this page

during the process.

x |+

https;//make.powerapps.com/environments/aS7ced13-55.. A & g ®

O @ PowerApps
<« O &

£ search

Power Apps

Choose the package file to import
Solutions
%  Connections MekormaPowerApprovals_x90_20230203 zip

* More

£ Aska virtual agent

0 Leam Import package
Import canvas app created outside of a solution into this environment. Apps created in a solution can be imported under
| 7 Apps Solutions, Learn more
o Flows

-

6. Once imported, begin setting up the app by clicking the wrench icon for Mekorma

PowerApprovals app.
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O | € Poweripps x ==
« C 6

P Search

Power Apps

https://make.powerapps.com/environments/a57ced13-5533-4aa6-a... A

Environment
3 Mekorma Demo 3

Import package

{ar Home
Review Package Content
+ Create
Choose your import options.
@ Leam NAME
I 7 Apps E Mekorma PowerApprovals
o Flows
8 solutions Related resources

NAME

PowerApprovals

o

Mekorma_ApproveAndEm
ail

@ Your package was uploaded successfully.

¥ Connections

* More

& Power Platform

2 Ask avirtual agent

RESOURCE TYPE

App

RESOURCE TYPE

SQL Server Connection

Mail Connection

Flow

IMPORT SETUP

Update

IMPORT SETUP

Select during import

Select during import

Update

Import canvas app created outside of a solution into this environment. Apps created in a solution can be imporied under Solutions. Learn more

ACTION

ACTION

A

Cancel

7. In the Import setup window, change the Setup drop-down to Create as new. Under

Resource name, set to Mekorma PowerApprovals.

O | € PowerApps x |+
< G

O search

Power Apps

() https://make.powerapps.com/environments/a57ced13-5533-4aa6-a... A

Import package

{ Home
Review Package Content
+ Create _
Choose your import options.
@ Leam NAME
IEP Apps Mekorma PowerApprovals
o Flows
Solutions Related resources
¥ Connections NAME
. More PowerApprovals

¢ Power Platform

Mail

Mekorma_ApproveAndEm
ail

@ Your package was uploaded successfully.

2 Ask avirtual agent

Import canvas app created outside of a solution into this &

nport setu X
Satup
Create as new 1 v
RESOl = =
The package creator chose this setup. Yop can make changes to the i
App mport here.
This app or flow will be new to the envirdgnment when the package is
imported.
—Resource name *
RESON
Mekorma PowerApprovals 2
saL
Mail
Flov

8. Click Save to finalize the changes.

9. To set up the SQL Server connection, click the wrench icon for PowerApprovals. Note:

Pay attention to the Resource Type. Step 6 above focuses on the Mekorma

PowerApprovals app, here you want to access the PowerApprovals SQL Server

Connection.
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i} Q Power Apps x BEF
< C

() https://make.powerapps.com/environments/a57ced13-5533-4aa6-a.. A € g 4 :' Eb

= a X

i1 Power Apps L search

Environment

B Mekorma Demo 3

Import package

@ Home
Review Package Content
+ Create
Choose your import options
[ Leam NAME
I & Apps ' Mekorma PowerApprovals
o/° Flows
(1 Solutions
Related resources
% Connections NAME
- More

PowerApprovals
il

Me korma_ApproveAndEm

ail

& Power Platform

2 Askavirtual agent

Import canvas app created outside of a solution into this environment. Apps created in a solution can be imported under Solutions. Learn more

RESOURCE TYPE IMPORT SETUP ACTION
Create as new -

App Mekorma PowerApprov 4
als

RESOURCE TYPE IMPORT SETUP ACTION

SQL Server Connection Select during import 2

Mail Connection Select during import &

Flow Update &

Cancel

10. In the Setup drop-down, set it to Select during import and select the SQL Server
connector, in this case PowerApprovals. Click Save to finalize the setup.

B € Poweripps
<« G

x  +

) https;//make.powerapps.com/environments/aS7ced13-5533-4aa6-a.. A @, T,‘ﬁ 4 3.

= a X

Power Apps L Search

Import package

{x} Home
Review Package Content

+ Create ) :
Choose your import options.

O Leam NAME

I & Apps Mekorma PowerApprovals
o Flows
Solutions
8 Related resources
¥ Connections HAME
- More

E PowerApprovals

N_‘Ie korma_ApproveAndEm

ail

¢ Power Platform

2 Ask a virtual agent

Import canvas app created outside of a solution into this &

mport setuy X
Setup
Select during import v
RESOf -
The package creator chose this setup. You can make changes to the i
App mport here.
The connection or custom API already exists in the environment and
must be selected when this package is imported.
- Create new () Refresh st
RESOM
NAME RESOURCE TYPE
saL
| PowerApprovals 1 1wkago v |
Mail
Flow
2
Save Cancel

Mail Connector

1. To set up the mail connection, click the wrench icon for Mail.
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O € Poweripps x |+ = [m

& C [2)  https://make.powerapps.com/environments/a57ced13-5533-4aa6-a.. A" & {a ® € z. b]

Power Apps L Search

Import package

Impert canvas app created outside of a solution into this environment. Apps created in a solution can be imported under Solutions. Learn more

@ Home
Review Package Content
+ Create
Choose your import options.
@ Leam NAME RESOURCE TYPE IMPORT SETUP ACTION
& Apps Create as new R
I Mekorma PowerApprovals  App Mekorma PowerApprov &
als
o Flows
Solutions
8 Related resources
? Connections NAME RESOURCE TYPE IMPORT SETUP ACTION
. Select during import
Blos Pl PowerApprovals SQAL Server Connection uring impo &
) PowerApprovals

¢ Power Platform Mail Mail Connection Select during import

@ Mekorma_ApproveAndEm
ail

Flow Update &

£ Ask a virtual agent Cancel

2. Set the Setup drop-down as Select during import and select the mail connector. Click
Save to finalize the setup.

(m} ‘) Power Apps X + = =)
& C ()  https://make.powerapps.com/environments/a57ced13-5533-4aa6-a.. A" & {5 ® + z. b )
Power Apps L Search
= Import package mport setup X
Import canvas app created outside of a solution into this & '
2 Home | Setup
Review P. t
+ Create e ac_kage conten Select during import v
Choose your import options.
The package creator chose this setup. You can make changes to the
[ Leam
NAME RESOl  import here.
I & Apps Mekorma PowerApprovals App
The connection or custom API already exists in the environment an
= Flows d must be selected when this package is imported.
& Solutions + Create new O Refresh list
Related resources
i NAME RESOURCE TYPE
¥ Connections NAME resol
. Mail 37 min ago
RiGE ' PowerApprovals SQL ? v
& Power Platform E il Vil
Mekorma_ApproveAndEm
B -Approv Flow|
ail
& Ask a virtual agent

Flow
1. To set up the flow, click the wrench icon for Mekorma_ApproveAndEmail.
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O | € Poweripps

x

_|_

o

8
¥

< G 0o

Power Apps

Home
Create

Leamn

Apps

Flows

Solutions

Connections

* More

Power Platform

https://make.powerapps.com/environments/a57ced13-5533-4aab-a...

P Search

Import package

Environment
viekorma Demo 3

Import canvas app created outside of a solution inta this environment. Apps created in a solution can be imporied under Solutions. Learn more

Review Package Content

Choose your import options.

NAME

' Mekorma PowerApprovals

Related resources

NAME

PowerApprovals
i

RESOURCE TYPE IMPORT SETUP ACTION
Create as new .

App Mekorma PowerApprov “
als

RESOURCE TYPE IMPORT SETUP ACTION
Select during import y

SQL Server Connection g mp 2
PowerApprovals

) . Select during import @

Mail Connection . g imp &
Mail

Flow Update £

Mekorma_ApproveAndEm
ail

& Ask a virtual agent

Cancel

2. Set the Setup drop-down as Create as new and
Save to finalize the setup.

leave the default resource name. Click

B @ Pover i x |+ - 0o
&~ G ) https;//make.powerapps.com/environments/a57ced13-5533-4aa6-a.. A' Q@ 1§ + =. - b )
Power Apps £ search
= Import package nport setu X
Import canvas app created outside of a solution into this &
{ Home {
Review Package Content Setu
+ Create - P
Choose your import options.
Create as new v
@ Leam NAME RESO| . .
{1 The package creator chose this setup. You can make changes to the i
I & Apps ' Mekorma PowerApprovals App mport here.
= Flows 1 ) ) ) )
This app or flow will be new to the environment when the package is
N Solutions imported.
Related resources .
¥ Connections
NAME RESO! Mekorma_ApproveAndEmail
JANECES PowerApprovals saLd
¢ Power Platform Ml il
Mekorma_ApproveAndEm
PP Flowt
ail
. Save Cancel
2 Ask avirtual agent

Finalize PowerApprovals Import

Finalizing

1. When you are ready to finalize importing PowerApprovals, your window should look
like this:
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O @ PowerApps
< G B

Home

Create

Learn

5 B + 2

Apps

%

Flows

P

Solutions
§ Connections

+ More

& Power Platform

x ==

https://make.powerapps.com/environments/a57ced13-5533-4aab-a...

i1 Power Apps £ Search

Import package

A e g L

Import canvas app created outside of 3 selution into this environment. Apps created in a solution can be imported under Solutions. Learn more

Review Package Content

Choose your import options.

NAME

Mekorma PowerApprovals

Related resources

NAME

PowerApprovals
il

RESOQURCE TYPE

App

RESQURCE TYPE

SQL Server Connection

Mail Connection

Flow

IMPORT SETUP ACTION

Create as new 2

Mekorma PowerApprov

als

IMPORT SETUP ACTION

Select during import y

PowerApprovals

Select during import o
g Imp! y

Mail

Create as new

NPR Mekorma_ApproveAndEm
7% ail

Mekorma_ApproveAnd &

Email

2. Click Import to finalize the setup. Allow the system to finish importing; the process
will take a few minutes and you will see this status while it is working.

2 Ask avirtual agent Cancel

i_# Importing wour package ... Don't navigate away

3. Once the import is complete, the resources on your page will be updated with a green
checkmark next to them.

D @ Ponertors x |+ - o x
& C (5) https://make.powerapps.com/environments/a57ced13-5533-4ag6-a... AY @ ‘..'\6 4 :‘ 5 b:l
Environment
Power Apps P Search £ Mekorma Demo 3
= Mekorma PowerApprovals
fr Home
Review Package Content
+ Create
Choose your import options.
M Leam
NAME RESOURCE TYPE IMPORT SETUP ACTION
| & Apps Mekorma .
new -
@ PowerApprovals Aep Create as new ¢
o Flows
3 Solutions Related resources
¥ Connections NAME RESOURCE TYPE IMPORT SETUP ACTION
SQL Server :
. PowerApprovals Select during import
Rop s Connection uring imp 4
& Power Platform Mekorma_ApproveAndEmail Flow Create as new e
. Mail Mail Connection Select during import &£
2, Ask a virtual agent

4. Open Apps to verify that PowerApprovals has been imported into your Power Apps
environment.
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@ @ PowerApps|Apps
< C

Power Apps

x ==

P Search

M Learn
Apps
o Flows
A solutions

% Connections

- More

& Power Platform

2 Ask a virtual agent

- Newapp v ! importcanvasapp (] All apps

Apps

Apps  Component libraries Wrap projects
F  nName
Mekorma PowerApprovals

:E Solution Health Hub

() https://make.powerapps.com/environments/a57ced13-5533-4aa6-a...

A @ s

ment

s Mekorma Demo 3

= Myapps v P Search

Modified
1 min ago

1yr.ago

Boun|

SYSTE

Turning on the Flow

By default, Microsoft has the flow deactivated. Follow the instructions below to turn it on

1. Select Flows in the left-hand navigation pane. Note that Mekorma_ApprovalAndEmail

flow is greyed out because it defaults to be turned off.

o

X

[ € PowerApps | Flows
< O

Power Apps

x

A search

.l.

)  https://make.powerapps.com/environments/a57ced13-5533-4aab6-a...

8

7

A e s B L

Emvironment
Mekorma Demo 3

2 Ask avirtual agent

(1 Repair tips off

} New flow & Edit ) share B SaveAs -
& Apps & Edit
Flows
£ Share
o Hows Cloud flows  Desktop flows  Shared with me
S B Save As
2 Solutions
[y send a copy
¥ Connections
o Name = Export
- More . .
} Run h
] Mekorma_ApproveAndEmail & Z O - g
¢ Power Platform >

2. Click the ellipsis to view additional options and select Turn On.

3. The flow is now turned on and ready to use.
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im} 0 Power Apps | Flows
< C

x |+

) https://make.powerapps.com/environments/a57ced13-5533-4aab-a...

i Power Apps L search

[ Leam

& Apps
I = Flows
Solutions
¥  Connections

- More

& Power Platform

& Askavirtual agent

| Newflow ~ D Run ¢ Edit £) Share B SaveAs
Flows
Cloud flows  Desktop flows  Shared with me

o Name

(] n Mekorma_ApproveAndEmail 9

= (] X

Environment

Mekorma Demo 3

P Search
Modified  Type
v V2 6 min ago Instant
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11. Getting the Application Web Link and
QR Code

The application web link and QR code allow you to share the app with your approvers. Opening
the link or scanning the QR code takes users to the PowerApprovals app in either their browser
or their phone. Follow the steps below to obtain your web link and QR code.

! You must have PowerApprovals installed and imported into your Power Apps
environment before you continue this process.

The web link and QR code are located in the Details section of the app. To view the details of
Mekorma PowerApprovals, click the ellipsis to the right of Mekorma PowerApprovals and select
Details. Mekorma recommends saving the web link and QR code for record keeping purposes.

0 @ PowerApps|Apps x == - b X
& C (5] httpsy//make powerapps.com/environments/aS7ced13-5533-4aa6-a.. AY Q1§ + .3. ib
i Power Apps B search
@ Leamn t Mewapp ~ ¢ Edit [> Play & Share — Exportpackage P Addti =¥ Share - My apps ~
| B Apps 1 1= Export package
Apps
& Add to Teams
o Flows
s Apps Component libraries Wrap projects B Monitor
3 solutions
= Analytics (preview)
¥ Connections
& Name S Settings Owne
*+ More 2 -
(] Mekorma PowerApprovals [# wrap Boun |
& Power Platform [ solution Health Hub ...\ [i] Delete sysTe
& Ask a virtual agent S @© Details 3 - »
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O €@ PowerApps x = - O X
< C )  httpsy//make.powerapps.com/environments/a57ced13-5533-4aa6-a... A € 18 @ + g. 1';

Emdronment
Power Apps 8 Mekorma Demo 3

= & Edit D> Play 12 Share '— Exportpackage & AddtoTeams [ Monitor | Analytics (preview)

@ Home
Apps » Mekorma PowerApprovals
} Create
Details  Versions  Connections  Flows Analytics (preview)
@ Leam N
Cwmer
I F apps Boun Phommarath
Created
o Flows 4/19/2023, 24038 PM
A solutions Modified

) 4/19/2023, 24038 PM
¥ Connections
‘Web link

https://apps.powerapps.com/play/e/ S - B
]

=+ More

& Power Platform
Moabile QR code

App ID

2e930f23-9a83-43%-9¢85-75434851dc5¢

License designation
& Ask a virtual agent premium ®

Saving the web link in Dynamics GP

The PowerApprovals web link is integral to the approval workflow, as the link is included in the
approval emails that are sent out when a batch approval has been requested. To ensure that
PowerApprovals operates correctly, the web link needs to be saved in the Approval Email Setup
window in Dynamics GP.

1. Run Dynamics GP and log in with a user that has access to the Mekorma Payment Hub
setup windows.

2. In the Mekorma area page, access Security Setup (Setup > System > Security Setup).

Click Approval Email Setup on the ribbon of the Mekorma Security Maintenance window

4. Enter the web link in the PowerApproval Web Link field of the Approval Email Setup
window.

w
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m Micresoft Dynamics GP

QU |

Home » Mekorma » Mekorma

: Microsoft Dynamics GP =

Mekorma
Mekorma Batch Status
4® Home
| O wekorms 1=
& Administration
_f; Purchasing
@ Sales
Ej HR & Payroll
P ey
g5 Financial

o
S

4/19/2023 Live Company 1 sa

5. Click OK to finish the setup.

P Mekorma Security Maintenance - LIVET (sa - O X . O %
HX 2| & |2 & @ [6] 0 @
: Transactions ~ Inquiry ~ Reports | Save Cancel Quick | Approval Options File | Tools | Help
Reasons| Email Setup e ~ ~ —
Mekorma Actions ptions | File - | Help Customize this page. .
s, Sewp To o Se the securty modeis prior Iy this release leave the s ot
. g e [ Approval Email Setup - LIVET (sa) - m] X
AT T S ©:2m@
; - Task-Based Security =
Ch?d‘F Lirary |- DDisable 'Print Blank Checks' Menu Bgtion OK | Options  File  Tools Help
Action Board Setup . - - -
Action Board Buic Maintenanc - Purchasing . .
ction Board B Mairtent - [ EFT Security Actions Options  File - Help
Invoice Capture Setup + Payroll
Registration Authorizers : 0 User ®| Poweitpp Account :
Table Maintenance Authorization Task 1D : E-mail Address | Notification Events (%)
Threshold Maintenance A Direct Deposit Security OuwOfOffice  Delegate | Start Date |EndDate
Logos Library + Users with Blank Check Access... Approver] | spprover] @mycompany.com ~
Signature Library *. Test Company 1 W1 @mycompany. com | [ALL] [Unset]
Signature Assignment !Aﬂ@ved |a)pwve(2@nnm|)woam
et Clot ot o = ———
= Bety %\ I
T Tansscions | AN [l 13
L I
| | [ALLI Unset]
| Dariel
[ AL st
[DYNSA [
[ - LIALL L Lasat]
t
Powetbppiov. ink: <Enter Web Link Here>
* Double-click a company name to expand the S tred et | e 4
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12. Sharing Mekorma PowerApprovals to
Batch Approvers

Before you can use PowerApprovals, you must share Power Apps to approvers in your company.
You can specify each user by name or specify a security group in Azure AD. Mekorma
recommends setting up an Azure AD group for large groups of approvers for easy
administration.

Prerequisites

A complete list of approvers or Azure AD group name containing the list of approvers.

Steps

1. In PowerApps, click on Apps in the left-hand navigation pane to show the Mekorma
PowerApprovals app.

2. Highlight the Mekorma PowerApprovals row by clicking in the row (not on the app itself).

3. In the top menu, click Share.

M € Powerdpps|Apps x == =
&« O 5] https://make.powerapps.com/environments/a57ced13-5533-4aa6-a... A q fa i s :lb
von Environment _ -
i1 Power Apps B search 8 Mekorma Demo 3 Q & ?
Create
| Newapp ¥ ¢ Edit [> Play] & Share > Exportpackage W3 AddtoTeams --- = Myapps v
M Lean
I B Apps Apps
+° Flows Apps Component libraries Wrap projects
Solutions
' Name Modified Owne
& Connections
(-] Mekorma PowerApprovals “+ 2hago Boun|
-+ More
™ .
L@ Solution Health Hub = 1yrnago SYSTE
2 Ask avirtual agent % S

4. Upon clicking Share, you will be prompted with a warning message. Click Confirm to
continue.

N\ Sharing this app implicitly shares at least one connection. Implicitly shared connections are shared with the same audience as the app. Shared connections can be used to
access the datasource outside of this app. Learmn More

| confim |

5. Add the necessary users to the list of approvers. Start typing the email address of each
approver and the system will find the person matching the email address.
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= Add people as Users and Co-owners to your app. Make sure your data connections have been shared with all users.

® L+ &

o

x

0,
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Approver 1

This user can use this app.

[:| Co-owner

Can use, edit, share app but not delete or change owner.

Data permissions (D

Make sure your users have access to the data used in your app, including gateways, APIs,

connectors, and tables.

. SQL Server
m Logic flows

Mekorma
D ’ Power Apps | Apps x |+
< C
n Share Mekorma PowerApprovals
@ b =
|Auurmr2 |
o |
Approver 2
mi Approver2 @mycompany.com
Approver 1
IED 4 ° 9 User 2
ot Shared with TOTL Dy Mame
= < (L. Service Account User
= Cramer
' |
-
] |D Send an email invitation tonewusersl
f-

Implicitly Shared

-

Cancel

6. Once you are done adding approvers, unmark the Send an email invitation to new users
checkbox. We do not want approvers to be notified until PowerApprovals is fully

implemented and tested.
7. Click Share to finalize.
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13. Deploying the Power Apps Mobile Client

For the approver on the go, Power Apps offers a mobile app, which acts as a container for third-
party Power Apps services. Mekorma PowerApprovals runs within the context of the Power Apps
mobile app. Each approver user must install the Power Apps mobile app to be able to access
PowerApprovals from their mobile device.

Prerequisites

Mekorma recommends that the Power Apps environment administrator
with each approver user prior to the installation of the Power Apps mobile
client, but this is not required..

Steps

1. On your phone, download Power Apps from the Apple App Store or Google Play onto an
iPhone, iPad, or Android device running a .

2. Open Power Apps on your mobile device and sign in by using your Azure Active Directory
credentials.
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Hello

Sign in to start using Power Apps

Sign in with your work or school email aceount

Mew to Power Apps? Explore plans

Y

Terms of service | Privacy statement

@]

3. Mekorma PowerApprovals is listed as an app being shared with you. To run the app,
simply tap on it.

Looking for more? Go to All apps
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14. Integrating Mekorma PowerApprovals
with Office 365 for Email Notifications

Although PowerApprovals can send notifications through its built-in email capabilities, Office
365 customers may prefer that approval requestors receive email notifications directly from the
approver. To achieve this, a Power Apps environment maker or app owner needs to make a few
changes to the app and flow.
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14.1. Modifying the Flow

The following steps will replace the default email action (i.e., Send an email notification (V3))
with the Send an Email (V2) action. This change will cause PowerApprovals to send an email to
the batch requesters from the batch approver’s Office 365 account. If you are satisfied with
emails coming from the system, skip to section 15,

! WARNING: If you are not familiar with Microsoft Power Automate or the steps

required to add an action, please contact Mekorma Professional Services for
assistance.

Prerequisites

Perform these steps as an environment administrator.

Steps

1. Open your browser, go to , and log in as the service account user.

2. Click on Flows in the left-hand navigation pane.

3. Select the Mekorma_ApproveAndEmail flow and click on the pencil icon to edit. This takes
you to the Power Automate design surface.

im] 0 Power Apps | Flows » B = 0 X
< O (3 https//make.powerapps.com/environments/a57ced13-5533-4aa6-a.. A S g W z‘ j I,
Emvironment
Power Apps £ search B Mekorma Demo 3
= | Newflow ~ D Run 7 Edit ) Share & SaveAs - P Search
Home
E Flows
-+ Create
Cloud flows  Desktop flows  Shared with me
M@ Lean
B apps
B Name Modified Type
I o Flows i
(-] Mekorma_ApproveAndEmail ¥ Pl &£ K i 3hago Instant
(4 solutions
&  Connections Email Extraction € 2 mo ago Autom...
2 Ask avirtual agent

4. Find the Apply to each - List of Email Recipients action and click on it to expand
downward.

Copyright © 2023 Mekorma Enterprises. All Rights Reserved. Page 81 of 110


https://www.mekorma.com/professional-services-consultation.aspx
https://make.powerapps.com/

Mekorma

im] ‘) Power Apps | Flows X —|— - o X
< @] (3)  https;//make.powerapps.com/environments/a57ced13-5533-4aa6-a.. A &, {6 ® + 3. “):l
Power App L Search &
= Mekorma_ApproveAndEmail [ comments B Save Y Flowchecker L Test
@ Home 4 -
Sproc Email
+ Create \L
M Learn
SN Parse JSON - List of Email Recipients
& Apps \L
I =+ Flows
Apply to each - List of Email Recipients | Click Here
A Solutions
8  Connections
+N 1 Sa
&, Ask a virtual agent St e =
5. Next, find the Condition action and click to expand downward.
im] 0 Power Apps | Flows x |+ - 0 X
& G )  https;//make.powerapps.com/environments/a57ced13-55334aab-a.. AY & 6 A z ﬁfb

Emvironment

& Mekorma Demo 3

i1 Power Apps KL Search
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@ Home
| Create
M Leamn

B apps

I =+ Flows
(N solutions
&  Connections

- More

&, Ack a virtual agent

€~ Mekorma_ApproveAndEmail

A Test

[ comments save ¢ Flow checker

(A Apply to each - List of Email Recipients

*Select an output from previous steps

Tablel x

&8 compose

E Condition I Click Here

f Add an action

6. Scroll to the

bottom and click the Apply to each action to expand downward.
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[ € PowerApps|Flows x | + - o x
A .
<« (@] ()  https://make.powerapps.com/environments/a57ced13-5533-4aa6-a... A" @ e ® 4 -3. ﬁ b
e Environment
iii  Power Apps B search 8  Mekorma Demo 3
= €& Mekorma_ApproveAndEmail o [ Comments Save Yy Flow checker A Test
ke A0 20 action =
f Home
+ Create s
@ Leamn
B Apps Sproc Retrieve Message
| = Flows \L
f solutions {38 Parse JSON - Email fields
?  Connections \L I
b (B Apply to each Click Here
£ Ask a virtual agent .

7. Click on Add an action, immediately below the Send an email notification (V3) action,
within the Apply to each control structure.

im} ‘) Power Apps | Flows x + 7 O X
< C ) https;//make.powerapps.com/environments/a57ced13-5533-daa6-a... AY & 76 4 3. L) 5 b
Emvironment
Power Apps £ search Mekorma Demo 3
= € Mekorma_ApproveAndEmail R 3 Comments save Wy Flow checker [ Test
) Home ¥
W Apply to each
+ Create
* Select an output from previous steps
0 Leam | B o -
& Apps
E Send an email notification (V3)
I ° Flows
A solutions l
8 rannartinne f Add an action
2 Ask avirtual agent .

8. Inside the Choose an operation box, which allows you to edit your new action, type Send
an email in the search bar to filter the list of available actions.
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[ € PowerApps|Flows x |+
< G

i Power Apps £ search

€& Mekorma_ApproveAndEmail

(31 https://make.powerapps.com/environments/a57ced13-5533-4aab-a...
P PP

]

A e g

Environment

Mekorma Demo 3
[ Comments Save Yy Flow checker A Test

X

@ Home Al Choose an operation
+ Create l 2 send an Email
@ Leam Built-in  Standard
B Apps
| o Flows
Mail Office 365  Motifications
= Qutlook
8 solutions e |
&  Connections
Triggers  Actions
+ More 99
Send an email notification (V3)
& Power Platform Mail
ﬁ Send an email (V2)
&, Aska virtual agent e Office 365 Outiook

Premium

E OB 0@ 0

Office 365
Users

Custom

My dipboard

SharePoint Gmail

See more I

1

0]

9. Locate and select the Send an email (V2) action, as shown above.

The action will attempt a connection to your Office 365 account.

* You may be prompted to log in to Office 365 with your user credentials. Follow
the prompt to complete the connection. Often, this step is unnoticed because the

system will successfully auto login.

11. Populate Send an email (V2) as defined below. Click in each field and then click Add
Dynamics Content to update each field. Select the following token for each field:

e *To = EMAILADDRESS |
* *Subject = EmailSubject
* *Body = EmailBody

0 € Poweripps x [

&~ &) 3 https;//make.powerapps.com/environments/99292084-c708-4274... @ 1g 4
_—

= ¢ Mekorma_ApproveAndEmail & Save

N
{2t Home
[0 5l Send an email (V2) @

[0 Learn =

5 oo B evavnoores. < | |

+ Create ]

B Data ~ "Tody

Font * 2w B /U Fis s &
| o= Flows
Bl sz x
& Chatbots v
how sdvancs
=3 Al Builder v
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12. Scroll up to the previous action and remove the Send an email notification (V3) action
from the Apply to each 2 control structure. Click on the ellipses to the right of the action
box and select Delete from the context menu.

s

N Apply to each 2

*5elact an output from previous steps

Table1 =

E Send an email notification (V3) [y Copyto my clipboard (Preview)
_I &7 Renams
N

[ Add z note

Send an email (V2)

0

*To B evaaoores. x

m EmailSubject =

Font -

m Email2ody

12w B I U/

< f»

Show advanced options

L Static result (Braview)
i3} Settings

= Pezk code

I [ Delete I

My connections

~ Mail

+Add new connsction

13. Click Save in the upper right-hand corner of the screen to save your changes.
14. Click the blue arrow button to the left of the flow name to exit the designer.
15. You may need to turn on the Flow as shown below. If it is already on, leave it as is.

& Power Apps x +
€ c O

£ Apps Personal Skill Building Contracts Work Games G

i1 Power Apps L Search

Coding

@ make.powerapps.com/environments/99292084-c708-4274-b532-0d393¢12e509/logicflows

iGoogle (g Hotmail

Environment

8  Mekorma Demo

v - a X
® % @ » @
» Other bookmarks Reading list

= —+ New flow £ Edit ) Share &) Save As L Search
(x Home .
Flows & Edit
@ Learn
Cloud flows Desktop flows Business process flows Shared with me £ Share
B Apps B Save As
-+ Create A Name [ Send a copy
8 Data ~ = Export
o Mekorma_ApproveAndEmail Z 0
I o Flows I S 0 Run history
—
&} Chatbots Y
) Repair tips off
°@ Al Builder ~
[l Delete
8 Solutions ® Details

16. Now you are ready to apply this modified flow to PowerApprovals.
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14.2. Updating PowerApprovals with the
Modified Flow

Now that you have created a new flow to receive notification emails from Office 365 accounts,
you need to update PowerApprovals to use the flow.

«¥s This section is only for users who have created a new flow to receive
PowerApprovals emails from the batch approver. By default, emails come from
the system; if you wish to create this flow, review the steps in the previous
section.

1. Open your browser, go to , and log in as the service account user.

2. Click on Apps in the left-hand navigation pane.

3. Highlight the Mekorma PowerApprovals row by clicking in the row (not on the app itself).
In the top menu, click Edit.

M @ PowerApps|Apps x IS8 = o X
< @] )  https;//make.powerapps.com/environments/a57ced13-5533-4aab-a.. AY & *:'b 4 :. @
= + Newapp r Play & Share '~ Exportpackage & AddtoTeams - = Myapps ~
t Home
-+ Create Apps
D Leam Apps Component libraries Wrap projects

IH] Apps ' Name Modified own
o Flows (] Mekorma PowerApprovals =+ 3hago Boun
8 solutions & Solution Health Hub + 1ynage S¥sTE
8  Connections b 4
&, Ask a virtual agent

4. If prompted, allow PowerApprovals permission to use any apps listed in the alert window
to continue.
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DYN1 WIN10BASIC\SQL2019A
Signed in
Mail
Mail .
20 b L]
Signed in
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In the Tree view, expand ApproveScreen and click Button_RunFlow to focus on this button.

im] 0 Power Apps x |+ = (] X
&< C (3] httpsy//make powerapps.com/e/a57ced13-5533-4aab-acc5-fcl5e7d... AY €, g 4 g' ﬁ b )
3t Power Apps | Mekorma PowerApprovals L search
“ Back | 9|~ @]~ + Inset ~ | OpensSans . I|24 ‘ = B ¥ O > B|lv B
Onselect v = ﬁ‘v UpdateContext({_resetData: Mekorma_approveAndEmail.Run(_FlowArguments).status}); N
o - Calacts FATanbacatNata_Annnoual 1)
— () ¥ [ Implicithy sh: = i i X
- Tree view » O Youareusing one more Impicity shared co... Leam mere surion @ N
=] Screens  Components Button_RunFlow
Properties Advanced
-+ ‘ L search —
8 -+ New screen Text Run Flow
B 4o Display mode Edit v
= [] SplashSer
> plashScreen
Visible of (@ )
2 » [] LandingScreen
Position 0 0
B0 soesoeen | x :
0 (7)) Button_RunFlow I Size 280 70
Widen Height
[ Button_JSONize )
& Padding 5 5
[ae] Image_Progress_Approve Top Bottom
=3 TH GroupMaral [ Approveserl———+EF Bettorfiorionr 20 % 5 5
= | eft

Rinht

6. Delete the current flow:
Click the Power Automate icon.

Select Remove from app.
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im] e Power Apps x P - =}
_ . s AN
& G () httpsy//make.powerapps.com/e/a57ced13-5533-4aab-acc5-fc15e7d.. A & 1§ @ & s | l}J
i Power Apps | Mekorma PowerApprovals P search
& Bk V|v @™ + Insert v | Open Sans v ||24 | ® Y O D v B
OnSelect | = ff . UpdateContext({_resetData: Mekorma_ApproveAndEmail.Run(_FlowArguments).status}); v
Calarsl IATFanDaratNata Annnaual 1)«
— (0] ne more Impli har x =
= Power Automate () You are using one more Implicitly shared co... Learn more sutron (@ 5
Button_RunFlow
= | L search | -
Properties  Advanced
+ { Add fiow _
Run Fi
8 *  Inyour app Text un Flow
Logic fiows Display mode Edit e
L] Mekerma_ApproveAndEmail
Visivle or (@ )
% | —
j Position 1] 0
) X ¥
P Wicth Height
@ Padding 5 5
op Battom
2 - —-—t = 5 5
s Binkt

7. Add the new flow by clicking + Add flow and then

selecting Mekorma_ApprovalAndEmail.

im} ‘) Power Apps * —|— = (] X
- e A L .2 -~ A - N
< C &) httpsy//make.powerapps.com/e/a57ced13-5533-42a6-acc5-fc15e7d... A @ g L ; ] l}J
iii  Power Apps | Mekorma PowerApprovals £ search B8 & ?
- - . .
& Back D )v @|v | 4 insert | Open Sans ||24 | ® U O > B|lv B8
Onselect N °* _resetData: Mekorma_ApproveAndEmail.Run(_FlowArguments).status}); v
Add a flow A pkScta_inpacuglhis
= one more Implicitly shared co... Learn more X o~
— Power Auti | L search J sutton @ S
1 Q- Button_RunFlow
: Properties Advanced
-+ + Add fiow Add a fiow from this environment
Te Run Flow
“  Instant Text
B8
= ) Mekorma_ApproveAndEmai Display mode Edit h
. = Instant
Add autor Visible Off (._\)
Z creating a new Tiow.
Position 0 1]
] X ¥,
Size
/O Width reight
@ Padding 5 5
Top Bottom
2 -+ n=x 3 s
left Righ:

8. The new flow, using Send an Email (V2), is added and Mekorma_ApprovalAndEmail is now

displayed as the active flow.
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im] € Power Apps x | + = D
= ad12_CC22 c A3 -~ B . AN
< C (3 https://make.powerapps.com/e/a57ced13-5533-daa6-acc5-fc15e7d... A @  va ® 4 z b
i1 Power Apps | Mekorma PowerApprovals KL search 8 Q & ?
“Bak | D |~ B|v + mnsert~ |Open§ans - sz ‘ ® % 0O > B8|v B
Onselect o= frv UpdateContext({_resetData: Mekorma_ApproveAndEmail.Run(_FlowArguments).status}); v
Calartf FATrAanRacatData Annnsual Ths
= (D) You are using one more Implicitly shared co... Leammore X |
= Power Automate X — 2 e BUTTO 5
O—0—0 Button_RunFlow
=] ‘ O search T e 0 =
— Froperties Advanced
; s
= Run Fk
a " In your app Text un Flow
Mekorma_ApproveAndEmail Display mode Edit it
Mekoma_ApproveAndEmail
Visible off ‘,._:'
Position 0 0
X Y
Size 280 70
Width Height
Padding 5 5
Top Bottom
- -—_—t— s 5 5
lefr Right

9.

In the top right, expand the Save button and select Save with version notes.

im] ‘z Power Apps *x = - = X
& @] (5 https;//make.powerapps.com/e/a57ced13-5533-4aab-acc5-fc15e7d... AY € 8 ® 4 z.
Power Apps | Mekorma PowerApprovals L Search
“gack | D |v M@|v 4+ insert v | Open Sans . | ‘Zd ‘ ® % O D i)
Crslect ol = | o~ UpdateContext({_resetData: Mekorma_ApproveAndEmail.Run(_FlowArgumi
s - Calartf (AT ~anDasstNaka Annasual 1.
_ 0 N - - N =
— Power Automate % 1) You are using one more Implicitly shared co... Leam more X surion (D = Save as
e D % o0 Button_Runflow () Download a cooy
arch ¢ S e
} . - Properties  Advanced
+ Add fiow —
B ' Inyour app Text Run Flow
Melkorma_ApproveAndEmail Dispiay mode Eait ™
qﬁ Mekoma_ApproveAndEmail
P Visibie Off ‘:._ :.l
Fosition 0 0
1] X ¥
Size 280 70
/O Width Height
@3 Padding 5 5
Top Bottom
2 - —-l—t n=x 3 s
left Right

10. Enter any version notes and save.
11. When prompted, click Publish this version.
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Publish x

This version of your app will be published in the environment Mekorma Demo 3.
Learn more about publishing

Certain data may be locally stored on your devices, such as in your browser cache.
Learn more about how to access and delete the locally stored data

App icon and name

Mekorma PowerApprovals
Description

no description

Edit details

Publish this version

PowerApprovals Implementation Guide for GP - 1_en

If you are unable to save with version notes, this means the system has already saved
the change. If this happens, you will need to publish manually by clicking the publish icon

in the top right of the window.

Mekorma PowerApprovals

Descaiption
no description

Publish this version

] ‘) Power Apps x + - X
. 1.
< G EJ https://make.powerapps.com/e/a57ced13-5533-4aab-acc5-fc15e7d... Q {5 @ i = ( b )
i Power Apps | Mekorma PowerApprovals L search ?
Back ‘ T nsert | Open Sans 24 n
Onsslect = - * "lowArguments).status}); N
Publish X
Power Automate @
This version of your app will be published in the environment Mekorma Demo 3, j
Learn more about publishing funFi
A Certain data may be locally stored on your devices, such as in your browser cache.
e rn maore how to & nd delete the locally stored dat
App icon and name lode Edit v

Edit details

12. Click the Back button in the top left and acknowledge yes to leave the page.
13. Next, you need to confirm that the modified application has been published successfully.

Click on Apps in the left-hand navigation pane.

14. Click the ellipsis (...) to the right of Mekorma PowerApprovals and select Details.
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0 | € PowerApps|Apps

x 5

2 Aska virtual agent

<« C )  https://make powerapps.com/environments/a57ced13-5533-4aa6-a.. A &
Power Apps £ search
@ Leam + Newapp v & Edit D Play & Share
I B Apps
Apps
o Flows
Apps  Component libraries Wrap projects
A Solutions P P PP
§  Connections F Name
* More
] Mekorma PowerApprovals
& Power Platform [&  solution Health Hub

Export package @ Addt 12 Share - My apps ™~
—+ Export package
@ Add to Teams
A Monitor
2 Analytics (preview)
& Settings Owne

- & wrap Boun|

il Delete sveTE

4

@ Details

15. Open Versions from the header menu to confirm that the modified version has been
published. In the example below, the version we modified—Version 2— is live.

O | © PowerApps
< C

x|+

(3 https//make.powerapps.com/environments/aS57ced13-5533-4aa6-acc5-fe15e7d34dbb/apps/2e930f23-9a8a-439a-9¢85-7543495 1deSe ver..  AD

H Power Apps O search

e w @ + &

= & Edit D Play |2 Share = Exportpackage @ AddtoTeams [ Monitor | Analytics (preview) @ Settings [ Wrap [i Delete 2 Search
@ Home

Apps > Mekorma PowerApprovals
+ Create

Details Connections  Flows  Analytics (preview)
D eam

(@ It's only possile to restore app versions that were created in the last six months. Leam more

| & s
Version Modified Modified by Power Apps release Published Version note

o° Flows
Solutions | Version 2 T 41972023, T095T PM Senvice Account User 32304111 Live Using Send an Emai (v2)
? Connections. Version 1 N 4/19/2023, 240:38 PM Senvice Account User 3.23014.14

o+ More

A, Aska virtual agent

Note: If the modified version does not appear, refresh the browser and it will display.

PowerApprovals is ready to use. When an approver approves a batch, a notification email will
be sent to the batch requester from the approver.
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15. Mapping Power Apps Approver
Accounts to Microsoft Dynamics GP Login
Accounts

Mekorma Payment Hub secure approval workflow is an integral part of the requestor’s and
approver’s experience. Each approver user must have an account set up in Dynamics GP, with
access to the companies where they will be approving, whether they will be logging into
Dynamics GP or not.

Approvers must also be assigned to security thresholds that will indicate their approval amount
limits. For additional information on task-based security visit
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15.1. Setting up Approver Users in
Microsoft Dynamics GP

To set up approvers in Dynamics GP, follow the instructions provided in Part 2: User Setup,
Chapter 5, “User records” of the Dynamics GP System Setup manual, available with your
Dynamics GP installation.

* Payment approvers can be set up as full or limited users within Dynamics GP.
PowerApprovals does not interfere with your Dynamics GP concurrent licensing.
You can set up as many approvers as needed without having to acquire
additional Dynamics GP licenses.

Last modified: May 4, 2023
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15.2. Granting Approver Users Access to
Microsoft Dynamics GP Companies

To grant an approver user with access to a Dynamics GP company, follow the instructions
provided in Part 2: User Setup, Chapter 6: “Security”. Click on the Setting company access
topic, in the Dynamics GP System Setup manual, available with your Dynamics GP installation.
Access to companies is required for PowerApprovals to determine what companies to display to
approvers.
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15.3. Mapping Approver Users Active
Directory Account Accounts to Dynamics
GP Logins

PowerApprovals needs to establish a relation between the payment approver’s AD account and
its corresponding Dynamics GP login. This allows all server-side processes and audit logs to
reflect the correct payment transaction approver.

Prerequisites

You must have completed the configuration of secure approval workflow’s task-based security
with thresholds properly assigned to checkbooks.

* These tasks can be completed in a test company database in Dynamics GP prior
to rolling out the configurations to your production environment. Please contact
Mekorma Professional Services for assistance with these tasks.

Steps

1. Open the Mekorma Security Maintenance window in Dynamics GP (Navigation: Dynamics
GP > Mekorma in the left-hand navigation pane > Setup > System > Security Setup).
2. Click on the >> icon in the window’s toolbar and select Approval Email Setup.
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m Mekorma Security Maintenance - TWO19 (sa) — d >
WX 2 2 =ue
Save Cancel Quick Options | File | Tools | Help | Debug

Reasons
Actions

To continue to use the security models prior to this release leave the selection to ‘Legacy” @

----- Fabrikam, Inc.
‘... Task-Based Secu rity
- [ 5plit Batches
- [ Disable 'Print Blank Checks' Menu Option
- = Purchasing
- futhorizers: 0
- futhorization Task 1D "
- EFT Security
- + Users with Blank Check fccess...
- = Payroll
- futhorizers: 0
- futhorization Task 1D "
- [ Direct Deposit Security
- + Users with Blank Check fccess...
- = Financial
- futhorizers: 0
- futhorization Task 1D "

* Double-click a company name to expand the Security tree.

3. In the Approval Email Setup window, enter the Azure AD account for each PowerApproval

user.
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P Approval Email Setup - LIVET (sa) - O e

VIREIRE B )
OK

Options File | Tools | Help

-

Actions  Options File T Help

User (i) PowetApp Account
E-mail Address Motification Events ()
OutOROffice  Delegate ' Start Date EndDate
Approver] approver] (Emycompany. com A
approver] (Emycompany. com | [ALL] [Unzet]
Approverd | approver2Eimycompany. com
approver 2Emycompany. com | [ALL] [Unzet]
Betty |
| [ALL) 1t
Bob |
| [ALL] [Unset]
Dariel |
| [ALL] 1st
DYNSA, |
| [ALL] [Unset] v

Powertppraval Web Link: <Enter Web Link Here> |

Ensure that you set Notification Events accordingly for users to receive notifications to
their preference.

«¥s If you are not an Office 365 subscriber and want email notifications to go to a
different email server, please enter the email address of each approver in the E-
mail Address field. This requires PowerApprovals to be set up with the mail
connector.

Last modified: May 4, 2023
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16. Upgrading Mekorma PowerApprovals

Mekorma delivers new functionality with each product build release. In order to upgrade
PowerApprovals, you must follow these procedures.
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16.1. Downloading and Installing Mekorma

Payment Hub

! Touse PowerApprovals, you must be a current user of Mekorma Payment Hub.

For information on installing, please visit the Payment Hub user guide.

Download Mekorma Payment Hub here.

) Download AP solutions for Micre X -+

&€ > C {t @& mekorma.com/solutions/product-downloads

) Services v Solutions ¥ Resources ¥  Support  Pricing

Download Mekorma
Payment Hub

Build x90

Payment Hub installers include core payment
processing functionality (Action Board, MICR check
printing, electronic signatures, secure approval

workflow, audit log, US/Canadian payroll)

Please choose your GP version to display the
corresponding Payment Hub download.

GP185 -

For all other Mekorma builds, see our build archive.

Download

About v

v - 0O X
Q @ % *»0& :

FOWETARRIOVAIs IMmust D2 upygraaea aminy
with Payment Hub.

-

This download contains build-specific files
meant for users who already have
PowerApprovals installed.

Download PowerApprovals Upgrade

Instructions

Remote Payment
Services

The Remote Payment Connector must be
upgraded along with the Payment Hub.

This download only applies to customers who
are already processing payments with one of
out remote payment partners.

* Be sure to download the corresponding build of Mekorma Payment Hub for your
Dynamics GP version. If you need a past release, visit our Build Archive.
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16.2. Before You Upgrade PowerApprovals

Prerequisites

* Ensure your on-premises data gateway is running and connected to Azure Service Bus.
* Determine which build of Mekorma Payment Hub you are using. This will dictate the build
of PowerApprovals that you will need.

Determining your Mekorma Payment Hub build

If you are unsure of which build of Mekorma Payment Hub you are using:

1. In Dynamics GP, open the About window.
2. Select Mekorma Products Manager from the Additional Menu.
m About Microsoft Dynamics GP - LIVE1 (sa) — X

OK Options  |Additional| File | Tools | Help

Actions About Multilingual Checks

Mekorma Products Manager "
= Microsoft

Microsoft Dynamics GP

3.

Session Information
Current: Total Registered

Version Information
Microsoft Dynamics GP

18.4.1384 (2021)

Users 1 69 Dexterity 18.00.0028.000
Employees 56 Unlimited SmartList 18.4.1361
Site Mekerma Database SQL Server
Language-Country English-US System Windows &
Server Dynamics GP 2018 ODBC Driver Manager 03.80.0000
Session ID 1 ODBC Driver 11.00.7462
Size 535MB Microsoft SOL Server 2019 (RTM) - 15.0.2000.5 (X64)

Software License Terms

Third Party Matices
& 2021 Micsosoft Corporation. All rights reserved.

Portions copyright 1992-2002 FairCom Corporation. All rights meserved,

In the About Mekorma Products Manager window, the build number is visible as the left-
most number in the second column of numbers (as highlighted below).




Mekorma PowerApprovals Implementation Guide for GP - 1_en

m About Mekorma Products Manager - s

File Edit Tools Support Help sa Live Company 1 4/28/2023

Mekorma Products Manager

@J Mekorma Action Board 18.04.090.17  (090.17.20230411.063144) Mekarma Website
@ Mekorma Assign by Checkbook 18.04.090.17  (090.17.20230411.063222) Product Download
@ Mekaorma Canadian Payroll 18.04.090.17 _ (090.17.20230411.063041) Product Registration
@ Mekorma Payment Hub 18.04.000.17 ?.20230411.062948) Table Maintenance
@ Mekorma Product Manager 18.04.090.17  (090,17.20230411.062750)

@ Mekorma Remote Payment Services 18.04.090.17  (090.17.20230411.062602)
Product Demonstration

Online Support

Contact Us
() Third Party Matices
Copuright 2023 All rights reserved
Downloading PowerApprovals
1. that corresponds to your Payment Hub build

number. PowerApprovals functionality is build-specific unless otherwise noted in our
product release notes.

2. Download the latest PowerApprovals package by click the Download PowerApprovals link
on the Product Downloads page of our

Q) Download AP sclutions for Micre X +

€ > C {t @& mekorma.com/solutions/product-downloads Q ©v W » = 0O ‘ H

Log
) Services ¥ Solutions ¥ Resources ¥ Support Pricing About Vv | BD?__,Omkg
n

PowerApprovals

PowerApprovals must be upgraded

DOWH |Oad M e korma along with Payment Hub.
Payment Hub

This download contains build-specific
. files meant for users who already have
Build x90 PowerApprovals installed.

Download PowerApprovals |[Upgrade

nstructions

3. If you need a past release, visit our , located at the bottom of the Product
Downloads page.

* If you have several Power Apps environments, please ensure you select the
correct environment prior to initiating the import steps.
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16.3. Upgrade Steps
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Whenever you upgrade your Mekorma Payment Hub build, you also need to upgrade
PowerApprovals. Upgrading both Payment Hub and PowerApprovals provides the latest features

and security updates.

! When upgrading, you must be logged into the Power Apps environment as the

Service Account user.

Upgrade PowerApprovals

1. Open your browser in incognito mode, go to
service account user.

, and log in as the

2. Click on Apps in the left-hand navigation bar and select Import canvas app.

im} ‘5 Power Apps | Apps X + -
<« (& (3} https;//make.powerapps.com/environments/a57ced13-55.. A &, 18 @ + g.
i1 Power Apps P search
M@ Leam + MNew app I Import canvas app | Allapps = Myapps 2 Search
2
IIZ Aves L
Apps
o Flows
Apps Component libraries Wrap projects
8 solutions —_
¥ Connections B Name Modified
¢ leEE [B  solution Health Hub 1yr.ago
4 —
2 Askavirtual agent

o

3. In the screen that appears, click Upload to select the PowerApprovals zip file. Click Open

to begin the upgrade process.

£ Aska virtual agent

im} € Power Apps x |+
& C'- () https://make.powerapps.com/environments/a57ced13-55...
Power Apps £ search
M Leam Import package
I 7 Apps Solutions. Learn more
of" Flows Choose the package file to import
o Solutions
% Connections MekormaPowerApprovals_x90_20230203.zip
+ More

Import canvas app created outside of a solution into this environment. Apps created in a solution can be imported under
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4. Once the import is finished, you need to set up the app. Click the wrench icon for the

Mekorma PowerApprovals app.

D @ Poweriops x |+ - o X
. r 17 39 AR . .
<« G () https//make.powerapps.com/environments/aS7ced13-5533-4aa6-a.. A @ 1g 4 : b )
- Environment
Power Apps L search & Mekorma Demo 3
= Import package
Import canvas app created outside of a solution into this environment. Apps created in a solution can be imported under Solutions. Learn more
iy Home
Review Package Content
-+ Create
Choose your import options.
@ Leam NAME RESOURCE TYPE IMPORT SETUP ACTION
I & Apps Mekorma PowerApprovals App Update L
o Flows
8 Solutions Related resources
¥ Connections NAME RESOURCE TYPE IMPORT SETUP ACTION
- More PowerApprovals SQL Server Connection Select during import &
& Power Platform Mail Mail Connection Select during import &
Mekorma_ApproveAndEm ﬁ.‘
il -Approv Flow Update &
()
. () Your package was uploaded successfully.
& Ask avirtual agent ~ Cancel

5. In the Import setup window, in the Setup drop-down, ensure

it is set to Update. Select

Mekorma PowerApprovals in the lower section. A checkmark will appear once selected.

Click Save to finalize the change.

@ Power Apps X +

« > C 0

@ make.powerapps.com/environments/a57ced13-5533-4aab-acc5-fc15e7d34dbb/apps/import = »

iiI  Power Apps RO Search

Import package

Import canvas app created outside of a solution into this &

Ry Home
Review Package Content
@ Choose your import options.
T NAME RESO|
I B Apps Mekorma PowerApprovals App
o Flows
Solutions Related resources
¥ Connections NAME RESOJ
@ Gateways PowerApprovals sQLt
> LI Mail Mail
& Power Platform Mlekorma_ApproveAndEm Flowt
ai

Your package was uploaded successfully.
£ Ask a virtual agent @

Environment

=  Mekorma Demo 3

Import setup X
Setup
Update A

The package creator chose this setup. You can make changes to the i
mport here.

The app or flow already exists in the environment and will be update
d when this package is imported.

NAME RESOURCE TYPE
Mekorma PowerApprovals Thago Vv

6. To
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[im} 0 Power Apps x S
< C

Power Apps L Ssearch

Import package

& Power Platform Mail

ail

2 Aska virtual agent

r Home
Review Package Content
+ Create
Choose your import options.
[ Leam NAME
I & Apps ' Mekorma PowerApprovals
Flows
(Al Solutions
Related resources
¥ Connections NAME
- More @ PowerApprovals

O Mekorma_ApproveAndEm

= o X

()  https://make.powerapps.com/environments/a57ced13-5533-4aa6-a.. A @ g €L 3’ Eb;

Environment

B Mekorma Demo 3

Import canvas app created outside of a solution into this environment. Apps created in a solution can be imported under Solutions. Learn more

RESOURCE TYPE IMPORT SETUP ACTION
Create as new -

App Mekorma PowerApprov o
als

RESOURCE TYPE IMPORT SETUP ACTION

SQL Server Connection Select during import Vi

Mail Connection Select during import 2

Flow Update P

Cancel

7. In the Import setup window, change the Setup drop-down option to Select during Import
and select the SQL Server connector. Click Save to finalize the setup.

O @ PowerApps x | +
< O

L Search

Power Apps

&) httpsy//make.powerapps.com/environments/a57ced13-5533-4a36-a.. A} & Y,"a L =.

Import package

ElEE

ail

& Ask a virtual agent

Import canvas app created outside of a solution into this &

f Home
Review Package Content
- Create ) )
Choose your import options.
@ Leam NAME
IB] Apps Mekorma PowerApprovals
o Flows
N Soluti
ons Related resources
¥ Connections NAME
* More PowerApprovals
Pl .
& Power Platform Mail

Mekorma_ApproveAndEm

RESOl

App!

RESO|

saL

Mail

Flov

nport setup X
Setup
Select during import hd

The package creator chose this setup. You can make changes to the i
mport here.

The connection or custom API already exists in the environment and
must be selected when this package is imported.

—+ Create new () Refresh list
NAME RESOURCE TYPE
| PowerApprovals 1 Twkago v |
2
Save Cancel

Upgrade the Mail Connector

1. To set up the mail connection, click the wrench icon to the right of the Mail resource.
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D © Poverioe:
¢« C

&2 Power Platform

& Ask a virtual agent

& https://make.powerapps.com/environments/a57ced13-5533-4aab-a... A ]

x [ - o X

g - (b

A
or
@
&=

ane Environment
iii  Power Apps £ Search & Mekorma Demo 3

Import package

Import canvas app created outside of a solution into this environment. Apps created in a solution can be imported under Solutions. Learn more

R Home
Review Package Content
+ Create
Choose your import options.
@ Lean NAME RESOURCE TYPE IMPORT SETUP ACTION
P Apps Create as new N
I Mekorma PowerApprovals App Mekorma PowerApprov P
als
o Flows
Solutions
. Related resources
9 Connections NAME RESOURCE TYPE IMPORT SETUP ACTION
. Select during import
More Pl FowerApprovals SQL Server Connection uring impo &£

PowerApprovals
Mail Connection

@] i

Mekorma_ApproveAndEm
ail

Select during import

Flow Update Vg

0]0] x|

Cancel

2. In the Import setup window, in the Setup drop-down, ensure it is set to Select during
import. Select Mail in the lower section. A checkmark will appear once selected. Click
Save to finalize the change.

[ € PowerApps x |+ - o S
<« O (3 https;//make.powerapps.com/environments/a57ced13-5533-4aa6-a.. A' @ g @ I g‘ e 5 [
Power Apps A Search
= Import package mport se X
Import canvas app created outside of a solution into this &
@ Home | Setup
Review Package Content L
+ Create ) 9 Select during import ~
Choose your import options,
The package creator chose this setup. You can make changes to the
M Lean
NAME RESOl  import here.
I & Apps Mekorma PowerApprovals App
The connection or custom API already exists in the environment an
o Flows | d must be selected when this package is imported.
Solutions + Create new O Refresh list
Related resources
NAME RESOQURCE TYPE
¥ Connections NAME resol
. Mail 37 min ago
More ' PowerApprovals SQLy 2 v
& Power Platform E il M
Mekorma_ApproveAndEm
. PPV Flow
ail
2 Ask a virtual agent

Upgrade the Flow

1. To set up the flow, click the wrench icon to the right of the Mekorma_ApproveAndEmail

resource.
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B @ Poweripps x =
« G 6

L Search

Power Apps

X
https://make.powerapps.com/environments/a57ced13-5533-4aa6-a.. A @ g 4 z’ '{b

Import package

{2y Home
Review Package Content
-+ Create
Choose your import options.
@ Leam NAME
I & Apps ' Mekorma PowerApprovals
o Flows
(M Solutions
= Related resources
¥ Connections AVE
» T P FowerApprovals
& Power Platform w

Mekorma_ApproveAndEm
ail

EIEIE3

& Ask avirtual agent

Import canvas app created outside of a sclution into this environment, Apps created in a solution can be imported under Solutions. Learmn mere

RESOURCE TYPE IMPORT SETUP ACTION
Create as new .

App Mekorma PowerApprov “
als

RESOURCE TYPE IMPORT SETUP ACTION
Select during import .

SQL Server Connection g Imp 2
PowerApprovals

. . Select during import .

Mail Connection . g Imp &
Mail

Flow Update 2

Environment
Mekorma Demo 3

Cancel

2. In the Import setup window, in the Setup drop-down, ensure it is set to Update. Select
Mekorma_ApproveAndEmail in the lower section. A checkmark will appear once selected.

Click Save to finalize the change.

0 Power Apps x +

«>co0

@ make.powerapps.com/environments/a57ced13-5533-4aa6-acc5-fc15e7d34dbb/apps/import = W

Power Apps £ Search

Environment

£  Mekorma Demo 3

Import package

Import canvas app created outside of a solution into this

mr Home
NAME
+ Create
Learn Mekorma PowerApprovals
| & apps
o/® Flows Related resources
NAME
B Solutions
¥ Connections Pl PowerApprovals
@ Gateways x B

- More Mekorma_ApproveAndEm

ail

EIESES

& Power Platform

£ Ask a virtual agent

RESO

App

RESO

saL

Mail

Flow

Setup

Update hd

The package creator chose this setup. You can make changes to the i
mport here.

The app or flow already exists in the environment and will be update
d when this package is imported.

NAME RESOURCE TYPE

2 hago \/

Mekorma_ApproveAndEmai
I

Save

Cancel

Finalizing the Upgrade

1. When you are ready to finalize importing PowerApprovals, your window should look like

this:
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O @ PowerApps
< C (o

Home

Create

Leam

B B + ©

Apps

%

Flows

&

Solutions

e

Connections

+ More

& Power Platform

& Aska virtual agent

x ==

https://make.powerapps.com/environments/a57ced13-5533-4aab-a...

i1 Power Apps L Search

&

Import package

Impaort canvas app created outside of a solution into this environmeant, Apps created in a solution can be imported under Solutions. Learn more

Review Package Content

Choose your import options.

NAME

Mekorma PowerApprovals

Related resources

NAME

bl Fowerdpprovals

b Mail

NP Mekorma_ApproveAndEm
78 ail

RESOURCE TYPE

App

RESOURCE TYPE

SQL Server Connection

Mail Connection

Flow

= () X

- . g
Aoa % L & - (b
Ervironment

Mekorma Demo 3

IMPORT SETUP ACTION
Create as new 2
Mekorma PowerApprov
als
IMPORT SETUP ACTION
Select during import Y
PowerApprovals
Select during import o

. g imp &
Mail
Create as new -

2

Mekorma_ApproveAnd

Email

Cancel

2. Click Import to finalize the setup. Allow the system to finish importing; the process will
take a few minutes and you will see this status while it is working.

{, 7 Impaorting your package .. Don't navigate away

3. Once the import is complete, the resources on your page will be updated with a green
checkmark next to them.

D © Poversop:
« C

Power Apps

Home

Create

Learn

| B + ®

Apps

~° Flows

P ]

Solutions
¥ Connections

+ More

&2 Power Platform

2 Ask avirtual agent

x  +

£ search

¥ https//make powerapps.com/environments/a57ced13-5533-43a6-a...

Mekorma PowerApprovals

Review Package Content

Choose your import options.

NAME

Related resources

Mekorma
PowerApprovals

MNAME

PowerApprovals

RESOURCE TYPE

App

RESOURCE TYPE

SQL Server
Connection

Mekorma_ApproveAndEmail Flow

Mail

Mail Connection

Erwironment

Mekorma Demo 3

IMPORT SETUP ACTION
Create as new 2
IMPORT SETUP ACTION
Select during import A
Create as new i
Select during import P

4. Open Apps to verify that PowerApprovals has been imported into your Power Apps
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x  +

@ @ PowerApps|Apps

& Ask a virtual agent

& C ) https;//make.powerapps.com/environments/a57ced13-5533-4aa6-a.. A & {5 ® 4 - 5 b
Emvironment

Power Apps 8 Mekorma Demo 3

@ Leam + Newapp ~ ! Importcanvasapp [ All apps = Myapps ~ L Search
I & Apps
Apps
o Flows
. Apps  Component libraries  Wrap projects
3 Solutions !
¥ Connections B Name Modified owni
+ Mol

e Mekorma PowerApprovals 1 min ago Boun |

¢ Power Platform (& Solution Health Hub 1yr.3g0 SysTE

5. PowerApprovals has been upgraded, and is now ready to be published. Open the Mekorma
PowerApprovals Details by clicking the ellipsis to the right.

O | @ PowerApps|Apps x |+ - o0 X
< G ﬁ https://make.powerapps.com/environments/a57ced13-5533-4aab-acc... A a {5 @ i s ( b
it Power Apps P Search
I B Apps | Newapp v & Edit [> Play |1 Share '~ Exportpackage 5 Addt — Export package My apps
£ F Apps # Add to Teams
I0WS
A Monitor
& solutions A Component libraries ‘Wrap projects
PP Pe P el |~ Analytics (preview)
¥ Connections .
P Name 5} Settings own
@ Gateways & wrap
- o Mekorma PowerApprovals Boun
ore [i] Delete
[  solution Health Hub . SvsTi
& Ask avirtual agent 7 @ Details - =

6. In the Versions tab, you can see the various versions of the app, including the published
one, which is marked Live. In this example, version 2 is live, while version 3 is the most
recent. We need to publish version 3 to make it live (this will also unpublish version 2).

DO | @ Poweripps x =

<« C

(':j https://make.powerapps.com/environments/a57ced13-5533-4aab-acc5-fc15e7d34dbb/apps/e35d...
powerapp:

ii  Power Apps P search

¥ Connections
@ Gateways

-+ More

& Power Platform

2 Ask a virtual agent

@ Leam
I_‘m Apps Apps > Mekorma PowerApprovals

o+ Flows Details Connections Flows Analytics (preview)

A solutions (@ It's only possibie to restore app versions that were created in the last six months. Leam more

o X

& Edit D Play & Share '— Exportpackage @3 AddtoTeams [ Monitor L Analytics (preview) & Settings [ Wrap [@ Delete 0O sig

Version Modified Modified by Power Apps release Publish
Version 3 4/28/2023, 302115 PM Boun Phommarath 32301414

Version 2 4/28/2023, 11:44:05 AM Boun Phommarath 32304212 Live
Version 1 4/28/2023, 11:2245 AM Boun Phommarath 32301414

4
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7. Publish the latest version by clicking the ellipsis and selecting Publish this version.

[  © Poweripps x = D X
<« (@] (3 https://make.powerapps.com/environments/a57ced13-5533-4aa6-acc5-fc15e7d34dbb/apps/e3sd.. A & 8 ) + 8‘ b
Environment
Power Apps R search B Mekorma Demo 3
&) Publish this version
@ Leam
|EF‘ Apps Apps > Mekorma PowerApprovals
+* Flows Details  Versions  Connections  Flows  Analytics (preview)
A solutions @ It's only possible to restore app versions that were created in the last six months. Leam more
§ Connections Version Modified Modified by Power Apps release Published
D EEEE ©  version3 v | ar2872023, 30215 PM Boun Prommarath 32301414
-+ More "y Publish this version
Version 2 Boun 3.23042.12 Live
¢ Power Platform
Version 1 4/28/2023, 11:22:45 AM Boun Phommarath 3.23014.14
& Ask avirtual agent p >

8. Finalize the upgrade by clicking Publish this version
version to be live.

when prompted. This sets the latest

[ | € PowerApps x |+ = (m] x
<« G ()  https://make powerapps.com/environments/a57ced13-5533-4aa6-acc5-fc15e7d34dbb/apps/edsd.. A @ g @ 4 :‘ b
BTG il Publish version 3 X
t, Publish this version This will make version 3 available to everyone who has Can use permissions.
@ Leam i Learn more about publishing apps
I P Apps Apps > Mekorma PowerApprovals n Mekorma PowerApprovals
' Version 3
2 Fows Details  Versions ns Analyti
A solutio 5 only possib nth Publish this version Edit details
& solutions
Y Connections Version Modified
©@  Version3 4/28/2023,
Version 2 4/28/2023,
& Power Platform
Version 1 4/28/2023,
£ Askavirtual agent —a
O | @ Powerapps x |+ - o X
& O () https://make.powerapps.com/environments/a57ced13-5533-4aa6-acc5-fc15e7d34dbb/apps/e35d... A &, {\5 ® 4 :’ b
Power Apps /O Search
1y Publish this version
M Leam
I & Apps Apps > Mekorma PowerApprovals
o Flows Details Versions Connections Flows Analytics (preview)
s (@ It'sonly possible to restore app versions that were created in the last six months. Leam more
¥ Connections Version Modified Modified by Power Apps release Published
@ Gateways
Q Version 3 4/28/2023, 3:02:15 PM Boun Phommarath 3.23014.14 Live
+ More
Version 2 4/28/2023, 11:44:05 AM Boun Phommarath 32304212
& Power Platform
Version 1 4/28/2023, 11:2245 AM Boun Phommarath 3.23014.14
& Ask a virtual agent < N

Note: The upgrade is complete and ready for end users. For clients that use Office 365, there
are additional steps in order to receive emails from approvers instead of the system.
PowerApprovals sends email notifications to batch requesters from Microsoft's Power Apps

system by default.
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* For example, if Betty approves a batch, the system will send an email to Bob—the batch
requester—instead of from Betty directly.

For clients who prefer these messages to come from the approver instead of the system, follow
the instructions in Section 14.2, Updating PowerApprovals with the Modified Flow.

Last modified: August 24, 2023
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