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MATESO GmbH Password Safe V8 - 8.3.0

Welcome...

... to the official help section of Password Safe by MATESO. The following compendium aims to
support our existing customers, as well as all interested parties in getting started with the version 8 of
Password Safe. As usual, our existing customers benefit from active software support and free access to
the upgrade for the new version 8. If you require further information, don’t hesitate to contact us via the
usual channels.

PASSWORD ) SAFE

If you are still unsure as to which plan best suits your requirements, please use our Description of the

editions.

* One important reason why our products never stop evolving is the constant feedback we
receive from our customers — with their wishes and suggestions motivating us daily to
constantly improve our products to meet our customers’ needs. It is only with your direct
feedback that we can also continue to update these help pages to meet your
requirements.

We are very pleased that you have decided to use Password Safe version 8, and we hope for a mutually
beneficial collaboration. Have fun browsing!

The Password Safe Team
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 Why Password Safe?
 What is new in version 8?

» Achieving your goal with the right edition
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Why Password Safe?

Users depend on passwords ...

... how more than ever. They are indispensable in the day-to-day business worldwide. They are used
constantly and everywhere, and they need to be professionally managed. They should be safe, and
should have at least 12 characters, including uppercase and lowercase as well as special characters. In
the best case, a separate access password should be used for each account. It should be changed
regularly at short intervals. It is hard enough to meet this challenge in private settings. In a large
corporate environment, you wouldn’t be able to adequately manage this task without the use of a
professional password management tool.

User-defined scalability...

... of the Password Safe makes it suitable for use in SMEs, large companies, and global corporations.
The flexibility required for this task was a driving factor behind our decision to provide a new software
version, which would meet the ever-changing requirements of modern and safety-conscious companies,
instead of developing the previous version. In Version 8, Password Safe is the perfect software solution
for companies that wish to effectively manage security-relevant data such as passwords, documents, or
certificates at the highest encryption level. In the meantime, over 10,000 business customers rely on
MATESO, the market leader for professional password management in Germany, Austria, and
Switzerland.
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What is new in version 8?

Version history

The latest patch notes are always available via the following link.

One important reason why our products never stop
evolving ...

... is the constant feedback we receive from our customers. On the one hand, their compliments validate
our approach; on the other, their wishes and suggestions motivate us daily to further develop our
products. We would like to thank you for your feedback, and to provide you with the following features in
Password Safe Version 8:

+ Completely revised, intuitive operating concept

» Freely configurable dashboards for daily overview

* Newly developed SSO engine for logging on to applications and websites

+ New modern add-ons for browsers

+ Native RDP and SSH integration

» Advanced tag system for the optimal classification of your data

» Customizable search filters including full-text search

+ Significant performance improvement thanks to the newly developed stateless multi-tier
architecture

+ End-to-end encryption (E2EE)

+ Administration of privileged accounts including password reset and password discovery
* Maximum encryption via synchronous and asynchronous procedures

» Two-factor authentication

* Rights down to the record level, including temporary releases
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+ Extensive reporting for audits

* And much more

Authorization administration as the basis

Authorization administration based on roles and organisational structures is one of the central topics in
Password Safe Version 8. The aim is to have a role concept that would reproduce the hierarchies within
a company properly and completely. By means of synchronization with the Active Directory, the existing
structures can be imported and adapted as required. Both user information and group membership are
thus imported directly from the Microsoft directory service. Optionally, end-to-end encryption (E2EE) can
prevent private user keys from being transmitted to the server, which could be a weak point, at least in
theory.

The sophisticated authorization concept ensures that each user group or department always has access
to the passwords to which they are also entitled. The requirements of hierarchically nested user
structures in large companies and corporations are taken into account. This is ensured by wizards,
permission pre-sets, and intuitively designed methods of inheritance.

Privileged password management

Service accounts and administrative access with far-reaching authorizations are always the key
vulnerability points within companies, and have often been a gateway for attackers and manipulations.
Maintenance and administration of existing, historical accounts are difficult due to their number. With
Password Discovery & Reset, MATESO now provides two tools to protect these usual attack targets.
Password Discovery creates a list of accounts, which are registered directly within Password Safe, by
scanning the existing network structures. These accesses can then be automatically reset by means of
password reset for service accounts, Active Directory access points, or Windows and MSSQL users at
freely definable time periods.

SSO, logging and reporting

Single Sign On (SSO) is an integral part of corporate software configurations. With the help of the newly
designed SSO agent, automatic login to websites is intuitive and easy to perform. Connections via RDP
or SSH can also be automated without any problems. A special feature of Password Safe is that
passwords for these access points can always be idden from users by means of password masking.
Security-critical applications, in particular, can be additionally secured by the double-check principle of
the sealing system. Obviously, traceability of changes through logs and history is always possible.
Documents can also be maintained in the database and archived by the integrated version management
for logging and eventual restoration. Password Safe v8 also provides a granularly definable tool for
security audits with the fully automated reporting system.
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Achieving your goal with the right edition

Available plans

Essential

The Essential Edition will give you an introduction to the world of professional password management.
Please note that the purchase of this edition always includes precisely 5 users. The Essential Edition
can only be purchased from the webshop.

Professional

The Professional Edition is designed for small and medium-sized teams up to 20 people. In addition to
the basic functionality included in the Essential, you can view passwords, single sign on agents, and
reporting and auditing.

Enterprise

The Enterprise Edition is intended for larger teams and company-wide roll-outs with a maximum of 250
users. The features of the Professional Edition are supplemented by Active Directory Integration,
temporary releases as well as the possibility to include a second factor in the registration.

Enterprise Plus

The Enterprise Plus version is designed for an unlimited number of users. It includes an API, as well as
Auto Discovery and Password Reset, which are the essential features for large corporations.
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* If you require further information about the editions and their prices or you are interested
in acquiring a test licence, please contact us directly via the official homepage.
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Licence model

How does licensing work?

Licensing in Password Safe is always carried out based on the number of users. The named user model
means that every user receives their own licence accordingly. The following basic conditions apply:

+ The extent to which Password Safe is used is irrelevant. Every user requires their own licence.
» The use of light licences is (currently) not possible

+ Even the sole use of the SSO agent requires possession of a full licence

Modules from version 7

In contrast to version 7, there are no longer any modules. Adapting the licensing per computer using
modules was still possible in the previous version (No Client Licensing module). This is no longer
necessary. All licensing processes are covered by the above-mentioned licensing model.
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Secu rity

IT security is changing with the times

It is a declared goal that Germany’s digital infrastructures should be among the safest in the world. The
IT Security Act, which came into force in July 2015, is intended to form a blueprint for this purpose, and
to ensure the leading position of Germany in the fight against digital threats. The Federal Office for
Information Security (BSI), which is also responsible for the ISO 27001 Certification based on the IT
Baseline Protection Catalogues, has been setting the course for this. At the European level, too, the
potential danger is taken into account by the Directive on Network and Information Security (NIS), the
counterpart to the German IT security law. Through the EU-wide strengthening of resistance to risks
from the Internet, such criminal energies should be further restricted.

— = e ———
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Hazards and risks

This is to be assessed as a reaction to a hazard, which could not be more concrete: The Federal Office
of Criminal Investigation has estimated the number of digital attacks on German companies at 300,000 a
day. According to the Federal Office for the Protection of the Constitution, the federal networks are
targeted over a million times a year by hackers with financial interest, by politically motivated
“hacktivists” and, of course, by secret services. The BKA has been warning on the internet for years,
both in the private sector and in the company environment. Acquired thieves in the form of security-
critical corporate interiors are regularly subject to blackmail.
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Vulnerability of passwords

Due to the rapid digital revolution, more and more focus is being placed on the topic of password
security in particular. Passwords, which were still relatively safe 5 years ago, have to be put to the test
again due to technical progress. Only randomly selected passwords with a corresponding number of
digits can really defuse this problem. It is also important to ensure that these passwords are changed at
predefined intervals.

The solutions of the MATESO Password Safe

The safest passwords are still those that can be completely hidden from the users. Automatic entries
allow users to work efficiently without knowing their passwords. By means of the most advanced
methods of the Password Reset, these access codes can also be reset automatically at intervals that
can be as short as required. There are also safety mechanisms which link access to systems to a
release by those users with the required permissions, according to the double-check principle. All
these routines are backed up by highly complex encryption methods. Regular penetration tests
ensure that the software is specifically tested by independent experts for weaknesses in architecture as
well as the correct use of state-of-the-art cryptographic technologies. Conclusion: Human misconduct in
the handling of passwords must be reduced to a minimum by technically enforced specifications and
workflows. Christian Strobel, COO of MATESO GmbH:

* Whether SMEs, global corporations or government agencies: If the risk of data gaps and
IT terrorism are to be minimized in the future, the discussion of the subject matter is
inevitable. On the other hand, the use of a professional password management software
is no alternative.

» Used encryption algorithms

» External penetration tests

» |T security made in Germany




Used encryption algorithms

Encryption algorithms

Safety has always been one of the most basic considerations when designing software. All other
requirements were assessed according to how safe they were. Parallel to the development phase, the
theoretical concepts of external security companies were examined in terms of feasibility, as well as
compliance with IT security standards. Prototypes have been ultimately developed on the basis of these
findings, which form the blueprint for the current Password Safe version 8. The following encryption
techniques and algorithms are currently in use:

AES 256

PBKDF2 with 100,000 iterations for the formation of user hashes

PBKDF2 with 1000 iterations for the hashes of the passwords within the database

* RSA 4096 for private and public key methods

Applied cryptographic procedures

The container encryption of the passwords is based on the aforementioned algorithms. Each container
has its own randomly generated salt. Each password, user, and role has its own key pair. When releases
are granted for users and roles, the passwords within the database are hierarchically encrypted.
Password Safe also uses the following cryptographic methods to achieve maximum security:

+ To integrate an AD, you can choose between an end-to-end encryption (E2EE — the safest mode)
and the Master Key

* The server key is protected using the hardware security module (HSM) via PKCS#11
» Brute force protection for logging in by means of automatic blocking of the requesting client
» Certificate protection when using applications

+ Certificate request for client/server connection You may use your own certificate authority (CA) as
an option.

+ Latest version of the Secure Sockets Layer (SSL)
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+ Passwords are only encrypted and transported to the client when they have been explicitly
requested in advance. More...

! Only secrets are encrypted. Metadata is not encrypted to ensure search speed. Secrets
are usually passwords. However, the customer can decide what kind of data they are.
Note that Secrets cannot be searched for.

Security hardware components we have tested:

HSM:

« SafeNet Luna SA — HSM with network connection
» SafeNet Luna PCI-E — Embedded-HSM

Two-factor authentication:

« SafeNet eToken Pass
 RSA SecurelD 700

* Google authenticator
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External penetration tests

Penetration tests by SySS GmbH

For over 15 years, SySS GmbH has been focusing on software
penetration testing (pentests), as well as maintaining the maximum
security of IT infrastructures in companies of any industry and size. ySS
The security specialists from Tubingen now serve over 20 of the
DAX30 corporations across the industry. State institutions (Ministry of

THE PENTEST
the Interior, German Armed Forces, Deutsche Flugsicherung (German EXPERTS.

air navigation services organisation), ...) also rely on the expertise of
SySS GmbH. Professional cooperation with the market leader in
several iterations has set the course for closing and continuously avoiding potential security loopholes.

The pentests covered the following scenarios:

+ Simulation of client-side attacks of different types
* Intensive source code review
* Qualitative assessment of all cryptographic methods

Test conditions

SySS GmbH had full access to the source code and to the database server at all times to ensure
complete and granular execution of the tests. Sebastian Schreiber, the Managing Director of SySS
GmbH, attested to the successfully conducted additional test saying the following:

* SySS GmbH has rated the safety level of the tested Password Safe and Repository 8
application software as very high. The confidentiality of sensitive data, such as
passwords and documents, is ensured by secure cryptographic methods and a limited
access to the relevant keys. Regarding the protection objectives, integrity, and
availability, SySS GmbH could not find any weaknesses.
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IT security made in Germany

The TeleTrusT initiative

MATESO GmbH, with the product “Password Safe and
Repository”, is a member of the TeleTrusT Initiative “IT- S e C u r T
Security made in Germany”. The quality label has its roots in y
the co-operation between the German Federal Ministry of the —

Affairs and Energy (BMWi), and representatives of the German TeleTrusT Quality Seal In
www.teletrust.defitsmig Germany

Interior (BMI), the German Federal Ministry for Economic

IT security industry. This co-operation has been pushed
forward since 2005.

The quality label certifies the following characteristics of
the MATESO Password Safe version 8:

+ The company headquarters are in Germany

» The company offers trusted IT security solutions

» The products offered include no hidden access points

* The company’s IT security research and development takes place in Germany

+ The company undertakes to meet the requirements of the German data protection law
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Getting started

Getting started

We recommend that you follow these ten steps when installing Password Safe version 8. We strongly
recommend that you carefully record all configuration information, such as set passwords and similar
data. If you find gaps in the Help section during the installation, do not hesitate to send us a short
feedback. We will be happy to add any missing information and make it available to you and other
Password Safe users.

1. Microsoft SQL system requirements

We use Microsoft SQL Server as the database management system due to its high-performance data
access, widespread use and extensive backup options.

Follow this link for information on MSSQL system requirements

2. Application server system requirements

Particular attention should be paid to the subsections Required users and Rights for PowerShell scripts.

Follow this link for information on system requirements for the application server

3. * Client system requirements*

The requirements for the client environment have been specified separately.

Follow this link for information on client system requirements

4. * Installing AdminClient*

PASSWORD () SAFE ]

All required parameters are defined with the help of a wizard when installing the Password Safe
AdminClient.

Follow this link for information on how to install the AdminClient
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5. Basic configuration of Password Safe

When the AdminClient is opened for the first time, the Password Safe basic configuration starts. This
guides the user through the basic configuration with the help of a wizard.

Follow this link for information on Password Safe basic configuration

6. Authentication on the AdminClient

After completing the basic configuration, you can authenticate directly to the AdminClient.

«¥s The default password for the AdminClient is “admin”

7. Setup wizard

The setup wizard includes allocating a new password for the Password Safe AdminClient, integrating the
license, and configuring the database and SMTP settings.

Click here for the setup wizard

8. Creating databases

PASSWORD () SAFE |

The MSSQL databases can, of course, also be created and managed directly via our AdminClient.

Follow this link for information on how to create databases

9. Installing the client

PASSWORD () SAFE }

The client’s installation, which is also accompanied by a wizard, is the first step to allow users to work
with Password Safe.
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Follow this link for information on how to install the client

10. Creating database profiles

The number of databases is not licensed. In theory, any number of databases is thus possible. To keep
an overview, it is recommended to create profiles that contain all the parameters required for successful
logon to a database.

Follow this link for information on how to create database profiles

PASSWORD () SAFE
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Architecture and system requirements

Multi-tier architecture

The structure of Password Safe v8 is based on the principle of multi-tier architecture. This multi-
layered design of the individual software components provides the basis for a well thought-out and
ground-breaking security concept. The three separately acting layers can each be scaled as needed. As
a result, Password Safe v8 can also be used efficiently in companies with very large number of users
and sites around the world. If the “end-to-end” encryption is used, data can be encrypted or
decrypted also on the clients. This ensures that unencrypted passwords will never exist on the database
server or the application server. The “private and public key method” ensures that the private key is
always only available to the user. The application server only knows the value of the public key and is
thus unable to see the value of the password.

Password Safe version 8 can be set up on small to global system landscapes. Any number of clients,
application servers and database servers can be connected within the multi-tier architecture. The use of
a fail-safe cluster is recommended for databases in a production system. Microsoft SQL Server can
replicate the data to a different data centre, e.g. via WAN. We also recommend providing a separate
Windows server in each case.

System landscape

The following overview presents a classic Password Safe system landscape. Version 8 allows use of
several database servers across all sites. These are then synchronized with one another using Microsoft
standard applications. Any number of application servers can be made available for the client
connection. This ensures load distribution, and allows work without significant latency. This technology
offers enormous performance advantages, particularly in the case of installations that are spread across
worldwide locations.
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Datenbankserver
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Replikation
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Datenbankserver B

DBl DB2
{optional)

The client layer handles the representation of all data and functions, which are provided by the

application server.

Application server (business logic)

The application server is entirely responsible for the control of the business logic. This server only ever

delivers the data for which the corresponding permissions are available. The multi-tier architecture

described at the beginning allows the use of several application servers and ensures efficient load

distribution.

Database server (data storage)

Password Safe version 8 uses Microsoft SQL Server to store data due to its widespread use, and its

ability to ensure high-performance access even in large and geographically scattered environments.

Smaller installations may also use the free SQL Express version.

At least three servers are thus recommended:

+ Database server (MSSQL)

» Application server (Password Safe services)

+ Web server (IIS)
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=

For databases in a production system, we recommend using a fail-safe cluster. Microsoft
SQL Server can replicate the data to a different data centre, e.g via WAN. We also
recommend providing a Windows server for each function. Separating the systems
makes it easier to expand and scale the system landscape at a later point in time.
However, it is not absolutely necessary to separate the systems. Accordingly, all of the
components can also be installed on one server in the case of smaller installations.

Page 24 of 462



MATESO GmbH Password Safe V8 - 8.3.0

MSSQL System Requirements

Required hardware

We recommend that you install the database on a separate MSSQL database cluster to ensure
enhanced fail-safe operation. The database should also be mirrored to another data centre at a different
location. We recommend the following to ensure smooth operation:

* Min. Windows Server 2012 R2

* Recommended Windows Server 2016

* Min. 4 x CPU

* Min. 16 GB RAM

* Min. 100 GB hard disk space

* Installed and licensed Microsoft MSSQL Server 2012 or later (from Express)
The application server requires the following port to be enabled:

* Port 1433 TCP for communication with the application server

* A comparison of the different MSSQL server editions can be found under the following
link:
SQL Server Editions
The capacity limits for the specific editions are also listed here.

Required databases
At least two databases are created during installation:
1. The configuration database, which contains all settings for the application servers

2. The main database, which holds all information about users and records
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Requirements

The two databases can be created and managed directly via the admin console. However, some
requirements must be met on the MSSQL server for this purpose:

User

A specific SQL user should be used for the Password Safe V8 databases. The server admin (SA) may
be used but is not absolutely necessary. The user thus requires the following rights:

- dbCreator: If the databases are created via the server, the user must have the dbCreator

permission

+ dbOwner: If the databases are created manually on the MSSQL server, and are only managed by
the server, dbOwner rights are sufficient

* In any case, the user must have read rights for the master database

Databases

An MSSQL database is required for each Password Safe database. Multiple databases can be run on
one SQL instance. As Password Safe V8 enables the clean separation of all data via the authorization
concept, a single MSSQL database is sufficient for most applications.

The databases must have the collation Latin1_General_CI_AS. If the SQL Server uses
a different collation, Password Safe cannot create the database correctly. In this case,
the database must be created manually on the server side with the correct collation, and
this must then be linked to the AdminClient.

o=

Click here to return to the “Getting started” section
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Server system requirements

Required hardware and software

The business logic is managed by the application server. The load is determined by both the number of
users and also the number of server requests. To ensure optimal operation, we recommend that the
following hardware resources are made available:

At least Windows Server 2012 R2 (current patch level is mandatory!)

* Recommended Windows Server 2016

* Min. 4 x CPU

* Min. 8 GB RAM

* Min. 40 GB hard disk space

» Current .net library (current minimum requirement is version 4.6.2)

+ Firewall release

+ Windows Management Framework 4.0 must be installed! (Windows update KB2819745)
The application server requires that the following ports are enabled:

» Port 443 HTTPS to connect to the MATESO license server

Port 11011 TCP for communication with the clients or the Web server IIS

* Port 11014 TCP for backup service

Port 1433 TCP for communication with the SQL server

* Windows Server 2012 R2 requires the latest patch level (SSL3, TLS)

* If you are connected outside a local network (such as via VPN), you should ensure that
the MTU is configured to 1500 bytes (1472 bytes + 28 bytes for the header). Otherwise,
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the packets to be transmitted are fragmented, which can lead to a significant loss of
performance.

Web server (lIS)

Several web servers can be configured for web access, but at least one is required to use the web
access. In the first iteration of version 8, the access via webclient is not yet equipped with all functions.
We recommend the following to ensure optimal operation:

+ Atleast Windows Server 2012 R2 (current patch level is mandatory!)
+ Recommended Windows Server 2016

* Min. 4 x CPU

* Min. 8 GB RAM

* Min. 40 GB hard disk space

» Current .net library (current minimum requirement is version 4.6.1)

+ SSL certificate

+ If necessary, configure firewall access after access (http, or https)

Required users

A user via which the Password Safe server can log in to the SQL server is required for configuration. A
user who can execute the Password Safe services is also required. The various configurations are briefly
explained here.

Service user

The service user runs the Password Safe server service. The following can be configured here:
+ AD user: It is specified in the format Domain\username along with its associated password
* Local user: It is specified in the format .\username along with its associated password

* Local system account: It can be activated via a checkbox
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Y The service user creates the databases. Certificates are generated in the meantime.
Therefore, the service user must be a local administrator or a domain administrator,
otherwise it would have no rights to save data in the certificate store.

Backup service user

In principle, the backup service is run by the service user. In expert mode, however, it may also be
another user. A backup service user has the same requirements as a service user.

User for the SQL configuration instance

The user for the SQL configuration instance logs on to the SQL server to create the Password Safe
databases. You can use an AD user or a local SQL user for this purpose. The following options are
available:

» Service user: If the checkbox is activated, the stored service user is used. Please note that it can
be configured only via the checkbox. It is not possible to set up the service user manually again.

* SQL user: An SQL user may also be used. It is saved on the SQL server according to the
configuration.

* If the Password Safe server is to create databases, the user needs dbCreator rights.
Alternatively, the databases can be created directly by the SQL server. The Password
Safe server will manage them. In this case, dbOwner permissions are sufficient.

Configuration examples

Version 1:

A service user is created in the AD. It will be added as a service user, which can start both the Password
Safe server service and the backup service. This user requires rights to start services. This user is then
used for the SQL configuration instance (by activating the check box).

Variant 2:

A local user is used as a service user. Specify a local SQL user, secured with a password, as a user for
the SQL configuration instance. This could be the default sa user, for example.

! It is not possible to combine local system and service users for the SQL configuration
instance!
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Rights for Windows PowerShell

In Password Safe V8, Windows PowerShell scripts are used in several places. These are required, for
example, to use the certificate-protected server key or to create the server certificate. Password Reset
also uses this functionality. It is therefore absolutely necessary that the Windows security policy allows

PowerShell scripts to be executed. You can set this up and check manually as follows:

! Windows Management Framework 4.0 must be installed! (Windows update KB2819745)

Open the PowerShell console. Enter Set-ExecutionPolicy RemoteSigned and confirm.

) Administrator: Windows PowerShell

Windows Fowerdihe
Copyright (L) 201% Microsoft Corporation. fille Rechte worbehalten.

PS C:\lUsershadministrator.JUPITER> Set-ExecutionPolicy RemoteSigned

The change to the policy is confirmed in the next step.

Administrator: Windows PowerShell

Windows Fowerdhe
Copyright (L) 201% Microsoft Corporation. fille Rechte worbehalten.

PS C:\Usershadministrator.JUPITER> Set-ExecutionPolicy RemoteSigned

Ausfihrungsrichtlinie dndern

Die Ausfiihrungsrichtlinie trigt zum Schutz vor nicht vertrauenswiirdigen Skripts bei. Wenn Sie die Ausfiihrungsrichtlinie

andern, sind Sie moglicherweise den im Hilfethema "about_Execution_Policies™ unter
“http:ffgo.microsoft._com/fwlink/?LinkID=135170" beschriebenen Sicherheitsrisiken ausgesetzt. MHichten 5ie die

fiusfiihrungsrichtlinie dndern?
[4] Ja [M] Hein [H] Anhalten [?] Hilfe (Standard ist "J"):

The changed policy can be queried via Get-ExecutionPolicy -list.



(%] Administrator: Windows PowerShell

ows Fowerihe
Copyright (C) 2014 Microsoft Corporation. Alle Rechte vorbehalten.

PS C:\Usershadministrator.JUPITER> Set-ExecutionPolicy RemoteSigned

fusfihrungsrichtlinie dndern
Die Ausfihrungsrichtlinie trigt zum Schutz vor nicht vertrauenswirdigen Skripts bei. Wenn S1e die Ausfihrungsrichtlinie
dndern, sind Sie miglicherweise den im Hilfethema "about_Execution_Policies™ unter
“http://go.microsoft.com/fwlink/?LinkID=135170" beschriebenen Sicherheitsrisiken ausgesetzt. Michten 5ie die
fusfihrungsrichtlinie dndern?

1 [H] Anhalten [?] Hilfe (Standard ist "J"): J
PS C:\Usershadministrator.JUPITER> Get-ExecutionPolicy -list

ExecutionPFolicy

MachinePolicy Undefined
UserPolicy Undefined
Process Hndefineg

.

LocalHachine RemoteSigned

PS C:\lUsers‘administrator.JUPITER>

Click here to return to the “Getting started” section
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Client system requirements

Required hardware

The performance is only dependent on the client to a small extent. The user’s settings are imported
directly from the MSSQL database. We recommend the following to ensure smooth operation:

* Microsoft Windows version 7 (latest patch level)

* Atleast2 x CPU

* Min. 2 GB RAM

* Min. 40 GB hard disk space

» Current .net framework (current minimum requirement is version 4.6.2)

+ We recommend packaging the client and installing it on the respective PC’s. We provide an MSI
installer package for that purpose.

* The clients can run on all current Windows versions, from Windows 7 to Windows 10

Use in terminal server operation

The client can also be operated on a Windows Terminal Server. For the automatic sign-on, the SSO
Agent must be installed as a service on the terminal server.

Click here to return to the “Getting started” section

Page 32 of 462



MATESO GmbH Password Safe V8 - 8.3.0

Systemanforderungen WebClient

Der Password Safe WebClient kann prinzipiell auf allen aktuellen Webservern aufgesetzt werden.
Hierflr wird ein entsprechendes SSL-Zertifikat fir die https Anbindung bendétigt. Der WebClient sollte im
Idealfall immer die gleiche Version wie der Password Safe Server haben.

* Da jeder Webserver individuell installiert und konfiguriert ist, missen detaillierte
Kenntnisse des verwendeten Systems vorausgesetzt werden. Uber unsere Partner kann
die Installation gerne per Consulting Ubernommen werden.

Unterstutzte Webserver

Auf folgenden Systemen konnte der Password Safe WebClient erfolgreich getestet werden:

s

* ab Version 7
* Modul URL Rewrite
+ Modul Application Request Routing

Apache

+ ab Version 2.4

* Modul mod_rewrite

* Modul mod_proxy

* Modul mod_ssl

* Modul mod_proxy_http

nginx

 ab Version 1.13

* Wie schon erwahnt, kann der Password Safe WebClient auf allen herkdbmmlichen
Webservern betrieben werden. Aufgrund moglicher Seiteneffekte kann die reibungslose
Funktion allerdings nicht auf allen verfigbaren Webservern garantiert werden. Im
Zweifelsfall sollte die Funktion daher vorab getestet werden.

=

Die Verbindung vom Browser zum Webserver muss uber ein SSL-Zertifikat geschutzt
werden. Es wird ausdricklich empfohlen hierflir ein Zertifikat eines Dienstleisters, wie
z.B.: Thawte, zu erwerben. Wenn Sie kein offizielles Zertifikat erworben haben, so
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stellen Sie bitte unbedingt sicher, dass dem Zertifikat entsprechend getraut wird.
Anderenfalls wird das Zertifikat rot und somit unsicher im Browser angezeigt.
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Installation

Installation files

The installation files are directly available via our portal provided for this purpose:
https://license.passwordsafe.de/kis

PASSWORD{)SAFE vzezen DOWNLOADS

lhre Downloads

Version 8.1.1.11211 Hotfix 1 - 19.05.2017

Client Setup Englisch Download (.msi, 51,2 MB)
Changeleg
Client Setup Deutsch Download (msi, 51,1 MB)
Changeleg
Server Setup Englisch Download (.msi, 35,4 MB)
Changelog
Server Setup Deutsch Download (msi, 35.3 MB)
Changeleg
Web Access Download (zip, 73.1 MB)
Changelog
vorkonfigurierte Teststellung (VMWare) Download

You will receive the access data with the delivery of the licence. If you are interested in acquiring a test
licence, please use the form designed for this purpose: https://www.passwordsafe.de/testen/testlizenz.

«¥s In contrast to version 7, no certificates are delivered. Your certificate is stored on our
licence server and can be called up using the access data you receive.

Conceptual design before installation

Password Safe is designed to represent the existing hierarchies in a company in the form of
differentiated and precisely definable permission structures. The better you can understand these
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hierarchical structures, the easier it will be to implement the software. Errors in the analysis phase thus
often lead to subsequent errors, which can only be corrected with a great deal of effort. It is therefore
indispensable to devote the necessary attention to the conceptual design. Well-thought-out and strictly
planned projects profit greatly from a thoroughly comprehended project plan, both during implementation
and during ongoing operations.

Documentation parallel to the installation

=

Documentation is an important part of the installation. Ensure that the systems and
access points used are fully covered. When changing responsibilities or modifying the
architecture, you will benefit significantly from a reference work in the form of a complete
Password Safe documentation.

Definition of responsibilities

We recommend that you designate a person responsible for Password Safe, as well as a representative,
and train these persons adequately. In case of larger installations, it is likely that the responsibility must
be borne by several people. You must specify which persons (groups) will have access to the various
functionalities within Password Safe:

* Management of organisational structures and roles

» Creation and maintenance of forms and applications

+ Configuration of the settings and rights, as well as masking of modules
» Definition of authorizations and definition of rights templates

+ Developing an access model:

+ To what extent and by whom are the databases supported?

* |s a separation of administrative activities necessary?

If necessary. our experienced support team will be glad to assist you.

» |nstallation of AdminClient

» |nstallation of client

» |nstallation of WebAccess
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Installation AdminClient

Video guide

PASSWORD () SAFE I

Guide

The MSI installation files and the associated Server system requirements can be found in the

corresponding sections. The following step-by-step guide will accompany you through the wizards.

ﬁ Password Safe Server (64 bit) Setup — o
End-User License Agreement PASSWORD ) SAFE

b MATESD
Flease read the following license agreement carefully

MATESO GmbH Software Licensing Terms ~
for Password Safe Licenses (version 8 or higher) Purchased in Germany

Last update: October 2016

1. General scope

1.1 These Licensing Terms are a supplement to the General Terms
and Conditions of MATESO GmbH (hereinafter referred to as the
Licensor). These Licensing Terms shall apply to provided software as ¥

[] L accept the terms in the License Agreement]

D | [ wek e ]

You are firstly required to read and accept the license terms. These can also be printed.
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MATESO GmbH

ﬁ Password Safe Server (64 bit) Setup — oy
End-User License Agreement PHSSWDRD@ SAFE

b MATESD
Flease read the following license agreement carefully

MATESO GmbH Software Licensing Terms ”
for Password Safe Licenses (version 8 or higher) Purchased in Germany

Last update: October 2016

1. General scope

1.1 These Licensing Terms are a supplement to the General Terms
and Conditions of MATESO GmbH (hereinafter referred to as the
Licensor). These Licensing Terms shall apply to provided software as ¥

[«] I accept the terms in the License Agreement]

D [ sk [ ver ] [ canc

The next step is to define the location. As a rule, the suggested location can be retained.

ﬁ Password Safe Server (64 bit) Setup — O *
Custom Setup PnsswunnOEﬂE

Select the way you want features to be installed.

Click the icons in the tree below to change the way features will be installed.

Password Safe Server (64 bit) Installs Password Safe Server (54
bit) and it's administrative interface
‘AdminClient’ in version 8.2.0. 12338

This feature requires 3KE on your
hard drive.
Location: C:'Program Files\Password Safe and Repository & ErEs
Server!|

| Reset || Diskusage [ Bak [ Net ] Cancel |

The next step is starting the installation.

Password Safe V8 - 8.3.0

Page 38 of 462



ﬁ Password Safe Server (64 bit) Setup — oo

PASSWORD ) SAFE
Ready to install Password Safe Server (64 bit) by MATESD

Click Install to begin the installation. Clidk Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

.

The last step closes the setup and opens (if desired) the AdminClient.

‘E Password Safe Server (84 bit) Setup — x>

Completed the Password Safe Server (64
bit) Setup Wizard

Click the Finish button to exit the Setup Wizard.

Start administrative interface '.ﬁ.dminCIient'I

Authentication

After the installation, you can login directly to the AdminClient.
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* The initial password for the first login is “admin”. It should be changed directly after the
logon.

Click here to return to the “Getting started” section
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Installation Client

Video guide
L ——

PASSWORD () SAFE
Guide

The MSI installation files and the associated Client system requirements can be found in the
corresponding sections. The following step-by-step guide will accompany you through the wizards.

ﬁ Password Safe Setup — >

Welcome to the Password Safe Setup
Wizard

The Setup Wizard will install Password Safe on your
computer. Click Next to continue or Cancel to exit the Setup
Wizard.

Back

You are firstly required to read and accept the license terms. These can also be printed.


https://www.youtube.com/embed/9Fq_ev7vXhM?rel=0
https://www.youtube.com/embed/9Fq_ev7vXhM?rel=0
https://www.youtube.com/embed/9Fq_ev7vXhM?rel=0

]ﬂ Password Safe Setup = .

End-User License Agreement PASSWORD{) 55‘,:5,

Flease read the following license agreement carefully

MATESO GmbH Software Licensing Terms ”
for Password Safe Licenses (version 8 or higher) Purchased in Germany

Last update: October 2016

1. General scope

1.1 These Licensing Terms are a supplement to the General Terms
and Conditions of MATESO GmbH (hereinafter referred to as the
Licensor). These Licensing Terms shall apply to provided software as ¥

I accept the terms in the License Agreementl

D | [ e ] [ o |

The next step is to define the location of the client. You can also define here whether additional

components should be installed.
+ Password Safe and Repository 8 installs the client
+ Internet Explorer extension is required to automatically transfer access data to Internet Explorer

+ S8SO service for terminal server allows automatic sign-on in the terminal server mode
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¥+ | 550-Service for Terminal-server

‘ Location: C:\Program Files (x86)\Password Safe\, Browse...
| Next |

! Please install the SSO service only if the terminal server operation is devised!

The actual installation starts in the next step.
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The last step finishes the setup and opens the client.

?E Password Safe Setup — X

Completed the Password Safe Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Start Password Safe 8 I

= corcs

Installed applications

There are always several applications installed.

This is the regular Client.

LLLLF)
hd o
.’:- -

=
r]'ll-rl'll‘||I

PSROffineClient

The Offline Client allows access to the data without connection to AdminClient.



PSR ClientAgent

The SSO Agent is the link between the browser add-ons and the database. It allows automatic login
without opening the Client and runs in the background.

Integrating a database

For connection to the database, the creation of a database profile is obligatory. The following information
is required:

* Profile name: The name of the profile. This will be displayed on the client in the future
* IP address: The IP address of the Password Safe V8 server is stored here

+ Database name: Specifies the name of the database

Distributing database profiles via the registry

Of course, there is also an option to distribute database profiles. The profiles are specified via a
corresponding registry entry. At the next program start, they are transferred to Password Safe and saved
within the configuration file. The following registry entry is created: HKEY_CURRENT_USER\
SOFTWARE\MATESO\Password Safe and Repository 8\DatabaseProfiles. A new key with the name
of the database is created here. The key must have the following entries:

HostIP: Server IP address
DatabaseName: Name of the database

LastUserName: The field for the user name can be specified here



MATESO GmbH Password Safe V8 - 8.3.0

(ert nicht festgelegt)
Dema
192.168.1.1.

* If the corresponding registry entry is set and no related database profile exists, the
profile will be created at the next start-up. Profiles created in this way cannot be edited
or deleted on the client.

Click here to return to the Getting started section
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Installation with parameters

What is installation with parameters?

The installation of the Password Safe client can also be optionally run on the command line. This method
also requires the transfer of parameters. These can be combined with one another. In this case, the
individual parameters are separated from one another by a blank space. The parameters listed in the
following section enable you to adapt the type of client installation.

Running on the command line with parameters
Run the installation via the command line: MSI-FILE.msi [PARAMETER]

Parameter

* INSTALL_IE_EXTENSION=“0": The extension for Internet Explorer is not installed. In the list of
the components to be installed in the setup, a check mark has not been set but this can be set
again by the user

+ SSO_START_VIA_REGISTRY=“0": Deactivates launching the SSO Agent in Windows autostart

+ INSTALL_SSO_AGENT=“0": Deactivates the installation of the SSO Agent. In the list of the
components to be installed in the setup, a check mark has not been set but this can be set again
by the user

* INSTALL_OFFLINE_CLIENT=“0": Deactivates the installation of the offline client. In the list of the
components to be installed in the setup, a check mark has not been set but this can be set again
by the user
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Installation WebClient

! Dieses Kapitel behandelt ausschlieRlich die Erstinstallation. Die hier geschilderten
Schritte dirfen bei einem Update nicht ausgefihrt werden.

Zur Installation des WebClients wird im AdminClient das Modul WebClient bereitgestellt.

Vorbereitungen zur Installation

Um die Installation des WebClients ohne weitere Komplikationen durchfiihren zu kénnen, sollten
folgende Vorbereitungen getroffen werden:

Systemanforderungen

Zunachst sollte sichergestellt sein, dass alle Systemanforderungen erfillt sind.

Webdienst

Beim ersten Aufruf des Moduls WebClient im AdminClient muss zunachst der Web Dienst gestartet
werden.

Die Web-Dienste sind deaktiviert. Diese missen zundchst aktiviert werden.

Web-Dienste starten

Hierdurch wird der Password Safe Server neu gestartet. AbschlieRend wird im Modul WebClient die
Konfigurationsoberflache dargestellt.

SSL Zertifikat

Weiterhin muss das SSL Zertifikat installiert werden.

%t S5L-Zertifikat installieren
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Hierdurch wird das Zertifikat welches in der Grundkonfiguration selektiert wurde flr die Verwendung mit
dem WebClient konfiguriert. Es handelt sich hierbei um das Verbindungszertifikat zur Kommunikation
zwischen Webserver und Password Safe Server.

* Im Hintergrund wird das Zertifikat hierbei Uber netsh http add sslcert passend zum
konfigurierten Port (443 TCP) ins Betriebssystem eingebunden. Beim Deinstallieren wird
mit netsh http delete sslcert gearbeitet

Firewall

Der Port 443 TCP muss eingehend freigeschalten sein.

Datenbanken

Alle Datenbanken welche im WebClient verwendet werden sollen, mussen hierflr freigegeben werden.
Es geniigt ein Doppelklick auf die entsprechende Datenbank. Nun kann die Option Zugriff liber
WebClient aktivieren ausgewahlt werden.

Installation

Der WebClient wird durch den AdminClient erzeugt und in einem ZIP Archiv bereitgestellt. Je nach
verwendetem Webserver, wird das ZIP Archiv entsprechend erstellt. Ebenso unterscheidet sich die
Installation. Unabhangig vom verwendeten Webserver missen zunachst folgende Infos angegeben
werden:

Zieldatei
Hier wird derjenige Ordner angegeben, in welchem das ZIP Archiv mit dem WebClient abgelegt werden
soll.

«¥s Wird auf dem IIS installiert wird im ZIP Archiv eine Datei mit dem Namen config.bat
erstellt, welche schlussendlich das Einbinden am Webserver ubernimmt.

Server IP
Rein informativ wird hier die IP Adresse des Password Safe Servers angezeigt.

«¥s Es sollte gepriift werden ob die IP Adresse korrekt ist, da sonst der WebClient keine
Verbindung bekommt. Sollte die IP Adresse nicht passen, muss diese in der
Grundkonfiguration des AdminClients geandert werden.
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Webserver-Hostadresse
Es muss die IP-Adresse bzw. der Hosthame des Webservers angegeben werden.

Port
Hier wird der Port zum Ansprechen des WebClients hinterlegt.

Nachfolgend werden alle weiteren Schritte bzw. die zu machenden Angaben pro Webserver erldutert.

Microsoft lIS

Soll der WebClient auf einem Microsoft IIS betrieben werden, gibt es zwei Methoden zum Einbinden:

Als eigene Webseite erzeugen
Durch diese Option wird durch die config.bat am IIS direkt eine Webseite mit dem Namen “WebClient”
eingebunden. Der WebClient wird hierbei im Standardverzeichnis C:\inetpub\wwwroot betrieben.

In existierende Webseite integrieren

setzt eine bestehende Webseite voraus. Es muss also zunéachst auf dem IIS eine Webseite erzeugt
werden. Im AdminClient muss dann der Name der Webseite angegeben werden. Ebenso muss unter
Webseitenverzeichnis hinterlegt werden in welchem Ordner der Webclient betrieben werden soll. Das
Format hierfur ist “/webclient”

x

WebClient
erzeugen

% Microsoft 11S Um den WebClient fiir die Verwendung mit dern Webserver “Microsoft 115" vorbereiten zu kénnen, werden weitere Daten benstigt. Bitte geben Sie diese ein.
Zieldatei € CAWebClient\WebClient.zip [~

Webserver konfigurieren

Password Safe Server 192,168.150.64
Webserver-Hostadresse @ 192.168.150.65
Port

Als eigene Webseite erzeugen
® In existierende Webseite integrieren
Name der Webseite WebClient

Webseitenverzeichnis @ fwebclient
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Sobald alle Einstellungen gesetzt sind, kann der WebClient Giber die entsprechende Schaltflache in der
Ribbon erzeugt werden. Ist das ZIP Archiv mit dem WebClient erzeugt, wird es auf den Webserver in
das vorher festgelegte Verzeichnis (standardmafig C:\inetpub\wwwroot) kopiert und dort in ein neues
Verzeichnis entpackt.

Config.bat

Im neu erstellten Verzeichnis WebClient ist die config.bat zu finden, welche nun als Administrator
ausgefihrt werden muss. Hierdurch wird der WebClient im [IS eingebunden.

* Falls die Systemvoraussetzungen nicht erflllt sind, wird darauf hingewiesen, dass das
Modul URL Rewrite und/oder Application Request Routing nachinstalliert werden
mussen. In diesem Fall ist den Assistenten zu folgen welche direkt ge6ffnet werden.
Anschliellend muss die config.bat erneut ausgefihrt werden.

Wurde die Seite korrekt eingebunden, wird dies durch den Hinweis IS page created entsprechend
dargestellt.

=x C:A\Windows\system32\cmd.exe =|B] x|

Activating reverse proxy ...

Reverse Proxy activated

Das SITE-Objekt "WebClient" wurde hinzugefiigt.
Dasz APP-0Objekt "WebClients" wurde hinzugefiigt.
Das UDIR-0Objekt "WebClients" wurde hinzugefiigt.
IIS page created

m | >

! Nach erfolgter Installation sollte die config.bat unbedingt geléscht werden! Ebenso
sollte die config.bat nicht flr ein Update verwendet werden.
Zertifikat

Abschlieliend muss das Zertifikat hinterlegt werden. Hierfiir wird am 1IS die erstellte Webseite selektiert.
Ganz rechts werden nun die Bindungen gedffnet.
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Bindungen...

Nun wird der Eintrag https selektiert und zum Bearbeiten ge6ffnet. Hier wird dann das SSL-Zertifikat

ausgewahilt.
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Der WebClient ist nun betriebsbereit und kann direkt aufgerufen werden. Weitere Infos sind am Ende
des Kapitels unter Aufruf des WebClients zu finden.

Apache

Zum Einbinden des WebClients auf einem Apache Server missen zunachst alle relevanten
Einstellungen gesetzt werden:

Dokumentenverzeichnis
Hier wird angegeben, in welchem Ordner der WebClient betrieben werden soll.
StandardmaRig ist dies /var/www/html

SSL-Zertifikat-Pfad
Es muss hier angegeben werden in welchem Verzeichnis das Zertifikat abgelegt wird.
StandardmafRig ist dies /etc/nginx/certs/webclient.crt

SSL-Zertifikatsschlissel-Pfad
Schlussendlich muss noch hinterlegt werden, wo der Zertifikatschlissel liegt.
Standardmafig ist dies /etc/nginx/certs/webclient.key

K

lebClient
erzeugen

Um den WebClient fiir die Verwendung mit dem Webserver “Apache” vorbereiten zu kinnen, werden weitere Diaten bendtigt. Bitte geben Sie diese ein.

Zieldatei € CAWebClient\WebClient.zip -

Apache )
E pa Webserver konfigurieren
Password Safe Server 192.168.150.64

Webserver-Hostadresse @ 192.168.150.65

Port

Dokumentenverzeichnis ._-fvar.-"ww.-'html

55L-Zertifikat-Pfad fete/ngins/certs/webclient.ert

SSL-Zertifikatschliissel-Pfad Jetc/ngin/certs/webdient key
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Nachdem alle Einstellungen gemacht sind, wird der WebClient Gber den Button in der Ribbon erzeugt.
Anschlieflend wird automatisch der Ordner, in welchem die ZIP Datei liegt gedffnet. Das Archiv wird nun
entpackt und der Inhalt auf dem Webserver ins Dokumentenverzeichnis kopiert.

Die Konfiguration flr den Apache wurde nun ebenfalls schon erzeugt und kann am AdminClient
eingesehen werden.

Webserver konfigurieren

Bitte kopieren Sie den folgenden Text in die Konfigurationsdatei Ihres Apache Webservers,

<VirtualHost *:443>
ServerAdmin webmaster@localhost
DocumentRoot fvar/www/html
Emrorlog ${APACHE_LOG_DIR}/errorlog
Customlog S{APACHE_LOG_DIR}/access.log combined
SSLEngine On
# Set the path to SSL certificate
# Usage: SSLCertificatefile /path/to/certpem
SSLCertificateFile /etc/nginu/cents/webclientcrt
SSLCertificateKeyFile fetc/nginx/certs/webclientkey
S5LProxyEngine On
ProxyPreserveHost Off
ProxyPass /apif https://192.168.150.64/
ProsovPassReverse /apil httos://192.168.150.64/

Die Konfiguration kann hier direkt iber STRG+A markiert und kopiert werden. Diese wird dann direkt am
Apache eingebunden.

* Die Konfiguration des Apache Servers ist immer individuell. Daher kann hier nur grob
das Ubliche Vorgehen in einer Standard Installation beschrieben werden.

Standardkonfiguration

Die Datei letc/apache2/sites-available/default-ssl.conf wird (beispielsweise liber “nano”) getffnet.
Nun wird alles zwischen <IfModule mod ssl.c>und </IfModule mod ssl.c> geléscht und durch
die Konfiguration vom Server ersetzt. Abschliefend wird der Apache lber systemctl reload apache neu
gestartet.
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Der WebClient ist nun betriebsbereit und kann direkt aufgerufen werden. Weitere Infos sind am Ende
des Kapitels unter Aufruf des WebClients zu finden.

nginx

Zum Einbinden des WebClients auf einem nginx Server mussen zunachst alle relevanten Einstellungen
gesetzt werden:

Dokumentenverzeichnis
Hier wird angegeben, in welchem Ordner der WebClient betrieben werden soll.
StandardmaRig ist dies /var/www/html

SSL-Zertifikat-Pfad
Es muss hier angegeben werden in welchem Verzeichnis das Zertifikat abgelegt wird.
Der Standardpfad lautet hierbei /etc/nginx/certs/webclient.crt

SSL-Zertifikatsschlissel-Pfad
Schlussendlich muss noch hinterlegt werden, wo der Zertifikatschlissel liegt.
Standardmafig ist das /etc/nginx/certs/webclient.key

w

WebClient|
erzeugen

Um den WebClient fir die Verwendung mit dem Webserver "nginx” vorbereiten zu kdnnen, werden weitere Daten bendtigt. Bitte geben Sie diese ein,

Zieldatei @ CAWebClient\WebClient.zip -

Webserver konfigurieren

Password Safe Server 192.168.150.64

nginx Webserver-Hostadresse @ 192.168.150.65
O .

Dokumentenverzeichnis Fvarfwewewhiml
SSL-Zertifikat-Pfad fete/nginx/certs/webclient.crt

55L-Zertifikatschliissel-Pfad ,ret.-_rnq,mrcem.webd,entw
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Wenn alle Einstellungen gesetzt sind, kann der WebClient Gber den Button in der Ribbon erzeugt
werden. Es 6ffnet sich dann direkt der Ordner, in welchem die ZIP Datei liegt. Nun wird das Archiv
entpackt und dessen Inhalt ins Dokumenteverzeichnis auf dem Webserver kopiert.

Zusammen mit der ZIP Datei wurde auch die Konfiguration fiir den nginx Server erzeugt. Diese kann
direkt am AdminClient eingesehen werden.

‘Webserver konfigurieren

Bitte kop Sie den folgenden Text in die ig atei lhres ngiru W
server |

listen 443;

ssl_certificate fetc/nginx/certs/webclient.crt;

ssl_certificate_ key  /fetc/ngin/certs/webclient.key;

58l on;

ssl_session_cache builtin:1000 shared:S5L:10m;

ssl_protocols TLSv1 TLSw1.1 TLS»1.2;

ssl_ciphers HIGH:laNULL:leNULL-| EXPORT:|CAMELLIA:\DES:IMD3:!PSK:IRCA;
ssl_prefer_server_ciphers on;

location / {
root fvarfwaw/himl;
index indexhtmk

Abschlielend muss die Konfiguration noch am nginx eingebunden werden. Sie kann hierfir direkt am
AdminClient kopiert werden.

«¥s Jede Webserver Konfiguration ist individuell. An dieser Stelle kann daher nur das bliche
Vorgehen in einer Standard Installation umrissen werden.

Standardkonfiguration

Zunachst wird die Datei /etc/nginx/sites-available/default getffnet. Beispielsweise Uiber “nano”. Nun
wird der Eintrag server { } gesucht. Danach wird Konfiguration des AdminClient einfugt.
Abschlielend muss der Webserver iber den Befehl systemctl restart nginx neu gestartet werden.

Der WebClient ist nun betriebsbereit und kann direkt aufgerufen werden.
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Aufruf des WebClients

Wie der WebClient aufgerufen werden kann, hangt von der Konfiguration des WebServers ab:

WebClient im Basis-Verzeichnis -> https://hostname
WebClient in einem Unterverzeichnis -> https://hostname/pfad-zum-unterverzeichnis
Port ist nicht gleich 443 -> https://hostname:port/pfad-zum-unterverzeichnis
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Updates

Reasons for regular updates

Our development team is constantly working on the further development of the software. This does not
only involve fixing any problems but also primarily the development of new features to adapt the
software as best as possible to the requirements of our customers. Therefore, it is recommended that
you regularly install the updates. Only in this way can you benefit from these further developments.

The documentation always refers to the latest version available. If Password Safe deviates from the
documentation (e.g. In appearance or also its functional scope), it makes sense to firstly update to the
latest version.

«¥e The update check on the server or the client can be used to search for available
updates. The update check on the client must firstly be released for users in the settings.
We recommend leaving the update check deactivated for normal users because
otherwise these users could independently attempt to install updates. As a new client
cannot connect to an old server, this will mean that the user is no longer able to log in.

Requirements
Some requirements should be checked or established before an update.

Check the software maintenance package

The right to install updates is acquired with the software maintenance package. It is important to note
that you are permitted to install all updates as long as the software maintenance package is still active. If
the software maintenance package has expired, you are only permitted to use those versions that were
released during the term of the software maintenance package. Therefore, you should check whether the
software maintenance package is still active before an update. This can be easily checked on the
AdminClient under License settings.

Creating a backup

An update always involves making a profound change to the existing software. A corresponding backup
should thus be created directly before the update to ensure that no data is lost if a serious problem
arises.
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Checking compatibility

An attempt is always made to design the AdminClient so that it is backwards compatible. Unfortunately
this is not always possible. Therefore, you should always check which client version the AdminClient is
compatible with before an update. The version history for the relevant version will provide this
information.

! ifthe password for logging in to the AdminClient on the database has been saved, it is
essential that it is noted down or temporarily saved elsewhere before an update!

Latest installation files

The installation files can be downloaded from the customer information system:

https://license.passwordsafe.de/kis

Please simply use the access data that we sent to you by email to log in.

Update

Updating the AdminClient

The AdminClient is simply installed on top of the existing installation.
* If the service has not been ended in advance, the installation wizard will give you the
opportunity to do so. If the service is still not ended at this stage, the computer will then

need to be restarted. It is thus recommended that the Password Safe services are ended
before the update.

Further information on the installation wizard can be found in the section Installation of the AdminClient

Patch level update for the databases

The databases are usually deactivated after updating the AdminClient because they do not yet have the
corresponding patch level. This should be immediately checked. After logging in to the AdminClient, the
module Databases is immediately visible. If the databases have been deactivated, you can reactivate
them directly in the ribbon via the corresponding button. The patch level will be upgraded during this
process.
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Updating the client

The client update is also simply installed on top of the existing installation. Further information can be
found in the section Installation of the client. Naturally, the update can also be carried out via the

installation parameters.

Updating the WebAccess

The 1IS must firstly be stopped. Next, all files from the installation directory (see also Installation of
WebAccess) need to be deleted. The archive can then be unpacked and the data copied over to the
directory. Finally, the IS must simply be restarted.
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Authorization concept and protective
mechanisms

What is the authorization concept?

The strength of Password Safe version 8 lies in the fact that it provides the right solution to all
conceivable demands placed on it with regards to authorization management. In order to keep the
manual work to a minimum, handling several users at once via roles is a tried-and-tested method. The

setting of the permissions for these roles can either be completed manually or automatically. There are a

number of variants for both options, which are explained in detail in the following sections.

Alongside the definition of manual and automatic setting of permissions, the (optional) setting of
protective mechanisms forms part of the authorization concept. The protective mechanisms are thus

downstream of the permissions. The interrelationships between all of these elements are illustrated in
the following diagram.

Authorisation concept

Definition of authorisation installing of protective mechanism
visibility
— « manual authorize — . temporary authorize
m « automated authorize E . sight protection L )
. seal
binding optional m
new :

authorized authorized

data set dataset, dataset,
protected

without protection

* Applying some form of permissions is obligatory. Applying a protective mechanism is
optional.

* The configuration of visibility is de facto a technical part of the permissions process.
However, this mechanism has a “protective character” and is thus listed under protective
mechanisms.

Before the manual and automatic setting of permissions and the possible protective mechanisms are
covered in the next section, it is still necessary to explain the basic mechanics of the authorization
concept here. These three cornerstones are irrevocable and always impact permissions of every type.
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The three cornerstones of the authorization concept

The reproduction of company-specific authorization structures can vary greatly in terms of effort.
However, small working groups as well as international corporations are generally subject to the same
rules with regard to administration in Password Safe. The basic concept is based on only a few rules
which always apply without exception. Despite the innumerable individual adjustment screws, these
basic rules can be summarized in three essential steps.

1. Permissions only for users or roles

If the authorization for a data record is to be defined, there are basically only two possibilities:
1. Authorization for a user
1. Authorization for a role

A role is technically nothing more than a summary of multiple users with the same permissions. It is, of
course, a good idea to manage these roles in accordance with your company’s activities. The role
“Administrators” can therefore be provided with more extensive authorizations than, for example, the role
“Sales Assistance”. This role-based inheritance allows the organization to maintain the overview in a
larger corporate structure as well as a simple procedure when adding new employees. Instead of having
to entitle him individually, this is simply added to his role.

2
l_H
L 1 ] |
— —
is member of ‘ User is
authorized to

User 1 Role data set
' 3
'.’ is entitled to
User 2

Page 62 of 462



MATESO GmbH Password Safe V8 - 8.3.0

It is obvious to proceed with the organization of accesses using the concept of roles as a basis and only
to grant rights individually to employees in exceptional cases. The unplanned absence of personnel must
also be taken into account in such concepts. Working with roles defuses such risks significantly.

* Permissions are always granted to only one user or role!

2. Membership in roles

The key point is membership in a role. If an employee can use the authorizations according to the roles
assigned to him, he must be a member of the role. Only members see the records that have been
authorized for the role.

Y N

is a member of ’ \ User 1is m
authorized to

User 1 Role database

¢op

/ > ——
is not a member of User 2 ist not

User 2 Role authorized to

(‘

database

* A small technical digression into the nature of the encryption can be very helpful with the
basic understanding. Each role has a key pair. The first key is used to encrypt data.
Access to this information is only possible with the second key. The membership in a
role is equivalent to this second key.

3. Membership vs. permissions for roles

The admin user in Password Safe must pay particular attention to the interplay between users and roles.
This dynamics is crucial for understanding the concept of authorization, in order to ensure maximum
software adaptability to any corporate structure. The following diagram illustrates this with an example of
two users.
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- oa
is a member of +
User 1is
have read permission for I authorized for
oba Member || Write Move ’

All rights || Delete Export
. Role dataset
Read Autherise [ | Print

. is not a member of .,

is having all rights User 2 is not.
—_— authorized for

sa Member v/ Write v Move
User 1 jnungm ViDelete v Export Role
| Read | Authorise |v| Print dataset

(.
111

User 1

» User 1 is a member of the role, and is therefore authorised for all records that are assigned to the
role. However, it has only “read rights” for the role itself. This means, it can see the role, but
cannot “Edit, move, or delete” it.

+ User 2 has all rights for the role. It can add additional users to the role by means of “authorise”.
The crucial point, however, is that it is not a member of the role. It cannot, therefore, see any
records for which the role is authorized.

In practice, the first user would be a classic user that is assigned, for example, to the Sales role by the
administrators, and can view the records accordingly. The second user could be one of those
administrators. This user has extensive rights for the role. It can edit it, and add users to it. However, it
cannot see any data that is assigned to sales. It lacks membership in the role.

* As a member of a role, it must have at least the “read” right for the role!

Specific example and configuration

Similar to the previous section (Membership vs. rights to roles)., the configuration of a role will be

illustrated using two users. The configuration is performed in the Client Module Roles. By double-clicking

on the role “IT-Consultants” in the list view, you can open their detailed view.
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[[] Al rights [| Delete [ Export
[V Read [] Authorise [ Print
[ write [ Move

Permissions

Remove

. Permissions for IT-Consultants
,‘ Last changed on 10/13/2017 13:56:58

Drag a colum|

Name Permissions
& Holste, Vanessa (Hoste) «ia Read
s Mustermann, Max (admin) All rights

« The user “Holste” is a member of the role and can, therefore, access those records for which the
role has permissions. He has the obligatory read right for the role, which is the basic requirement
in order to be a member of the role. Which exact rights it has to the data record is not defined

within the role! This is set out in the following section.

» The user “Administrator” has all rights to the role, but is not a member! Thus, it cannot see any

print, assign other users to the role, and delete them.

records that are authorized for the role. However, it has all rights to the role and can therefore
reserves all n'Ehts forI ’

authorize User to >
All rights i Delete | Export
v Read | Authorise v Print
v Write ¥ Move

Role Data set

Administrative
User

This example clearly shows the advantages of the concept. The complete separation of administrative
users from regular users brings significant advantages. Of course, one does not necessarily exclude the
other. An administrator can, of course, have full access to the role and also be a member in it! The
boundaries between the two often overlap, and can be freely defined in Password Safe.
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Manual setting of permissions

What is the manual setting of permissions for records?

In contrast to the automatic setting of permissions, the manual approach does not utilise any automatic

processes. This method of setting permissions is thus carried out separately for every record — this
process is thus not as recommended for newly created data. If you want to work effectively in the long
term, the automatic setting of permissions for records should be used for creating passwords. However,
the manual setting of permissions is generally used when editing already existing records.

Adding additional users with permissions

In the previous section, it was clarified that permissions for records are granted either directly to one
user or to several users grouped in a role. With this knowledge, the permissions can as such be set
manually for a record. In the Passwords client module, you can access the permissions in the list view of

a record in three different ways:

1. lcon in the ribbon

2. Context menu of a data record (right-click)

3. con at the right edge of the reading pane
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* The icon on the right of the reading pane reveals “mouseover” the information whether
the record is personal or public. In case of personal data records, the user that is logged
on is the only one who has permissions!

The author is created with all rights for the record. As described in the Authorization Concept, you can

now add both roles and users. You can go to the search filter by right clicking on the tab or using the
corresponding icon in the ribbon. The filter helps you to quickly find those users who should be granted
permissions for the record in just a few steps.

=

ible for everyone

Search
and add

Authorised

The search filter opens in a separate tab. The filter can be configured as usual. The search is similar to
the search in the list view.
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Altenburg, Sven (Altenburg)
Althoff, Jens (Althoff)
Ealling, Antonic (Balling)
E OBwald, Boris (OBwald)

Q Alle User

~ Contents

Q Buchhaltung
# G_HQ Sales

The multiple selection is also enabled. It allows to add several users via the Windows standard Ctrl/
Shift + left mouse button.

Setting and removing permissions

By default, all added users or roles receive only the “Read” right on the record. It can be extended as
required. You can add users as well as administrative roles using the available tools. The right “Read”
right at the beginning is sufficient to view the fields of the data record and to use the password. Write
permission allows you to edit a data record. * The right “Authorize” is necessary to authorize other users
to the record *. This is also used as a basis for the configuration of the seal.
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VIEW FILTER
Q [ All rights [ Delete [} Export Search
[+l Read W Authorise [V Print # Visible for everyone
Remove Search
[ write [ Move and add
Permissions Authorised

riame « Permissions
& Ackermann, Justin (Ackermann) Read
e

& Altenburg, Sven (Altenburg) Read/Write/Authorise/Move
£ Systemintegration Read/Authorise
#  Vertrieb Read

Transferring rights

A simple right-click on a user can be used to copy and transfer rights configurations of users or roles to
others in the context menu. In this context, the use of rights templates is also very practical. In the
“Template” area of the ribbon, you can save configured permissions, including all users, and reuse them
for other records.

standard 5 Vorlage auswahlen

Vorlage @ Vorlage Ioschen 9 Vorlage dberschreiben

speichern

Vorlage

|l Rechte kopieren
|4+ Rechte einfiigen
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The transfer of rights and their reuse can be an important building block to create and maintain
entitlement integrity. This method cannot rule out misconfigurations, but it will minimize the risk
significantly. Of course, the correct configuration of these templates is a prerequisite.

The add right

The “add right” holds a special position in the authorization concept. This right controls whether
a user/role is permitted e.g. to create a new record within an organisational structure.
Consequently, this right can only be set in the organisational structure module. More...

Owner rights

Owner rights may be made available to each user. These rights are more of a guarantee. Once
assigned, there is no way to remove users or roles with ownership from the permissions of a record.
Only the user or the role itself can do that.

i Owner right

The ownership thus prevents other users, who have the “Authorise” right, from removing users from the
data set.

! The ownership does not protect a record from being deleted. Any user who has deletion
permission can delete the record!
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Using rights templates

Using rights templates

Once they have been configured, permissions can be constantly reused. The functionality Saving
permissions as a template in the ribbon is used for this purpose. The templates are globally available
and can also be used for other records.

G Owmer right

© set temporary permission

Extras

Name A Permissions

L Read

# [T-Leitung Read/Write/Authorise
8 Mustermann, Max (admin) All rights

* When saving templates, always select a name that will also allow it to be safely
differentiated from other templates if you have a large number of rights templates.

Nevertheless, the use of rights templates merely reduces the amount of work and still envisages the
manual setting of rights. Automatic process for the issuing of rights also exist in Password Safe and will
be covered in the section Predefining rights and also under Inheritance from organisational structures.
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Multiple editing of permissions

What is involved in the multiple editing of permissions?

As part of the manual modification of permissions, it is also possible to edit multiple records at the same
time. Various mechanisms can be used here to select the records to be edited. This could involve
selecting the records in list view or also using the filter as part of the multiple editing function. Both
scenarios are described below.

Multiple editing via list view

Individual rights can be supplemented or removed via Multiple editing within list view. The existing
rights will not be overwritten here.

Selecting the records

In list view, Shift or Ctrl + mouse click can be used to select multiple records. Permissions can also be
granted for these records at the same time via the selection. The marked records are displayed in a
different colour to usual. 6 records are marked in the following image.
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Passwords X

All Favourites

Administrator AD Konto
AD Benutzer

Apple
|Internetseite

https://appleid.apple.com/# &page=signin
Autolt

|Internetseite

https://autoit.de
Blogger

|Internetseite
https/fwww.blogger.de/

ImmobilienScout24

|Internetseite
https:/fsso.immobilienscout?d.de/sso/loginfappMa...

Mo Passwordname

Passwort
RDP Sitzung starten

KIS Hosteurope Account 1

Internetseite

https://kis.hosteurope.de

Marketing Password

Passwort
RDP Sitzung starten

Samsung

|ntermetseite
http:/fwww.samsung.com/defhome/

SAP Business Warehouse

SAp
0815, SAP™,

-
17.10.2017

oa

-
17.10.2017

=]=]

<
17.102017

oog

17.10.2017

[=]=]=]

* H
17.102017

(=]=]

|
17.102017

(=]a]

* H

17.10.2017

17.102007

ooo

<
17.102017

oa

L
17.102017

oog

All passwords {10} loaded after 25 ms

Password Safe V8 - 8.3.0

Page 73 of 462



MATESO GmbH Password Safe V8 - 8.3.0

Dialogue for configuring the rights

A new tab will be opened in the ribbon above the Permissions button in which the rights to be granted
can be configured. The tab will display the number of records that will be affected by the defined
changes.

Passwords @ Permissions x

f°| Rights for 6 selected Passwords I

Drag a column header here to group by that co

Marmne ¥  Permissions Time period
£ [T-Mitarbeiter © Read/Write
9\ Administratoren 0 All rights

* As the already granted rights for the selected records may differ, it is not possible to
display the rights here.
Adding rights

To add a right, a user or role is selected first in the ribbon under Search and add or Search. The
permissions are then selected as usual in the ribbon. The L+ symbol indicates that right will be added. In
the following example, Mr. Steiner receives read rights to all selected records. In contrast, Mr. Brewery
receives all rights.

Reducing rights / removing users and roles from the permissions

If you want to remove rights, it is also necessary to firstly add the user or the desired role to be edited.

Clicking on Reduce rights now means that rights will be removed. This is indicated by the < symbol.
The rights to be removed are then selected.

* If the read right is to be removed for a user or role, the user will be completely removed
from the permissions.

Examples

In the following example, Mr. Steiner receives read rights to all selected records. In contrast, Mr.
Brewery receives all rights:
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MName = Permissions
£ Steiner, Alan (jupiterlocalislans) © Resd

& Brewery, Alan (jupiter.local\slank) © Wil rights

The read right will be removed here for Mr. Steiner. As removing the read right means that no other
rights exist for the record, Mr. Steiner is completely removed from the permissions. The authorize, move,
export and print rights are being removed from Mr. Brewery. Assuming that he previously had all rights,
he will then have read, write and delete rights remaining:

asswards
ﬂ; Rights for 3 selected Passwords

MName w Permis sions Time period
Steiner, Alan (jupiterlocalialans) © Read
Brewery, Alan (jupiterJocal\alank) @ Authorise/Move/Export/Print

@

Batch processing using a filter

In some cases it is necessary to edit the permissions for a very large number of records. On the one
hand, a maximum limit of 1000 records exists and on the other had, handling a very large number of
records via list view is not always the best solution. The Batch processing using a filter mode has
been developed for this purpose. This is directly initiated via the ribbon.

¥ Permissions ~ £ User name
W Permissions

¥ Form field permissions

atch processing by using a filter
@E hp ing by using a fil

In the subsequent dialogue, you define whether you want to expand, reduce or completely overwrite
existing permissions. If you select expand or reduce at this stage, the same logic as for editing via list
view is used. No rights will thus be overwritten.

In the option overwrite permissions, the existing rights are firstly removed and then replaced by the
newly defined rights.

! It is important to proceed with great caution when overwriting rights because this
function can quickly lead to a large number of records becoming unusable.
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* This mode is inactive by default and must firstly be activated using the right Can carry
out batch processing of permissions using a filter.

Batch processing by using a filter

Opens a view in which permissions can be adapted based on a filter
% Increase or reduce permissions
1% Overwrite permissions

W Cancel

The filter itself defines the selection criteria for the records to be edited. The currently configured filter
will be used as default. The records that will be affected by the changes are also not displayed in this
view. Only the number of records is displayed. In the following example, 9 passwords are being edited to
give the role “Sales” the read right.
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9 Passwords were found for the permissions change

Filter

~ Organisational structure

[ AD Benutzer
() Datenbank

O E-Mail

[ Intemnetseite
[ Kreditkarte

[ Lizenzschliissel
[ Mitarbeiter

[ Mobilfunkvertrag
[ Motiz

[ Passwort

[ Peripheriegerat
[ Provider

() ROP

O sap

() WLAN

~ Contents

u]
~ Tags

O I Entwicklung
([ | Wichtig

O I Administrator
L

O] cons

(J | Internet

| ror

Clearfilter || Apply filter |

Seals and password masking

Sealed or masked records cannot be edited using batch processing. If these types of password are
selected, a dialogue will be displayed when carrying out batch processing to inquire how these records
should be handled.

Security warning

When continuing added users maybe will get unlimited access to sealed or masked passwords that are affected by the filter.
This action can not be undone!

1 Although adjust permissions
1® Skip sealed and masked passwords

% Cancel
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It is possible to select whether the affected records are skipped or whether the seal or password
masking should be removed. If the remove option is selected, the process needs to be confirmed again
by entering a PIN.

Security warning

This action annot be undone and requires a security check.

Te execute this action please enter the generated number into the text field and confirm it

6986

(8] 4 Cancel

! The removal of seals and password masking cannot be reversed!

* Depending on the number of records, editing records may take a long time. This process
is carried out in the background for this reason. A hint will indicate that the permissions
process has been completed.
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Automated setting of permissions

Reusing permissions
Password Safe generally differentiates between multiple methods for setting permissions:

1. Manual setting of permissions

2. Inheritance of permissions within organisational structures

3. Using predefined rights

* In the manual setting of permissions, the desired permissions are directly configured for each
record. Automatic processes and inheritance are not used in this case.

» Both the use of predefined rights and also the inheritance from organisational structures are based
on the automated reuse of already granted permissions according to previously defined rules.

The following diagram deals with the question: How do users or roles receive the intended
permissions?

Users/Roles

#

Inheritance of

manual setting of organizational predefine rights
permissions structures
(system standard) (G
> - .
Manual automatic

authorizations on objects
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* Inheritance from organisational structures is defined by default in the system. This can
be configured in the settings. The relevant setting is “Inherit permissions for new objects
(without rights template). Further info...
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Inheritance from organisational structures

Organisational structures as a basis

The aim of organisational structures is collect together and reflect the hierarchies and dependencies
amongst employees that exist in a company. Permissions are granted to these structures as usual via
the ribbon. Further information on this subject can be found in the section “Permissions for

organisational structures”. As a specific authorization concept is generally used within organisational

structures, this is also used as the basis for further permissions. This form of inheritance is technically
equivalent to granting rights based on affiliations to a folder. When creating a new record, the record
receives the permissions in accordance with the defined permissions for the organisational unit.

authorizations on objects

Inheritance of

All rights Delete Export
organizational structures

v Read Authorise Print

Write Move O Add J

(system standard)
Permissions

Relevant user settings

Whether this form of inheritance should be applied is defined via the settings in the ribbon. The relevant
setting is “Inherit permissions for new objects (without rights template)”.

4 Category: Rights
Permission search: Add gradually Activated
Clear user field after adding Deactivated
Hide deleted users and roles in permissions Activated
Delete user from the permissions for new objects when the user is authorised via a role Deactivated

Inherit permissions for new objects (without rights template) Organisational unit

Possible values

« Off: Permissions from OUs are not inherited

* Organisational unit: When creating new objects, permissions are set in accordance with the
defined rights for the target organisational unit.
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+ Organisational unit and user: As well as inheriting permissions for organisation units, the
configured permissions for the user are now also inherited when creating private records.

* If inheritance for the users is also activated, the creation of private records is in itself no
longer possible. When creating new records to be saved in the organisational unit for the
logged-in user, the permissions for the record are now granted in accordance with the
permissions for the user.

o =

organisational structures

Example case

If a predefined right exists, this will always overwrite inherited permissions from

This example shows the creation of a new record in the organisational structure “marketing”. It is defined
in the settings for the stated organisational structure that permissions should be inherited by new objects
in accordance with the organisational structure.

The permissions for the organisational unit “marketing” are shown below:

(o] Password Safe - Enterprise Plus (8.2.0.12388)
E START WVIEW FILTER
('g 4 Discard (3 ¥ Set filter @ ~
*% Inherit o # Visible for everyone
Save Search Save
% Overwrite and add template
Actions Permissions Authorised Extras Rights templates
" Organisational structure x
Flter JRCEEEENERITR @ oo |

~ Organisational structure
O

~ Organisational structure type
) User
() Organisational unit
~ Contents C

Ll

~ Tags C

ajm

(O | Entwickiung
[ | Wichtig

O | Administrator
O | cons

O | Internet
1 ann

(.) Permissions for Marketing
NN/ Last changed on 10/19/2017 08:2503

Mame

& Mustermann, Max (admin)

Permissions

ts All rights + (Add)

Drag & column header here to grc

Time period

I L Marketing-staff

Read/Write

#  Administratoren

All rights + [Add)

A new password is now created in the organisational unit “marketing”.
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o
[ |

START =~ VIEW  FILTER

4 Discard | @ New form eld | @ Liser name
7O -

0 Revesl | @ New URL field

Save
B New el

Password

Filter Structure
~ Organisational structure

C

= Forms
() AD Berutzer
() Datenbank
O &-Ma
[ Intemetseite
[0 Kreditharte
[0 Lizenaschlussel
] Mitarbaiter
] Motitfunkvertrag

C
[
[ wLa
C

~ Contents

& Web page

Copy fields

Password Safe - Enterprise Plus (8.2.0.12388)

A Password ~| & Open web page |« | & Notifications
- P ad © Configure info
@ Clear dipboard -

Clipboard St [Sotiny

No password name
Last changed on 10/18/2017 08:39:41

Crganisational structure
Organisational unit 2 Marketing

Permissions

%

& Mustermann, Max [admin] - All rights

Template

Password
Name Marketing Password
User Name
Password

srsssssrenssssarsnn

Expires
Expires

Tags

Tags

It is important that no preset is defined for this organisational unit. The permissions for the record just

created are now shown.

(o]
@ 41 Discard
Save

Actions

VIEW FLTER

Filter Structure
~ Organisational structure

O

~ Forms

(] AD Benutzer

() Datenbank

) E-Mail

[ Internetseste

[ Kreditiarte

) Lizenzschiiissel
Mitarbeiter
Mabiltfunkvertrag
Notiz

() Passwerd

~ Contents

Conclusion

ssssssssss

Password Safe - Enterprise Plus (8.2.0.12388)

T Set filter @

Save

3

Search
and add

# Visible for everyane
template

Authorised

v

Rights templates

Permissions for Marketing Password
Last changed on 10/19/2017 084117

asLwOr

Drag & column header here 1o group by that coumn

Name v Permissions Time period
& Mustermann, Max {admin) All rights

[ Marketing-statt Read/Write |

£ Administratoren All rights

The permissions for the “storage location” are simply used when creating new objects. Two conditions

apply here:

1. The value “organisational unit” must be selected in the settings for the inheritance of permissions

2. There must be no predefined right for the affected organisational structure

This process is illustrated in the following diagram:
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&Yﬁ
No No
Start
Mo automatic
authorisation of the
record
Yes
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Predefining rights

What are predefined rights?

Setting permissions for records can naturally be carried out separately for every record. Although this

method enables you to very closely control every intended permission structure, it is not really efficient.
On the one hand, there is too much configuration work involved, while on the other hand, there is a
danger that people who should also receive permissions to access data are forgotten. In addition, there
is the fact that many users should not even have the right to set permissions. “Predefining rights” is a
suitable method to simplify the issuing of permissions and reduce error rates by using automated
processes. This page covers the configuration of predefined rights, please also refer to the sections
Working with predefined rights and their Scope of validity.

Organisational structures as a basis

Organisational structures can be very useful in many areas in Password Safe. In this example, they

provide the basic framework for the automated granting of rights. In the broadest sense, these
organisational structures should always be entered in accordance with existing departments in a
company. The following example specifically focuses on an IT department. The following 3 hierarchies
(roles) have been defined within this IT department:

* IT employee

* IT manager

* Administrator

Predefining rights

In general, a more senior, managerial employee is granted more extensive rights than those granted to a
trainee. This hierarchy and the associated permission structures can be predefined. In the organisational
structure module, we now select those OUs (departments) for which rights should be predefined and
select *predefine rights” in the ribbon.
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» Creating the first template group: A modal window will appear after clicking on the icon for
adding a new template group (green arrow) in which a meaningful name for the template group
should be entered.

Add template group

Enter the rame for She new template grove

Roles and users can now be added to this template both via the ribbon and also via the context menu
(right mouse click). This was already completed in the next step. The role IT employee only has read
rights, the IT manager also has write rights and the capability of managing permissions. Administrators
possess all available rights. Configuration of the rights structures is explained in the appropriate section.
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Adding other template groups

It is also possible to configure several different rights templates within one department. This may be
necessary e.g. if there are several areas of competency within one department which should each
receive different permissions. Alongside the IT general area, the template groups Exchange and
Firewall have also been defined below.

A default template group can be defined directly next to the drop-down menu for selecting the template
group (green arrow). This is always preconfigured when you select “IT” as the OU to save records.
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Issuing tags for predefining rights

In the same way that permissions are defined within rights templates, it is also possible to automatically

set tags. Their configuration is carried out in the same way as issuing tags for records.

This process ensures that a special tag is automatically issued when using a certain template group.
Example cases can be found in the relevant section.
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Working with predefined rights

Using predefined rights when creating passwords

After you have preconfigured the rights, you can then use them to create new records. Proceed here as
follows:

+ Select the password module
* “New password” via the ribbon
+ Select a form

In the next window to appear, the organisational unit “IT” and the template group “Exchange” are
selected.

0 Password Safe - Enterprise Plus (8.2.0.12388) = =] 4
START | VIEW  FILTER Quick search (Ctrl=0) |
A #1Discard | @ Newform field | 8 Username P Password ||| @ Open web page | # Netifications
2= @ Reveal | @ NewURLfield | @ Webpage - Paddress | "| @ Configure info
B New memo field | | Copyfields @ Clear clipboard | ¥ 0
Password Actions Clipboard Start Extras
Filter Structure pasconts
~ Organisational structure E|| - E: plassmol u:-d1;f13$;171 40042
Include subordinate o g ol e
~ Forms
O AD Bemutzer Organisational unit §® -Consultants M |
() Datenbank Permissions
8 :::nlzueh Template I.'q: Exchange hed
O Kreditkart J & Mustermann, Max (admin) - All rights
(O Lizenzschiassel I: & Administratores X |§ # IT Management x
[ e O Password
() Mobilfunkvertrag —
O Notiz Name \ Dataset | -
() Password User Name | Exch_0001 | >
O Peripheriegerat P | - . ~
D Provider .
O Rop Expires
0 sap Expires \ M
0 Tags
~ Contents a Tags JUi7 x [ Exchange x 3
| | w
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications ***

Mustermann, Max (admin) Loading time: 143 Millisec

Here is the underlying rights template as a comparison:
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RIGHTS TEMPLATE VIEW FILTER Quick search (Ctrl+0)

@ 4 Discard @ [ Allrights ] Delete ] Export Search ° ﬂ
Save

: - s -2
/| Read Authorise ] Print ! Visible for everyone
Remove & ] = = Search # Remove rights | Role
] Write Move  []Add | andadd templates

Actions Permissions. Authorised Open

- Organisational structure n
Filter =

~ Organisational structure “) e e R

NN/ Last changed on 10/19/2017 14:21:10
oy g

L e R v
~ Organisational structure type B | [% Exchange “lrroe

0 User v |!!3 i ¢I Name Permissions
(] Organisational unit

#  Administratores All rights

~ Contents a # [T Management Read/Write/Delete/Authorise
ol |

~ Tags a
| ®]
ol
(O | Entwicklung
O | wichtig
O | Administrator
O | cons
O | nternet
O | rop
(O | Exchange

Tags
T T % || Exchange €
Clear filter Apply filter o I AL R I

Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications ==

D Demo 3 Mustermann, Max (admin} Loading time: 145 Milliseconds -

The relationship between them is obvious. It can be immediately seen that by selecting the
organisational unit “IT” based on the rights configured in the rights template, permissions are granted for
the roles “IT management” and also “Administrators”. The underlying tags “IT” and “Exchange” are
also set.

Preview of the permissions to be set

When using rights templates, the permissions to be granted can be very quickly classified via a colour
table. The actual permissions can also be viewed as usual via the ribbon. The following colour key is
used with the associated permissions:

Colour Permission
Green Read
Yellow Write
Orange Delete

Red Authorize

Other rights also exist that are, however, not separately indicated by a colour. The overview in the ribbon
can be used to see whether the “move”, “export” and “print” rights are set or not. The permissions for the

selected role/user are always displayed — in this case for the role “IT management”.
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lo) Rights template Password Safe - Enterprise Plus (8.2.0.12388) - 0 x

START VIEW FILTER Rights template Quick search (Ctrl +0)

All rights [ ] Delete [l Export i}
| Read [ Authorise [ Print L

Role

v Write [ Move

Permissions

ETE NP AT

No password name
Last changed on 10/19/2017 14:50:36

Filter Structure

>

~ Organisational structure

ol e

nclude subordinate

Organisation.
Organisational unit
Permissions
Template

~ Forms
() AD Benutzer
() Datenbank
O E-Mail
() Internetseite
[ Kreditiarte
() Lizenzschiissel = # Administratores x | # IT Manag x|[ & 1T staff x
() Mitarbeiter
() Mobilfunkvertrag
O Notiz ‘
() Password Username ‘
(O Peripheriegerat Password \
\
\

o|[<

O Provider

O Roe

) sAP person in charge

O wian Expires

O VMware ‘
~ Contents D & v

4 4 4 4 ¢

<]

Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications -+*

Demo o Mustermann, Max (admin}) Loading time: 877 Miliseconds I

Conclusion

The manual setting of permissions enables the configuration of rights for both existing and also new

records. The option of predefining rights represents a very efficient alternative. Instead of having to

separately grant permissions for every record, a “preset” is defined once for each organisational
structure. Once this has been done, it is sufficient in future to merely select the organisational structure
when creating a record. The permissions are then set automatically. This process is particularly
advantageous for those users who should not set their permissions themselves.
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data record

ﬁ

\/;

Use of rights templates from
organizational structures

Manual
configuration of
rights

Creating a new data
record

! The configuration of permissions can be carried out manually or automatically as
described. If you want to change previously set permissions later, this has to be done
manually. Retrospectively defining rights is not possible.
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Relevant user rights

User rights for predefined rights

The user rights section provides all of the basic information required for handling user rights .
Nevertheless, the four user rights related to “predefining rights” are explained below.

O IGIDbaIuserrfghtsI - 0O X

START

o Close

O Search
Save

Actions
MName Value

4 Category: Security

4 Categoryj Rights templates

4 Option group: User rights

Can edit members when using a rights template | Deactivated

Can view selection of rights templates Activated
Can switch standard rights template Activated
Can manage rights templates Activated v

+ Can switch default rights templates: When selecting the rights template, a diverse range of
rights template groups can be selected. To be able to select a different template to the default
template, the right “Can switch default rights templates” is required. If this right has not been
granted, you are forced to use the default template.

+ Can manage rights templates: If the user has the right to manage rights templates, they can
open the management function for the rights template via the button “predefine rights”. To receive
full rights to manage the rights templates for an organisational unit, the rights “read” and
“authorize” are required for the corresponding organisational unit.

+ Can view selection of rights templates: This right controls whether the rights template selection
function is displayed or not when creating new records. If this right has not been granted, the user
is thus not able to see for which roles and users the user rights are being defined.

+ Can remove members from rights templates: Roles defined within the rights templates cannot
be removed without this right. If this right has not been granted, the roles defined in the templates
are always authorized for records in this organisational structure. If the user right is activated: The

user can delete the roles via the “x” icon:
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Organisational structure

Organisational unit |@ T
Permissions
Template |ﬂ;| IT generally

| '\!‘ Mustermann, Max (admin) - All rights

£ # Administratores x |[{ # IT staff KE
VMware . Remaove role .

Page 94 of 462



MATESO GmbH Password Safe V8 - 8.3.0

Scope of validity for predefined rights

In general, all of the predefined rights for an organisational structure are applied to all underlying
objects. These objects could be passwords, forms, form fields documents, users, applications or also
other nested organisational structures in the hierarchy. In the following example, the rights template IT
general has been defined for the organisational unit IT.

[+] Pasiword Sare - Ereerprae Pun (52012389 - & %
RGKTSTEMGLATE | WIEW  FRTER

Cpack smarch (Cird+ O}
1 Do [ anmghes [ Delete A Expart I
[\ g ] -
=

= righte
MW BAMove  [Tadd  andadd tempianes
actons permbons: tusmored

Filtes Oeganicytonal cnucture

= Organisational structure

Rights template for IT
st
o =

changed en WIR0TT 142110

~ Organisational structure type = | generaty Jusoe
) User |~
) Orpanicsicnsl un
A Contents
DL

~ Tags o

olm
| Entmc

i3

rigwame

[s]s]s]suls]s]s]

r

L]

harge

[ [

Cour e || oty Sbar |

Passwords Documents Organisational structure Roles Forms Motifications Logbook Applications Password reset ==
o | bt e

If this type of “preset” has been defined, the corresponding icon is displayed at the corresponding level
(= green arrow). As no other icons exist below this level, this means that the preset is valid for all
underlying objects.

The following example shows how a preset can be defined for when the “password” form is used that not
only grants the existing permissions to the roles but also provides the sales manager with read rights.
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vy B vMware

[ Documents

& User

® Organisational units

As can be seen, the preset “IT general” is valid for all objects. An exception here is the “password” form
because a unique preset has been defined for this form (blue arrow). As a result, all records created
using the “password” form receive permissions as defined in this preset (incl. the sales manager).
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Protective mechanisms

What are protective mechanisms?

The primary goal of Password Safe is to ensure data security at all times. The authorization concept is
naturally the most important component when it comes to granting users the intended level of
permissions for accessing data. Specifically, this makes it possible to make certain information only
available to selected employees. Nevertheless, it is still necessary to have protective mechanisms above
and beyond the authorization concept in order to handle complex requirements.

+ Visibility is not separately configured but is instead directly controlled via the authorization concept
(read right). Nevertheless, it represents an important component within the existing protective
mechanisms and is why a separate section has been dedicated to this subject.

» By configuring temporary permissions, it is possible to grant users or roles temporary access to
data.

+ Password masking enables access to the system without having to reveal the passwords of users.

The value of the password remains constantly hidden.

* To link the release of highly sensitive access data to a double-check principle, it is possible to use
seals. The configuration of users or roles with the permissions to issue a release is possible down
to a granular level and is always adaptable to individual requirements.

The following diagram shows a summary of how the existing protective mechanisms are integrated into
the authorization concept.
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Roles User

Summary of users to roles .

Authorization concept

Visibility

temporary

o riva seal
permission privacy

Record 1 Record 2 Record 3 Record 4

In the interplay of the authorization concept with the protective mechanisms, almost all conceivable
scenarios can be depicted. It is worth mentioning again that the authorization concept is already a very
effective tool, with limited visibility of passwords and data records. This concept is present everywhere in

Password Safe, and will be explained in more detail below.

Visibility as a basic requirement
It should always be noted that visibility is always a basic requirement for applying further protective

mechanisms. A record that is completely hidden from a user (= no read right) can naturally not be given
any further protective mechanisms.
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* The visibility of a record is always the basic requirement for applying further protective
mechanisms

Combining multiple protective mechanisms

In principle, there are a diverse range of possibilities for combining the above-mentioned protective
mechanisms. Temporary access to a “masked” record is possible just as having a “masked” record
which is additionally secured by a double-check principle is also possible. Nevertheless, it should be
noted that temporary permissions in combination with seals always pose a risk. If releasing a seal
requires approval from a person who only possesses or possessed temporary permissions or will only
possess them in future, this could naturally conflict with the configured release criteria.

Y The combination of seals and temporary permissions is not recommended if the user
with permissions to issue a release has only been given temporary permissions.
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Visibility

Visibility of data

The use of a filter is generally the gateway to displaying existing records. Nevertheless, this aspect of
the visibility of the records is closely interwoven with the existing permissions structure. Naturally, a user
can always only see those records for which they have at least a read right. This doctrine should always
be taken into consideration when handling records. Tags are not subject to any permissions and can
thus always be used as filter criteria. Nevertheless, the delivered results will only contain those records
for which the user themselves actually has permissions. A good example here is the tag “personal
record”. Every user can mark their own record as personal — yet each user will naturally only be able to
find their own personal records.

Creating independently working environments

The possibility of separately defining the visibility of individual objects is one of the special features
within the Password Safe authorization concept. Irrespective of whether handling records, documents,
organisational structures, roles or forms: it is always possible to define whether a user or a role
possesses a read right to the object or not. The permissions for each of these objects can be defined
separately via the ribbon in the permissions dialogue. This approach enables the creation of
independently existing departments within a database. The permissions structure for the SAP form can
be seen below. It shows that only the sales manager and the administrators are currently permitted to
create new records of type SAP.

VIEW FILTER
""" []an rights [] Delete 1 Export (-'. ﬂ ﬁ Owmner right T Set filter
7’
\ Read [] Authorise [ Print L # Visible for everyone ”~ & Set temporary permission
move Search
[Twrite  [] Move and add
Permissions Authorised Open Extras
c o Permissions for SAP
mm | Last changed on 10/13/2017 12:10:42
=m
oy
C
£ MName ¥  Permissions
# Sales Management Read
£ Admin role All rights
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In general, each department can independently use forms, create passwords and manage hierarchies in
this way. Especially in very sensitive areas of a company, this type of compartmentalisation is often
required and also desired.

* An alternative also supported by Password Safe is for each department to set up their
own MSSQL database. However, this physical separation requires considerably more
administration work than the above-mentioned separation of data based on permissions
and visibility.
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Temporary permissions

What are temporary permissions?

So far, we have covered permissions that were valid for an unlimited period. However, a release can
also be granted in advance with a time restriction. Examples are users who stay in the company for a
limited time, such as interns or student trainees.

Configuration

When configuring the permissions for records, you can specify a temporary release for each role. The

start date as well as the end date is selected here. You can start the configuration using the Extras area
in the ribbon.

] All rights [] Delete ] Export | search 9 & Owner right YV Set filter @ | [ .

.Nead [[] Authorise [] Print ol # Visible for everyone © Set temporary permission o e

Dsz [ Move ,,—:;m @ Remaove temporary permission t!m;at! @ select

Permissions Authorrsed Open Rights templates
- g
Permissions for IT-Consulting Info
1al structure % Last changed on 10/20/2017 08:58:22
hd
Drag 2 column header here to group by that column

T Name & Parmissions Time period

Mustermann, Max (admin All ﬁ hts
®  trainees Read Tuesday, 10 Oetober 2017 to Saturday, 21 Oetober 2017

In this example, the role “trainees” was granted to a data set for two weeks of reading permission.

Colour scheme

The colours in the “time period” column provide information on the current status of the granted
permissions:

+ Brown: The temporary permission is configured but is still inactive. The selected time period is
still in the future.

* Green: The temporary permission is active

* Red: The time period for the temporary permissions has already expired and is thus in the past

* Temporary permissions can also be assigned to multiple roles and users at the same
time. You can select multiple users and roles as usual with Ctrl/Shift + left mouse button!
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Special features of the authorization system

Due to their very nature, temporary permissions leave lots of potential for incorrect configurations.
Conceivable constellations include a situation when the only user with all rights only has temporary
permissions. When these permissions expire, there is no longer any user with full permissions. To
prevent this happening, users with temporary permissions are handled differently.

! There must always be one user who has the “authorize” right to a record, who does not
only have temporary permissions.
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Password masking

What is password masking?

The safest passwords are those that you do not know. Password masking follows this approach. It
prevents the password from being shown, while allowing the use of the automatic sign-on. You can apply
it via the button of the same name in the ribbon.

o Password Safe - Enterprise Plus (8.2.0.12388)
START VIEW FILTER
& Open & Notifications W F rit: @ Permissions = ’ User name ) Password - |l Open web page [« C Create external links
N e Delete E Duplicate LE‘ Quick view | @ Seal % Web page & |P address - - @ History
ew - — —
Reveal 1§ Move I@ Password maskingl [ Copy fields ° Clear clipboard |+ = ﬁ Print ~
New Actions Permissions Clipboard Start Extras
Filter Structure
.. & : Abbie Smith
- All Favourites
Organisational structure s ] Last changed on 10/20/2017 08
0 | [¥] Abbie Smith | @7
abbie.smith de .
» Forms
[ AD Benutzer E-Mail
() Datenbank Beschreibung E

— s

Required permissions

Analogous to the seal configuration, the Authorise permission on the data set is required to be able to

install or remove the masking. Users use have the authorize right for a record can continue to use the
record without limitations after applying password masking. Password masking thus only applies to users
without the stated right.

* Password masking can only be applied to records with an existing password!

Applying password masking

The icon in the ribbon allows users with the required permissions to apply password masking following a
confirmation prompt. By default, the privacy is for all those who have at least reading permission, but not
the right entitled.

Password masking via form field permissions

As an alternative, you can also apply password masking via the form field permissions. In the detailed
view of a record, there is a separate button in the ribbon for that purpose. Ensure that the password field
is highlighted.
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(o] Password Safe - Enterprise Plus (2.2.0.12388) - O x
START | VIEW  FILTER [ Quick search (ctr-Q)
& Open 4 Notifications ¢ Favourite ® Username  ® Password |+| | @ Open web page |+ | & Create extemal links ~ @ Export ~
oAy @ Delete  [§ Duplicate (=) Quick view | @ Permissions - IP address - || @ History £% Change form
£ Reveal 1 Move @ Form field permissions © Clear clipboard | *|| & Print ~ £ settings
New Actions Clipboard Start Extras
Filter Structure m
» Organisational structure ~ All Favourites Abbie Smith v 2
g| 5] = = L:tchangedon 10/20/2017 08:31:02
e m
' E-Mail 20102017
~ Forms e A SR QO S |
() AD Benutzer g
() Datenbank Ebal
O E-Mail Beschreibung [ aobie smith v
Tl E-Mail-Adresse [abbiesmit@passwordsatede | ¥
8 E:ui = | Benutzername [Smith.Abbie -
0 ewomtr — .
() Mobilfunkvertrag | Kundennummer 00003 v
o |
8 P;: - Serverdaten v
() Peripheriegerat POP3-Server [ v
() Provider SMTP-Server [ g
g ::: IMAP-Server | v
) VMware i | e
O wian Erfordert Authentifizierung O v+ B
~ Contents a
’i | 0 Mustermann, Max (admin)
Clear filter Apply filter V
_ _ All passwords (1) loaded after 267 ms
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications -+*

Demo o Mustermann, Max (admin})

Loading t Aill ; !

The special feature when setting or editing masking via the form field permissions is that you can

individually select users to whom masking will be applied. In the following example, masking has been

specified only for the role of “trainees”, although the “IT” role does not have the Authorize right either. In

addition to the name of the role or the user, the icon symbolizes the fact that visa protection applies to

trainees.
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* Use the icon in the ribbon to apply password masking to all users who have read
permission on the record, but not the Authorize right. If you wish to specify more
precisely for which users the password masking should be applied, this is also possible
via the form field permissions.
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What are seals?

Passwords are selectively made available to the different user groups by means of the authorization
concept. Nevertheless, there are many scenarios in which the ability to view and use a record should be
linked to a release issued in advance. In this context, the seal is an effective protective mechanism. This
double-check principle protects passwords by securing them with granular release mechanisms. If you
want to see a password, this must be requested and released. The release can also be temporary.

Required permissions

The user must have the “Authorize” right for the data record to create seals. It also needs read access
to all users and roles, which are contained in the seal. The exact configuration of password masking and
permissions for records is described in detail in the Authorization concept section.

What exactly is sealed?

Even with sealed data sets, not all fields are sealed. This s the case only with the passwords that need
to be protected. Technically speaking, the password itself is not sealed. It is the right to see a password
field that is protected by a seal. This allows for the most sensitive configurations, in which one group can
use the password without restrictions, but the same password is sealed for the other user group. The
wizard assists users in applying seals, as well as in future maintenance thereof.

! The complete data set is never sealed! Only the right to view a password is protected by
a seal.

! Only records that are protected with a password can be sealed!

Seal wizard

All seal configurations are performed in the wizard. Both the application of new seals as well as the
processing and erasing are possible here. The current state of a seal can also be viewed in an overview,
which is also reached via the button in the ribbon. When the seal assistant is opened via the ribbon, the
assistant appears in the case of unsealed data sets, which runs in * four steps * through the
configuration of the seal.
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START | VIEW  FILTER

& Open 4 Motifications i Favourite | @ Permissions ~ # User name A Password ||| @ Open web page | “ |
N @ Delete | [§ Duplicate (E] Quick view i Web page & |P address hd =
EW . 1 ]
& Reveal | 1§ Move <@ Password masking | || Copy fields @ Clear clipboard |¥ =
New Actions Permissions Clipboard Start
1. Apply seal
X
© Apply seal
Apply seal (’H'" M Multi-eye principle Advanced settings Save seal
The following objects were sealed:
- Password
Use seal template
fo!
Reason for the seal (optional)

All objects that are sealed are displayed at the beginning. Depending on the data record, this can be one
object, or several. It is also possible to use existing seal templates. Optionally, you can enter a reason
for each seal.

2. Double-check principle

The seal logic is the most basic element of this protective mechanism. Here, you define for which users
or roles the record should be sealed or released in the future. All those for whom the record is to be
sealed are displayed in red, while all users with the required permissions to issue a release are
displayed in blue.
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© Apply seal

x
Apply seal Multi-eye principle Advanced settings

Define a release for the seal

Mumber of required releases 1[E
Define the seal logic + -]

MName Sealed for *  Authonised to issue.. | Obligatory MNumber of required releases

il O

# management O O

ﬂ Administratores ] ]

W

< I >

«¥s All users and roles for which the data set is not sealed and which are not authorized for
release are displayed in green. These can use the data record independently of the seal.

To avoid having to perform any configuration manually, roles and users are copied directly from the

authorizations of the data record. Compare with the “permissions” for the record (can be viewed via the
ribbon).

Permissions
Last changed on 10/17/2017 15:13:38

Drag a column header here to group

Mame

Permissions * Time period
L Read/Write
# Administratores All rights
#!  management All rights

The relationships are obvious. As a rule, supervisors should issue the releases for their employees.
Therefore, the checkbox also follows the existing authorizations. The following scheme is used:
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s¥e All users and roles that have the “Authorize” right to the record are “authorised to issue
a release for the seal by default”. All users and roles that do not have the “Authorize”
right to the record are copied directly into the “Sealed for” column.

Here is a closer look at the permissions of the role Administrators on the record:
VIEW FILTER
All rights_[v| Delete Export
- [V Write Move
Permissions

Rermow

Adjusting the seal logic

Although standard authorizations are used as a basis for the sealing concept, these can, of course, be
adapted. The number of releases generally required is just as configurable as the required number of
releases from a role. In the following example, the seal has been extended so that a total of three
release authorizations are required in order to release the seal (double-check principle). The role of
the administrators has been marked in the mandatory column. This means that it must grant at least one
release In summary: A total of three releases must be made, whereby the group of administrators must
grant at least one release.

Q) Edit seal =

Edit seal Multi-eye principle Advanced settings

Define a release for the seal

Number of required releases 3 =
Define the seal logic + -]
MName Sealed for Authorised to issue...  Obligatory MNumber of required releases
& admin | 1 o
LAl O
!1! management |:| D

W
< I >

The total number of required releases exceeds the number of possible releases

o
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In order to be not only dependent on existing authorizations on the data set, other users can also be
added to the seal. The role accounting under “sealed for” has been added below.

© Apply seal

Apply seal m Advanced settings

Define a release for the seal
Mumber of required releases
)
Define the seal logic Ic (-]
MName | Sealed for - | Authorised to issue.. | Obligatory | MNumber of required releases |
#! Administratores O 1 E .
= [ ]
2T [l
— —
I?‘ Accounting O I
W
< I >

* When a role or a user is added to a seal, these users also receive permissions on the
record according to the authorization granted in the seal. A role that is added under
“Sealed for” receives the “Read” right on the record. When you add authorization
permissions, these will henceforth include the “Read, Write, Delete, and Authorize”
rights.

All the roles that were once added to the seal can no longer be removed via the seal
logic. This is only possible directly via the authorizations of the data record!

o=

3. Advanced settings

Advanced seal settings allow you to adjust the double-check principle. Both the time validity of a release
request as well as a granted release can be configured. Multiple break defines whether after the
breaking of a seal by a user, other users may still break it.
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© Apply seal

Apply seal Multi-eye principle Advanced settings Save seal

Advanced seal settings

MNumber of hours for the validity of a release request @ 728
Number of hours for the validity of a release @ T2 C
Allow multiple braking of the seal @ J

4. Saving the seal

Before closing the wizard, it is possible to save the configuration for later use in the form of a template.
Seal templates can be optionally provided with a description for the purpose of overview.

Page 112 of 462



MATESO GmbH Password Safe V8 - 8.3.0

© Apply seal
Apply seal Multi-eye principle Advanced settings Save seal
Save the seal as a template
Save seal as template? |
\lame of the seal template
Description of the seal template (optional)

The rights already present on the data set form the basis for any complex seal configurations. It is thus
freely definable which users have to go through a release mechanism before accessing the password.

The roles, which may be granted, are freely definable. An always accessible seal overview allows all

authorized persons to view the current state of the seals. The section on the release mechanism

describes in detail the individual steps, from the initial release request to the final release.

e Seal overview

» Release mechanism
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Seal overview

What is seal overview?

Users with the required permissions to issue the releases receive access to the current state of the
existing seals at any time via the seal overview. The overview is accessible via the ribbon as well as via
the icon in the password field of the reading pane.

| LUILK SEATLI LTy

urite | @ Permissions ~ € User name A Password «||| €% Open web page |« O Create external links ~ Export
k view i Web page & IP address = ~|| © History & Change form
& Password masking [l Copy fields © Clear clipboard | ¥ & Print ~ o Settings
Permissions Clipboard Start Extras
~ Al Favourites Abbie Smith ©
. . = Last changed on 10/20/2017 13:19:41
Abbie Smith L & admin
e e
abbiesmith@passwordsafe.de . =
Administrator AD Konto > E-Mail
AD Benutzer 17102017 B gesetreibung [ Abbie Smith v
==}

E-Mail-Adresse |abhie.smi‘lh@passwordsafe.de | v
Apple = Benutzern AbbieSmith | v
Internetseite 17.10.2017 Hizemame ———
https://appleid.apple.com/#! &page=signin o= Passwort 2 sessssssse Goodl b
Autolt + R i Kundennummer 23456 | -
Intemeﬁeﬂe_ 17.10.2017 T EET -
https://autoit.de oo

POP3-Server | | =
Blogger
Internetseite 17102017 || SMTP-Server | |~
https:/fwww.blogger.d oom IMAP-Server | | v
ImmobilienScout24 * N Sicherheit | | »
Internetseite 17102017 crc

Erfordert Authentifizi v
https://sso.immobilienscout?4.de/ssofloginfapp... m . erng O

The four states of a seal

In principle, the seal overview provides an overview of all users who have access to the sealed data set.
This is, of course, also the case when they receive the seal on the membership of a role. Functions for
editing and deleting existing seals are also available. In addition, the current state of the seal is
displayed in the form of a release matrix. There are a total of four states, in which a seal can be found:
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IAII Only important entries I

| Search

Role/user name 4 | Sealed Release proc... Released Broken
i IT 7110 1/10 1110 1710

Ackermann, Justin (Ackermann)
Altenburg, Sven (Altenburg)

Althoff, Jens (Althoff)

-n BN -2 HH- =B -]

Anderson, Thomas (Anderson)
Aumiller, Judith (Aumiller) | [

Balling, Antonio (Balling)

OBwald, Boris (QBwald)

(] o]~
-5}
0

Steiner, Alan (jupiter.local\alans)

=)

1. Sealed

If a data record for a user is sealed, the user is prevented from seeing the password by the seal. This
also corresponds to the condition when a seal has been newly installed. By resetting a request via the
icon at the right edge of the screen, current requests from individual users are also returned to the
“sealed” state.

2. Release process

If a user has requested a release, it is in the release process. This status is highlighted by a
corresponding icon next to the user name, since a possible release can be actively granted by the
authorized user. After these so-called important entries can also be filtered in the headline of the seal
overview in the same named rider. The maximum duration of an release request can be configured in the
advanced seal settings. If the deadline has elapsed without sufficient releases being made, the request
is deleted and the state “sealed” is restored.

3. Released

If a release is granted, a seal is approved as released. The maximum duration of a granted release can
be limited in the advanced seal settings. The user then has, for example, 24 hours to accept the release
and break the seal.

4. Broken

The actual seal breach is obtained by acquiring knowledge of the release and by actively breaking the
seal after a security query. Viewing the password is irrelevant. Once broken seals can be manually reset
by the icon to the right of the broken seal column. The state “Sealed” is restored.



MATESO GmbH Password Safe V8 - 8.3.0

It makes no logical sense to re-seal already visible passwords. The user was able to
view the password. Therefore, it is not monitorable whether the password has been
saved, for example, by screenshot. In such cases, a new password is the only way to
guarantee 100% password security!

=
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Release mechanism

What is the release mechanism?

A sealed password will not be released until the number of approvals required in the seal has been
granted. Releases can be granted by anyone who has been defined as having the required permissions

to issue the release in the seal. The mechanism describes the complete process from the first release

request to the final grant of the release and the breaking of the seal.

Users and roles in the release mechanism

As noted in the previous sections, seals always restrict the right of a user to view a specific password.
Even if the configuration is usually done at the level of the role, each user is naturally responsible for his
own request when carrying out the release. Even if a seal is defined for a role, technically separate seals
are created for each individual member of the role.

«¥s Requests or releases are only valid for the respective user!

Y If a user is a member of several roles of a seal, the “stronger” right is always applied.
Release rights have a priority over read rights

1. Requesting a release

In order to release a seal for sealed passwords, this must be requested from the user with the required
permissions to issue the release. Within the Password Safe client, this can be done via the buttons
Reveal and Seal in the ribbon, as well as via the Icon in the password field of the data record in the
reading pane.
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(o] Password Safe - Enterprise Plus (8.2.0.12388) - O x
START | VIEW  FILTER [ Quick search (ctr-Q)
& Open 4 Notifications Wr Favourite W Permissions ~ £ User name A Password ||| @ Open web page |+ 7 Create external links ~ 43 Settings
#3 Q@ocete ) Duplicate 5 Quickview @ Webpsge b Paddress |- -| © History
» Move @ Password masking | | Copy fields @ Clear clipboard | ¥ | £% Change form
New Actions Permissions Clipboard Start Extras
Filter Structure m
. . -~
i Al Favourites Abbie Smith @
e 0rg|amsat|cnal structure E|| Last changed on 10/20/2017 15:1941
m]
~ Forms .
» Contents a EMall
| | Beschreibung [ Abbie smith -
[in al fields o E-Mail-Adresse | abbiesmit@passwordsate.de v
~ Tags 3 Benutzername Abbie.Smith v
| ] Passwort © Protected by a sea Good I'
O | Entwickiung | Kundenmummer 22456 v
O | Wichtig Serverdaten L
O | Administrator — | =
olm
Bfle= SMTP-Server [ v
O | Intemet IMAP-Server [ v
8 : ROP Sicherheit [ v
Exchange
O | Emait Erfordert Authentifizierung O v B
0O Emaik i = .

All passwords (1) loaded after 47 ms

Passwords Documents Organisational structure Roles =

A modal window opens, which can be used to request the seal. The reason for the entry will be
displayed to the users with the required permissions to issue the release.

Start seal release process

The password you requested is sealed. Please enter a reascn to start the release process.

The reason must not be empty

Cancel

All user with the required permissions to issue the release will be notified that the user has requested the
seal. This can be viewed via the module Notifications, as well as in the Seal overview.

2. Granting a release

The seal overview can be opened via the seal symbol in the ribbon directly from the mentioned
notification. It is indicated by the corresponding icon that there is a need for action. All relevant data for a
release are illustrated within the seal overview. The reason given in the release is also evident.

Page 118 of 462



MATESO GmbH Password Safe V8 - 8.3.0

il

Requested on 10/23/2017 08:22:08
Expires 10/26/2017 09:22:08 reason
| Accept | Reject

| Editseal || Deleteseal |

If the release is granted, the Inquirer Im Module Notifications will be informed. You can also open the
seal directly from the ribbon and see the now released state.

Rolefuser name 4 Sealed Release proc.. | Released Broken

3. Breaking the seal

As soon as the requesting user has received the number of the required releases, he will be informed via
the notifications as usual. The seal can now be broken. From this point on, the user will be able to see
the password.

Seal release granted

o You have received sufficient releases. Should the seal be broken?
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Operation and setup

Client structure

The modular structure of the client ensure that the required functionalities are always in the same place.
Although the module selection gives access to the various areas of Password Safe, the control elements
always remain at the positions specified for this purpose. This intuitive operating concept ensures
efficient work and a minimum of training time.

(o] Password Safe - Enterprise Plus (8.2/0.12388) - 0 x
EN o« viv e
& Open 4 Notifications #r Fovourite & Permissions - ® Username P Password = | 4% Open web page | - | ' Create extermallinks - @b Export
o @ Delete [ Duplicate [ Quickview & Seal i Webpege . Paddress |7 = | © History 3 Change form
i Reveal 1 Move @ Password masking | | Copy fields @ Clear clipboard [ | el Print * &¥ Settings
MNew Actians Permissions Clipboard Start Extras
Filter Structure
~ Organisational structure “11 Al Favourites g:osle“g\e‘ld' Acfo?;;;;mnums &
changed on !
~ Forms Developer board P & admin
E FiE e memet page 23102017
] Datenbank :
) E-Mail
() Lizenzschigssel Developer forum . _‘! Internetseite
() Mitarbeiter s 23102017 Beschreibung Google IT Account -
() Password - Benutzername It@veo-mateso.com v
IT Account
Bl b | - e S -
] VMware ‘hito/iwww.google.de - http googlede -
O WLaN Programmer club | e hd
[ Internet page ntermet page 23102017
v Contents B
Source code forum
~ Tags C . ,,! Expires -
o nternet page 23102017
: Mustermann, Max (admin)
Ot . $
O | Wichtig Winboard : ! -
O | Administeator nternet page 23102017 Vv
O] cons : When w Event From Description
(O | intemet Windows 7 Forum ] History 10/23/2017 13:0433 <> Display Mustarmann, Max..
O | rop nemet page 23102007 Legbaok 10/23/2017 12:48:18 & Change Mustermann, Max
O | Exchange Donanet 10/23/2017 12:48:52 ) New Mustermann, Maz
Email . "
O | Emai Windows 8 Forum - P
O Emaik ntermet page 23102017
(= | Ceveiopment v Password resets
Clear filter || Apply filter Windows 10 Forum m -
Al passwords (9) Ioaded after 41 ms
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications Password reset +++

& Demo | B Mustermann, Max (admin) Loading time: 2168 Miliceconds
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1. Ribbon

2. Filter

3. List view

4. Reading pane

5. Tags

6. Search

7. Dashboard and widgets

TABs

Password Safe V8 - 8.3.0

Tabs offer yet another option within the Password Safe to present related information in a separate area.

This tab navigation enables you to display, quickly access and switch between relevant information. The

results for a filter with specific criteria can thus be retained without the original result being overwritten

when a new filter is applied. In parallel, detailed information about records can also be found in their own

tabs. It is of course possible to adjust the order of the tabs via drag & drop according to your individual

requirements.

(o] Password Safe - Enterprise Plus (8.2.0.12388) - 0O x
[ START VIEW FILTER Quick search (Ctrl+Q)
# Discard | © New form field | @ Permissions | @ Username P Password “|| @ Open web page || © History X Settings
i Reveal | @ New URLfield | @ Seal & Web page b [P address - [~| @ Notifications
B New memo field [ Copyfields @ Clear clipboard | | @ configure info
Password Actions Permissions Clipboard Start Extras
Filter Structure
v Organisational structure A| | Internet page 5
o Description | Develoger forum |-
[ AD Benutzer Usermame |m | -
8 ED_.:::”M Password |ou|o|ual F-] - -
(O Lizenzschlissel Lis [nttpy de |=
[ Mitarbeiter Expires
Password
8 m’:“'“ Expires |0a/2372017 ~
0 sap Tags
[Ees Tags [Devecpment x| [wictt x] o] T
) WLAN
[ Internet page Mustermann, Max (admin)
A s 5 Read, Write, Delete, Authorise, Move, Export, Print L
~ Tags a
‘ 0‘ ‘When | Event From Deseription
History ~
m
g II e Logboak 10/23/2017 13:11:50 # Change | Mustermann, Max (admin)
Ol Moo= 10/23/2017 13:11:41 # Change Mustermann, Max (admin}
0 | roe Notifications 10/23/2017 1311231 |# Change | Mustermann, Max (admin)
) [ Echange I 10/23/2017 13:10:16 # Change | Mustermann, Max {admin)
Al ¥ 10/23/2017 1255315 # Change | Mustermann, Max (admin)
10/23/2017 1253407 © Mew Mustermann, Max (admin} v
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications ==*
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Standard tab

Depending on the active module, the All passwords tab will be renamed to the corresponding module
by default. (All documents, all forms, etc.)

(o] Password Safe - Enterprise Plus (8.2.0.12388) - 0 x
START | VIEW  FILTER Quick search (Ctrl+0)
@ Open | # Notifications i Favourite | @ Penmissions ~ € Userrame P Password ~| |85 Open web page || 7 Create extema finks + @ Export ~
pfiom @ Delete | [f Dupbcate =] Quick view | @ Saal @ Web page «die IP adidress. ©) History % Change form
& Reveal | 1 Move ® Password masking | || Copy fields @ Clear clipboard |* i Print - £ Settings
Mew Actions. Permissions. Chpboard Start Extras
Filter Structure
T oAIgannsauunial suuiuie
: . * | Al Favourites Developer board L
Forms 7 Last changed on 10/23/2017 12:57:25
(] AD Benutzer Developer board u & admin
O Catenbank Internet page 23102017
O E-Mail
[0 Lizenzschiiissel Developer forum | | Internet page
SMM Internet page 23102017 e |Dﬂmm,ﬂ |v
i Google IT Account | Dt b
2 e emetseite 23102017 [ Ea—a— [senvennens . [ ~
g VMware hittp:/ /e googlede URL | hitpsfwmen passwordsate.de [
WLAN
e Programmer club | | Expires
Internet pag 23102017
v Contents o = ’ . | |
CEE e Source code forum |
| Ql niternet page 3.10.2017
ol Mustermann, Max {admin)
0O | cons ‘Winboard | @ .
O [ ekt nbernet page 23102017
O | roe When - Event From Description
O | Exchange Windows 7 Forum | | History
O | Emad Intamet page 23102017 Logbaok 10/23/2017 12:54:27 Q) New Mustermann, Max...
el e
Z en
T Windows 8 Forum | | Notificstions
O devep | Rl 2102017 Passward resets
(ot _ e All passwords (3) loaded after 41 ms
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications Password reset ==

Although the name suggests that all records in the database are displayed, the records displayed in list
view correspond to the criteria that have been defined in the filter. The tab closes and can be restored by
reusing the filter.

Client footer information

Independently of the module chosen, various information is displayed in the footer area of the client. The
icons are also provided with a meaningful mouse-over text, which provides additional information.

« Connection to database
» Feedback in case connection is insecure

» Last name, first name (user name) of the logged-in user
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__:i Demo Mustermann, Max (admin)

« List view

+ Reading pane

+ Tags

e Search

+ Dashboard and widgets

+ Shortcut key
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What is the ribbon?

The ribbon is the central control element of Password Safe Version 8. It is available in all modules.

Password Safe is almost always operated via the ribbon in the header area of the PSR client.

=] Password Safe - Enterprise Plus (8.2.0.12388) = =
) & Open | 4 Notifications d¢ Favourite | @ Permissions - ® User name A Password «|| 8 Open web page |« 5 Create external links - (@ Export ~
{o @ Delete | % Duplcate (=) Quick view | @ Seal @ Web page i IP address *| ) History £ Change form
i G Reveal | 1 Move @ Password masking Copy fields (@ Cleas chipboard |® = i Print = £ Settings
New Actions Clipboard Start Extras
Filter Structure
oy ALTLI G
[0 Datenbank GMX w
O e-Mai Last changed on 10/23/2017 133227
[ Lizenzschiissel e La
e « Internet page
() Password Description [ anx |-
O RoP
o | -
) VMware Passward | Lt -
g :'ﬂ":“"ﬂ URL | mttps:/www.gmanet [l
o Expires
~ Contents o | |
[gme | i
| in sl fietcts &/
» Tags a
| & | Mustermann, Max (admin)
oI 7.
Ol cons hd
O | internet -
0| roe _ S . From Description
O | Exchange History o
O | Emad Logbaok
O Emaik Documents.
[ | Development Matifications
O develo®
o 2 Password resets
Clear filter | [ Apply fitter
:I _ All passwords (1) losded after 128 ms
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications Password reset -

The features available within the ribbon are dynamic, and are based on the currently available actions.

Various actions can be performed, depending on which object is selected. The module selected also

affects the features that are available in the ribbon. Of course, the most important actions can also be

controlled via the context menu (right mouse button).
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WIEW FILTER

Password Safe - Enterprise Plus (8.2.0.12388)

- 0 x

n |4 Notifications ¢ Favourite | @ Permissions ~ ® Username P Password = | 8 Open web page | 5 Create external links = (b Export =
';? © Delete phicate () Quick view @ Seal % Web page & IP address ©) History % Change form
@ Password masking | | Copy felds @ Cleas clipboard | ¥ = G Print - X Settings
Cliphoard Start Extras
Filter Structure
[) Datenbark GMX. ®
O E-Mail Last changed on 10/23/2017 133227
& admin
() Lizenzschiiissel
([ Mitarbeiter A New cui+N bt page
() Password @ Open = T =
g gl © Delete e [ =
SAP
O Vhware o e b IETren >
O wan @ Permissions : ik
() Internet page @ Form field permissians | & |
~ Contents a @ Batch processing by using a filter -
[ geme | Q History | |
[ im al feicls 2 & Applications
~ Tags a 0 Tgs '
| °| G Export
il Print " Max (admin}
= 57 Create extemal link @ =2
S o v
] | internet
O IRDP _ When - From Description
O | Exchange History +]
O | Email Logbook
O Emaik Documents.
S | Development Netifications
resets
O devep v Password
All passwords (1) loaded after 128 ms.
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications Password reset ==

This mainly affects the very often used features such as opening, deleting or assigning tags. However, a

complete listing of the possible actions is always only possible directly in the ribbon. This ensures that

the context menu can be kept lean.

Access to the client main menu (backstage)

The button at the top left of the ribbon provides access to the client settings:

START WVIEW FILTER

o Delete | [T Duplicate
Mew _
gz Feveal | 1 Move
Mew Actions

Ribbon tabs

o Notifications YW Favourite

L|f Cuick view

& Seal

@ Permissions =

@ Password masking

Permissions

There are tabs in the header area of the ribbon that summarize all available operations. By default,

module-independent * Start, View, and Filter * is available. If the footer of the reading pane is opened

(1), further tabs will be visible in the ribbon (2). These contain, according to the selection made in the

footer, other possible actions.
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SRTE| e [uicksearch oty |
@i Discard €9 New form field ~ ® Permissions | ® User name A Password -| e Open web page L settings
G Feveal | @ NewURLfield @ Seal @ Webpage i IPaddress  |v v| 48 Notifieations
IS New memo feld [] Copy fields @ Clear clipboard |+ % @ Configure info
Password Actions Permissions Clipboard Start Extras
Fitr Structre TR 7 o oo |
T o -~
() Datenbank e Developer forum
0 £nai Last changed on 10/23/2017 131523
() Lizenzschiissel
[ Mitarbeiter Organisational structure
8 :’D’:"“’“’ Organisational unit & admin =
0 saP Internet page
) VMware Description | Developer forum -
EERan Username d v
[C) Internet page L r = = - =
swo sesnserses
~ Contents o R -
I | URL hitpe//www.passwordsafe. de -
| In all fields & L
» Tags o i ] o
: 5] -
ol Mustermann, Max {admin) T
O | cons ,
O | internet
D I RDP When From Description
(] | Exchange Mustermann, Max (admin) ki
Ol emaa Mustermann, Max (admin}
) Emaik o Mustermann, Max (acmin}
| Development HotiBications Mustermann, Ma
O develo® : & Mustermann, Max (admin}
O devep v e e Mustermann, Max (admin
Clear filker Mustermann, Max (admin} =
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications Password reset ==

Content tabs

Double-clicking on an object in the List view opens a new tab with its detailed view. Depending on which

form field you have selected, the corresponding content tab opens in the ribbon.

(o]
I svrr | view  Rues

Password Safe - Enterprise Plus (3.20.12388)

Quick search (Ctri+ Q)

’s W Discard ) New form field | @ Permissions | @ Username  J® Password *| | @ Open we page | «| ) History L Settings
pihe 0 Reveal @ NewURLfieid | @ Seal @ Webpage 4. Paddess 7| =] & Notifications
B New meme field || Copy fieids @ Clear dipboard |® * @ Conigure info
Passuord Actions Permissions Clipboard Start
" Passwonds
Filter Structure -
AT
(] Datenbank L Developer forum
O &-Mai Last changed on 10/23/2017 13:15:23
() Uizereschitssel
] Mitarbeiter Organisational structure
() Pasmward Organisational unit & admin
O hoe .
O sae Internet page
O Vware Description | Developer forum
0 wuan Username dev
Insernet
e — [ k|
~ Contents C
T 1 URL bt S passwardsafe de
[1n alt fetas 2| Expires
~ Tags C Eeplees
. 2l Mustermann, Max {admin)
.
alm *
O | coms & U
O | internet # Down
When - Event From Description el
O | roe ) teeral lirk
ol i Histary /2372017 13:4523 # Change Mustermann, Max (adeir} e
O | Email Loghack 0232017 131217 # Change Mustermana, Max (admir) —
O Emaik Docsnank 232017 13:1203 o Change Mustermann, Max (admin)
| Development Notications V2372017 13:11:50 # Change Mustermana, Max (sdemi}
O develsz o 104232017 13:07:41 # Change Mustermann, Masx (sdmin}
O devep L WZIRNT 130131 # Change Mustermann, Max {sdmin}
Clear fitter || Apply fines | | WZI20T 131016 # Change Mustermann, Mas {admin}

Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications Password reset ==+

3 Demo @ Mustermann, Max fadmin) Load y )

Depending on the selected form field, further actions are offered in the Content tab. In the Password
field, this is, for example, calling the password generator or the screen keyboard, or the possibility to
copy it to the clipboard.
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Filter

What is a filter?

The freely configurable filters of the PSR client provide all methods for easy retrieval of stored data. The
filter criteria are always adapted according to the module in which you are currently located. When you
select one or several search criteria, and click on Apply filter, the results will be displayed in the list
view. If necessary, this process can be repeated as desired and further restrictions can be added.

o Password Safe - Enterproe Plus (8.2.0.12388) - 0 x
START VIEW  FILTER uick seal
&"DM 4 Notifications Y Favourite | @ Permissions = # Usermame P Password «| | Open e page | «|| = Creste extema tinks ~ @ Expor -
oy @ Deiete [% Dupicate (7 Quickview | @ Seal @ Webpage b IP acdress ~| | € Hiztary £ Change form
@ Revel | 1 Mave ® Password masking | || Copy fields @ Clear dipboord | ¥ * e Print — X Sctings
New Actans Permissisns Chpbaard Shast Extras
Fier Structure =m
~ Organisational structure All Favourites Programmer club w
LLast changed on 10/23/2017 141101
Developer board n $ admin
ol . e ]
Developer forum W Intemet page
Internet page 2027 | Dascri [Etan v
Programmer club g e [Doasen v
e 3900017 Password rereniare ; : | R4
= URL [ hatpessusmvs passwardsate de s
Source code forum B Expires
Internet page 23.|n2mz p—— T ]
Winboard ]
Internat page 22102017
& |
‘Windows 10 Forum
S Internet page 23102017
‘Windows 7 Forum
Internet page 2102017
Windows 8 Forum |
Internet page 2310207
Mustermann, Max admin) @
All passwords (8} loaded after 162 ms
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications Password reset =*

Who is allowed to use the filter?

The filter is an indispensable working tool because of the possibility to restrict existing results according
to individual requirements. Consequently, all users can use the filter. It is, of course, possible to place
restrictions for filter criteria. This means that the possible filter criteria can be restricted for individual
employees by means of permissions. For example, an employee could filter for the form password only
if it had read permission for that form.

o =

There are no authorizations for tags. That means, any employee can use any tags. The
display order in the filter is determined by the frequency of use. This handling is not
safety-critical, since tags do not grant any permissions. They are merely a supportive
measure for filtering.
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Application example

Filter without criteria

By selecting the required criteria and applying the filter using the button of the same name, the set of all
the records corresponding to the criteria is displayed in the list view. If you used the filter without
criteria, you would obtain a list of all data records to which you are entitled in general.

o Password Safe - Enterproe Plus (8.2.0.12388) - 0 x
START | VIEW  FILTER [Quick search (cuteqy
@ Open | Notifications o Favourte | @ Permiszions = | # Username  ® Passward +|| @ open Mm.‘_ ) Create extemal links ~ @ Bxpon =
. @ Dciete [% Duplicate [ Quick view | @ Seal @ Webpage b IP aidress ~| | € Histary £3 Change form
™ 8 Reveal | 4 Move ® Password masking | || Copy fields @ Clear dipboord | ¥ ™| il Print - X Settings
New Actiens Permissions Chpboard Start Extras
Filter Structure _
v Organisational structure All 'fﬁ""‘“t““ - ﬁ:‘:gle Ly ﬁf::;‘,;nmm“ @
~ Eoms Abbie Smith [ | . m:
S sy e e o R oo O]
 |Datenbank £ —
D]E-Mait Administrator AD Konto - Intemetseite
T |LizeraschiGssel AD Berwtzer 17.10.2017 v
O it Mlesdm }&mgl: 1T fecount
r tremanme It@veo-matess.com i
s prEs “N .. B
2 Internatssite 02T swoit assssessss ) .
D]Ar hitps//appleid 2ppke. com/#Eipage signin . C googh v
O |VMware PRI -
O fwan Autolt s | ~
Ot g itemetste \..m.zE::
~ [optents o Blogger
l | i 17s02007 | Expires
In al fields €| | batps/ivewbiogger def son | Expires [
aflads O Developer board
©] | | ntemet page 23402017
"
coms Developer forum u Mustermann, Max (admin}
| irterret Internet page 230207 =
Roe . v
| Exchange GMX when - Event From Description
) Emasd Internet page 23302007 History /232017 130433 2 Disph " Max fadmird
i = Logbaok 10/23/2017 124918 # Change Mustermann, Mas fadmir)
Jesitis Google IT Account ] SRR 1072372017 124852 © New Mustermann, Max [admin]
develo# 2310207
devep L Hatdieations
N Password recets
ITI02007 &
Al passvwords (25) aded after 52
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications Password reset =*

As you can see, 133 records are not really manageable. In most situations you will need to reduce the
number of records by adding filters.

Adding filter criteria

The filter organization can be applied directly to the authorizations to restrict the number of records
according to the authorizations granted. In this case, the logged-on user holds rights for various areas.
However, it would like to see only those records which are assigned to the Own passwords area within
the organisational structure. In addition, there should be further restrictions, which could be formulated
as in the following sentence: “Deliver all records from my own passwords that were created with the form
password and which contain the expression 2016 and the tag Administrator.
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o Password Safe - Enterprive Plus (8.2.0.12358) - 0 x
START  WIEW  FITER Quick search (Ctri+Q)
@ Open | 4 Notifications o Favourite | Permissions = # Usarname P Pasiord +| | # Open weis page | «|| 7 Creste extemal finks ~ @ Export -
ey @ Deete [% Dupicate (7 Quickview | @ Seal @ Webpage . IP address =] © Hstory % Change fom
B Fevesl 1 Move ® Password masking | || Copy fieids @ Clear clipboard | ¥ | i Prine = 3 Settings
Mew Acbans Permissions Chpboard Shast Extras
Filter Structure -
~_Organisatinnal stouct, All Favourites fo My -J;_n..,;. e
= = Last changed on 10/23/2017 152
o [ ~/| | Microsoft OnlineZ018] ]
i e o - O]
. e oginmicrosott com/
~ Forms
My Schufa W Intemnet page
Datenbank [ poge | Bi0217 b \ Schh
C o Rt g — .
() lizeneschizissel Wordpres{Z018] mo -
(O Mitarbeiter 31102077 | Password s Wk
O Password T Tavsews mardpress.com/ uRL v
O koe _
O sae Expires
O Vhware Expires ‘
—AN
et e
~ Contents
2016
E
= [ o ictds &
~ Tags o
[ o]
(m] g 2
O | coms
O | intemmet
O | roe Hissory L)
O | Exchange Logbook 10/2372017 145452 @ Rights 4+ = Maxfadmin] [T Management Lesen, Schi_
O Jemad o 10/23/2017 145452 @ Rights £ o, Max [sdmin]  Administratores: Alle Rechte...
00 | Develapment 9 023017 145452 © New S 7 i Ma ackmi
O | Administrator atdfications.
— R
Cleerfiler |_fopy e A passwords (3) loaded after 66 ms
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications Password reset =+

As can be seen, the filter delivers the desired results. The extent to which the filter criteria match the
three remaining data sets is assigned in colour.

! When filtering with several criteria, such as forms, content and tags, all filter criteria must
be complied with. It is therefore a logical “AND operation”. Other possible operation
types are described in detail in the Advanced Filter Settings.

Content filter

The term 2016 is part of the description in the My Schufa record, part of the description of Wordpress
2016 and Microsoft Online 2016. Since the search “in all fields” is activated in the content filter, all
three records are included in the results, and are displayed in the list view. You can also configure the
content filter to search for expressions in a specific field. The icon next to the expression “in all fields”
opens the content filter configuration in a modal window. As you can see it was configured that the
content filter should only have the form password, and only the form field Internet address should be
considered:
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Configure contents filter

®! | all fields

[ ] Search in tags

Search for whole words
0 OK

Password Safe V8 - 8.3.0

Cancel

(o] Password Safe - Enterprise Plus (2.2.0.12328) = = 3
START | VIEW  FILTER [ Quick search (cti-Q)
& Open 4 Notifications ¥ Favourite | @ Permissions = £ Username A Password ||| @ Open web page |+ 7 Create external links ~ @ Export =
ey @ Delete [ Duplicate =/ Quickview @ Seal & Web page <& IP address A I~ © History % Change form
& Reveal 19 Move @ Password masking || || Copyfields @ Clear clipboard |* *| & Print - £X Settings
New Actions Permissions Clipboard Start Extras
ﬁiLtgr. I§tructure
() AD Benutzer “ Al Favourites xsztha PRI @
Uw on
[l My Schufa ] @
O E-Mail Intenet page 23102017
() Internet page hhttpe//www.meineschufa2016.de/ .
(O Lizenzschidssel
) Mitarbeiter Internet page
() Passward Description [ My Schufa |~
O Rop Username [John Smith | v
D e Password sssssssnes hd
O VMware =
0 wian Jur httpsy/feveew.meineschufa2016.de/ -
~ Contents | Expires
g 208 Expires l |
Search in URL o
=4
| S
) | Important
(m] | Development
O | Exchange
olm Mustermann, Max (admin)
[ J [ WA * =
i v
All passwords (1) loaded after 64 ms
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications «-

It is very easy to abstract, because of the present example, that the filter can be adapted to your
personal requirements. It is thus the most important tool to be able to retrieve data once stored in the

database.

! The effectiveness of the filter is closely linked to data integrity. Only when data is kept
clean, efficient operation with the filter is ensured. It is important that employees are
trained in the correct handling of the filter tool as well as when creating the data records.
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Display mode

What display modes exist?

In addition to the already described filter, it is possible to switch to structure view. This alternative view

enables you to filter solely on the basis of the organisational structure. Although this type of filtering is
also possible in standard filter view, you are able to directly see the complete organisational structure in
structure view.

* As there are no longer any folders in Password Safe version 8, the structure view can
not mirror all of the functionalities of the folder view in version 7. However, the structure
view has been modelled on the folder view to make the changeover from the previous
version easier.

Filter Structure

All Favourites

4 1 Clients
) ABC International GmbH
& DEF AG . .
® Administrator AD Konto o
e AD Benutzer 17.10.2017
1T Management o
@ 1T staff
le
y @ Marketing APP . &
Internetseite 17102017
https:/fappleid.apple.com/# &page=signin e
Autolt ry |
Internetzeite 17102017
https:/fautoit.de O
Blogger
Internetzeite 17102017
https:/fwww.blogger.d ooo
Developer board |
Internet page 23102017

As you can see, only the organisational structure is visible in this view. This view is the ideal choice for
users who want to work in a highly structural-based manner.

Relevant options

There are three relevant settings associated with the display mode:
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4 Category: Filter

4 Option group: Security level 1

Automatically use last fitker Activated Global
Can use filter negation Deactivated Glebal
Display mode status when starting the prog... | Last status Glebal
Jump to filter on quick search Activated Global
Display mode Both Global

» Display mode: It is possible to define whether the standard filter, structure filter or both are
displayed. If the last option is selected, you can switch between both views.

+ Jump to filter on quick search: If you are using structure view, it is possible to define whether
the system should automatically jump to the standard filter if you click the quick search (top right in
the client)

+ Display mode status when starting the program: This setting defines which display mode is
displayed as default when starting the program.
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Advanced filter settings

Linking filters

The two options, with which filter criteria can be linked, are easy to explain using the example of tags.
The following options are available:

1. Logical “Or operator”

By default, the filter is active in this mode. In the following example, you want to find all records with at
least one of the tags “Important” or “Development”. This also means that records can either have one
of the tags, or both.

i dmin X
Filter Structure

v~ Organisational structure All Favourites
v Forms Password Development
Password 23.10
v Contents O asswa
~ Tags O
E Password Important
| & | Password 24.10
[¥] | Important I
(4 ] Development Password Important and Development
L | Bxchange Password 24.10.
olm
O | Administrator
O | €ons
] | Internet
()| rOP
) ] Email

Due to the colour coding of the tags in the data records, it can be seen that the first two data records
have one of the tags, while the third one has both tags. However, all three are included in the results. At
least one filter criterion must be met.

2. Logical “And operator”

This mode is activated directly by the checkbox in the filter. Each filter criterion has its own checkbox.

~ Tags A =
)
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i dmin
Filter Structure

Organisational structure All Favourites

v Forms Password Important and Development N |
Password 24102017

{

v Contents O

©]

~ Tags =

(] | Important
(+] | Development

_| | Exchange
Qlm

[ | Administrator
O ] cons

O | Internet

(1| rROP

[ ] Email

In contrast to the “OR link”, the “AND link” must fulfil both criteria. Accordingly, in the present
example, only the records that have both the tag “important” and the tag “development” are listed
with the results.

Filter tab in the ribbon

The filter management can also be found in the ribbon. Here, for example, you can expand the currently
configured filter criteria, save the filter, or simply clear all currently applied filters.

iE - START WVIEW FILTER

T ol A

Save Edit Reset
filter filter filter

User defined filter Advanced filter

Saving, editing, and deleting filters

In many cases, it is recommended to store defined filters. In this way, it is possible to make efficient use
of filter results from previous searches. The button “Save filter’” prompts you directly to assign a
meaningful name for this filter. The filter is saved according to the criteria currently configured in the
filter. This filter is now listed in the selection menu and can now be selected. Note that a selected filter
selection is immediately applied to the filter but is not automatically executed. The filter must be used for
this purpose. Both the button in the ribbon, so also the counterpart in the filter, lead to the same result
here.
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Password Safe - Enterprise Plus (3.2.0.12388) =
Quick search (Ctrl+Q)
1 mportant and Develo,.. W |v A
_Yo Important and Development Y’ dd filter group b‘
Save | Edit Reset
fiter | filter ow negatian of filters filter
Admin Advanced filter
Filter Structure m
~ Organisational structure All Favourites gxﬁ':emsg&smﬂ lopment L]
i Fere Password Important and Development i | e
Password 24102017
v Contents o [ S | O-icpmert |
GRgs : Password
| | Name Password Important and Development | A
| Important
(#] | Development User Name User | -
O | Exchange Password P — = -
ol Expires
O | Administrator
O ) cons Expires |
O | internet
O | roe
O | Email
Mustermann, Max (admin)
ool v
L All passwords (1) loaded after 20 ms
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications ***

liseconds - ———1

2 Demo % Mustermann, Max (admin) Loading time: 7508 Mi

Deleting and overwriting existing filters is identical in the procedure. The filter, which has been marked in
the selection field, is always deleted. If an existing filter is to be overwritten, the name of the filter is
retained and is overwritten with the filter criteria currently configured in the filter.

Advanced filter

In the “Extended filter” category you can adjust the filter as desired, eg by adding or removing filter
groups. Clicking on “Edit filter” activates the processing mode. You can terminate it with “Finish
editing”.
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o]
START VIEW FILTER

Password Safe - Enterprise Plus (8.2.0.12388)

T Ovenwrite filter
Save
filter @ Delete filter
User defined filter

| Important and Develo... W E|I
% YQ © Add filter group

Finish
editing

Q Seal

Advanced filter

v P‘
e |
Reset
filter

Filter Structure

~ Organisational structure
v Forms
v Contents

~ Tags

0 0 & &
0

"
i
0

| Important
(#] | Development
O | Exchange
olr

O | Administrator
) | cens

O | internet

O | roe

O | Email

®]

- 0 X

Quick search (Ctrl+ ()

All Favourites

Password Important and Development i |
Password

24102017

All passwards (1) loaded after 30 ms

Password Important and Development
Last changed on 10/24/2017 07:45:43
& admin

Password
Name Password Important and Development |-
User Name User | v
Password sesssesneee -
Expires

|

Mustermann. Max (admin)

Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications ***

& Mustermann, Max (admin)

Loading time:

New filter groups can now be added via the selection field. For this purpose, the desired filter type is
selected (in the example, the filter group is the seal). The process is completed by “adding a filter

group”. Newly added filter groups are always placed at the very bottom of the filter.

In Edit mode, the filter view changes, in addition to the possible actions in the ribbon. Use the arrow
buttons to adjust the order of the filter groups. The icons “Plus” and “Minus” can be used to create
additional instances of existing filter groups or to remove existing ones. In the following example, a
content filter was added and all other filter groups removed.
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o Password Safe - Enterprise Plus (8.2.0.12388) - 0O x
START | VIEW  FILTER [ Quick search (ctri-Q)
@ Open 4 Notifications ¥ Favourite = @ Permissions ~ € User name A Password || Open web page = & Create external links ~ (@ Export =
s Q@ Delete [ Duplicate (=) Quickview @ Seal & Web page - IP address - || © History £% Change form
& Reveal 19 Move @ Password masking || || Copy fields @ Clear clipboard |¥| 1®| Gprint - %X Settings
New Actions Permissions Clipboard Start Extras
Filter Structure
~ Organisational structure All Favourites aﬁ?md I::Euonz ag;;iggvelopmem @
~ Forms Password Important | & admin
[ Password,
) A Y Password Important and Development [W} Password
= Password 24102017 | pame Password Important and D |~
_ | Important
¢ User Name | Password Important |+
In all fields o
Password ‘ ssssssenes - A d
» Tags a .
Expires
| ol S |
[« | important |
¥ | Development
O | Exchange
aim
O | Administrator
O cons
O | internet
O | roe
O | Email
O Dk
Mustermann. Max (admin)
2
Clear filter || Apply filter
_ _ 2/0 passwords loaded after 165 ms
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications =

Demao w Mustermann, Max (admin) Loading time: 8219 Milliseconds I

In this example, only the content filter is used — in two instances! The “And” link will now display all
records that contain both the word “password” and the phrase “important”.

Negation of filters

In Edit mode, there is also the possibility to negate criteria.

i '-:;'EEI b
%o >,

€ Add filter group
Finish - Reset
editing (| Allow negation of filters filter

Advanced filter

It is thus possible to refine very precisely filter results even further. This becomes more and more
important when there are a large number of records in the database and the resulting amount of data is
still unmanageable despite the fact that filters has been appropriately defined.
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~ Tags

| Development
Impartant

Negations are defined directly in the checkbox of an element within a filter group. Without negations, you
can only search e.g. for a tag. Negations make the following queries possible:

“Deliver all records that have the tag “development” but are not tagged with “important”!”

! Inorderto effectively use negations, it is important that “and links” are always enabled.
Otherwise operations with negations cannot be modelled mathematically.
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What is the list view?

The list view is located centrally in the Password Safe client, and is a key element of daily work. There

are also list views in Windows operating systems. If you click on a folder in Windows Explorer, the

contents of the folder are displayed in a list view. The same is true in Password Safe version 8.

However, instead of folders, the content of the list view is defined by the currently applied filter. This

always means that the list view is the result of a filtered filter. For the currently marked record in list

view, all existing form fields are output to the reading pane. With the two tabs “All” and “Favorites, the

filter result can be further restricted.

0 Password Safe - Enterprise Plus (8.2.0.12388) — = i
START | VIEW  FILTER [ Quick search (cti-q)
& Open 4 Notifications ¥ Favourite | @ Permissions = ® Username P Password || ® Openweb page ~| & Create exteral links = @b Export =
o ©Delete [ Duplicate = Quick view @ Seal & Web page <. IP address & || © History % Change form
@ Reveal 1# Move @ Password masking || || Copyfields @ Clear clipboard |¥ 1% i Print - 2t Settings
New Actions Permissions Clipboard Start
Filter Structure “
0 Roe A1 All Favourites Password Development @
0 sap r Last changed on 10/24/2017 08:10:39
O Vhware Developer board | 17 staff
0w bl |
http:/fweww.passwordsafe.de
~ Contents
[ent | Developer forum | 1) Password
ntemnet page 3.10.20 Mame opment
| In all fields 2 | https//weww.passwordsafe.de ‘ Parmad Seve = | bt
| ich | User Name ‘Pass'Nald | v
= Google IT Account | i
[ 1n al fietets &/ rtemetseite 3102017 [ Pesewers ———
~ Togs - https/fwww.googlede Expires
| o] Password Development | Expires ‘ |
Password 3102017
O | Important
Devel
8 : Em:pmm Password Development |
alr e Password 24102017
O | Administrator
O] cons Password Important and Develop... i |
O | internet Password 24102017
O | roe
O | Email Programmer club | |
O Dk ] intemet page 23102017 R
hitpe/fweww.passwordsafe.de V ot
Clear filter || Apply filter b
_ _ All Ea;swor:ls (12) loaded after 121 ms
Passwords Documents Organisational structure Roles Forms Notifications Logbook Applications ***

Demo o Musten

mann, Max (admin

Loading time: 10517 Milhseconds L

At the bottom of the list view, the number of loaded records and the time required for this are shown.

* For more than 100 list elements, only the first 100 records are displayed by default. This
is to prevent excessive database queries where the results are unmanageable. In this
case, it makes sense to further refine the filter criteria. By pressing the “All” button in the
header of the list view, you can still manually switch to the complete list.
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Searching in list view

Through the search field, the results found by the filter can be further refined as required. After you have
entered the search term, the results are automatically limited to those records which correspond to the
criteria (after about half a second). The search used for the search is highlighted in yellow.

All Favourites

W-Lan Guests N
Password 24102017
W-Lan Main building |
WLAM 24102007
W-Lan Main building: FE3832

W-Lan warehouse B
WLAM 24102007

W-Lan warehouse: Fritzbox7e9993

Detailed list view

The default view displays only limited information about the records. However, the width of the list view
is flexible and can be adjusted by mouse. At a certain point, the view automatically c