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Introduction

Thank you for your interest in IPConfigure’s Orchid Fusion/Hybrid Video Management System.
This guide should provide you with everything you need to know as you prepare the system for
readiness. We'll begin with an overview of the product and the Administrator guide, and a few
basics about navigating the software. Then we’ll explain how to add Orchid Core VMS servers,
users and Camera Groups. Once that is done, we’ll cover Permissions, Notifications, Library,
Licensing, and other advanced topics to help you manage and understand the system.

o¥s As of March 2021, we have implemented a date-based software version
numbering system. From this point forward, the software version number will
represent the year and month in which the software was released. For example,
version 21.3, the first release with the new numbering system, was released in

March of 2021. (Version 2.16 was the last release under the old numbering
system.)
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About the Orchid Product Family

Orchid Core VMS is the foundation of IPConfigure’'s Video Management System. Orchid Core
VMS runs on a single server to collect, record, and store video from network cameras.
Accessible via an intuitive web browser interface, Orchid Core VMS allows users to view live
and recorded video from virtually any web-enabled device.

Orchid Fusion VMS is an enterprise software developed to integrate multiple Orchid Core VMS
servers from various locations into one seamless management system. Designed to work
across a variety of operating systems, camera types and network topologies, Orchid Fusion
VMS is the perfect solution for large organizations.

Orchid Core VMS and Orchid Fusion VMS have very similar user interfaces, and both systems
allow viewing and exporting video, but there is a key difference between the two. While Orchid
Core VMS works on the camera level, Orchid Fusion VMS now works on the camera level and
the server level. In Orchid Core VMS, the administrator will “register” network cameras,
configure camera stream settings, and establish video retention levels for each camera. Orchid
Fusion VMS has the power to “register” both cameras and individual Orchid Core VMS servers,
resulting in increased management capabilities to an entire network of Orchid Core VMS
servers.

— W
— — O —| —
ﬁ i w
Orchid Core VMS
 ~ - - OO
-- L] [ =] - O O
Orchid Fusion VMS Orchid Core VMS
- = rvvww
- - O O O O

Orchid Core VMS

Orchid Fusion and Orchid Hybrid

Orchid Fusion VMS and Orchid Hybrid VMS are nearly identical systems. They are both used to
manage multiple Orchid Core VMS servers. Orchid Fusion VMS requires you to have one or more
Orchid Core VMS servers and an Orchid Fusion VMS server to manage them. Orchid Hybrid VMS
combines on-premise recording with cloud management. So while video is still stored on-site
(on an Orchid server), the Hybrid system provides server aggregation, management, and
accessibility through the cloud.
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Orchid Core VMS
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Orchid Core VMS
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About the Orchid Fusion/Orchid Hybrid VMS
Administrator Guide

The Orchid Fusion/Hybrid VMS Administrator Guide is designed for IPConfigure dealers,
integrators, or system administrators and is intended to cover the topics that deal with system
administration and features that are not part of everyday operation.

Since this guide will be used for both Orchid Fusion and Orchid Hybrid VMS, you will see
screenshots from both systems in the manual.

This guide includes information on the following topics:

* How to Sign into the Orchid Fusion/Hybrid VMS Software
* Getting Started

* Adding and Managing Orchid Core VMS Servers
e Creating and Managing Users

* Creating and Managing Camera Groups

* Managing Stages

* Creating and Managing Permission Groups

* Defining Notifications

e Using the Library

e Licensing

* Orchid Fusion VMS APPs

* Advanced Topics

* Additional Support

For details on everyday tasks regarding the Stage, Timeline Bar, and viewing/recording video,
please refer to the Orchid Fusion/Orchid Hybrid VMS User Guide.
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How to Sign In

Orchid Fusion/Hybrid VMS can be accessed easily through most modern web browsers, such as
the latest versions of Chrome or Firefox. The latest version of Chrome is recommended. Your
browser choice will determine the available operating modes for Orchid Fusion/Hybrid VMS.

* The following web browsers are explicitly not supported: Internet Explorer 11,
Firefox 52 ESR, and any Google Chrome version older than version 48.
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A Quick Word on Web Browsers and
Operating Modes

Orchid Fusion/Hybrid VMS supports Web Real-Time Communication (WebRTC). This technology
allows for viewing full-bandwidth, live and recorded H264 video streams within a web browser
(without the need to download a plugin). Beginning in version 23.3, Orchid supports the
optional use of WebRTC retransmission. With WebRTC retransmission, the web browser can
resend packets of video to Orchid to help ensure that the packets arrive. This improvement
allows WebRTC to provide full-bandwidth video even in marginal network conditions.

WebRTC mode and Low-bandwidth mode are available in the following browsers:

* (Preferred) Google Chrome, version 66 or higher, in a MacOS, Windows, or Linux desktop
environment, or on a mobile device

* Latest version of Safari (mobile and desktop)

* Latest version of Mozilla Firefox

* Latest version of Microsoft Edge

All other web browsers support Low-bandwidth mode only. (For a detailed comparison of the
two operating modes, please refer to the Comparing Operating Modes section.)

* Starting with Orchid Fusion/Hybrid VMS version 2.10.0, the FBGST plugin will no
longer be supported. The plugin-compatible web browsers (Chrome version 34,
and Firefox version 52) have also reached the end of support. If you were
previously using either of these web browsers, you should upgrade to the latest
version available.
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Signing In

Orchid Fusion/Hybrid VMS has several ways to sign in, and will allow mixed authentication
modes. So, Administrators may enable multiple sign in modes on the same system.

Orchid Fusion/Hybrid VMS supports each of the following external authentication providers:

* Google

e Active Directory

e Azure Active Directory
* FreelPA

* Beginning with version 22.9, Orchid Fusion/Hybrid VMS supports Google OAuth2
sign-in. This will replace Google’s legacy sign-in (which they are discontinuing in
2023). For information on formatting your system for this new sign-in method,
please refer to the Orchid Fusion/Hybrid VMS Installation Guide, or the Enabling
Google Authentication article in our Knowledge Base.

Accessing the Sign In Screen

Fusion

1. To open Orchid Fusion VMS on a client device, type the IP address of the Orchid Fusion
VMS server in the web browser address bar. If you are opening Orchid Fusion VMS on the
Orchid Fusion VMS server itself, you may enter localhost:8080 in the address bar
(provided the default port was used). You may also be able to use the Orchid Fusion VMS
link in the system menu or the Desktop icon, if available.

2. You will be prompted to sign into Orchid Fusion VMS.

ot The username and password are both case sensitive.
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D STay SignEd " m

IPCONFIGURE

Hybrid

1. To open Orchid Hybrid VMS on a client device, type https://<your-id>.ipconfigure.com into

the web browser address bar (where <your-id> is the system identifier assigned to your
Orchid Hybrid VMS system).

. You will be prompted to sign into Orchid Hybrid VMS.

ot» The username and password are both case sensitive.
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21.12.0

@ Orchid Hybrid

Username

Password

|:| Low-bandwidth mode

| have read and accept the terms of the
D access agreement. (show access
agreement)

D Stay signed in SIGN IN

IPCONFIGURE

Standard Sign In

1. Enter your username and password in the fields provided. (This information should be
provided to you by your Administrator.) Beginning in version 23.3, all users will have the
option to change their own password after they are signed in. Please refer to Account
Settings for more details.

a. If you are the Fusion Administrator and this is your first time signing in, enter the
username admin and the password you set when Orchid Fusion VMS was installed.

b. If you are the Hybrid Administrator and this is your first time signing in, enter the
user name admin and the default Administrator password provided by IPConfigure.

* For improved security, after this initial sign in, Administrators should not use the
default Admin account. Instead, each Administrator should create an individual
User account. If you sign in as the default Administrator, when you sign out, you
will automatically sign out any other Administrator users that are signed in with
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the default Administrator credentials.

2. If the Low-bandwidth mode checkbox appears, you may choose to run in Low-bandwidth
mode.
a. Mark the box if you want to run in Low-bandwidth mode.
b. Leave the box unmarked if you want to run in WebRTC mode.

If the checkbox does not appear, you will run in Low-bandwidth mode by default (because the
browser you are using does not currently support WebRTC mode).

3. Mark the I have read and accept... checkbox to acknowledge that you accept the terms of
the access agreement. (You may not see this checkbox.)

4. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your
browser session or reboot your computer. You will remain signed in for approximately 30
days. (If you leave this box unmarked, the system will automatically sign you out if you
close your browser or reboot your computer.)

5. Press Sign In.

Sign In with Google

With this method, you will be able to sign into Orchid Fusion/Hybrid VMS using your existing
Google credentials (eliminating the need for yet another password). On Fusion systems, this
requires that your system administrator has enabled Google Authentication, and an Orchid
Fusion VMS user is linked to your Google account. (For more details, please refer to the Orchid
Fusion VMS Installation Guide.) On Hybrid systems, this requires that IPConfigure has enabled
Google authentication, and an Orchid Hybrid VMS user is linked to your Google account.

* If you are still using the legacy Google sign-in, the sign-in screen will remind you
that you need to reconfigure your system to use the new Google OAuth2 sign-in.
Click on the “here” link (shown in the image below) for instructions on how to
configure the system for the new Google OAuth2 sign-in.
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1.

2290

& Orchid Fusion

Username

‘:’ Low-bandwidth mode

|:’ Stay SignEd " m

or

G SIGN IN WITH GOOGLE

Your system is using a legacy Sign In
with Google configuration that will stop
working in March, 2023. See here for
information to continue using Sign In
with Google.

IPCONFIGURE

If the Low-bandwidth mode checkbox appears, you may choose to run in Low-bandwidth
mode.

a. Mark the box if you want to run in Low-bandwidth mode.

b. Leave the box unmarked if you want to run in WebRTC mode.

If the checkbox does not appear, you will run in Low-bandwidth mode by default (because the
browser you are using does not currently support WebRTC mode).

6.

Mark the | have read and accept... checkbox to acknowledge that you accept the terms of
the access agreement. (You may not see this checkbox.)

Mark the Stay signed in checkbox if you wish to remain signed in even if you close your
browser session or reboot your computer. You will remain signed in for approximately 30
days. (If you leave this box unmarked, the system will automatically sign you out if you
close your browser or reboot your computer.)

Press the Sign In With Google button.

A Google sign in screen will appear. Select the Google account that you associate with
Orchid Fusion/Hybrid VMS. If you are already signed into the selected Google account,
Orchid Fusion/Hybrid VMS will open.

If you are not already signed into Google, enter your password and press the Next button.
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Orchid Fusion/Hybrid VMS will open.

Sign In with Active Directory

With this method, you will be able to sign into Orchid Fusion/Hybrid VMS using your existing
Active Directory credentials. This requires some configuration which should be performed by
the Orchid Fusion VMS Administrator, or by IPConfigure (for Hybrid systems). (For more details
on Fusion systems, please refer to the Orchid Fusion VMS Installation Guide.)

1. Enter your username using the email style notation <userid>@<domain> (like
john.smith@ipconfigure.com).
2. Enter your password.
3. If the Low-bandwidth mode checkbox appears, you may choose to run in Low-bandwidth
mode.
a. Mark the box if you want to run in Low-bandwidth mode.
b. Leave the box unmarked if you want to run in WebRTC mode.

If the checkbox does not appear, you will run in Low-bandwidth mode by default (because the
browser you are using does not currently support WebRTC mode).

4. Mark the I have read and accept... checkbox to acknowledge that you accept the terms of
the access agreement. (You may not see this checkbox.)

5. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your
browser session or reboot your computer. You will remain signed in for approximately 30
days. (If you leave this box unmarked, the system will automatically sign you out if you
close your browser or reboot your computer.)

6. Press the Sign In button. Orchid Fusion/Hybrid VMS will open.

Sign In with Azure Active Directory

With this method, you will be able to sign into Orchid Fusion/Hybrid VMS using your existing
Azure Active Directory credentials. This requires some configuration which should be performed
by the Orchid Fusion VMS Administrator, or by IPConfigure (for Hybrid systems). (For more
details on Fusion systems, please refer to the Orchid Fusion VMS Installation Guide.)

1. If the Low-bandwidth mode checkbox appears, you may choose to run in Low-bandwidth
mode.
a. Mark the box if you want to run in Low-bandwidth mode.
b. Leave the box unmarked if you want to run in WebRTC mode.

If the checkbox does not appear, you will run in Low-bandwidth mode by default (because the
browser you are using does not currently support WebRTC mode).

2. Mark the I have read and accept... checkbox to acknowledge that you accept the terms of
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the access agreement. (You may not see this checkbox.)

3. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your
browser session or reboot your computer. You will remain signed in for approximately 30
days. (If you leave this box unmarked, the system will automatically sign you out if you
close your browser or reboot your computer.)

4. Press the Sign In With Azure button.

5. A Microsoft sign in screen will appear. Click on the Azure account that you associate with
Orchid Fusion/Hybrid VMS. Orchid Fusion/Hybrid VMS will open.

Sign In with FreelPA

With this method, you will be able to sign into Orchid Fusion/Hybrid VMS using your existing
FreelPA credentials. This requires some configuration which should be performed by the Orchid
Fusion VMS Administrator, or by IPConfigure (for Hybrid systems). (For more details on Fusion
systems, please refer to the Orchid Fusion VMS Installation Guide.)

1. Enter your username using the email style notation <userid>@<domain> (like
john.smith@ipconfigure.com).
2. Enter your password.
3. If the Low-bandwidth mode checkbox appears, you may choose to run in Low-bandwidth
mode.
a. Mark the box if you want to run in Low-bandwidth mode.
b. Leave the box unmarked if you want to run in WebRTC mode.

If the checkbox does not appear, you will run in Low-bandwidth mode by default (because the
browser you are using does not currently support WebRTC mode).

4. Mark the I have read and accept... checkbox to acknowledge that you accept the terms of
the access agreement. (You may not see this checkbox.)

5. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your
browser session or reboot your computer. You will remain signed in for approximately 30
days. (If you leave this box unmarked, the system will automatically sign you out if you
close your browser or reboot your computer.)

6. Press Sign In. Orchid Fusion/Hybrid VMS will open.
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Account Settings

Beginning in version 23.3, you and all of your end-users will each have access to your own
Fusion account information. This means that each user will be able to change their own
password.

1. To access your account information, go to the System Menu and select Account Settings.
The screen will list your username and your email address (if it was entered into the
system).

SERVERS

& USERS Account Information
B CAMERA GROUPS [E—
8% PERMISSION GROUPS mhunt \ YO ur user
Email Address
A noTIFICATIONS » testadmin@ipconfigure.com i nfo rm atio N
M LBRARY
S LICENSING Security
2% ACCOUNT SETTINGS
€ VERSION INFORMATION
Change
your
password

2. If you want to change your password, press the Change Password button.
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Change Password

New Password *
LTI @

Confirm Password *

@

Save your new

password \
CANCEL SAVE

3. Type your new password into the New Password field, then enter it again in the Confirm

Password field.
4. Press the Save button to save your new password.
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Getting Started

After you sign in, Orchid Fusion/Hybrid VMS will open at the Stage screen where you may begin
to configure and use the Orchid Fusion/Hybrid VMS system. Orchid Fusion/Hybrid VMS does not
require activation because all of the licensing is dealt with at the Orchid Core VMS level. The
license level of each Orchid Core VMS server determines whether that server operates as a
standalone VMS server, or if it can be linked to an Orchid Fusion/Hybrid VMS system. So keep in
mind that each Orchid Core VMS server you wish to add to the system will require an active
Fusion or Trial license. (Trial-licensed systems installed on Linux ARM embedded servers cannot
be linked to Orchid Fusion/Hybrid VMS.) Contact your IPConfigure sales representative to
purchase a license upgrade or renewal, if needed. (See also, The Activation Tab or Licensing.)

Signed in as
admin

¢ outside ¥ X B My Orchid: Parking Lot Shot Ll 3¢

Dec 20 9.57:58

|
x M WM 9:45:00 9:50:00 9:55:00 | 10:00:00 10:05:00 10:10:00 A M

The Orchid Fusion VMS Stage (pictured above) shows how you can use the new Maps feature.
Check out the section on Camera Groups to learn more.




Accessing the System Menu

— This is the Hamburgericon.

1. To open the System Menu, click the Hamburgericon in the top-right corner.

o« » 0@ :

& Orchid Fusion

To Access the System Menu § Sercers

Users

Camera Groups
System / oo
% Permission Groups
Menu

Metifications
Library

Licensing

Account Settings

fersion Information

Sign Out

® WM M 15:57:00 15:58:00 15:50:00 16:00:00 16:01:00 16:02:00 16:03:00 16:04:00 A&

The System Menu is the primary navigation menu and will always be available. It allows the
Administrator to access all of the software features like the Stage, Servers (Orchid Core VMS
server list), Users, Camera Groups, Permission Groups, Notifications, Library, Licensing, Version
Information, APPs, and Sign Out. The System Menu contains only those items for which the
signed in user has permissions. (Access to the Stage and Sign Out is available to all users, but
only via the System Menu.)
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Accessing the Configuration Menu

1. To open the Configuration Menu, go to the System Menu, then click on any of the
available selections except Stage or Sign Out.

The Configuration Menu is a secondary navigation menu that will not be available when the
Stage is open. It allows the Administrator to access all of the software features except the
Stage and Sign Out. For users without Administrator permissions, the Configuration Menu will
only contain access to Version Information.

When you are using Orchid Fusion/Hybrid VMS on a PC (and the web browser is set to zero or
minimal zoom), once you access the Configuration Menu, it will remain visible on the left side
of the screen until you return to the Stage or sign out.

= SERVERS \
w awemorows SNOrtcut to Stage
Servers 1-30f 3
42 PERMISSION GROUPS
B NOTIFICATIONS » ‘e’ My Orchid ——
= @ Tl 0
M uBRARY
B ucensing
2 ACCOUNT SETTINGS ‘e’ TestServer7 e —
= = G
€)  VERSION INFORMATION
"é‘" Test Server 8 —
1 H o 240
Configuration @
Menu

* Shortcut: If you need to get back to the Stage and prefer to bypass the System
Menu, just click on the Orchid Fusion/Hybrid header.
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Managing Orchid Core VMS Servers

The Servers screen is a critical part of the Orchid Fusion/Hybrid VMS setup process. This screen
provides a list of all of the registered Orchid Core VMS servers. Not only does this screen allow
you to add and delete servers, it also offers access to all of the critical administrative features
which were previously available only within Orchid Core VMS.

1. To access the Servers screen, open the System Menu in the top-right corner of the screen,
then select Servers.

* You must be a member of an Administrator group to add and manage servers.

=+

& © B localhostEa0 a =+ » 0@ :

o Orchid Fusion

SERVERS

: Server
L1
Wi CAMERA GROUPS convers 15013 Coun-t
4% PERMISSION GROUPS
A nomFicaTions 3 230 My Urchidg ey
M uBRARY 0
= LICENSING
2. ACCOUNTSETTINGS ‘e’ TestServer7 > e e
= [ |
€ VERSION INFORMATION
i / L2 Test Server 8 —
Registered = . —
Orchid Core
VMS Servers

The Servers screen lists up to 10 Orchid Core VMS servers per page (by default). If you have
more than 10 registered servers, additional pages will be added automatically. This will also
activate the server page navigation tools, and the server search and sort features.

The navigation tools will appear at the top and bottom of the screen. These will allow you to
move easily from page to page.

Move to Move to  Move to
First Page Numbered Last Page
Page
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When you click on any server listed, it will expand to display the available administrative tabs,
starting with the Cameras tab. You can use these tabs to work with the server, performing

tasks previously available only within Orchid Core VMS.

ferchids
oD Orchid Fusion
SERVERS
usERs
CAMERA GROUPS

Servers 1-3 of 3
PERMISSION GROUPS

ACCOUNT SETTINGS

e Exwel e [

4/4 Cameras Registered

Admin
Tabs

Lookout Tower
1920x1060, 10fps, H264

Main Hall PTZ
S00aE0, 10fps, H264, PTZ

Meet-up
1280%960, 10fps, H264

Salar Cntesics

= ADD ORCHID CORE VIMS

NOTIFICATIONS > i-: MyOrehldG \
o Registered Orchid

VERSION INFORMATION / o Core VMS Server
Available (Expanded)

L}

Server Error Tags

The Servers screen now displays a descriptive error tag for any Orchid Core VMS server that is
not in a healthy state. These can help you identify problems quickly and get them resolved.

2100 /Sample ‘Degraded”
A 4 oecraded

Server Error Tag

Servers 1-3 of 3

aarch64 osrinssnas
’ \
“Offline” Server

Local Or%}'d Error Tags Include
Server Downtime

2120

)
uu“ -
o

2100 Remote Orchid (oreLne7oavs
€y

<%= ADD ORCHID CORE VMS
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Error tags include the following:

* Expiring: This indicates that the Orchid Core VMS server’s license is due to expire in the
next 24 hours.

* Offline: This indicates that Orchid Fusion/Hybrid VMS is unable to communicate with the
Orchid Core VMS server. This server error tag will also indicate how long the server has
been offline.

A server may go offline in a variety of situations such as:
o The Orchid Core VMS server is not running
o The Orchid Core VMS server lost its network connection
o The Orchid Core VMS server was manually detached from the Orchid Fusion/Hybrid
VMS server

* Unsupported: The Orchid Core VMS server is running a software version that is older than
the required minimum version.

* Degraded: The Orchid Core VMS server is in a degraded state (due to a license error or a
storage device error).
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Add an Orchid Core VMS Server

=#+ This is the Add icon.

1. On the Servers screen, press the Add Orchid Core VMS button to access the Register an
Orchid Core VMS Server screen.

Register an Orchid Core VMS Server ) 4

Server Name Server URL "
Orchid Demo 2 https://orchid2.ipconfigure.com
13799

Username Password *

mhunt  sssessseesees

CANCEL REGISTER

2. To add a new server, enter the Orchid Core VMS server name and the URL.

e [f the Orchid Core VMS server is on the same machine as Orchid Fusion/Hybrid VMS, the
URL would be: http://localhost.

e Enter your Orchid Core VMS username and password.

* Press the Register button to add the server to Orchid Fusion/Hybrid VMS.

It may take a moment for Orchid Fusion/Hybrid VMS to add the server successfully. When
complete, the new server will appear in the list on the Servers screen. If Orchid Fusion/Hybrid
VMS fails to add a server, an error message will appear.

* Beginning with Orchid Fusion/Hybrid VMS version 2.10.0, if you attempt to add
an Orchid Core VMS server with software older than version 2.8.0, you will
receive an error like the one pictured below. You will need to upgrade the Orchid
Core VMS server software to version 2.8.0 or greater in order to register the
server.
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I

Server Name "

Orchid1

Username "

orchid

7/99

Server URL"

http://localhost

Password *

Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

CANCEL

REGISTER
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Refresh Cameras

8 This is the Refresh Cameras icon.

On the right side of the Servers screen, you will notice that for each Orchid Core VMS server,
the software will indicate how many of the server’'s cameras are online (such as 4/4 cameras
online, or 8/10 cameras online).

Overall __—
Camera H_
Status c &S W

Refresh Edit Delete

If you observe that one or more cameras are offline, do the following:

1. To see which cameras are offline, click on the server name, or anywhere on the server’s
entry to expand the entry to list all of the cameras. If a camera is offline, the arrow at the
left of the camera name will be red and pointed down. (A thumbnail for the camera may
be displayed, but a stream preview will be unavailable.)

2. To get the latest camera status, press the Refresh Cameras icon. (If a camera doesn’t
respond, please refer to the Advanced Topics section.)
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Edit Orchid Core VMS Server Settings

f This is the Edit pencil icon.

After a server has been added to Orchid Fusion/Hybrid VMS, the Orchid Core VMS server
settings can be updated through the Servers screen. This feature can be used to simply change
the server name, or as a troubleshooting tool (if nothing appears to be working on this server).

1. From the list of registered servers on the Servers screen, click the Edit pencil to the right
of the server you want to edit. The Update Settings screen will appear.

Update Test Server 1 Server Settings X

Server Name *
Test Server ‘I|
13799
|:| Recover this Orchid Core VMS server
CANCEL UPDATE
2. To change the name of the Orchid Core VMS server, enter a new server name, then press
the Update button.

3.

If the server doesn’t appear to be working or displays that it is unavailable, mark the
Recover this Orchid Core VMS Server checkbox.
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Update Orchid Core VMS Server Settings 4

Server Name

Orchid Core VMS

Recover this Orchid Core VMS server
Server URL"*
https://orchid-hybrid-278789

Username*
mhunt

15799

Attempt Recovery
with Original or New
URL

Enter Orchid Core
Server Credentials

Password "

CANCEL UPDATE

This feature can help in two (somewhat common) situations:

* |f someone has changed the Orchid Core VMS server URL, Orchid Fusion/Hybrid VMS
(unaware of that change) will no longer be able to connect to the server.

* If someone has detached the Orchid Core VMS server from within the Orchid Core VMS
software, Orchid Fusion/Hybrid VMS will no longer be able to connect to the server.

4. To attempt to recover the Orchid Core VMS server at the same URL, enter the username
and password for any Administrator account on that server.

5. To attempt to recover the Orchid Core VMS server at a new URL, enter the new URL in the
Server URL field, then enter the username and password for any Administrator account on

that server.

6. When all entries are complete, press the Update button.

* This recovery method should preserve all of the permissions that were

configured using the original server.

* If the server is still unavailable, please refer to the Advanced Topics section of

this guide for additional help.
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Delete an Orchid Core VMS Server

'@[ This is the Delete / Trash Can icon.

1. To remove a server from Orchid Fusion/Hybrid VMS, go to the Servers screen and identify
the Orchid Core VMS server you want to delete.
2. Click the Trash Can icon to the right of the selected server. Orchid Fusion/Hybrid VMS will

ask you to confirm that you want to delete the server. Press Unregister to confirm. This
cannot be undone.

«¥s You can re-register the server, if needed, but all of the permissions will need to
be re-configured.

Copyright © 2023 IPConfigure Page 31 of 260



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

Open an Orchid Core VMS Server

8 This is the External Link icon.

Orchid Fusion/Hybrid VMS provides easy access to each of the registered Orchid Core VMS
servers. This external link is less critical now because the scope of the Servers screen was
expanded to include all of the key Orchid Core VMS features. However, this link may still be
helpful in some situations.

1. To open a server from Orchid Fusion/Hybrid VMS, go to the Servers screen and identify the
Orchid Core VMS server you want to access.

2. Click the External Link icon to the right of the selected server. Orchid Fusion/Hybrid VMS
will load the Orchid Core VMS server which will open to the Sign In screen. Sign in with a
username and password for that server. (The Orchid Core VMS servers only allow local
sign in; Google and other external credentials cannot be used here.)

3. After signing in, you may work with the Orchid Core VMS server as needed. (Please refer
to the remainder of this section or the Orchid Core VMS Administrator Guide as needed.)

* Depending on how your network is configured, your Orchid Fusion/Hybrid VMS
server may have access to Orchid Core VMS servers that are not accessible from
your web browser — so this link may not always work!
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Search / Sort Servers

If you have more than 10 registered Orchid Core VMS servers (by default), the Servers list will
extend beyond one page. When this happens, the software will automatically activate the
server search and sort features. Especially useful with large systems, these tools will help you

find specific servers quickly.

Server Page Search

The Search field will appear at the top of the Servers screen. It supports searching by server

names, using single and multiple search tags.

1. Click into the Search field to start your search.
2. Type one or more search tags (clicking Enter after each).

a. A single search tag with multiple terms (words or numbers) will initiate a search for

results that include all of the terms in the tag.

b. Multiple, single-term search tags will initiate a search for results that include at least

one of those tags.

Each time you press Enter, the Servers screen will update to display all of the servers that

contain the tag(s).

Signed in as

admin

- Enter One or More
901X Search Terms Here yame .
Servers 1-50f 5 Sorting
21129 Test Server 2 EE—
- e FIEC
Software Version
‘w2’ TestServer3 S earc h EEE—
= Z I
Results
21120 Test Server 4 —
= ) c /0
21120 Test Server 5 e T .
= = I
W Health Indicator

Server Page Sort

The Sort field will appear to the right of the Search field. This feature supports sorting the
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Servers list by server name, health, and software version number.

1. Click on the Sort drop-down list to select a sort option: Name, Health, or Version. The
servers in the list will appear in order per the selected sort option.

a. If you sort by Name, the servers will appear in alphabetical order by server name.

b. If you sort by Health, the servers in an error condition will appear first. The
remaining “healthy” servers will be sorted by the number of cameras down (with the
highest number of cameras down appearing first).

c. If you sort by Version, the servers will be listed by software version number (oldest
to newest).
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The Cameras Tab

The Cameras tab provides you with a list of all the cameras registered to the Orchid Core VMS
server, and allows you to add and delete cameras and configure camera stream settings.

* Even though you can work with the cameras within Orchid Fusion/Hybrid VMS,
the camera streams will still be recorded on the Orchid Core VMS server.

1. Once you access the Servers page, select a server and click on the Cameras tab.

I € @ iocalhostbia0 #lorchids a @+ » 0@ :
Orchid Fusion
£ seRVERS
a USERS A d d a \ = ADD ORCHID CORE VMS
W CAMERA GROUPS Servers 1-3 of 3 C a‘ m e ra
& PERMISSION GROUPS
A noTiFicaTions > % My Orchid " ——
M LBRARY = G‘\OrChld COI'e c s o
= ucosns VMS Server
.
-c: :::;:: ::—;-:‘:‘::ON O CAMERAS USERS RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION O
R e g iS'te re d \ 4/4 Cameras Registered o (L
Cam eras Lookout Tower 2 :_ el
1920x1080, 10fps, H264 C / LN
Camera \ amera
Status Preview
Meet-up
O = Scrolling Arrows

The Cameras tab opens with a list of cameras that have already been registered, if any. The
process for adding most cameras is fairly simple, especially if the camera supports ONVIF auto-
discovery.

You may configure the Camera Configuration screen to list either 10, 20, or 50 cameras per

page. Additional pages are added for you automatically. This will also activate the page
navigation tools, and the search feature.
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Move to Move to
first page previous page

ltems perpage: 10 v  1-100f 131 1< < > >l
Select number of Move to
items per page last page
Move to
next page

The navigation tools will appear at the top and bottom of the screen. These will allow you to
move easily from page to page.
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Add Cameras

Adding One or More Cameras (using Auto Mode)

=+ This is the Add icon.

1. From the list of registered cameras on the server’'s Cameras tab, press the Add Camera
button to access the Register Cameras screen. The software will open the Register
Cameras screen in Auto mode by default. This screen displays a list of all the cameras
Orchid Core VMS was able to auto-discover.

* In order for Orchid Core VMS to auto-discover cameras, they must support ONVIF
auto-discovery and be located on the same network subnet. If you have cameras
that are not automatically discovered, they can always be added manually.

wa @ o » 0@

Register Cameras

ANUAL

Select Automatic Mode

Credentials

i g—" ENTETr
credentials

Password

wemsemonss  Scroll down to find
camera(s)

SHV-6013 192.168.202.108

2. Enter the ONVIF username and password that is setup on the camera(s) you would like to
add.

3. Scroll down to see which cameras are available. (You may sort this list by camera model,
IP address, or registration state. Just click the appropriate column header: the camera
icon, Model, or IP.)

4. To add a new camera, mark the checkbox next to the camera.

a. You may select multiple cameras as long as they all use the same ONVIF username
and password.

b. Notice that each time you mark another camera, the Register Selected Cameras
button will indicate how many cameras have been selected to add.
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Register Cameras

1

REGISTER SELECTED CAMERAS ‘\Indioa-tes hOW mang
cameras are selected to add

awsors ! “Camera is already

Essentials4-T10A21500000;

llustra-Essentials-4-21 (RO E R re g ist e re d

192168202117

VIVOTEK FD8154 TRP02119 Se|eC‘t
192.168.202.121 Camera(SJ

to add

Bosch DINION_IP_3000i_IR 192.168.202.124

5. If there are a lot of available cameras, you may want to use the search feature to find the
cameras you're looking for.

a. Click into the Search field and enter a term for the search. This search only allows
for one search tag, but you may use a multiple-term search tag, and it may contain
words or numbers. (For example, you could search for a specific camera brand name
and model, or you could search using the last number of the camera’s IP address.)

Register Cameras b 4

v You can use the Search field to find
-------- the camera you want to add

Enter a

search term

REGISTER SELECTED CAMERAS

axis d
AXIS D2110-VE 192.168.202.13 e frm— Review
O AXIS D2110-VE 192.168.203.19 matches
O AXIS D2110-VE 192.168.204.124
10 b

6. Review your search results and select cameras, as needed.
7. Once you have made all of your selections, press the Register Selected Cameras button to

Copyright © 2023 IPConfigure Page 38 of 260



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en
add the cameras to the Orchid Core VMS server.

Depending on the number of cameras being added, it may take a few minutes for Orchid Core
VMS to add them successfully. When complete, the software will display a list of all cameras
that were successfully and unsuccessfully added. If Orchid Core VMS fails to add a camera, an
error message will appear.

Register Cameras b 4

pemws—) <—— This indicates one failure.
Click the button to retruy.

<~ REFRESH

Registration Status: 2/2

Errors: 1

Results of
Search camera addition

x® aiphone 1X-DV 192.168.202.231 500: Not authorized
v AXIS P3227-LV 192.168.203.214 Success!
0 -

8. If you receive an error, you may use the Retry button to try the addition again. (In the
example above, since the error was Not authorized, you might try entering different
credentials, then click the Retry button.)

9. Go to each of the newly added cameras and enter a unique, descriptive name for each
one. (Good camera names are important because they are searchable in Orchid Fusion/
Hybrid VMS.) You should also review or edit the camera stream settings. (Please refer to
the next several sections for details on stream settings.)

* If these newly added cameras will use similar stream settings, you may use the
Copy Stream to Cameras feature to configure multiple cameras at once.

* If you have any trouble adding cameras, please refer to the Advanced Topics
section of the Orchid Core VMS Administrator Guide for additional help.
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Adding a Single Camera (in Manual Mode)

If Orchid Core VMS cannot autodiscover a camera, it can be added manually.

1. At the server's Cameras tab, press the Add Camera button to access the Register
Cameras screen. The Register Cameras screen will open in Auto mode.

2. Select Manual mode.

Register Cameras X

Register Camera
Drive
ONVIF

Fish Eye Cam
Credentials

admin

AUTO MANUAL \
Manual Mode

Select

v http://192.168.1.1/onvif/device_service

Enter
Camera
Details

CANCEL REGISTER

3. Select the appropriate driver (ONVIF or RTSP) from the drop-down list.

* While the Generic RTSP driver is available when adding cameras manually, this is
not always guaranteed to work due to the way different manufacturers handle
RTSP streams. The recommended driver to use with Orchid Core VMS is ONVIF.

4. Enter the ONVIF Discovery URL, or the RTSP Stream URL (depending on the driver you
specified) to match the correct address for the camera being added. Consult with the
camera manufacturer’'s user guide, as needed, for the correct syntax of the address.

5. Enter a unique name for the camera. This will allow you to distinguish the camera from
other cameras set up within the Orchid Core VMS server.

6. Enter the username and password that is setup on the camera being added.

* For some ONVIF cameras (if you're working in an Orchid version older than
22.12), a separate username and password needs to be created specifically for
ONVIF. (Please refer to the Advanced Topics section of the Orchid Core VMS
Administrator Guide for more information.)
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7. Press the Register button to add the camera to the Orchid Core VMS server.
When complete, Orchid Core VMS will add the new camera to the list of registered
cameras. If Orchid Core VMS fails to add a camera, an error message will appear
explaining the issue.

8. Once the camera has been added, review or edit the camera stream settings. (Please
refer to the next several sections for details on stream settings.)

* If you have any trouble adding cameras, please refer to the Advanced Topics
section of the Orchid Core VMS Administrator Guide for additional help.
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Multi-stream Capabilities

When you add a camera to Orchid Core VMS, that camera should come with a Primary stream
(which will be used for recording), and several inactive streams, by default. Each of these
streams will have different settings such as recording style, resolution, and frame rate.
Beginning in version 21.12, Orchid Core VMS and Orchid Fusion/Hybrid VMS support multiple
active streams. This means that Administrators may enable a Secondary stream for each
camera (with different stream settings), to accommodate different recording and viewing
requirements. This provides Users with a variety of streams to choose from when viewing video
on the Stage.

* The use of Secondary streams is optional. Additional recording streams will cause
an increase in video storage requirements. Consider evaluating your system’s
capabilities before implementing secondary recording streams. Check out the
“Tips” section below for more information.

Use Cases for Secondary Streams

Assigning secondary streams may be useful from a couple of perspectives, both centered
around the amount of data that needs to be processed for viewing and recording video.

Viewing Video

More and more, users want to record video at higher resolutions (such as 1080p, or even
higher at 3, 4, or 5 megapixels). With a single, Primary stream, the system is forced to record
at this high resolution and decode the video for remote viewing at the same time. That’s a lot
of data to move. But are those high resolutions really needed on the Stage? If the Stage is
displaying 20 or 30 Players, those Players are going to be relatively small, and in this case,
high resolution is essentially wasted. With a Primary and a Secondary stream, you have the
ability to choose a lower resolution stream for the Stage, while saving the high resolution
stream for recorded video.

CPU Usage

In some situations, the Orchid Core VMS server (the recording server) is also used as an on-site
viewing workstation. When the server is recording a large number of high resolution video
streams, while simultaneously trying to display all of that high resolution video, it takes a lot of
computer horsepower to do it. (The more horsepower required, the more expensive the server
will be.) If the computer could decode and display lower resolution video for the Stage, the
server would not need to be quite as powerful, and would be less costly. Primary and secondary
streams allow us to view lower resolution video on the Stage, while still recording high
resolution video to the archives.
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Tips for Secondary Streams
Here are some important things to consider when using Primary and Secondary streams.

* If you decide to use Primary and Secondary streams, and plan to record both, keep in
mind that both of these streams will consume some amount of disk space.

o The IPConfigure Design Tool (at calculator.ipconfigure.com) may be used to estimate
the amount of disk space you will need to accommodate the Primary and Secondary
streams you are planning to configure. The key parameters to select for each
calculation are: number of cameras, image resolution, frames per second, and
number of days of storage.

* If you decide to enable secondary streams, consider adding “primary” and “secondary” to
the stream names (which will make them easier to identify in places like the System
Report.)

* Motion detection can only be performed on Primary streams.

o Primary streams may be configured with any of the five available Recording Styles.

o Secondary streams must be configured with one of the following Recording Styles:
Continuous Recording Without Motion Detection or Proxy Only (no video will be
recorded).

* Since high-resolution camera streams are more likely to cause problems, it may be best
to assign lower resolution streams as Primary streams. (The Primary stream will be used
by default when adding a camera to the Stage.)

* Beginning in version 22.3, when you export video:

o You will be able to select which stream to export.

o If you do not make a selection, the system will export the stream with the highest
resolution.
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Edit Camera Stream Settings

After a camera has been added to an Orchid Core VMS server, settings such as the stream
resolution and frame rate can be updated through the camera stream’s configuration. While
this is true for most cameras, cameras added using the RTSP driver (old cameras and cameras
that don’t support ONVIF) cannot be edited through Orchid Core VMS or Orchid Fusion/Hybrid
VMS. You will need to access those cameras directly to edit settings. (Refer to the camera
manufacturer’'s documentation for more details.)

1. From the list of registered cameras on the server’'s Cameras tab, click the name of the
camera you want to edit. (The list will expand to display all of the information for the
selected camera. This includes the camera name, IP address, and all of the available

streams.)

Five Points
ba0x4230, 15fps, HIS4

Camera Information
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NTP Setlings
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Camera Settings

Five Points

640x480, 15fps, H264 Camera In.fo

Camera Information These may be edited

Camera Name Camera Model Primary Stream Status
Five Points & AXIS Q3505 Mk I running

NTP Settings Time Zone

Uses NTP settings from DHCP server 4 Unknown Time Zone &

Primary Stream RTSP URL

rtep://192.168.203.90/onvif-media/media.amp?profile=profile 1 h2é4&sessiontimecut=l120&=trea.. E,

Primary Stream Proxy RTSP URL

rtspst://orchid-hybrid.ipconfigure.com:5129/service/orchid-proxy/2acdlf8a-1108-4033-aB841-b0_. E

4/-Fiecording Stats

Recording Statistics >

1. To change the camera name, click the Edit pencil to the right of the camera name. Enter a
new name in the Camera Name field and press the Update Camera button.

This screen also displays the camera model and the status of the Primary camera stream.
These settings are informational and cannot be altered here. (Please refer to the System Status
section for status descriptions.)

Beginning in version 21.6, Orchid Core VMS will display the NTP settings and the Time Zone
setting next. (If the camera was installed while using an earlier version of Orchid, you won’t

see these settings. To remedy this, you need to recover your camera.)

2. To change the NTP settings, click the Edit pencil to the right of the NTP settings.

Edit Camera NTP Settings

NTP Settings
Use NTP settings from DHCP server

CANCEL UPDATE NTP SETTINGS

By default, the system will pull the Network Time Protocol (NTP) from the Dynamic Host
Configuration Protocol (DHCP) server; this helps to ensure that all of the cameras on the
network are using the same system clock.

3. If you need to use a different server, do the following:
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a. Use the NTP Settings drop-down list to select Manual.
b. Enter the name of the server you want to use.
c. When all settings are complete, click the Update NTP Settings button.

Edit Camera NTP Settings b 4

NTP Settings
Manual v

NTP Server*
pool.ntp.org

Required

CANCEL UPDATE NTP SETTINGS

4. If you need to change the time zone for the camera, do the following:
a. Click the Edit pencil to the right of the Time Zone.
b. Use the Time Zone drop-down list to select the appropriate time zone.

c. Mark the Daylight Saving Time checkbox if your region observes daylight saving
time.

d. When all settings are complete, click the Update Time Zone Settings button.

Edit Camera Time Zone Settings p 4

Time Zone

America/New_York

Daylight Saving Time

CANCEL UPDATE TIME ZONE SETTINGS

Beginning in version 22.3, the system will display the Transport Protocol setting. This gives you

a chance to specify how the video will be transported from the camera to the Orchid Core VMS
server.

5. To change the Transport Protocol setting, click the Edit pencil to the right of the Transport
Protocol setting.

Edit Camera Transport Protocol

Transport Protocol

AUTO ~

CANCEL UPDATE TRANSPORT PROTOCOL
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The Edit Camera Transport Protocol screen will appear. By default, the system will use the
AUTO setting. This means that the system will attempt to connect using UDP and will
automatically rollover to TCP if it cannot establish a connection.

6. If you want to select a different setting, do the following:
a. Use the drop-down list to find the setting you want to use. Available settings include:
AUTO, UDP, UDP_MCAST, HTTP, AND TCP.
b. After you make your selection, click the Update Transport Protocol button.

The Primary Stream RTSP URL status fields are typically used for troubleshooting. These allow
for a comparison of the video coming from the camera and the video as received by Orchid
Core VMS to determine where a problem might be occurring.

* The Primary Stream Camera RTSP URL (which contains the camera’s IP address)
represents the video stream that Orchid Core VMS is recording.

* The Primary Stream Proxy RTSP URL represents the video that Orchid Core VMS is showing
on the Stage. (For more details, please refer to the section titled How Orchid Fusion/
Hybrid VMS’s Proxy Works, and the two topics that follow it.)

Recording Statistics
> This is the Expand icon (used to view the list of Recording Statistics).

Y This is the Condense icon (used to close the list of Recording Statistics).

The Recording Statistics section can be expanded to show the average percentage of packet
loss and the average bit rates for the Primary recording stream. These values are typically used
for troubleshooting. (For more details, please refer to the Orchid Core VMS Administrator
Guide.)
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Camera Stream Settings

& This is the Camera icon that represents the Primary Stream.
i This is the Camera icon that represents the Secondary Stream (if applicable).

This is the Camera icon that represents a disabled camera stream.

Streams

A camera stream is a profile with all of the basic settings used by Orchid Core VMS to record
video from the camera. Beginning in version 21.12, Orchid Core VMS and Orchid Fusion/Hybrid
VMS support multiple active streams. Each of the available camera streams will be either a
Primary stream, a Secondary stream, or a Disabled stream. You can identify them (and assign
them) as described below.

Add a stream
Streams \

Primary
stream

Configuration

640x480, 15fps, H264
Continuous recording with motion detection

m Primary-stream_fab39946

il 1280x720, 30fps, JPEG
SR PR Continuous recording with motion detection

Secondary —~_
Stream \ @ s\ Fiveroins 2560x1440, 30fps, H264

Secondary: Recording [

Disabled stream Stream popup menu

1. To reassign a stream, click the Camera icon located in the Mode column to the left of the
name of the stream you want to change. A pop-up menu will appear.

a. Click on the Primary camera icon ( ¢ ) to make this the Primary stream. (The
original Primary stream will become disabled.)

b. Click on the Secondary camera icon (.‘) to make this the Secondary stream. (You
may have more than one Secondary stream. Keep in mind, however, that each
stream that is set to record video will consume additional storage space.)

c. Click on the Disabled camera icon ( ) to make this an inactive stream.

* The system allows only one Primary stream per camera at a time. However,
multiple stream profiles from the same camera can be used as the Primary

Copyright © 2023 IPConfigure Page 48 of 260



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

stream if the camera is added multiple times. This feature is especially useful for
cameras with multiple lenses.

Camera Stream Pop-Up Menu

To the right of each camera stream, you’ll find a pop-up menu.

2. Click on the menu to work with each camera stream. (The contents of the pop-up menu
will vary based on the stream.)

Status Mode Name

"R 800x450, 15fps, H264 H
m Low-Res Continuous recording with motion detection -/ .
1920x1080, 10fps, H264 .
@ porieiness 220060 106 Camera Stream—" g
- # Edit

- .‘ rofile_1 ipe 3648x2052, 15fps, JPEG Pop up Menu a H
P -1Jpeg Continuous recording with motion detection .

€2) Copy

C Restart
& Delete

This is the Edit pencil icon. Click this icon to make changes to the stream settings.

This is the Copy Stream icon. Click this icon to copy these stream settings to other camera
streams.

option is not available on inactive streams.

This is the Delete icon. Click this icon to delete the camera stream. This option is not
available on locked streams.

H
Y 4
c This is the Restart icon. Click this icon to refresh the connection to this camera stream. This

3. To edit a stream, click the stream’s pop-up menu and then click the Edit pencil icon. After
clicking the Edit icon, a screen will appear with all of the stream settings available for
editing.

* If you are editing a JPEG stream, available settings may be limited.

* The Motion Style setting (pictured below) will only be available on Axis, Hanwha,
and Vivotek cameras.
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Stream Settings ®

Edit Stream

Primary-stream_fab39946

)'e Settings
Continuous recording with motion detection ~ Server -
Video Settings
H264 - .3=,-c [ 3 15 ———&
15 @ High » 640x480

Low-bandwidth Settings

Disabled

Advanced >

CANCEL UPDATE STREAM

Review or change the stream name so users can easily identify the camera stream. (This
is especially helpful on Primary and Secondary streams.)

Review or change the Recording Style for the camera stream. (Review the information
below before making a selection.)

Recording Style

Orchid Core VMS offers five different recording styles to choose from. These recording styles
will impact video availability (as shown in the descriptions and table below). (Secondary
streams are limited to the following recording styles: Continuous Recording without Motion
Detection, and Proxy Only.)

Continuous Recording with Motion Detection: Orchid Core VMS will continuously record
video from the camera and perform motion detection. This is the default and
recommended setting. (This recording style is not available on Secondary streams.)
Continuous Recording without Motion Detection: Orchid Core VMS will continuously record
video from the camera, but will not perform motion detection. This option offers a modest
reduction in CPU load on the Orchid Core VMS server.

Continuous Recording with Motion Adaptive Frame Rate: Orchid Core VMS will record at a
higher frame rate while motion is detected, and a different (slower) frame rate while no
motion is detected. These frame rates are user-selectable (as shown in the screenshot
following the table). Due to the way H264 compresses video, this recording style typically
shows significant savings in disk usage only for inexpensive cameras with noisy sensors,
or cameras in low-light environments. (This recording style is not available on Secondary
streams.)
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* Proxy Only: Orchid Core VMS will provide live video from the camera but will not record
video.

* Recording Only When Motion Detected: Orchid Core VMS will only record video from the
camera when motion is detected. This may result in a reduction in disk usage on the
Orchid Core VMS server, however, motion detection accuracy may vary and result in
video loss. (This recording style is not available on Secondary streams.)

Continuous Continuous Continuous Proxy only, Recording
recording with recording recording with no video only when
motion detection without motion motion adaptive  will be motion is
- Default detection frame rate recorded detected
Recording and Yes - When
playback are  Yes Yes Yes No motion is
available detected
Live view is
available in
Yes No Yes No Yes
low-bandwidth
mode
Thumbnail
previews are  Yes Yes Yes No Yes
available
Motion Style

If you choose a Recording Style with motion detection, and you are using an Axis, Hanwha, or
Vivotek camera, Orchid Core VMS will allow you to select either camera-based or server-based
motion detection for each camera stream. (For more details on these Motion Styles, please
refer to the Orchid Core VMS Administrator Guide.)

6. Use the Recording Style drop-down list to select a new recording style.
7. If you select a Recording Style that includes motion detection, you may need to make
additional selections.
a. Use the Motion Style drop-down list to select a motion style. Options include Camera
and Server (the default).

i. If you select the Camera motion style, use the Camera Event drop-down list to
select the criteria the camera will use to detect motion. Available selections
will vary based on the camera and may require some experimentation. (For
more details on Camera Events, please refer to the Orchid Core VMS
Administrator Guide.)

* If you are using an Axis, Hanwha, or Vivotek camera, and the Motion Style drop-
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down list appears to be unavailable, you should try recovering the camera.

8. If you select the Continuous recording with motion adaptive frame rate recording style,
you will need to set both the Frame Rate During Motion and the Frame Rate During Non-
Motion. (The Frame Rate During Motion will dictate the available settings for the Frame
Rate During Non-Motion. Allowable settings for the Frame Rate During Non-Motion range
from 1 up to a setting that is less than or equal to the Frame Rate During Motion.)

Stream Settings b 4

Primary-stream_fab39946

Recording Style

Continuous recording with motion adaptive frame rate = Server =
15 —.— o— * -

¥~ Additional
Video Settings Settin gs
H264 + W e i Mot Redcnn s swacs
TS0 NS S0 meriousies oW - High " 640x480

gy —e

Low-bandwidth Settings

Disabled

i

* If you are using Server-based motion detection, you may use the advanced
Motion Detection settings on the Camera Configuration screen to further
customize motion detection.

9. If you are editing a Secondary stream, you will notice that the Recording Style drop-down
list will only offer two options: Recording and Proxy. The Recording setting will provide
continuous recording without motion detection, and the Proxy setting will provide live
video only.
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Stream Settings x

Secondary-FivePoints

Secondary
Recordin o .
E— Recording Style
Video Settings
H264 « 4000 @ n ———
0 — High * 2560x1440

Advanced v Additional
Camera Id Stream kd Stream
‘C‘;rlmn Stream RTSP URL I nfo

cont s /193, LEN. 303 . 50/ onvif-medis/medis . am £4 Le0toessiont ime r

Camera Stream Proxy RTSP URL
FEEPET i // abchid-hyhrid. iposnfigare . oomi 5125/ service/ archid prowy/ 2andl £8 r

CANCEL UPDATE STREAM

10. Continue to review and change camera stream settings for video, audio and bandwidth as
needed. Refer to the definitions below for help in selecting settings.

o You may need to use the scroll bar to view the additional settings in the lower
portion of the screen.

Vi ttin

Each camera type reports its own default values provided by the camera manufacturer. Use
those default values unless otherwise noted.

* Encoder: The type of compression used for the camera’s video. In WebRTC mode, Orchid
Core VMS only supports H264 video. In Low-bandwidth mode, Orchid Core VMS supports
JPEG, MPEG4, and H264 (recommended). (Available selections depend on the camera.)

* Bit Rate: The target data size (in kilobits per second) of the compressed video. Increasing
this value will typically improve image quality at the expense of increased disk usage and
reduced retention. In WebRTC mode, bit rates of 2000 kbps or less tend to work best. The
default value is recommended.

* Frame Rate: The number of frames per second transmitted within the video stream. Most
Orchid Core VMS users are best served by values between 7 and 12. Higher frame rates
provide more video detail at the expense of reduced video retention and increased
bandwidth usage.

* GOV Length: When using H264 compression, this value specifies how often the camera
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sends a full image frame (instead of a “change frame” which only describes differences
between frames). For example, if this is set to 15, Orchid Core VMS will send a full image
frame once every 15 frames. Be aware of how this setting may impact video quality. As
the GOV length decreases, the system will need to send more keyframes of video (within
the set bit rate). This may result in a loss of quality for those keyframes. The default
value is recommended.

* Profile: When using H264 compression, this specifies an H264 Profile of either Baseline,
Main, or High. Higher profiles offer better compression (which means increased retention
and lower bandwidth usage) at the expense of increased CPU utilization when decoding
video. The highest available profile is recommended.

* Resolution: The resolution of video transmitted by the camera. Higher values increase
video detail at the expense of reduced video retention and increased bandwidth usage.
Most Orchid Core VMS users are best served by resolutions between 1280%x720 and
1920x1080.

* Quality: This value affects how much the video is compressed. Higher values increase
video quality at the expense of increased storage requirements (and thus reduced video
retention). The default value is recommended.

* Beginning with version 23.3, Orchid includes improved support for cameras that
use dynamic frame rates and GOV intervals.

Audio Settings (if supported)

Beginning in Orchid Fusion/Hybrid VMS 2.10, audio control is no longer supported at the Player/
Stage level. However, the Orchid Core VMS server is still recording audio for those cameras
that support it, and this audio will be available in exported video files. Future versions of
Fusion/Hybrid will support audio over WebRTC.

These Audio Settings will appear on the screen only if the camera supports audio and will
determine how the Orchid server records the audio. Each camera type reports its own default
settings. Use those default values unless otherwise noted.

* Encoder: The type of compression used by the camera’s audio. Orchid Core VMS supports
“None” (audio is disabled), G711, and AAC (recommended if audio is desired).

e Bit Rate: The target data size (in kilobits per second) of the compressed audio. The
default value is recommended.

* Sample Rate: Affects the quality of recorded sound. The default value is recommended.

Low-bandwidth Settings
* Decode all frames: This setting applies to viewing Live video in Low-bandwidth mode.

When Decode all frames is disabled, Orchid Core VMS will display only full frames (per the
configured GOV length) when viewing live video in Low-bandwidth mode. When Decode all
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frames is enabled, Orchid Core VMS will display every available frame from the camera
(regardless of GOV length) when viewing live video in Low-bandwidth mode, assuming

sufficient bandwidth exists. Decode all frames is disabled by default because enabling

this setting will increase CPU use on your Orchid Core VMS server. (For more details on
Low-bandwidth mode, please refer to the Advanced Topics section.)

Advanced
The last section on the screen provides additional information about the camera stream. This

includes the Camera ID, the Stream ID, and the URLs, all of which may be helpful for
troubleshooting the camera stream.

11. Click the Expand icon ( > ) to view the Advanced stream information.

12. Click the Condense icon ( v ) to close the Advanced stream information.

Stream Settings x

Video Settings

HEE; - -:30.|3l[) L 2-[; -._.
iz . Main ~ 1920x1080
. —8

Low-bandwidth Settings

| Additi I

Disabled v I Iona
Stream
Advanced w
Info

Camera Id Stream Id
67 446
Camera Stream RTSP URL
rTep://LlRE.168.203.1%2 if-media/medis. anpiprofile~prolile_1_hifdiress L
Camera Stream Proxy RTSP URL
reapst://forchid=-hybrid.ipconfigure.com: 5125/ service/orchid-prony/dacdls L}

CANCEL UPDATE STREAM

13. Once the stream settings have been updated, click the Update Stream button to save the
new stream settings. It may take a few seconds for the settings to change based on the
camera being updated.

14. You may review the impact that the stream settings have on video playback for each
camera. Simply click on the corresponding thumbnail to watch a current live video feed.
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Advanced Settings: Fisheye Dewarping

The Camera Configuration screen includes Fisheye Dewarping which allows you to manipulate
video from fisheye cameras for display on the Player. This feature provides three viewing
options: Off , Perspective, and Panorama. This means that you can view the standard fisheye
view, or one of two “flattened” views.

For any fisheye camera, the Dewarp Settings allow you to enable or disable the dewarping
features, and set a default view for the associated Player.

Perspective

1. At the Camera Configuration screen, click the camera you want to edit. Then click the
Fisheye Dewarping link to open the Dewarp Settings screen.

\.. Settings for “Perspective” View

Select the
“Perspective”
Tab

186

,,,,,

Enable/DlsabIe
- / Dewarping

2. Select the Perspective tab.

Use the Perspective screen to enter settings for the Perspective view of the selected camera.
The Perspective view is a flattened version of the available video from the fisheye camera for
which you select a portion of the image as the default view to be displayed on the Player. (The
perspective view can also be changed at the Player, but that will not change the default.)

3. Mark the Enable checkbox to activate the Dewarp Settings (both Perspective and
Panorama ) for this camera. (If this is not marked, Dewarping features will not be
available at the Player.)

4. Use the Default Pan slider to move the camera to the right and left to set the default view.

5. Use the Default Tilt slider to move the camera up and down to set the default view. (Be
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aware that it is possible to tilt the view beyond the capability of the camera; if this
happens, portions of the screen will appear black.)

6. Use the Default Zoom slider to zoom into or out of the image to set the default view. (Be
aware that it is possible to zoom beyond the capability of the camera; if this happens,
portions of the screen will appear black.)

7. Use the Depth slider to stretch or compress the image height to set the default view. (This
can cause extreme image distortion at the bottom and top ends of the scale. The default
value is likely the best setting.)

8. Use the drop-down list to select the camera’s mounting location as Ceiling, Floor, or Wall.
(This setting will impact how the software displays the camera image.)

9. Press the Save button to save your settings, or Cancel to exit without saving.

Panorama

1. Select the Panorama tab.

e —————.

Settings for “Panorama” View

| e
1 1’!:;

'Hln 1

Seleot the
“Panorama” Tab

/Enable/DisabIe
Dewarping . ==

Use the Panorama screen to enter settings for the default Panorama view of the selected
camera. The Panorama view is a flattened version of the available video from the fisheye
camera. This view displays the entire image and cannot be altered at the Player.

2. Mark the Enable checkbox to activate the Dewarp Settings (both Perspective and
Panorama ) for this camera. (If this is not marked, Dewarping features will not be
available at the Player.)

3. Use the Aspect Ratio slider to change the amount of Player area the image will fill. You
might take some time to experiment with this setting, but the points below describe how
it works.

a. At the high end of the scale, the image will fill the length of the Player, but the
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height of the image will be condensed.

b. At the center of the scale, the image will fill the length of the Player, and the height
of the image will be at its least distorted.

c. As you move from the center of the scale to the low end, the height of the image
will stretch toward the top and bottom of the Player.

d. From the point that the image fills the Player, if you continue to move to the bottom
of the scale, the image width will shrink until the image disappears.

4. Use the Shift slider to adjust the center point of the image. (If there is a certain part of
the image that you prefer at the center of the Player, use the slider to make this
adjustment.)

5. Use the drop-down list to select the camera’s mounting location as Ceiling, Floor, or Wall.
(This setting will impact how the software displays the camera image.)

6. Press the Save button to save your settings, or the Cancel button to exit without saving.
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Advanced Settings: Motion Detection

The Camera Configuration screen includes Motion Detection Settings which allow you to apply
camera-specific motion detection settings. These settings allow you to define areas that motion
detection will ignore. The Motion Detection Configuration screen provides two tools to reduce
the number of “nuisance” motion captures: Motion Mask and Object Size.

* These settings will only apply on cameras that are configured to use server-
based motion detection.

* If you want to select specific areas for motion event monitoring, you need to use
the Smart Search feature. Please refer to the Orchid Fusion/Hybrid User Guide for
more details.

Motion Mask

1. At the Camera Configuration screen , click the camera you want to edit. Click the Motion
Detection link to open the Motion Detection Configuration screen.

Motion Detection Configuration

1

I
\\ i

I
I
1
1
1
~

\\;

Edit Motion  Edit Object
Mask - Size Remove
J Mask

. _ L
™ A Select Brush—""
Edit Brush Size Type

2. Select the Motion Mask tab (just underneath the video image). Use this screen to change
the way motion detection is applied to the selected camera.

By default, all cameras are set to detect motion. When motion is detected, a motion event is

recorded and will appear on the Timeline Bar (which is intended to make video review easier).
But sometimes, the camera captures too much motion. There may be objects in the video, like
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trees, banners, or balloons, that move constantly, increasing the number of motion events to
such a degree that it actually makes video review more tedious.

The Motion Mask tool allows you to “paint” over one or more areas of the video image, making
those areas invisible to motion detection. (You will still see all of the video, but the motion
capture feature will ignore the masked area.)

3. Select the Brush Type.
a. The paint brush will add a masked area to the video image. This area will be ignored
by the motion detection feature.
b. The eraser will remove masked area from the video image. This area will now be
evaluated during motion detection.
4. Adjust the Brush Size using either of the following methods.
a. Click in the Brush Size field and enter a new number or use the up and down arrows
to increase or decrease the size of the brush.
b. Click and drag the slider to increase or decrease the size of the brush.
5. Position your cursor over the video image and you’ll see a blue circle (the mask paint
brush) or a pink circle (the mask eraser). (Adjust the brush size if needed.)
6. Click and drag the brush across the video image to change the masked area.
a. If you selected the paint brush, you will add masking to the image.
b. If you selected the eraser, you will remove masking from the image.
7. To remove the entire mask, click the Clear button.
8. To save the mask (or the cleared image), click the Update Camera button.

* Due to the variability of the video image that comes with PTZ cameras, the
Motion Mask feature should not be used with PTZ cameras.

* There are some circumstances that will inhibit motion detection. If the motion
enters and exits the video image very quickly, the system may not see enough
of the frames to detect the motion. If this becomes an issue, you may want to
consider reducing the stream GOV setting (which results in more keyframes), or
enable the Decode all frames option. Keep in mind, however, that this will put
additional load on the server.

Object Size

The Object Size tool allows you to modify motion detection based on area. This tool instructs
the software to ignore the movement of any objects with a smaller area than the selected
object size (like small animals and robot vacuum cleaners). (You will still see all of the video,
but the motion capture feature will ignore the small stuff.)

1. Select the Object Size tab (just underneath the video image). Notice the blue square in
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the center of the video image. This represents the defined object area. Objects of equal or
lesser area will be ignored by motion detection.

For example, if the selected object size (area) is 100, the software will ignore objects with an
area of 100 or less. This includes objects that are 10 x 10, 20 x 5, 30 x 3, 45 x 2 and so on

(each of which have an area of 100 or less).

Motion Detection Configuration

ple

Objec
/ Size

Edit Motion  Edit Object
Mask - “Size

A ¥

1

Edit Object Size

2. Adjust the Object Size using either of the following methods.
a. Click in the Size field and enter a new number or use the up and down arrows to
increase and decrease the area.
b. Click and drag the slider to increase and decrease the area.
3. To activate motion detection for objects of all sizes, set the Size to zero.
4. To save the Object Size settings, click the Update Camera button.

* When selecting the Object Size, it may be better to keep it small. As this
selection gets larger, the system ignores more motion events (which may be
detrimental to your overall objective).

* The Motion Mask and Object Size tools can be used together to completely
customize motion detection for each camera.

Copyright © 2023 IPConfigure Page 61 of 260



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

Working with Camera Streams

Add a Stream

=% This is the Add Stream icon.

Usually you will not need to add a stream unless your camera does not come configured with
any streams by default.

1. From the Camera Information screen, press the Add Stream button to add a new stream
for the selected camera. The Stream Settings screen will open, allowing you to enter and
modify the settings for the stream.

2. When all settings have been entered, press the Add Stream button to add the new profile
to the Streams list for the selected camera.

Copy Stream to Cameras

EEI This is the Copy Streams icon.

This feature is a great shortcut to use if you have multiple, similarly configured cameras to set
up. Once you complete a stream settings profile for one camera, you can copy all (or part) of
that profile to one or more cameras with one click. This shortcut is especially useful if you have
added multiple cameras at once (using Auto mode).

1. From the list of registered cameras on the Cameras tab, click the name of the camera you
want to use as a model.

2. Then add or edit a camera stream that contains the settings you would like to copy to
other cameras.

3. Once your template profile is complete, click the pop-up for the stream you want to copy,
then click the Copy Stream to Cameras icon.

Status Mode Name

800x450, 15fps, H264

.

m Low-Res Continuous recording with motion detection / :
1920x1080, 10fps, H264 Camera Stream ﬂ .

.

‘ prodle_1 h264 Secondary: Proxy

3648x2052, 15fps, JPEG PO p-up IVI enu : # Edit

- rofile_1
profile_1jpeg Continuous recording with motion detection

&) Copy

C Restart

® Delete
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o RTSP cameras have a limited number of settings that can be edited in Orchid
Core VMS. The pop-up menus for these cameras will not display the Copy Stream
icon, and these cameras are not eligible for the Copy Stream feature.

A screen will appear that will allow you to edit and complete the profile transfer to selected
cameras.

Copy Low-Res to Cameras

B cCopy all settings -"‘"— CO p l:l A I |
The stream settings will be adapiec Se-l_-l: | r] g S Sen cameras.

D Show only perfect copies

Camera Best Match

Bene volent Mest-up

Perfeo-t 8. _{ ::;m:—rz:: X450 -)554;«15:.

......

Imperfect
«* Perfect
Matches
D Ezﬁejl_f:‘_e Center South PTZ o Perfect
D f.:zf‘_-:.':'s « Perfect
Video:
Inside Sales Pit ncoder interval: 1
D AXIS M1054 E.f;?:’.. gh :gas:.-?e
PCafié Fishiye §
D Lu::'_.:j_; Resolution: B00x450 9 960x360
'—l IPCaﬂnﬂu‘gule =.Efc-3ctar' v Perfect

Cameras & Profilega =«

The screen lists all of the cameras that have been added to the system. It also provides
comments to show which cameras are good candidates for the stream settings (which may
help you decide if you want to copy all of the settings to all of the cameras.) For each camera
that is not a perfect match, Orchid Core VMS will pick the stream setting that is the closest
match and indicate how the stream settings will be modified for that camera.

There are several reasons why profile matches might not be perfect. For instance, maybe the
model camera is configured to use a higher resolution than is supported by the target cameras.
In this case, Orchid Core VMS will choose the closest available resolution on the target
cameras.

The appearance of this screen will change as different settings are selected. Depending on how

many cameras have been added and which settings are selected, you may need to scroll down
to see all of the cameras and settings.
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4. Mark the Copy all settings checkbox to copy all of the stream settings. (These will be
copied to all of the cameras selected in the lower half of the screen.)
5. Leave the Copy all settings checkbox unmarked if you want the ability to choose which
settings will be copied.
a. Mark the Setting checkbox if you decide to copy all of the settings anyway.
b. Mark the checkbox for any of the individual categories that you want to copy
(including Recording Style, Video Settings, Audio Settings, and Decode all frames).
c. You may expand the Video and Audio Settings categories to select individual
settings within each, if needed. (Click on the +Show hidden fields link to expand the

list and the -Hide fields link to condense the list.)

Copy Low-Res to Camera

[ Copy al settings Copg |ndiVidua|
Settings

[:] Recording Style Continuous recording with motion detectio

D Maotion Style Server

D Decode all frames Dusabled

The stream settings will be adapted as shown to work with the chosen cameras

Shaa only perfect copies Pe rfect MatCheS

Benevalent Meet-up Fa—
P3245-LVE e
[ East Pole Q6215HE o Perfact

Experience Center 180 erfect
P3807-FVE e

6. Mark the Show only perfect copies checkbox if you want the software to list only those
cameras that can implement the new profile settings exactly. (This checkbox will not
appear if there are no camera streams that are a perfect match.)

7. Mark the Camera checkbox if you want to copy settings to all of the cameras in the list.
Leave the Camera checkbox unmarked if you want the ability to choose which cameras

will receive the stream settings.

Copyright © 2023 IPConfigure Page 64 of 260



IPConfigure

Copy Low-Res to Cameras

‘*/

Overwrite primary stream

e R€PlIACES Primary
Stream on All
e S€l€Cted Cameras

Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

Video:

Reso BO0X450 4 640x
Video:

Resolubon BO0x450 4 640x360
Video:

Beso 0 P 680w36
Video:
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 Parfect

Scroll Bar“**
CANCEL

8. Mark the Overwrite primary stream checkbox if you want these stream settings to replace
the existing primary stream settings on every camera selected. Leave the Overwrite
primary stream checkbox unmarked if you simply want to add this as a new stream option
for each of the selected cameras. (When left unmarked, Orchid Core VMS will not record

from this new stream.)

* IMPORTANT: If you are copying a secondary stream, leave the Overwrite primary
stream checkbox unmarked. The copied stream will be added to each of the
selected cameras as an inactive stream. You may then reassign the stream as a

Primary or Secondary (active) stream.

9. Once your selections are complete, click the Copy button to send the stream settings to
the selected cameras. It may take a few minutes for the settings to change based on the

number and type of cameras being updated.

10. When the copy process is complete, click the Done button.

Restarting a Stream

E This is the Restart icon.
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1. To restart a camera stream, go to the Streams List for a given camera and identify the
stream you want to restart. (This will be either a Primary or a Secondary stream.)

2. Click the stream’s pop-up menu, then click the Restart icon. The software will reset the
connection to the camera stream.

Removing a Stream

]ﬁ[ This is the Delete / Trash Can icon.

1. To remove a single camera stream, go to the Streams List for a given camera and identify
the stream you want to delete.

Status Mode Name Configuration
ﬂ Lov-Res Zgg::igugsrizzr:inégdwa!h motion detection S ‘t ream - E
B oo LR o aed Pop-up Menu g ;
- .‘ profile_1 jpeg igzg:igzir:zﬁ:t:;iﬁh motion detection LO C ked St ream _/' n E

2. Click the stream’s pop-up menu, then click the Trash Can icon. The software will ask you
to confirm that you want to delete the stream. Press Delete to confirm. This cannot be
undone.

«¥s A red Lock icon indicates that the stream cannot be deleted. This locked state is
dictated by the camera and cannot be changed.
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Cameras with Multiple Lenses

There are some camera models that have multiple lenses or offer multiple camera views (such
as 180- or 360-degree cameras). To take advantage of this capability, you will need to do the
following:

1. Add this camera to the system one time for each available lens.
2. Edit the properties for each of the cameras as follows:
a. For ease of identification, provide similar but unigue camera names. (For example:
TowerlEast, TowerlWest, and TowerlNorth.)
b. To ensure that you are able to view video from each of the available lenses, select a
different primary stream for each of the cameras you added.

In the example below, a multi-lens camera is added to the system 3 times. Each has a similar
(but different) camera name, and each has a different primary stream selected.

= S~— game IP,
meniemain | o, seeene Different Names g

(ST

-

NTF Sellings amera Information —
c . Oidtasde South Rolip L
i 42, 300 i

Frusary Breas G108 U fucie South Fuwid g

Briary blreas Foaey B1LF _ | Camera Infarmation
€ e s Mame ey s dade! Preny Yerae Sty

o,
Recording Statistics '

WTE Baflings Tiens Daniw

Sireams : ’ <
m Recording Statistics [
| E— Primary Srmam Froxy HTSP AL
- " m Recording Statistics >
- F Strasms
= Btmss  Mode  Name Configurtion
- - ' & i
- = o gl el e i
_ - ey & i
; - e a1
- i a i
- L -.b_ O ootesron a i
Different | = = = = s
ol muliven g 280148 a i

Streams

If you find a Camera Stream profile called “multiview” (or something similar) in the list of
stream names, select that as the Primary stream if you want to view/record all of the views as
one stream. When you add this Player to the Stage, it will display all available views as one
Player.
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x Orchid Core VMS: Outside MultiView
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Recovering a Camera

If someone edits camera settings (including the IP address) directly at the camera, Orchid Core
VMS may be unaware of the new settings and may lose its connection with the camera. For
Orchid Core VMS versions 2.2.2 and above, Orchid Fusion/Hybrid VMS provides access to the
Recover Camera feature.

The Recover Camera tool may also be used to activate features on cameras that were installed
using earlier versions of Orchid. For example, the ability to select either server-based or
camera-based motion detection (on certain cameras) was introduced in Orchid version 21.3.
For cameras that were installed in earlier versions of Orchid, this new ability may not appear
available. Recovering the camera will enable the camera-based motion detection option (by
connecting to the metadata capabilities of the camera). Similarly, camera stream settings for
NTP and Time Zone that were introduced in Orchid version 21.6, may not appear on cameras
that were installed in older versions of Orchid. The Recover Camera feature will remedy this.
Please refer to Edit Camera Stream Settings for more details about camera-based motion
detection, NTP Settings, and TimeZone settings.

1. To recover a camera, click the name of the camera you want to recover from the list of
registered cameras on the Camera Configuration screen.

2. Press the Recover Camera button at the bottom of the expanded camera entry. The
Connection Settings screen will appear.

Connection Settings b 4

Use this to recover and synchronize your camera when:

» The camera’s IP address has changed
e The camera's settings have been changed outside of Orchid Core VMS

http://192.168.100.39/onvif/device_service

CANCEL RECOVER CAMERA

3. To refresh the camera settings, simply enter the credentials for the camera, then press
the Recover Camera button. (The software will pull the camera settings directly from the
camera.)

4. To reconnect with the camera, replace the camera’s IP address (with the new one) in the
camera’s URL field. Then enter the credentials for the camera and press the Recover
Camera button. (The software will reconnect with the camera at its new IP address, and
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will also pull the camera settings from the camera.)

* Beginning in version 22.6, the Recover Camera feature no longer requires the
replacement camera to have the same MAC address. So if you have to replace a
camera, you may use the Recover Camera feature to add the new camera to the

system.
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Removing Cameras

Removing a Single Camera

1. To remove a single camera, do either of the following:

a. From the list of registered cameras on the server’'s Cameras tab, position the cursor
over the arrow to the left of the camera you want to delete; the arrow will change
into a checkbox. Mark the checkbox, then press the Delete Selected button at the
bottom of the list. The software will ask you to confirm that you want to delete the
camera. Press Delete to confirm. Once a camera is removed, it is no longer available
for viewing, playback, recording, export, etc. This cannot be undone.

b. From the camera’s settings screen, click the Delete Camera button (located at the
bottom of the screen). The software will ask you to confirm that you want to delete
the camera. Press Delete to confirm. Removal may take a few moments.

- W

wertsine s
\Selected Camera

Camera Information

Camiera Name Camera Madel Primary Stream Status
Mezzarine Stairs 4 ANIE PEITS-LY runring

HTP Settings Time Zone

Disabled o Unknawn Time Zone &

Primary Stream RTSF URL

Primary Stream Proxy RTSP URL

respst:/forchid-hyl : | &)

Recording Statistics »

Streams = ADD STREAM
Status  Mode MName Configuration
imary] 192001080, 30Fps, H264
[+ I Continuous recording with meotion detectian
- rofile_1 12800720, 15fps, H364
.‘ prosee_l e Cantinuous reconding with motion detection
6402430, 1503, HIBL s
9 IR . :
. strpam_fab3a54e Secondary: Fecording ﬂ

Advanced Settings D e | ete Cam e ra

FISHEYE DEWARFING BACTI ETECTION

Actions

DELETE CAMERA # RECOVER CAMERA

Removing Multiple Cameras
Multiple cameras can be removed from Orchid Core VMS at the same time, if needed.

1. From the list of registered cameras on the server’'s Cameras tab, first select the cameras
you want to delete. (For each camera you want to delete, position the cursor over the
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arrow to the left of the camera name; the arrow will change into a checkbox. Mark the
checkbox.)

Grehid Hybed VWG - IFContger % | 4 ¥ - 8 X

L ©  ® omchid-hybridipconfigure.com,#|orchds a = o« » 0§ :

oD Orchid Hybrid

= SERVERS D42 15ips, H264, PTZ

"B CAMERA GROUPS Warehouse 360 |-PRO
29922992 15fpa, H264, G717 Audic.
PERMISSION GROUPS

NOTIFICATIONS >

Warehouse 360 Vivotek FE9181-H
192041920, 15fps, H264, G717 A

LIBRARY

ACCOUNT SETTINGS g WestPole 02110 Rail

-

A

n

5 LicensinG
a0

) VERSION INFORMATION 19201080, 1 ips, H264
LY

MOTION ALERTER

()7 ONLINE TRAINING West Pole D2110 Street
19201080, 101pa, H264
Select
West Pole Q5078 D | -t
Cameras e e elete
lect
West Pole Q6155 Se eC ed
Delete s e o o1 Cameras
All

Cameras

2. Once your selections are complete, click on the Delete Selected button at the bottom of
the list. The software will ask you to confirm that you want to delete the cameras. Press
the Delete button to confirm. Once the cameras are removed, they are no longer
available for viewing, playback, recording, export, etc. This cannot be undone.

3. To delete ALL of the cameras in the list of registered cameras, mark the Delete Selected
checkbox at the bottom of the list, then click on the Delete Selected button. The software
will ask you to confirm that you want to delete the cameras. Press the Delete button to
confirm. Once the cameras are removed, they are no longer available for viewing,
playback, recording, export, etc. This cannot be undone.
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Searching for a Camera

If you have more than one page of registered cameras, the software will automatically activate
the camera search and page navigation. Especially useful with large systems, these tools will
help you find specific cameras quickly.

The Camera Search field will appear at the top of the Camera Configuration screen. It supports
searching by the camera name, using single and multiple-word search tags.

1. Click into the Search field to start your search.
2. Type one or more search tags (clicking Enter after each).
a. A single search tag with multiple terms (words or numbers) will initiate a search for
results that include all of the terms, in order.
b. Multiple, single-term search tags will initiate a search for results that include at least
one of those tags.

Each time you press Enter, the Camera Configuration screen will update to display a list of all
of the cameras that contain the tag(s).

|
70/4000 Cameras Registered

[ Enter one or more
search terms

lantern lounge X testX |

Carbide Lantern Lounge

1920x1080, 15fps, H264

Review search
results

Multistream Archive Test -Dave
192021080, 30fps, H264, PTZ

Test Wall Fisheye
320¢320, 10fps, H264, PTZ
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The Users Tab

The Users tab allows Administrators to manage users registered to the selected Orchid Core
VMS. Each Orchid Core VMS is configured with one administrator user by default; this user is
created during installation and cannot be removed. Additional users may be created with
varying levels of access (determined by each user’s role).

About Orchid Core VMS User Roles
There are four different user roles in Orchid Core VMS, each with a different level of access:

* Live Viewer: A Live Viewer is only able to view live video.

* Viewer: A Viewer is able to view live and recorded video, use the Smart Search feature,
and use the Save Frame feature.

* Manager: A Manager can view live and recorded video, use the Smart Search feature, use
the Save Frame feature, export video, view System Reports, and control PTZ Players. (The
Manager is not able to create or manage users or cameras.)

* Administrator: An Administrator is able to do everything within Orchid Core VMS, including
activating Orchid Core VMS, adding new users and cameras, resetting passwords, and
viewing System Reports.

User roles are set when you create new users, however, an Administrator may change the role
of an existing user by clicking the Edit pencil icon. Find out more about editing users later in
this section.

Access the Orchid Core VMS Users List

1. Signin to Orchid Fusion/Hybrid VMS as an Administrator.
2. Open the System Menu in the top-right corner of the screen and select Servers.
3. Click on (and expand) the server you want to work with. Then click on the Users tab.

The Orchid Core VMS Users screen lists all of the users that have been added, and their
assigned roles. Descriptions of the four roles appear at the bottom of the screen.
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Adding New Orchid Users

=#+ This is the Add icon.

1. Click the Add User button in the top-right corner of the Orchid Core VMS Users screen.
2. A New User screen will open. Enter the username you would like to set for the new user in
the Username field.

New User for Extra Server x

Usemame ~ E Role
nter Username
User_X5 /_ Viewer v
Password " Sel ect ROIe Confirm Password ™
[IITTTTY) [TIITTTY)

[C] Create on all Orchid Core VMS servers

Add User to all Orchid CANGEL

Servers

3. Select a role for the new user from the Role drop-down list. (The role can be updated by
an administrator at any time.) Available roles for Orchid Core VMS server users are listed
at the bottom of the Users screen.

4. Enter the password for the new user into the two fields labeled Password and Confirm
Password.

5. Mark the Create on all Orchid Core VMS Servers checkbox if you want this new user to
have access to all of the Orchid Core VMS servers registered in Orchid Fusion/Hybrid VMS.

6. Click the Add User button at the bottom of the screen to create the new Orchid Core VMS
user. The new user will now appear in the Users list for this server (or for all of the Orchid
Core VMS servers, if selected in step 5).
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Editing Existing Orchid Users

f This is the Edit pencil icon.

Nothing is set in stone for Orchid Core VMS users and almost all of the user settings can be
updated, as needed. The only user that cannot be completely edited is the default admin user
(which has a Lock icon in place of the Trash Can icon). While the password can be updated, the
username and role cannot be changed.

1. To edit a user, click the Edit pencil icon to the right of the user you want to update. The
User screen will open.

User_X5 from Extra Server x

Username Edit Anl:I Role

User_X5 Available Field Manager v
Password Confirm Password

sssssese sessssee

[l We changes across all Orchid Core VMS servers

Make Change on all Orchid servers -
CANCEL UPDATE USER

2. Edit any of the available fields, as needed.

3. |If this user exists on multiple Orchid Core VMS servers, mark the Replicate changes across
all Orchid Core VMS servers checkbox if you want your changes to cascade to all of those
servers. (For example, you could push a password change to all the servers.)

4. If you want to create this user on all of the other registered Orchid Core VMS servers,
mark the Replicate changes across all Orchid Core VMS servers checkbox and the Also
create new users checkbox. You will be required to enter an administrator password.
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User_X5 from Extra Server b 4

Username * Edi't Ang Role

User_X5 Available Field Manager v
Password * Confirm Password

LI LT LY LLLL L LY L]

Replicate changes across all Orchid Core VMS servers Also create new users

Save Changes for Save Changes for this canceL [UEVAIIES
this User on all User and Add User
Orchid Core VMS Across All Orchid Core
Servers VMS Servers

5. Click the Update User button. If you didn’'t mark the Replicate checkbox, all of the
changes will be saved. If you did mark the Replicate checkbox, a summary of changes will

appear.
Replication Strategy for User X5 ) 4

User Info Will be Added or

The following changes will be applied: u pdated Where A pprop riate
Server Existing User Details Action
Desktop Server User will be added
Extra Server User_X5 Viewer User will be updated

CANCEL REPLICATE USER

6. Click the Replicate User button to implement the changes.

* If you try to change your own password, Orchid Core VMS will automatically sign
you out.
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Deleting Existing Orchid Users

'@[ This is the Delete / Trash Can icon.

1. To delete an existing Orchid Core VMS user, click the Trash Can icon to the right of the
username.

2. Orchid Fusion/Hybrid VMS will ask you to confirm that you would like to remove the user.
(If you are deleting an Orchid Core VMS user that exists on multiple Orchid Core VMS

servers, you may delete that user from all of the servers by marking the Delete user on
all Orchid Core VMS servers checkbox.)

Delete user "TempUser3"?
[ ] Delete user on all Orchid Core VMS servers

Mark the Box if this
User Appears on
Multiple Orchid Servers CANCEL DELETE USER
and You Want to
Remove the User from Click Delete User
All of Them

3. Click the Delete User button to confirm you want the user removed.
a. If you did not mark the checkbox in step 2, the user will be erased right away.
b. If you marked the checkbox in step 2, you will receive a summary of the servers
from which the user will be removed. Click the Delete User button again to confirm.
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The Retention Policy Tab

The Retention Policy feature in Orchid Core VMS allows Administrators to manage video archive
retention on a stream by stream basis as well as review current and projected disk utilization.

About Video File Retention

To maintain a system for video file retention, Orchid Core VMS determines how much disk space
is available on the server. By default, Orchid Core VMS will retain videos until your hard disk is
85% full (the Cleaner Threshold), at which point it will begin deleting the oldest videos to make
room for new videos. The available video storage space is divided among all the cameras that
have been added to Orchid Core VMS based on equal days of retention; however, based on
individual camera settings, this doesn’t mean that each camera will require the same amount
of server storage space.

If no camera-specific retention settings have been entered, Orchid Core VMS will grant each
camera the same number of days of video retention. Since each camera may have different
settings (such as recording style, frame rate, etc.), and those settings impact video file size,
the amount of space required for the same number of days will vary.

In some applications, there may be cameras for which increased file retention is critical. For
these cameras, the Administrator may set specific, minimum retention settings. In these cases,
the retention settings for the remaining cameras will be adjusted automatically to share the
remaining balance of available storage before the Cleaner Threshold is met.

When disk usage reaches the retention limit, Orchid Core VMS will create free space by
removing the oldest archives first. The system will ensure, however, that the minimum desired
retention settings that have been set are maintained, assuming sufficient disk space is
available.

To change the 85% Cleaner Threshold setting, use the Advanced Settings feature.

Accessing the Retention Policy

1. From the Servers page, select a server and click on the Retention Policy tab.
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At the top of the Retention Policy tab, Orchid Core VMS displays a summary of estimated server
space usage. Use the cursor to hover over the colored regions of the summary graphic to view
the estimated server space usage for each camera.

Unavailable space: This space on the disk is marked in grey. It is already in use by other
applications and is unavailable to Orchid Core VMS for storing video.

Video data: This space on the disk is marked in various bright colors representing each
camera. This space is filled with videos that are managed by Orchid Core VMS. To make
space for new video, the oldest videos are continuously and automatically deleted as the
Cleaner Threshold is reached.

Cleaner Threshold: By default, Orchid Core VMS will attempt to make sure that no more
than 85% of your disk space is used. This threshold is marked on the bar by a red dotted
line. To change the 85% Cleaner Threshold setting, use the Advanced Settings feature.
Free space: This disk space is not in use by Orchid Core VMS or any other program.

Changing Desired Retention Settings

1. To edit the minimum Desired Retention setting for any given camera, click on the

2.

corresponding Automatic button.

Type in a new setting to represent the number of days of video that will be kept for this
camera. The remaining estimated retention will automatically be recalculated for all
cameras that do not have a manually specified retention setting.

If your new setting requires more storage than is physically available on your disk, Orchid Core
VMS will flag an error (as pictured below). To fix this, you'll need to reduce the desired retention
to an acceptable level or add more available storage.
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Café du centre dexpérience PTZ 0.0 (4.9 GB / day) AUTOMATIC
p days y

3. Repeat steps 1 and 2 for each camera that requires minimum retention settings.

4. To undo the last setting you changed, press the Cancel Changes button at the bottom of
the list. (You can only use this feature before you save the new configuration.)

5. Once all settings have been entered, press the Save Configuration button at the bottom of
the list.

6. To quickly change any setting back to Automatic, click the X button next to the setting
and then press the Save Configuration button.

Reviewing the Current Disk Utilization

The bottom half of the Retention Policy tab displays how the server space is actually being
used. Use the cursor to hover over the colored regions of the summary graphic to view the
actual server space usage for each camera.
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Current Disk Utilization Actual Data Retention

Video Data
LN | Collection
. 2.9 TB of unavailable space . 767.6 KB used by deleted camerasYl Max archive threshold at 124 T8 204.1 GB of free space *
Period

Camera Actual Retention Retention Span

.3D>(Iremes Entry Ramp 22.5 days (387 .4 GB) total 13 days
@ _uadview 13 days (534.5 GB) total 13 days
.AlphuneIX-D\-’Z 23.9 days (511.2 GB) total 23.9 days
. Armistead Refuse Park 13 days (135.1 GE) total 13 days
. Belligerent Meet-up 13 days (22.8 GB) total 13 days
. Café du centre d'expérience PTZ 13 days (63.6 GB) total 13 days
. Carbide Lantern Lounge 13 days (144.4 GB) total 13 days
W Dublin Decks Exterior 13 days (135.2 GB) total 13 days

The Current Disk Utilization section displays a summary of actual server space usage which
includes unavailable space (space used by the operating system and other files), space
occupied by video files, and a buffer of free space. It then provides a usage breakdown by
camera. This information can be very helpful in diagnosing retention issues.

The Actual Retention column shows how many days worth of video is being stored per camera.
It also includes how much disk space each camera is consuming. The Retention Span column
shows the number of days over which the video files have been recorded. This data point is
especially helpful for those cameras that are set to record only when motion is detected. For
example, let’s say that one of the cameras has an actual retention reading that is 0.5 days
(compared to the others which have 3.6 or more). The Retention Span should confirm that the
system has been monitoring the camera for about the same amount of time as the other
cameras.

You may also use this breakdown to determine if any of the cameras are using excessive disk
space. If this is the case, you can then take steps to re-configure the camera (by changing
either the minimum desired retention settings or the camera stream settings) and fix the
problem.
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The System Status Tab

The System Status tab provides an overview of the current disk utilization of the video archives
folder, and it allows you to check the status of the active streams running in Orchid Core VMS.

Accessing the System Status Report

1. Once you access the Servers page, select a server and click on the System Status tab.

& Orchid Fusion

SERVERS 2% My Orchid

— rry
= = Cf,\ R
& USERS Se|eC'ted
-
- CAMERA GROUPS S e rVe r
i%F PERMISSION GROUPS

O CAMERAS USERS RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATI
A NOTIFICATIONS »

o .

W oy Video Archives Scroll
5 ucensing Disk Utilization \
€)  VERSION INFORMATION :

W 150.7 GB of unusable space ) 13.5 68 of video data | Max archive threshold al 1949 GB 43 GE free oul of 237.2 GB

Troubleshooting Buttons

Stream Status

C a m e ra & Camera Video Bitrate @ Streams Last Archive
Stream D—— e
Statu S EM crofile_1 hze4 743.1 Kbi's Funning 55 seconds a a

> Main Hall PTZ 304.2 Kb/'s 1 < 60 seconds m

The Disk Utilization section summarizes how the server space is being used. If the overall
amount of total disk space appears low, this may indicate that your recording drive(s) have
gone offline and Orchid Core VMS is recording to some other location.

* Unavailable space: This space on the disk is marked in grey and is already in use by other
applications; it is unavailable to Orchid Core VMS for storing video.

* Video data: This space on the disk is marked in green. This space is filled with videos that
are managed by Orchid Core VMS. To make space for new video, the oldest videos are
automatically deleted as the Cleaner Threshold is reached.

* Cleaner threshold: By default, Orchid Core VMS will attempt to make sure that no more
than 85% of your disk space is used. This threshold is marked on the bar by a red dotted
line. To change the 85% Cleaner Threshold setting, use the Advanced Settings feature.

* Free space: This disk space is not in use by Orchid Core VMS or any other program.

By default, the video archives folder can be found in the following locations:
In Linux: /orchives
In Windows: C:\orchives

To change the location of the orchives folder, please refer to the Changing the Orchid Core VMS
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Archives Storage Location section in the Orchid Core VMS Installation Guide.

Reviewing the Stream Status Section

> This is the Expand icon (used to view camera stream details).

b4

This is the Condense icon (used to close the camera stream details).

This is the Camera icon that represents the Primary Stream.

This is the Camera icon that represents a Secondary Stream (if applicable).

This is the Restarticon (used to restart the camera stream).

n This is the Preview icon (used to view a preview image from the camera stream).

The Stream Status section of the System Status tab provides a list of all the cameras in Orchid
Core VMS. For each camera, the system provides the video bitrate, the current status, the
number of active streams, and how long ago the last archive was saved.

1. To view complete camera status details, click on the Expand icon next to the desired

camera.
Disk Unilization
Click to
N
expand N > 192168203214
St r e a m > Parking Lot Shot
. 2> Patio Sales Entrance
Lists all
. W Sanctuary
active ~
S-treams \’ m profile_1 h264
M stream_4ef79302

) 196.5 GB of unusable space [ 9.7 GB of video data | Max archive threshold at 206.9 GB 30.8GB free out of 237.2 GB

Video Bitrate @ Streams Last Archive

Ping

IN.3K/s 1 < 60 seconds VERIFY
camera

24 Mb/s 1 < 60 seconds
5.8 Mb/s 1 < 60 seconds
1.3 Mb/s running 7 seconds E n

4571 Kb/'s runining 18 seconds } {
[ 4 h)

Restart & Preview

Each camera will display a Primary stream, and may also list one or more Secondary streams.
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The video bitrate will be listed for each of these streams.

The Video Bitrate field will display the average video bitrate received by Orchid Core VMS over
the last 15 minutes. This provides an indication as to how fast the video data is being
transferred to Orchid. (This is the same bitrate information available within each camera’s
settings. Providing this data on the System Status screen makes it easier to identify one or
more cameras that may have exceedingly high bitrates which may be causing system errors.)

A defined stream status will also be provided for each of the active streams. A stream can have
the following statuses:

* Running: The stream is currently active and running properly without any errors. It is
actively recording and saving video (if configured to do so).

* Restarting: The stream is restarting automatically and should be active again within a few
seconds.

* |Idle: The camera is not responding after being restarted by Orchid Core VMS multiple
times and the camera status should be manually verified.

* Stopping: The camera stream has been shut down and is in the process of writing the
video file. (This will typically happen because another stream has been selected as the
primary stream.)

The Last Archive field will typically display the amount of time that has passed since the last
archive was saved. If Orchid Core VMS has never saved an archive for the camera stream, the
software will display Never in the Last Archive column. Orchid Core VMS writes video archives
every minute, so any camera whose Last Archive is more than a minute old will be flagged in
red, as this indicates video may not be recording.

Troubleshooting the Camera Stream Status
E This is the Restart icon (used to restart the camera stream).

n This is the Preview icon (used to view a preview image from the camera stream).

If there are any issues with the streams, you can troubleshoot using the Verify, Restart, and
Preview, options. You'll find the Verify button at the right end of each of the listed cameras. The
Restart and Preview buttons are at the right end of each camera stream (so you’ll need to
expand the camera entry to see them).
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Disk Utilization
@ 193.1 6B of unusable space ) 21.9 GB of video data { Max archive threshold at 215.1 GB 22.2 GB free out of 237.2 GB
Stream Status
Camera 1 Video Bitrate @ Streams Last Archive
> 192.168.203.214 424 5 Kb/s VERIFY
Successful - =2
»  Parking Lot Shot 2.2 Mb/s Ping
>  Patio Sales Entrance 4 Mb/s 1 < 60 seconds
v  Sanctuary
Restart —
¢ profile_1 h264 3Mb/s \ﬂ a
. stream_b2edb504 344.5 Kb/s running 35 seconds a
Preview _

* Verify: Pings the camera and confirms whether or not Orchid Core VMS can communicate
with the camera successfully. The Verify button will turn green if the ping is successful;
the button will turn red if Orchid Core VMS is unable to connect to the camera. (If the ping
command is unsuccessful, the camera’s IP address may have been changed directly at
the camera. If this is the case, obtain the new IP address and use the Recover Camera
feature to reconnect.)

* Restart: Closes and restarts the camera stream. You can then use the Preview button to
verify that Orchid Core VMS is receiving video from the camera stream without navigating
back to the Stage.

* Preview: View a live feed of the camera stream. If you are able to see moving video from
the camera’s feed, then the server and the camera are properly connected.

(Please refer to the Advanced Topics section for additional help.)
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The System Report Tab

The System Report tab allows Administrators to view various types of events (such as camera
streams starting and stopping) and camera stream statistics during a specified time period.
This report also provides access to the Orchid Core VMS system log.

Accessing the System Report

1. From the Servers screen, select a server and click on the System Report tab.

oD Orchid Fusion

=i = woend g oelected Server

& users = o a2 s @

B CAMERA GROUPS

& PERMISSION GROUPS G

-l NOTIFICATIONS > O CAMERAS USERS RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION O

M LIBRARY

5 Lcensing Time Selection

2. sccom sermmes ‘/-Date/Tlme Range

©  VERSION INFORMATION [ALLC () MAR 22, 2023 - 00:00 SC I'Ol |

Server Wts Click on Event
Event \ / to View Details
summary > 1 il

What Where When
straam-armor - Pipaline stopped due 1o arrar, Mest-up / stream_fab39%46 2023-03-22 07:30:00

stream-ermor - Pipeline stopped cue 1o ermor, Sales Entrance / profile 1 h264 20230322 07:30:70

Working with the Server Events and Stream Statistics

By default, the System Report will provide a report for the current date (from 12:00 AM to
11:59 PM).

1. To select a new date range for the report, use the From and To buttons to select the new
dates/times for the report in the pop-up calendar and then press the Go button. As soon

as new dates are chosen, the report will update the Server Events and Stream Statistics
sections.

The Server Events graph will display the date and time along the x-axis and the number of
events that occurred on the y-axis. For each time period on the Server Events graph, a vertical

bar will appear if at least one event occurred during that time frame.

Server events include the following:
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e Start: The Orchid Core VMS server was started. (System provides the time.)

* Stop: The Orchid Core VMS server was stopped. (System provides the time.)

* License Changed: The Orchid Core VMS license has been added, removed, or updated.

* Entered Degraded State: The Orchid Core VMS server has entered a state in which it will
not operate normally. No new video will be recorded and no existing video will be deleted.
(Refer to the Orchid Core VMS Administrator Guide for more details.)

* Trusted Issuer Created: This indicates that Orchid Fusion/Hybrid VMS has registered
(added) this Orchid Core VMS server.

* Trusted Issuer Removed: This indicates that the Orchid Fusion/Hybrid VMS server has
detached from this Orchid Core VMS server.

Stream events include the following:

* Stream-starting: The stream was started. (System provides the stream name and time.)

* Stream-error: The stream posted an error. (System provides the stream name, time, and
error message.)

* Failover Failed: The stream encountered a storage device failure. (System provides the
stream name and time.)

2. To view specific details on server events, click on any of the vertical bars. (The selected
bar will appear in red.) The server event details for the selected time period will appear in
a table beneath the graph.

3. If there are multiple events within a selected time period, you may double-click on the
vertical bar to zoom in for more detail on the time frame.

The Stream Statistics section lists each of the active camera streams in Orchid Core VMS. For
each stream, Orchid Core VMS will show how many megabytes of video was recorded, the
length of the recorded video, and how much of the recorded video contained motion. (The
motion reported here only includes motion the system was instructed to detect, using either
server-based or camera-based motion detection. Keep in mind that server-based motion
detection may be further defined using the advanced Motion Detection settings.)
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Stream Statistics
Camera / Stream ME Recorded Video Recorded Motion Recorded
ADXtremes Entry Ramp / profile_1 11,008 15 hours, 12 minutes, and P L Y ——
h264 19 seconds

15 hours, 22 minutes, and

~OuadView / profile_muttiview
h264 4 seconds

34,142 3 minutes, and 56 seconds

15 hours, 22 minutes, and

i | I
Aiphone IX-DV 2 / Stream_0 14,057 10 seconds

12 minutes, and 19 seconds

Armistead Refuse Park [ profile.2 6780 15 hours, 22 minutes, and

h264 4 seconds 10 minutes, and & seconds

:zn:‘ltstead Refuse Park/ profile.d o 1 minute, and 38 seconds 0 seconds

meesserases - Nigplays Statistics -
:sg?eremhieet-up.fwﬂle_ for EaCh Active 5 minutes, and 27

Belligerent Meet-up /
stream. ab39946 amera Stream i
Café du centre d'expérience PT2 / 2517 15 hours, 22 minutes, and 1 hour, 47 minutes, and 20
profile_1 h264 ’ 49 seconds seconds
Carbida Lantemn Loungs / profila_1 7767 15 hours, 22 minutes, and 56 minutes, and 13 seconds
h264 57 seconds
Dublin Decka Extenor / profile_1 1441 15 haurs, 22 minutes, and 10 minutes, snd 34 seconds
h264 36 seconds
Durmpsters ¢ profile_4 h264 13,548 e 10 minutes, and 5 secands
10 seconds
Easterly Field / profile_1 h264 1,852 15 hours, 22 minutes, and 57 secon ds
3% seconds

15 hours, 14 minutes, and

ated Sidewalk / profile_1 h264 11,649
Fe ' { profile_1 h2 6 saconds

7 minutes, and 38 seconds

Working with the Log Export

The bottom half of the System Report includes the Log Export feature. This feature allows you
to view and export Orchid Core VMS system logs into a compressed file or plain text. These logs
contain advanced troubleshooting information and are useful when trying to diagnose issues
with Orchid Core VMS.

* The Timeline Bar displays the time on the client machine while system reports
and logs are based on the server time. If there is a discrepancy, and you need to
view the time difference, click the Clock icon (that would appear next to the
software name in the Orchid Fusion/Hybrid VMS screen header).

Log Export
Format:
@® gzip 4---—Select Log Format

O text
[] specify Range

& EXPORT LOGS

1. Select the format you wish to use for the log export:
a. gzip: This option will download the latest log from Orchid Core VMS into a
compressed file, allowing it to be viewed on other computers. The gzip-compressed

- Select Date Range
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file can be extracted using the gunzip command on Linux or a utility such as 7-zip
on Windows.
b. text: This option will display the log within the browser without downloading any
files. This file is likely to be very large when a narrow date range is not specified.
2. To specify a date/time range for the log, mark the Specify Range checkbox. Then use the
From and To buttons to select the start and end dates/times.
3. Once your selections are complete, click the Export Logs button.
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The Activation Tab

The Activation tab allows you to review current license information for the Orchid Core VMS
server, and provides a means to add or update a license.

About Orchid Core VMS Licenses

Beginning in version 23.3, there are four types of licenses available for the Orchid Core VMS
software: Trial, Core, Fusion, and Hybrid. Each license type offers certain capabilities and
restrictions.

e Trial License

o This is our default, out-of-the-box Orchid license.

o When installed on a Windows x86-64 server or a Linux x86-64 server, the Trial
license will allow up to four cameras, and up to 128GB of video archives. The Trial
version can also be linked to an Orchid Fusion or an Orchid Hybrid VMS.

o When installed on a Linux ARM embedded server, the Trial license will allow
unlimited cameras and archives, but the Trial version cannot be linked to an Orchid
Fusion or an Orchid Hybrid VMS.

* Core License

o The Core license offers unlimited archives, but will limit the number of cameras
allowed and cannot be linked to an Orchid Fusion or an Orchid Hybrid VMS. When a
Core license expires, the Orchid software will continue to work, but you will not
qualify for technical support or software upgrades.

* Fusion License (for Orchid Core VMS)

o The Fusion license is an Enterprise license. This license will limit the number of
cameras allowed, but offers unlimited archives and can be linked to any of our
management servers (including a Fusion server, a Hybrid server, or an Alto server).
When the Fusion license expires, the Orchid server will continue to record, but you
will no longer be able to connect to your management server, and you will no longer
qualify for technical support or software upgrades.

* Hybrid License (for Orchid Core VMS)

o The Hybrid license is an Enterprise license. This license will limit the number of
cameras allowed, but offers unlimited archives and can be linked to a Hybrid
management server (only). When the Hybrid license expires, the Orchid server will
continue to record, but you will no longer be able to connect to your Hybrid
management server, and you will no longer qualify for technical support or software
upgrades.

* When we talk about providing “unlimited archives,” we mean that we won't set
an absolute limit on the archives (such as the 128 GB limit on some Trial
licenses). The archives will only be limited to the available space on the local
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Orchid server, or the amount of storage that is available on your management
server in the cloud.

Time-Limited Licenses

IPConfigure also offers time-limited versions of the Core, Fusion, and Hybrid licenses. Generally,
these will be used as SaaSs licenses, and for testing large numbers of cameras or high retention
settings (which would be impossible to do with the standard Trial license).

Time-limited licenses are very similar to the standard licenses described above, and allow you
to add a certain number of cameras with unlimited video retention. There is an important
difference in the way these licenses operate, however, once the time-limited license expires.
Let’s look at each of these licenses individually.

* Core-Timed License:
o If you have a Core-timed license, and the time limit expires, Orchid Core VMS will
enter a degraded mode and will stop recording video. Previously recorded video will
continue to be accessible in this degraded mode.

* Fusion-Timed License (for Orchid Core VMS):

o If you have a Fusion-timed license, and the time limit expires, the Orchid Core VMS
will enter a degraded mode and will stop recording video. Previously recorded video
will continue to be accessible in this degraded mode. At the Fusion server, the
Orchid server may remain in the Servers list, but you will not be able to view any
new video from the degraded Orchid server.

* Hybrid-Timed License (for Orchid Core VMS):
o If you have a Hybrid-timed license, and the time limit expires, the Orchid Core VMS
will enter a degraded mode and will stop recording video. In addition, you will lose
all access to the Hybrid management server in the cloud.

Accessing the Activation Tab

1. Once you access the Servers screen, select a server and click on the Activation tab.
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* o+

“ © @ localhostaan ey orchids o a = 0@ !

oD Orchid Fusion

£ SERVERS

& USERS = ADD ORCHID CORE VMS

W cuvens aroues oot /- Selected server

& PERMISSION GROUPS

A NOTIFICATIONS > . My Orchid
=

mal 4/4

= —
== o s 0
M LsRARY

B ucensing

2, ACCOUNT SETTINGS
€ VERSIO INFORMATION @MER_&S USERS RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION O

onhidcoewmsactvaion . CUTTENT licENSE
Orchid Cara YMS has ot yet been activated. / i n‘r'o

Edition Camiras Licensed  Archive Rutention  Suppert Expiration  Activaion Coda

trial 44 128 GB Nk NiA

Add a new |iCenSe J < ADD LICENSE

* Beginning in version 21.12, Orchid Fusion/Hybrid VMS includes the Licensing
feature that allows you to check the license status for all of your Orchid servers
at once. You may also use the Licensing feature to perform bulk license updates.
Please refer to the Licensing section for more details.
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Adding a License to Orchid Core VMS (Quick
Method)

=+ This is the Add icon.

When you purchase a license for Orchid Core VMS, you will be given an activation code. As
indicated in the diagram below, the activation code is just the starting point in the process of
adding a license. This code, after being paired with your Machine ID, will generate a license
key. With this quick method, most of the work is done behind the scenes.

* This quick method of activation requires that the Orchid Core VMS server has an
internet connection.

Activation Code Machine ID License Key

This is a code, certified by

U L A unique identifier for the IPConfigure, that allows

purchase.
Itis good for one
activation only.

computer on which Orchid the software torun a
Core VMS is installed. licensed quantity of
cameras.

Sample code: Sample ID: Sample key:

B8034-8BEC3-56C2B-88755 ey JtYWNBZGRyZXNzZXMiOlsiMGM eyJhY3RpdmFOaW9uQ29kZsI6ljdF
6YzQ6N2EEYzZIGZDQBM2UILCIwYzp MkI1LTEXMzMzLTQzRTA1LUJFRDZ
jNDo3YTpjMjpkNDozZiJdLCJwbGF CliwiY2FtZXJheyl6MTAOLC JjemVh
0Zm... dGVk...

* When you add, remove, or update a license, a Licensed Changed event will
appear on the System Report.

* If Orchid Core VMS has not yet been activated, the licensing screen will show
that Orchid Core VMS is using the Trial edition.
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Orchid Core VMS Activation

Orchid Core VMS has not yet been activated. /

Reqgistered Cameras /
Licensed Cameras

Trial License Info

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
trial 4/4 128GB N/A N/A

License R

1. At the Orchid Core VMS Activation screen (above), click the Add License button to activate

a new license.

Activation

7FFB0-510E1-AD114-A3CC4
Location

1334 Main Street

Please provide your Activation Code and a location description.

Enter Activation

Code

OFFLINE ACTIVATION

Activate
License \

CANCEL

ACTIVATE

code shown above.)

On the Activation screen, enter your activation code in the Activation Code field. (Sample

3. Then input a location description that specifies where your Orchid Core VMS server will be
located. Common location descriptions are a shop name, number, or address.

4. Click the Activate button to generate your new Orchid Core VMS license. If the license
creation is successful, a screen will appear that indicates success.
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Orchid Core VMS Activation

Orchid Core VMS has been activated

4/--Actlva’uon Complete

Registered Cameras /
Licensed Cameras

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
. S Saturday, February 13, 2021 7FFBO-S10E1-AD114-
fusion 4/16 Unlimited uTe A3CCA
Thank you!

#" UPDATE LICENSE [l Til] REMOVE LICENSE
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Adding a License to Orchid Core VMS (Offline
Method)

Use the Offline Activation method if the Orchid Core VMS server doesn’t have an internet
connection. This activation method is very similar to the activation method used in older
versions of Orchid Core VMS.

Orchid Core VMS Activation
Trial License Info
Orchid Core VMS has not yet been activated. /

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

trial 4/4 128 GB N/A N/A

/ Add
Registered Cameras / Licensew

Licensed Cameras

1. At the Orchid Core VMS Activation screen (above), click the Add License button to activate
a new license.

Activation

Please provide your Activation Code and a location description.

Activation Code*

XAXXK-XKXXK-XXXKK-XXXKX

Click Offline

Activation
OFFLINE ACTIVATION CANCEL ACTIVATE

2. At the Activation screen, click the Offline Activation button.
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Activation Instructions ®

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to

generate a license key. R
Copy Machine ID
Machine Id

eyJtYWNBZGRY?Z

License Key

CANCEL ACTIVATE

3. At the Activation Instructions screen, copy your Machine ID. (Click and drag from the
beginning to the end of the text string, then click CTRL+C to copy it.)

4. Click CTRL_V to paste the ID into a text file on a USB drive that you can use on a
computer with internet access.

5. Using a computer with internet access, go to the following site:
https://www.orchidsecurity.com/activation.

VMS Activation

To generate a license key, enter your Activation Code and Machine ID. Enter a unique Location Description to associate the license key with a physical location.
Looking to use an add-on, upgrade, or renewal code? Click here.
Activation Code ‘t
Enter
EF778-28206-A2082-3FBSD| 4/_(.3t|\/3_'t|o -
A
Code

eyJtYWNBZGRyZXNZZXMi TQEMmL CImYzphYToxNDeyZTpi
YjoSMCIdLCIwbGFOZmSybSI6IkxpbnV40jQuMTUUMCOZNS LnZWSIcmljOng4NISZNClsin Paste
NOb3JhZ2VEZXZpY2UiOnsiaWQIOiJLSUSHU1RPTISTVIMwMFMZNOEXMJBHXZUWMDIZQic

3INEEWOUEXQzUILC IWYXRoljoiL2RIdi jwi I6IKNERCISLC 122X j

e Machine ID

Location Description

Machine ID

Enter Location

EEES = Click Activate

6. Once the VMS Activation screen loads, enter the Activation Code into the Activation Code

field. This code was provided to you when you purchased your license for Orchid Core
VMS. (Sample code shown above.)

7. Paste your Machine ID into the Machine ID field.

8. Input a location description that specifies where your Orchid Core VMS server will be
located. Common location descriptions are a shop name, number, or address.

9. Click the Activate License button to generate your new Orchid Core VMS license. If the
license creation is successful, a screen will appear that indicates success and includes a
License Key. (The License Key looks like a paragraph of random text.)
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«¥s |f the activation code has already been used for another machine, then the
license generation will fail saying “The provided activation code has already
been paired with a different machine ID.” If this happens, you’ll need to either
purchase a new Activation Code, or submit a ticket to the IPConfigure Technical
Support Team.

VMS Activation

License generation successful!

Youwill find your license key below. Simply copy it from here and paste it into the VMS activation screen.

Copy License Key

License Key

y Ih¥3RpdaF BakSuQG29kZS 16 TVGNZCAL TTAMJAZLUEYHDRYL TNGQ]VET 11 Y2F £ 7XIhcy I6HTY's Iy ZWFGZMQ10 E100gmODT oM JAWHDAS TuVkaXRpb24 101 ImdXNpb241L.CI 1
Bp.CRVET XN JE 2T CONDAWMDAseL €T W01 ] eUpBVAOQ] pHUN LaHE 56M] hHaLIF 2] bUBZWVAFNK UL TZNEVIZ4 1 JHK SERWIMQBp thiXpraF 1Ub3hORGISW ] RwaV1gb 2V
QOpk TENKA2IHR JBAbT1SY INDNK LreHB1 b1YET 2pRAVIUNVXVIQZAY T 1rtxb ] pX0Mtx Jbkixq 125 ANES SODI0Q0 12 SWSOMGI ZSmhaM1 ZFLhac iy Vel PENpYVARGUSPSKXTVTVIVTFS
F RSOVRNak1 3 TUZNek4witXhiak ) INHpV GO1ES T)Ramtz TKVF d@9VRXhRe 1 VPTENK11 Y9 ) andp TDISbGRPOXPaREVASH 1 3aki 1 bHdalak 25Wt oRVIDS § 14080 yW LK emF XOXV)
99 TVMOeU] D01 1C) Zak VXKLL 01 11YRZhOTR Jhmé 1NmFmZ JUBZTUINT JKTWUI3N 21 YmOhYZgSNTUZMZYSH NS00 12T IKZDF JY2RhYZR1VZY2ZNTZNOGI 2Z TKeMAUXNZQL
THXHRUY ZAHSZ JE 20U INDR RSty MTHI AU 2 ZDknRUX00Qz 7 THI ZGRANGQY JE STMZmOTTHY 2E IHRUMNGF kY2 YBOGT3Z JAIZaM2Y 2171 7H0G) JY2QMOGHNTQLZTHXT fgx
20 21 k0D 2Yim KT QO Ty ZTEhimEXNOR1HOVINTQZNMVKNTEGZT 1y ZDE 1001 10TE XHBMENZT 14 2YunlIaY TO2ZaE 1Mz N fh JHnE 1 2M0Yin kMDA khesl3ZDUy NOQOODVK
‘ZVRZDYAODVENTUGN JHINDA ZDVIHTICA Y ZkoatJicxy ZBhNRUAZGRRYT ZAZ Jc THBY Y YTUIN QWY EwzU3 ZDCyMDE &Y 2R LMT ZkYRIBNABYWUOY2QuHMGQ3Y JVXOT] 1ZGUBZDKSHTQS
A T Ay J QXYY 3 TRINGE 2Y TEZMUQYNTZ JMOUSYZMOZ T L{MZV JOT Lz gxt ] [xMWI3Z V1M MS0D) 10TQy Z0¥ YR 2R § 7. h V1 OT g ZOMNKZTIC1Z TUy ZmY Z VYD INTYS.
12U4MmY ZOWY 20GR Y TBKNWZNZ §ZhMRMANDB Ny 1 s 12 ZX1 01 JVbmtub3dul iwidevyc21vbi161 JEuMi 19Cg=

Thank you for your activation!

10. Select the text in the License Key field, then click CTRL-C to copy the License Key to a
text file on a USB drive.

11. Close the VMS Activation screen and return to the Orchid Core VMS server.

12. Click into the License Key field on the Activation Instructions screen. Click CTRL+V to
paste the text into the field (as pictured below).

Activation Instructions x

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key

Machine Id

eyJtYWNBZGRyZXNz ZXMiOl siZmMEYWE 6MTQ6MmMU6YmI 6NDE1LCImY zphYToxNDoy:
LCIwbGF0ZmSybSI6IkxpbnV40]j QUMTUUMCO2NS1nZ 4N1
¥2UiOnsiaWQiOi JLSUSEULRPT1 STV MwMEM:
IjoiL2R1di9zZGEXIiwidHIWZSIEIKhERCIILCI2ZXTzaW9uIljoiMS4yInl=

Paste License Key

License Key

DRINDVKNTQ2NWVKNTEOZTIyZDE1ODIOTEXNWMZNZ2ITM2YWMmU4YTQxZmETMzhkNjhiMmETY2MO
YmJkMDM4AMmFKNmU3ZDUyNDQOODVKYzVmZDY40DVmNTUON]M1NDhIiZDV]MTk4YzkxNjkxYzBhN2
U4ZGRhYzZmZjczNmYyYTUTNjQwYjgwNzU3ZDcyMDE4Y2RIMTZKYmJmNJAOYWUOY2QwMGQ3Y]Yx0

TJZGUOZDkSMTQSNTAWYTAYY|QxYmY3YTRKNGIzYTEZMWQyNTZJMDU4YzZMOZTIiMzVjOTIxMzgxNjlx
MWU3Z)ViMjM50DJIOTQyZWY4YmRmMjhhM2RjZjhmNjViOTgzOWNhZTK1ZTUyZmYzYmJINTY5NzU4
MmYzOWY30GRjYTBKNWZhZjZhMmM4MDBhNylsInVzZXIi0iJVbmtub3duliwidmVyc2Ivbil6ljEuMiJ9Cg

& Click Activate

13. Click the Activate button to activate your new license key. If the activation was successful,
you will see a message at the top of your screen saying “Orchid Core VMS has been

activated.”
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Orchid Core VMS Activation

Edition Cameras Licensed

Activation Complete
Orchid Core VMS has been activated. </- p

Archive Retention

Support Expiration Activation Code

fusion 4/16 Unlimited

Saturday, February 13, 2021 EF778-28206-A2082-
utc 3FBSD

Thank you! /

Registered Cameras /
Licensed Cameras

& UPDATE LICENSE ﬂ REMOVE LICENSE

The Edition, Cameras Licensed, Archive Retention, and Support Expiration fields will all be

updated to match the license you purchased.
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Modifying an Existing License (Quick Method)

f This is the Edit pencil icon.

If you want to add more cameras to the system, or simply extend your support agreement, you
will need to modify an existing Orchid Core VMS license.

* A valid support agreement is required to install software updates. If your
agreement expires, you will be able to install versions of the software that were
released before your agreement expired, but you will not be able to install new
software updates. (If you attempt to install software that was released after your
support expires, your Orchid Core VMS server will not function properly; contact
your IPConfigure sales representative to purchase an upgrade or renewal).

* If you have an expired, time-limited license, Orchid Core VMS will enter a
degraded state and will stop recording. (See the License Errors topic in the
Orchid Core VMS Administrator Guide for more details.)

* If you add, remove, or update a license, a Licensed Changed event will appear on
the System Report.

1. Once you access the Servers screen, select a server and click on the Activation tab.

Orchid Core VMS Activation
Orchid Core VMS has been activated
Edition Cameras Licensed Archive Retention Support Expiration Activation Code
Saturday, February 13, 2021 7FFBO-510E1-AD114-
fusion 4/16 Unlimited uTe A3CCA
Thank you!
Update
. & UPDATE LICENSE [l il REMOVE LICENSE
License™ [uaa Clae

2. When the Orchid Core VMS Activation screen appears (above), click the Update License
button.
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Activation

Please provide your Activation or Upgrade Code and a location description.

Activation or Upgrade Code [Enter Upgrade
3B56-F264-3522-4E7B Code

Location

1334 Main Streef

Click Activate \
OFFLINE ACTIVATION CANCEL

3. When the Activation screen appears, enter your Renewal/Add-On code into the Activation
or Upgrade Code field.

In the Location field, enter a description that specifies where your Orchid Core VMS server
will be located. Common location descriptions are a shop name, number, or address.

5. Click the Activate button. The Orchid Core VMS Activation screen should appear and

should display updated license information. (In this case, the number of licensed cameras
has increased.)

4.

Orchid Core VMS Activation
Renewal/Upgrade Complete
Orchid Core VMS has been activated 4/— / P9 P

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
. - Saturday, February 13, 2021 7FFBO-510E1-AD114-
fusion 4/17 Unlimited uTC A3CCA
Thank you!

Registered Cameras /

. UPDATE LICENSE
Licensed Cameras 8
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Modifying an Existing License (Offline

Method)

Use the Offline renewal/upgrade method if the Orchid Core VMS server doesn’t have an internet
connection. This renewal method is very similar to the activation method used in older versions

of Orchid Core VMS.

1. Once you access the Servers screen, select a server and click on the Activation tab.

Orchid Core VMS Activation

Orchid Core VMS has been activated

Edition Cameras Licensed

fusion 417 Unlimited uTC 09EES
Thank you! .
Click Update \

Copy Original
Code

Archive Retention Support Expiration Activation Code

Saturday, February 13, 2021 48642-F2985-FEBOA-

2. When the Orchid Core VMS Activation screen appears (above), click and drag over your
original activation code to select it, then click CTRL+C to copy the code. (You will need

this code later.)

3. Open a new text file and click CTRL_V to paste the original activation code into the text

file.

4. Save this text file on a USB drive that you can use on a computer with internet access.
5. Click the Update License button to begin the upgrade/renewal process.

Activation b 4

Please provide your Activation or Upgrade Code and a location description.

Activation or Upgrade Code *

|XX> XX=XXXXA-XXAXX KX

o XXXXKXXXOXXKXA-XXXX

/ Activation
OFFLINE ACTIVATION CANCEL

Click Offline

ACTIVATE

6. On the Activation screen, press the Offline Activation button.
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Activation Instructions b4

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Machine Id

License Key

CANCEL

7. When the Activation Instructions screen appears, this is your cue to take your USB drive
and find a computer with internet access. Open a web browser and go to

www.orchidsecurity.com/activation. The VMS Activation screen will appear.

VMS Activation

To generate a license key, enter your Activation Code and Machine ID. Enter a unique Location Description to associate the license key with a physical location.
Looking to use an ada-on, upgrade, or renewal code? Click here.

Activation Code

A
Click for Add-0Ons,
Upgrades & Renewals

Machine ID

Location Description

8. Click on the link that says: “Looking to use an add-on, upgrade, or renewal code? Click
here.” The Renewal/Add-On screen will appear.

Orchid Core VMS Renewal/Add-On

To use a renewal/add-on code, you will need to enter it, along with your original Activation Code below.

Your original Activation Code can be found in the Activation section of the Orchid Core YMS Configuration page in Orchid Core VMS versions 1.10.0 and later. If you
have an older Orchid Core VMS version and don't know your Activiation Code, submit an Orchid helpdesk ticket and we'll look it up for you.

Renewal/Add-On Code

- Enter Renewal/Add-0n
Code

<«— Enter Original Code

6425-F636-189C-1633
Original Activation Code

48642-F2085-FESOA-09EES

- Click ReneW/Upgrade
L

9. Once you reach the Renewal/Add-On screen, go to the Original Activation Code field and
copy the original code from the USB drive and paste it into this field.
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10. Then go to the Renewal/Add-On Code field and enter the code that you just purchased.
11. Press the Renew/Upgrade License button. If successful, the system will generate a
Renewed license key.

12.

13.
14.

Orchid Core VMS Renewal/Add-On

Renewal successfull

You will find your renewed license key below. Simply copy it from here and paste it into the Orchid Core VMS activation screen.

Copy theEenewed Key

License Key

Thank you for your renewal/add-on!

Once the renewal is successful, select the text in the License Key field, and click CTRL-C
to copy the License Key text. Use the CTRL+V command to paste it onto the USB drive.

Close the Renewal/Add-On screen on the internet-connected computer.

Take the USB drive back to the Orchid Core VMS server and return to the Activation
Instructions screen.

Activation Instructions b 4

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Machine Id

. Paste the Renewed Key

License Key

JODKTNWJIZThjMJEwWOGY2ZDc3ZjlkYTlyNzFmZDIxYTMOYmUSNjRIOTNIOGMwZmY3YWM1NzQyNDg
SNDESMjg1NjU4YWJIjNTEYNDIOMTNiYjcOMjVKNZUWZ TgzMTUOYTAYZDQ4ZThkMjNIMGQYNWE4ZTUx
MmQwY2EzZTkyMTFhMTBmMNzZM1ZTc1 MDFiY2RjZmQxNmYzODUxM2JhYzI3ZGEWZWNjNmJkZmEw
MmRhMjMyZjgONDhhOTYyY2ZIMDA4ZGI0YzQ3ZTdmYmFhOTRIOGRIYJESNWIWN)FiMjJFhNTAZZGMxZ
GIzZNzZM2Y)VmNTUZODg4Y]BIOWN]N2YANWUXM2Z]MWY20GQwZGQzYjZmMDYyZDRmMN2ZIMWNIMD
IhZGFKMTKONZQWYmVmZDAzZjMSMWFhMGM10DE2YTQ2MDVmMYzQ2ZGNhM2ZIYWY5NzI00Dg1Yz
NKYWY1YTISYWEYNzk3MWQyZSIsinVzZXIiOiJVbmtub3duliwidmVyc2Ivbil61jE uMIJQCg==|

Click Activate e e |

15. Copy the Renewed license key text from the USB drive and paste it into the License Key

16.

field.

Click the Activate button to activate your new license key. If the activation was successful,
you will see a message at the top of your screen saying “Orchid Core VMS has been

activated.”
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Orchid Core VMS Activation
<« New License has been

Orchid Core VMS has been activated.

Registered Cameras /

Activated
Edition Cameras Licensed Archive Retention Support Expiration Activation Code
- Saturday, February 13, 2021 48642-F2985-FEBIA-
fusion 4/18 Unlimited uTe 09EES
Thank you!

Licensed Cameras

The Orchid Core VMS Activation screen should display updated information in the appropriate

fields (to match the add-on, upgrade, or renewal you purchased).
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The Advanced Settings Tab

The Advanced Settings tab provides Administrators with direct access to the Orchid Core VMS
properties file, allowing for quick and easy modifications for many of the properties.

* An Administrator is the only role with the ability to access the Advanced Settings
feature.

Accessing the Advanced Settings Tab

1. Once you access the Servers screen, select a server and click on the Advanced Settings
tab. (You may have to use the Admin tab scroll button to see the Advanced Settings tab.)

The Advanced Settings screen lists all of the supported configuration properties, and allows you
to add and edit properties. A marked checkbox indicates that the setting is currently in use.

SERVERS

USERS =+ ADD ORCHID CORE VIMS

CAMERA GROUPS /' Selected Se rver

a

-

- Servers 1 of 1
4% PERMISSION GROUPS

A

n

a=]

NOTIFICATIONS >
LIBRARY
LICENSING
-t ACCOUNT SETTINGS
0 VERSION INFORMATION O RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION ADVANCED SETTINGS o
Create New
e a e e \ SAVE PROPERTIES

P t Property

roperty

Search >

Enable/Disable Property
Property \ B archivecleanerperodic seconds & / Setting

heck period, Ir

If you scroll down toward the bottom of the list you will find properties that are unmarked and
locked (as in the image below).

An unmarked checkbox indicates that the setting is supported, but is not currently being used.

A locked setting represents a setting that is critical for system reliability and stability. These
settings can only be changed by editing the configuration file directly.
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PR R Y T a2 4d »0@:

o Orchid Fusion

£ seRvERS

& USERS [[] webserver.sessions.remote.max_age

W cavenscaoes . e Supported
f NOTIFICATIONS > [C] webserver.sessions.usermax_age /— PI'O pe l'ﬂeS
M usrary — R (NO'I: in USeJ

B ucensin

35 ACCOUNT SETTINGS webserver.ssl.ciphers
€ VERSION INFORMATION

&  archives dir

LOCked :-'_::._::i::_:::_::m_:_:. _ ._ hange i urty, & new “orchid-device 1ag” file w
Properties\b & database type

- orchid_admin.password

For details on how to edit the locked properties, please refer to the How to Edit a Configuration
File section (for the appropriate operating system), and the Orchid Core VMS Configuration
Settings section (both of which are in the Orchid Core VMS Installation Guide).
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Working With Advanced Properties

+ This is the Add icon (for adding new properties).

This indicates the property is in use.

This indicates that the property is supported, but not in use.

ﬂ This indicates that the property must be changed by editing the Configuration file directly.

Creating a New Property

The Advanced Settings feature allows Administrators to add new, undocumented properties to
the Configuration file.

1. Click the New Property button at the top of the Advanced Settings screen. A new, blank
property field will appear at the top of the list.

¢ C O loahoma
& Orchid Fusion
£ SERVERS

—_
B CAMERAGROUPS

Servers 1 of 1
& PERMISSION GROUPS

A nNoTFICATIONS > Z:% My Orchid
= = PG

M usRaRY =

5 ucsnsing

2, ACCOUNT SETTINGS

< RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION ADVANCED SETTINGS
€ VERSION INFORMATION

< NEW PROPERTY il SAVE PROPERTIES

4
Click New Propertuy
then add details

4

O o
Delete new property

m i narindic secn

2. Mark the checkbox to activate the new property. (The property must be enabled and
saved in order to be added to the Properties list.)

3. Enter a name for the new property in the Property Name field. [Property names are not
allowed to contain colons (:), equals signs (=), blank spaces, or control characters.]
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Click the Tab key to move to the Property Value field.

Enter a value for the property.

Click the Tab key to move to another field.

If you decide not to add the new property, just click the Delete (Trash Can) icon.

If you have no other changes to make, click the Save Properties button. Be sure to
complete the save (as described later).

@ N o U A

Editing Advanced Properties

1. To change an active property, click into the field displaying the property value.

o Orchid Fusion

=F  SERVERS < ADD ORCHID CORE VMS
& USERS
servers 1 of 1
T CAMERA GROUPS
§  PERMISSION GROUPS —= My Orchid
Y —
= + o s 00
A nNoTFicaTIONS
M Lsrary
8 UcENSING
< RETENTION POLICY SYSTEM STATU: ¥STEM REPORT ACTIVATION ADVANCED SETTINGS
2o ACCOUNT SETTINGS
€ VERSION INFORMATION
NEW PROPERTY [ll SAVE PROPERTIES

M archivecleaner.periodic.seconds 60 Ed i-t
ﬁo perty

n ; 23

2. Type in a new value.

Click the Tab key to exit the field or click into another field.

4. If you have no other changes to make, click the Save Properties button. Be sure to
complete the save (as described later).

w

Activating a New Property

To activate an unused property, click the checkbox to add a mark.

Click into the Property Value field and enter a new value.

Click the Tab key to exit the field or click into another field.

If you have no other changes to make, click the Save Properties button. Be sure to
complete the save (as described later).

il S

De-Activating a Property

1. To de-activate a property currently in use, click the checkbox to remove the mark.
2. If you have no other changes to make, click the Save Properties button. Be sure to
complete the save (as described below).
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Saving Changes to Advanced Properties

Anytime you make changes to these properties, the Orchid Core VMS service must be restarted
in order for the changes to take effect. Be sure to follow this procedure completely to ensure
changes are saved.

1. To save changes, click the Save Properties button. You'll receive a message that asks you
to confirm changes and begin the restart.

The Orchid Core VMS service must restart in order to save the configuration.
The new configuration must be confirmed within 5 minutes of the service
restarting or the original configuration will be restored.

CANCEL SAVE AND RESTART

Click to Save Changes

2. Click the Save and Restart button to save your changes. The service will restart (as shown
in the image below.)

2190 |PConfigure Office ,
© . o oo (2

tps:/forchid.ip

Q
%
E

The Orchid Core VMS service is restarting in order to save your configuration changes. Once the service
starts back up, you will need to confirm the new settings within 5 minutes or the service will restart once
more and the previous configuration will be restored.

RN

3. When the restart is complete, you must instruct the system to keep the changes. (You
must do this within 5 minutes or the changes will be discarded.) Click the Confirm
Properties button (shown below) to keep the new settings.

Restarting
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Would you like to keep the advanced settings changes? If you do not confirm, the Orchid Core VMS service
will automatically restart within the next five minutes and the previous configuration will be restored.

‘/" Click Within 5

Minutes to Keep
Changes
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Advanced Properties Search Feature

If you need to find a specific property quickly, the Advanced Settings screen includes a search
feature. The Property Name field appears at the top of the screen and supports a single-term

search.

1. Click into the Property Name field to start your search.

2. Type one word that identifies what you’'re looking for. (In the example below, we entered

percent as the search term.)

The software will automatically list all of the properties that match the search term.

=+

& SERVERS

FET
& USsERS = My On:hidl_‘r
W CAMERA GROUPS
& PERMISSION GROUPS
& womecaTioNs > < RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION
M LiBRARY
5 LIcENSING
25 ACCOUNT SETTINGS
€ VERSION INFORMATION E n'l:e r S earc h Te r
vaprty Name
par|
V | e W webgarver port
S earc h orchid max_export_hours
R | _t risp.rip_part_range max
risp. rip_part_range.min
ivact . " 25

3. If the list of results contains the property you are looking for, click on that result. The

selected property will be displayed for review or editing.
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0 Orcha Fuson S - Poriu % | -
“ C @ localhostBa0wliorchids oo g

oD Orchid Fusion
SERVERS

< ADD ORCHID CORE VWS

USERS
Servers 1 of 1
CAMERA GROUPS

PERMISSION GROUPS 250 My Orchid ——
= = &
NOTIFICATIONS > /W

LIBRARY
LICENSING

< RETEMTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION ADVANCED SETTINGS
ACCOUNT SETTINGS

ch Hapiel el

VERSION INFORMATION

= NEW PROPERTY [l SAVE PROPERTIES

Selected \
Property is [ .

Displayed for
Review/Editing

webserver.port &0

Port number of the web server. (Required praperty)

4. If the list of results does not contain the property you are looking for, enter a new search
term in the Property Name field.

5. To return to the complete Advanced Settings property list, clear the Property Name field
by clicking the X at the right end of the field.
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Creating and Managiiq Users

Once installation is complete, Orchid Fusion/Hybrid VMS is configured with one (Fusion/Hybrid)
administrator user by default; this user is created during installation and cannot be removed.

Additional users for Orchid Fusion/Hybrid VMS can be created with varying levels of privileges
through the Users option in Orchid Fusion/Hybrid VMS’s System Menu.

Permissions for Fusion/Hybrid users are handled using a combination of the Users and the
Permission Groups features. Any Fusion/Hybrid user that is configured in the system will be
able to sign into Orchid Fusion/Hybrid VMS. The user will not have access to any cameras or
video, however, until the Administrator assigns them as a member of one or more Permission
Groups. (Please refer to the Permission Groups section for details regarding planning and
creating Permission Groups.)

Orchid Fusion/Hybrid VMS provides the Administrator with the ability to manage Orchid Core
VMS users as well. Permissions for these users are still handled using four basic roles:
Administrator, Manager, Viewer, and Live Viewer. Orchid Core VMS users are handled as part of
Orchid server management. Please refer to The Users Tab section for details.

* You must be a member of an Administrator group to create and manage users.

o¥s After initial sign in, Administrators should not use the default Admin account.
Instead, each Administrator should create an individual User account as part of
an Administrator group. If you sign in as the default Administrator, when you sign
out, you will automatically sign out any other Administrator users that are signed
in with the default Administrator credentials.

* Beginning in version 23.3, Fusion allows all end-users to change their own
passwords. Administrators will still need to assign user passwords to give users
initial access.

* If Orchid Fusion/Hybrid VMS is configured to work with one of the external
authentication options (such as Active Directory, Azure Active Directory, or
FreelPA), the Users list may include locally added Fusion/Hybrid users, but won't
list individual users from the external authentication sources. This is because all
of the external users originate as users that already exist in the external system.
(Orchid Core VMS user lists will still appear and Administrators will have the
ability to add and manage those users.)
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Access the Orchid Fusion/Hybrid VMS Users
List

1. Open the System Menu in the top-right corner of the screen and select Users.

The Orchid Fusion/Hybrid VMS Users screen will list all of the Fusion/Hybrid Users that have
been added and the Permission Groups to which they are assigned.

o Orchid Fusion .
oo User search
& USERS
%% CAMERA GROUPS / feature
':: PERMISSION GROUPS Pag e o A d d
NOTIFICATIONS > . q
R uBRARY o Fusion/Hybrid
navigation « @ :
5 LcENSING user
25 ACCOUNT SETTINGS Users 1-30 of 31
€ VERSION INFORMATION ::L‘:.sg_ Adminictrator / S @&
ﬂ::ﬂstm'ur Adrministrator E d i t & o
Current/ Fusion/Hybrid /&
Fusion/Hybrid e user -/,>Tﬁr
U S e I'S TestLiveViewer1 Live Viewer D e | e‘te ’ @-
TestManager1 ManagerTest F u S i 0 n / H g b ri d ra @-
Testuser1 AzZure AD Group user & jmj

The Users screen lists up to 30 Orchid Fusion/Hybrid VMS users per page (by default). If you
have more than 30 users, additional pages will be added automatically. This will also activate
the page navigation tools, and the search feature.

<@ - >

/A sYA A\
Move to Move to Move to
First Numbered Last
Page Page Page

The navigation tools will appear at the top and bottom of the screen. These will allow you to

move easily from page to page.
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Add a New Orchid FusionIHybrid VMS User

=#+ This is the Add icon.

1. Click the Add User button in the top-right corner of the Fusion/Hybrid Users list. A New
User screen will open.

New User for Orchid Hybrid VMS p 4

Username * /"Eh'tel' Eﬂ‘ter Email, (2]
TempUser10 Username Email Address If Needed
10/30

Groups

Select Applicable
Live Viewer X Search for a Group / Groups

Password‘/ Entel’ PaSSWO I’d Confirm Password *
........ .-......|

CANCEL ADD USER

2. Enter the username you would like to set for the new user in the Username field.

3. Enter an email address for the new user. (The email address is not a required field, but it
is critical if the user will be signing in via Google authentication. In such cases, the email
field must match the user’'s Google email address for successful sign in. The system will
only allow one user per email address.)

4. Click in the Groups field to select all of the Permission Groups that apply to the new user.
These selections will determine what the user will have access to. As soon as you select a
Permission Group, another list will appear so you can make another selection (if needed).
If you have not yet configured any Permission Groups, you can leave this field blank for
now (see notes below).

a. Press Esc if you don’t need to make another selection.
b. To remove a Permission Group, click the X to the right of the Permission Group
name.

oY These Permission Groups are established using the Permission Groups selection
on the System menu. For more details, please refer to Permission Groups.

* The software provides two locations at which you may assign user permissions.
With the User feature, you assign user permissions (indirectly) by selecting the
Permission Group(s) to which the user belongs. With the Permission Groups
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feature, you assign users as members of Permission Groups with specific abilities
and access. While you don’t have to select any Permission Groups immediately
upon adding a user, until you do, the new user will not have access to any
features, servers or video.

5. Enter the password for the new user into the two fields labeled Password and Confirm
Password.

6. Click the Add User button at the bottom of the screen to create the new Orchid Fusion/
Hybrid VMS user.

The new user will now appear in the Users list and will have immediate access to Orchid Fusion/
Hybrid VMS.

* Beginning in version 23.3, Fusion allows all end-users to change their own
passwords. After their initial sign-in, users may go to the Account Settings screen
to make changes.

Superuser Status

Orchid Fusion/Hybrid VMS also allows the creation of a Superuser. A user with Superuser status
can only be modified by himself/herself. Superuser status is reserved for users that are
assigned to an administrator permission group, and can only be set through the configuration
file. Creating a Superuser in Orchid Hybrid VMS must be performed by IPConfigure Support
staff. (For more details on creating a Superuser in Orchid Fusion VMS, please refer to the Orchid
Fusion VMS Installation Guide.)
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Edit Existing Users

f This is the Edit pencil icon.

Nothing is set in stone for Orchid Fusion/Hybrid VMS users and almost all of the user settings
can be updated, as needed. The only user that cannot be completely edited is the default
admin user. While the password can be updated, the username cannot be changed.

1. To edit a user, click the Edit pencil icon to the right of the user you want to update. The
User screen will open.

2. Edit any of the available fields, as needed.
3. Click the Update User button. All of the changes will be effective immediately.

TempUser1 from Orchid Hybrid VMS p 4

Username * (7]
TempUser1 Email Address

9/30

Make Changes
and Click
Update User

Groups

Viewer X Search for a Group

Password Confirm Password

CANCEL UPDATE USER
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Delete Existing Users

]ﬁl This is the Delete / Trash Can icon.

1. To delete an existing user, click the Trash Can icon to the right of the username.

2. Orchid Fusion/Hybrid VMS will ask you to confirm that you would like to remove the user.

3. Click the Delete User button to confirm you want the user removed. It will be permanently
erased.

& Orchid Fusion

SERVERS

@ CAMERA GROUPS Users 1-50f §
42F  PERMISSION GROUPS il Administrator 'd a
B NOTIFICATIONS » -

mhun "
I LIBR*RY adrministrator Adminigtrator ’ m
[ LICENSING TestLiveViewer Live Viewer S W
. .
an ACCOUNT SETTINGS TestManager1 ManagerTest Cl I C k t h e TraS h , m
€ VERSION INFORMATION

Totiowrt Views Icon to delete @

. Delete user "TestViewer1"?
Click Delete —

User to confirm

CANCEL DELETE USER
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Search For a User

If you have more than 30 registered Orchid Fusion/Hybrid VMS users (by default), the Users list
will extend beyond one page. When this happens, the software will automatically activate the
user search and page navigation. Especially useful with large systems, these tools will help you

find specific users quickly.

Search the Users List

The Search field will appear at the top of the Users screen. It supports searching by usernames,
using single and multiple search tags.

1. Click into the Search field to start your search.

2. Type one or more search tags (clicking Enter after each).

a. A single search tag will initiate a search for Usernames that include the tag.
b. Multiple, single-term search tags will initiate a search for Usernames that include at
least one of those tags.

Each time you press Enter, the Users screen will update to display an alphabetical list of all of
the users that contain the tag(s).

Username

yX |

Enter One or More
/Search Terms Here

= ADD USER

Users 1-10 of 10

chris_uiterwyk
administrator

jake_foytik
administrator

JNagy

kieran_kelley
administrator

laura_kelly
administrator

railyard

Review Search
Administrator / ReSU H:S

Ben Test, Administrator
APPs - All APPs, SPEED
Administrator
Administrator

Railyard

AN N T T ¥

8,

B = 2 2 B &
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Creating and Managing Camera Groups

Administrators have the ability to create Camera Groups. These Camera Groups add
convenience and flexibility for the User, and allow you to further customize the Orchid Fusion/
Hybrid VMS system.

Using Camera Groups adds dimension to the Camera Bag. In earlier software versions, when
you open the Camera Bag, you find that all of the cameras are sorted by server. With the
addition of Camera Groups, you can also view the cameras sorted by Camera Groups. You may
even select Camera Groups as your sole viewing option, if desired.

The Camera Groups feature simplifies the user experience in a variety of situations, especially
in large systems, or in systems with similarly configured facilities. For example, let’'s say your
Orchid Fusion/Hybrid VMS system has several registered Orchid Core VMS servers. These
servers cover retail locations with the same basic footprint and setup. You could configure
Camera Groups that represent common areas from each retail location, like entrances, loading
docks, merchandise checkouts, etc. Now when you go to the Camera Bag, selecting common
cameras for the Stage is simple because they are already assembled in a Camera Group.
(Combine this with the Stages feature for increased benefit.)

Beginning in version 21.9, you can now associate Maps with your Camera Groups. The Maps
feature allows Administrators to configure a layout for each Camera Group that pinpoints where
cameras are located. These Maps may then be added to the Stage by Administrators and
others, providing an easy way for users to identify the cameras that they want to monitor.

* You must be a member of an Administrator group to add and manage Camera
Groups.
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Access the Orchid Fusion VMS Camera
Group List

1. Open the System Menu in the top-right corner of the screen and select Camera Groups.

The Orchid Fusion/Hybrid VMS Camera Groups screen will appear. This screen displays a list of
all the current Camera Groups and gives you the ability to add, edit, and delete them.

[ Homiomubmt a epportReque. % 57 v Fusion YW - Peonigur: X

@ @ localhostEd

9 Orchid Fusion

DD C GRO!
SERVERS == ADD CAMERA GROUP

=

USERS
% CAMERA GROUPS

i&F PERMISSION GROUPS

& norrcanons > ««  Number of Servers (with all cameras) in
M LIBRARY Group
[ Licensing Number Of
24 ACCOUNT SETTINGS ko ° A Cameras in
) VERSION INFORMATION Camera Groups 31-32 of 32

\ Group
Expanded === inside ¢ Ho w3 !

Camera

Group
Group Pop-Up Menu\
L} i

=0

Condensed —— oce
Group

PENEEN ;. IRY

A quick look around...

* Click on any row that represents a Camera Group to expand or collapse the Camera Group
details.

* For a top-level Camera Group, the number of cameras in the Camera Group includes the
cameras in the top-level Camera Group, plus the number of cameras in each Sub-Group.

* For each Camera Group or Sub-Group, this screen also lists the number of servers in the
group (if all of the server’s cameras were selected).

* You can use the buttons or the pop-up menus to manage each top-level Camera Group.

* You can use the pop-up menus to manage each of the Sub-Groups.

* If the Map icon appears next to the group name, this means that a Map is available for
this Camera Group.

The Camera Groups screen lists up to 30 Camera Groups per page (by default). If you have

more than 30 Camera Groups, additional pages will be added automatically. This will also
activate the page navigation tools and the search feature.
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Moveto Moveto Move to
First Page Numbered Last Page
Page

The navigation tools will appear at the top and bottom of the screen. These will allow you to

move easily from page to page.
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Add a Camera Group

+ This is the Add icon.

v This is the Filter icon.

This is the Card View icon.

BB This

is the Table View icon.

This indicates how many of the server’'s cameras have been selected for the group.

This indicates how many cameras are available on the server.

w4 This indicates that all of the cameras on the server have been selected.

1. Click the Add Camera Group button in the top-right corner of the Camera Groups screen.
A New Camera Group screen will open.

New Camera Group b4
I Enter a Name Select Card View or Table
Group 31 for the Group VleW

Select Search Op't|on
‘. Sgs-tem_Wide Search options

Search for servers and cameras Searo h Y-  Search-all servers and cameras

[] selectall servers [] Select all cameras Show thumbnails 1B

This screen has been redesigned with some additional tools to help you find what you need.
These changes are a lifesaver for large systems and may eliminate the need to scroll through
pages of servers and cameras.

2. Start by entering a name for the new Camera Group.

3. If you have a large number of servers and cameras, you may want to use the search
feature. The main elements of the search feature are:

e Search field

Copyright © 2023 IPConfigure Page 126 of 260



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

e Search options
e View selection

4. Click in the Search for servers and cameras field and enter one or more search terms.
Press Enter after each one.
5. By default, the search will show you all of the matching servers and cameras. There are
actually three Search options that determine what the system will search for.
a. Select Search-all servers and cameras if you want the search results to show any
matching servers and cameras.
b. Select Search-servers only if you want the search results to be limited to matching
servers.
Cc. Select Search-cameras only if you want the search results to be limited to matching
cameras.
6. Now select your viewing option by clicking on the Card view or Table view button.

Button Description

The Card View provides the most options.

Each server (with all of its cameras) is contained in a separate line item. Each line item
may be expanded (to show all of the associated cameras), or condensed to hide them.
Card View allows you to perform an additional camera search on each server.

You have the ability to view camera thumbnails (when the line item is expanded).

[ Select all servers  [] Select all cameras ShOW Thumbnails P Show thumbnails @il
Expanded server line item On/Off
My Orchid - 4
/ Additional camera search
Search for cameras aVaI |ab | e
®
Server O Lookout Tower O Main Hall PTZ O Me.et-up O Sales Entrance O
O Tost Server 1 7 Condensed server line items -
(] Test Server 10 |

Servers: 0 Cameras: 0 CANCEL UPDATE GROUP

ES The Table View offers a well-organized view of the available servers and cameras.

One by one, the servers are listed in the left column, with the associated cameras listed

Copyright © 2023 IPConfigure Page 127 of 260



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

in the right column.
Servers are displayed in rows of alternating color for easy identification.

With Table View, you have the ability to sort the servers and the cameras alphabetically,
in ascending or descending order. Just click the arrow to the right of the Servers checkbox
or the Cameras checkbox to change the sort order.

Servers Cameras
Ol ey v s O e Sort Cameras
[] Lookout Tower
Server 1 [] Main Hall PTZ
] Meetup
[} Sales Entrance
[] TestServer1 ™ 2 [ Server
Server 2 [ Rear Entrance
[1 _Sixpoints
Servers: 0 Cameras: 0 CANCEL

7. Now that you can see all of the servers and cameras (or at least the ones you have asked
to see), it's time to select the servers and cameras you want to add to the Camera Group.
8. You have the option to select all of the listed servers (with all of the cameras) for the
group.
a. Mark the Select all servers checkbox (if you are in Card View).
b. Mark the Servers checkbox (if you are in Table View).
9. You have the option to select all of the listed cameras for the group.
a. Mark the Select all cameras checkbox (if you are in Card View).
b. Mark the Cameras checkbox (if you are in Table View).
10. To select an individual server or camera for the group, mark the checkbox representing
the server or camera. Do this for each item you want to select for the group.

11. Use the page navigation tools at the bottom of the screen to view additional servers and
cameras, as heeded.
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Move to Move to
first page previous page

Iltems per page: 10 v 1-100f 131 > >|
Select number of Move to
items per page last page

Move to
next page

* Use the Items per page drop-down list to set the number of rows you want to view per
screen. One row is equal to one server, expanded or condensed (in Card View), or one row
(in Table View). Available selections include 10, 20, 30, and 50.

» Refer to the count to determine which rows are listed on the current screen, and how
many total rows are available. (Remember: The number of available rows will change as
you use different search terms to narrow the list of servers and cameras.)

* Use the navigational arrows to move to a different screen. From left to right you can: go
to the first page, go to the previous page, go to the next page, and go to the last page.

12. To de-select a server/camera, unmark the checkbox to the left of the server or camera
name.

13. If you want to do a final review of the servers/cameras you have selected for the Camera

Group, click on the Filtericon, and then click Selected only. This view will display only
those cameras and servers that have been selected for the group.
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New Camera Group x

Group 32

Search for servers and cameras

selectedonly ©  Search

[0 MyOrchid

[0 TestServer1

[0 TestServer9

Servers: 0 Cameras: 3

Filter in use

Servers/cameras

selected

B 08 O@&8 O

Search options

earch - all servers and cameras - = ::

Server

Sales Entrance

Server

Rear Entrance

Server

192.168.203.162

Click the filter

CANCEL ADD GROUP

The system will also keep track of the number of servers and cameras that have been selected
for the Camera Group. Look for this in the lower-left corner of the New Camera Group dialog.

14. When you have selected all of the servers and cameras you want, click the Add Group
button to save the new group. The new Camera Group will appear in the Camera Groups

screen.
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Add a Camera Sub-Group

=#+ This is the Add icon.

1. Once you have added a Camera Group, you may add Sub-Groups. First, click on the
Camera Group row to expand the Camera Group details.

Signed in as

admin

Group 25 = 0 ™0 i
Group 26 = 0 ™0 i
Group 27 =0 [ ] H
Group 28 =0 ™0 i
Group 29 =0 ™o i
Group 3 Click POD-UD Eo0 WMo i
Menu
Group 30 i

Click Add Sub-Group

8 miror

2. To add a Sub-Group for a top-level Group, open the New Camera Group screen by doing
either of the following:
a. Click the Add Sub-Group button at the bottom of the Camera Group details.
b. Click the pop-up menu to the right of the Camera Group name and select Add Sub-
Group.
3. To add a Sub-Group to a Sub-Group, open the New Camera Group screen by clicking the
pop-up menu to the right of the Sub-Group and selecting Add Sub-Group.
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New Camera Group ) 4

Group

Name *

Group 1 Sub Group 1

~ Enter a name for the sub-group

Search options

Search for servers and cameras Search - all servers and cameras

T

[ select all servers [ Select all cameras

Test Server 9
Select servers and cameras

Search for cameras

Show thumbnails

v

2

L

N

] server [ 192.168.202.73 B 192.168.203.16 192.168.203.162

Servers per page: 10 -

Servers: 0 Cameras: 2

[ 192.168.203.164

(I (4

< >

CANCEL ADD GROUP

b

4. Use the New Camera Group screen to configure the Sub-Group. (It works just like adding a

top-level Camera Group).
5. Click the Add Group button to add the Sub-Group.

Here’'s an example of a Camera Group with two Sub-Groups:

Group 1 — M) ]
£ My Orchid:
Top-Level Group
Lookout Tower Main Hall PTZ
Group 1 Sub Group 1 » Sub—Group q E0 W3 i
Group 1 Sub Group 2 » Sub-Group 2 E0 W3 i
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Edit Camera Group

f This is the Edit pencil icon.

You can rename or change the cameras in a Camera Group at any time. You will use very
similar processes to edit a top-level Camera Group and a Sub-Group.

1. To edit a top-level Camera Group, click on the Camera Group’s pop-up menu and select
Edit Group, or expand the Camera Group, then click on the Edit Group button.

2. To edit a Sub-Group, click on the Camera Group’s pop-up menu and select Edit Group.

3. When you have finished making changes, click the Update Group button.

Edit Camera Group 4

Inside \
Make changes
e as n e ed ed Search options
selectedonly ©  search / Y-  Search-all servers and cameras - — 22
[ select all servers Select all cameras Show thumbnails 1B
My Orchid v 3 Q 3
Search for cameras ClICk UDdate GI’OUD
[ server 4 Lookout Tower ® Main Hall PTZ Meet-up
| Servers: 0 Cameras: 3 CANCEL
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Delete a Camera Group

]ﬁl This is the Delete / Trash Can icon.

You can delete a Camera Group at any time. You will use very similar processes to delete a top-
level Camera Group and a Sub-Group.

1. To delete a top-level Camera Group, click on the Camera Group’s pop-up menu and select
Delete Group, or expand the Camera Group, then click on the Delete Group button. The
system will ask you to confirm the deletion; click Delete Group again to remove the
Camera Group.

2. To delete a Sub-Group, click on the Sub-Group’s pop-up menu and select Delete Group.
The system will ask you to confirm the delete process; click the Delete Group button to
remove the Sub-Group.

Group 1 =0 ™ 19 i
& My Orchid:
oy
Lookout Tower Main Hall PTZ TO delete a
sub-group, use
Group 1 Sub Group 1> the pop-up menu =° ™3 © addsub-Group
Group 1 Sub Group 2 and click here 9 Add Map
Group 1 Sub Group 3 > = Move Group
Group 1 Sub Group 4 >
# Edit Group
Growp 1 Sub Growp S > To Delete the top-level =0
. @ Delete Group
Group 1 Sub Group 6 > group, click here \ﬂ - s -
&

* Deleting a Camera Group will also delete any of that Camera Group’s Sub-
Groups.
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Move a Camera Group

If you decide you need to re-organize your Camera Groups, you can do this pretty easily with
the Move Group feature. This feature essentially just allows you to select a new parent Camera
Group for an existing Camera Group. In doing so, you can transfer Sub-Groups to different top-
level Camera Groups, turn top-level Camera Groups into Sub-Groups, and turn Sub-Groups into
top-level Camera Groups.

1. To move a Camera Group, click on the Camera Group’s pop-up menu and select Move
Group.

When the Move screen appears, check the Parent Group field. If you are moving a top-level
Camera Group, the Parent Group field will display None, top level group (since the Camera
Group currently does not have a parent). If you are moving a Sub-Group, the Parent Group field
will display the name of the parent.

Move testgroup q—" Group to be

Moved
Parent Group / CU I’I’eﬂ't ACTiV&Te \
None, top level group Parent Drop-Down =
Group List

2. To make a move, click the Parent Group drop-down list to see available selections.

Move testgroup 4

e e Make This Group a
None, top level group / Top-Level GI’OUp
Exterior Views

Or, Select a New

Headquarters Parent Group

Headquarters > Assembly

Headquarters > Collaboration Center

3. Select one of the available Camera Groups as the new parent Camera Group, or select
None to make this a top-level Camera Group.
4. Once you've made your selection, click the Move Group button to complete the move.
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Find Ungrouped Cameras

Q This is the icon that will search for Ungrouped Cameras.

As you add and delete Camera Groups, Orchid Fusion/Hybrid VMS will keep track of cameras
that have not been assigned to a Camera Group. Accessing this list is easy and will help you
complete your Camera Groups.

<= ADD CAMERA GROUP

Camera Groups 31-33 of 33

Group 9 = o -2 ¥
Inside @ =0 -3 ¥
Outside BE o i ¥

Click Ungrouped \
Cameras

Q 2 UNGROUPED CAMERAS [l £} CAMERA GROUP SETTINGS

* Camera Groups are optional and not every camera has to be added to a Camera
Group. Be aware however, that if you have ungrouped cameras, and you have
elected not to view servers in the Camera Bag, those ungrouped cameras will not
be eligible for the Stage.

1. To view the list of ungrouped cameras, click the Ungrouped Cameras button at the bottom
of the Camera Groups screen. (Notice that the button indicates how many cameras are
ungrouped.)

The Add Cameras to Group screen will display all of the unassigned cameras by server. Use this
screen to quickly assign cameras to the appropriate groups (as needed).
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Add Cameras to Group X
[ My Orchid:
0 Mark this checkbox to select
D”S . all the cameras on this server
Use the
drop-down list
to select the
192.168.203.162 1‘?21603]64 des-tination
camera group  Click Add To\
Gr}»ué‘\ = Group 1 Sub Group 4 2 cameras M
Add Cameras to Group b4
[ My Orchid:
] Mark single checkboxes to
select individual cameras
[[] TestServer1:
Use the
Six points .
) e drop-down list
to select the
192.168.203.162 192 IEGS 164 d eSti n atio n
camera group  Click Add To\
G‘r‘ou;;1 > Group 1 Sub Group 4 1 camera M
2. Select the cameras you want to assign to a group.

Mark the checkbox next to a server name to select all of
a group.

a.

its unassigned cameras for

b. Mark individual checkboxes to pick and choose your cameras.

3. Use the Select a group drop-down list to select the Camera Group to which the selected
cameras will be assigned. (The number of cameras slated for addition will be displayed
next to the group name.)

4. Click the Add to Group button to complete the Camera Group assignment.
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Camera Group Settings

# This is the Camera Group Settings icon.

1. Click the Camera Group Settings button at the bottom of the Camera Groups screen.

2. Mark the Show Servers in Bag checkbox if you want the Servers to be displayed in the
Camera Bag with the Camera Groups.

3. Leave the box unmarked if you want the Camera Bag to display Camera Groups only.

4. To save your settings, click the Update Settings button.

Camera Group Settings

Show Servers in Bag

CANCEL UPDATE SETTINGS
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Search for a Camera Group

If you have more than 30 Camera Groups (by default), the Camera Groups list will extend
beyond one page. When this happens, the software will automatically activate the search
feature. Especially useful with large systems, this feature will help you find specific Camera
Groups quickly.

& C @ localhostEa0/# | camera-group a @« » 0@ :
oD Orchid Fusion

=& SERVERS

8 wem Camera Group Search Feature

B CAMERA GROUPS

i PERMISSION GROUPS

A NOTIFICATIONS 3

M LiBRARY

[ LICENSING

2o ACCOUNT SETTINGS

€)  VERSION INFORMATION K ° 2 s

Camera Groups 1-30 of 33 \
Group 1 [ ] [ IE} 1

Camera Group

Group 10 = -0 |
Group 11 Page o L] 1
roup 12 Navigation mo w0
Group 13 Eo L] 1
Group 14 - W] L] 4
Group 15 E o [ ]

Search the Camera Groups List

The Search field will appear at the top of the Camera Groups screen. It supports searching by
camera group names, using single and multiple search tags.

1. Click into the Search field to start your search.
2. Type one or more search tags (clicking Enter after each).
a. A single search tag with multiple terms (words or numbers) will initiate a search for
results that include all of the terms in the tag.
b. Multiple, single-term search tags will initiate a search for results that include at least
one of those tags.

Each time you press Enter, the Camera Groups screen will update to display all of the groups
that contain the tag(s).
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The Maps Feature

New in version 21.9, the Maps feature adds another valuable tool to the Camera Bag. Maps

make it easy for users to identify and select cameras for the Stage. As an Administrator, you
will have the ability to create a Map for any Camera Group. You simply import a Map image,
then add cameras and position them on the Map.

=+

€ Y & cemoseont m

& Orchid Fusion

2% intenior Views §
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Create a Map

Q This is the Map icon.

+ This is the Show Camera Bag icon

= This is the Hide Camera Bag icon

Adding a Map File

1. To create a new map, start by reviewing your camera groups and sub-groups. When you
find a group that needs a map, click on it to expand it.

Doors = W5 i
£ IPConfigure Click pOp-Up Menu ]
Headquarters2:

i ® ® w_ Expanded
Entrance People ... Experience Cent... Loading Dock Patio Sales Entra... Patio/Accoun... Parent Group
tst>  Click =1 mo0
Add Ma
S T

2. To add a map to a top-level group, do either of the following:
a. Click the Add Map button at the bottom of the group screen, or
b. Click on the pop-up menu and select Add Map.

3. To add a map to a sub-group:

a. Click on the pop-up menu and select Add Map.

The Edit Map screen will appear. You’'ll notice that all of the cameras associated with the
selected group will appear in a Camera Bag along the left edge of the screen. This is very
similar to the Camera Bag you see on the Stage, except this one represents this camera group

exclusively, and only shows cameras that have not been added to the Map yet. You may open
and close the Camera Bag using the + and - icons.
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Edit Exterior Views Map -f— Ca mera G roup N ame X

\Camera Bag
I Open(+) / Close (-)
' /Available Cameras
Aiphone IX-DV 2 E
Upload Map
Armistead Refuse Park Save Map
Show Cameras in Bag @ CANCEL SAVE MAP

4. To add the Map graphic, click the Upload Map button. The Select screen will appear.

Select the map image

Choose File No file chosen

CANCEL

5. Click the Choose File button. Navigate to the folder that contains the image file you want
to use as the Map. (You must select either a PNG file or a JPG file.)

6. When you find the file, click on it, then click the Open button.

7. On the Select screen, click OK.

The selected Map will now be displayed on the screen.
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& DELETE MAP

X, UPLOAD MAP

Upload Map

Delete
Map

Save Map

Configuring the Map

This is the standard Camera icon. O

6 This is the Dewarp Camera icon. ]

L4

This is the PTZ Camera icon.

This is the Expand icon.

This is the Condense icon.

Q

Ty

This is the Rotate icon.

This is the Zoom In icon.

This is the Zoom Out icon.

This is the Delete icon.

Now that you have added the Map, you may start adding and positioning cameras.

1. To add a camera to the Map, do either of the following:
a. Double-click one of the thumbnails in the Camera Bag, or
b. Click and drag one of the thumbnails from the Camera Bag to the Map.

The camera will be removed from the Camera Bag and will be placed on the Map. The camera
toolbar will appear at the bottom of the Map. Now you can work with the camera until it is
positioned perfectly.
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Camera
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| Server N\ame and - j Delete Camera

Camera Name wl
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Open Camera
Thumbnail

IPConfigure Headquarters: Aiphone IX-DV 2

2. To get the camera’s position just right, you may want to view a thumbnail of the camera.
To do this, just click the Expand icon on the camera toolbar.

Selected
Camera

Camera
‘Toolbar

———

[
i

/

Camera
Thumbnail

Now you can see exactly what the camera sees. (This should help you place the camera in the
right spot on the Map.)

3. If you need to minimize the thumbnail so you can see the entire map, click the Condense

icon.
4. Use the Zoom In and Zoom Out icons to zoom in and out of the Map. (You can also click
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10.

and drag the Map to reposition it.)

To move the camera, just click and drag the Camera icon to another position on the Map.
You can also use the Rotate icon to spin the camera until it is pointed in the right
direction.

To work with a different camera, click on it first, then you can move it, rotate it, or delete
it.

To remove a camera from the Map, first click on the camera you want to remove. Then
click the Delete icon on the camera toolbar. You will be asked to confirm the delete.

Repeat steps 1 through 6 to add more cameras to the Map.

When you have completed the Map, click the Save Map button.

The Map will now be associated with this Camera Group, and will be available for use on the
Stage.

Setting Camera Visibility

The Map screen includes one more setting that you will want to consider. This will determine if
the cameras in this Camera Group will be visible in the Camera Bag on the Stage.

1.

Mark the Show Cameras in Bag checkbox if you want these cameras to be visible in the
main Camera Bag. When marked, users will be able to select these cameras directly from
the Camera Bag (for the Stage), or from the Map (when it is on the Stage).

Leave the Show Cameras in Bag checkbox unmarked if you don’t want these cameras to
be visible in the main Camera Bag. When unmarked, users must add the Map to the Stage
first, and then select cameras from the Map.
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Edit a Map

Q This is the Map icon. O This is the Rotate icon.

+  This is the Show Camera Bag icon -fl!l This is the Upload Map icon.
= This is the Hide Camera Bag icon ) This is the Zoom In icon.
This is the standard Camera icon. Q This is the Zoom Out icon.
9 This is the Dewarp Camera icon. ]ﬁl This is the Delete icon.

E This is the PTZ Camera icon.

You can make changes to your Maps at any time.

1. To edit a Map, click on the Camera Group to expand it.

Headquarters2:

Expanded Parent
Group

| g
3DXtremes Entry... Aiphone [X- sterly Field Elevated Sidewalk

@ ®

@ ®

/] e
Loading Dock Patio Bricks East... Patio Bricks Wes... Patio Fire Pit & Patio Picnic Tabl. Patio Rail Dock §§

e

Patio Sales Entra..  Rail Yard Easter|. Sanctuary Tacos .. Southerly Field  View4 Warehouse Sout..

> o
Westerly Field (G...

Exterior Views @ =0 y
& IPConfigure Click Pop-Up Menu

Click
it o~ CIEED

2. To edit a map for a top-level group, do either of the following:
a. Click the Edit Map button at the bottom of the group screen, or
b. Click on the group’s pop-up menu and select Edit Map.

3. To edit a map for a sub-group:
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a. Click on the sub-group’s pop-up menu and select Edit Map.

The Edit Map screen will appear.

e 4 Remaining Cameras

| Select New

- Selected
f Camera

Save Map

IPConfigure Headquarters: Patio Bricks Easterly

pre—
[ Show Cameras inBag @ CANCEL SAVE MAP

Using the Edit screen, you can:

* Add any of the group’s remaining cameras

o Double-click one of the available thumbnails, or

o Click & drag one of the thumbnails to a specific location.
* Reposition cameras

o Click & drag to move the Camera icon to another location.

o Click & drag the Rotate icon to adjust the Camera icon’s point of view.
* Delete cameras

o Click on the Camera icon.

o Then click the Delete icon on the camera toolbar (and confirm).
* Replace the Map image

o Click the Upload Map button.

o Then click the Choose File button to select a new Map image.

o This will replace the background image but keep the cameras in position.
 Change the Show Cameras setting

o Mark the box to show this group’s cameras in the main Camera Bag.

o Un-mark the box to hide the cameras in the main Camera Bag.

4. After all of your changes are complete, click the Save Map button.
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Delete a Map

Q This is the Map icon.
@ This is the Delete icon.

-t! This is the Upload Map icon.

You have a couple of options for removing a Map, but first, you need to open the Edit Map
screen.

1. Click on the Camera Group to expand it.

2. To remove a map for a top-level group, do either of the following:
a. Click the Edit Map button at the bottom of the group screen, or
b. Click on the group’s pop-up menu and select Edit Map.

3. To remove a map for a sub-group:
a. Click on the sub-group’s pop-up menu and select Edit Map.

The Edit Map screen will appear.

Edit Exterior Views Map b 4

' i"‘“‘—‘—i [ ] X UPLOAD MAP
3DXtremes Entry Ramp
rt Jpload
Map
elete
Dublin Decks Exterior M a- p
RSP————
Save Map
Dumpsters
Al S
[0 show Cameras in Bag @ CANCEL

4. To remove a Map and send all of the cameras back to the Camera Bag, click the Delete
Map button. After you confirm the delete, there is no turning back. (You don’t have to
save the Map to complete the delete process.)

5. To replace the current Map image with a new background image, click the Upload Map
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button, then select the new Map image. Once you confirm the new image, the system will
replace the background image, while keeping all of the camera icons in place. (You don’t
have to save the Map to complete this process.) You may need to adjust camera positions
based on the new Map.
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Creating and Managing Permission Groups

Orchid Fusion VMS allows Administrators to set granular permissions through the Permission
Groups feature. This means that Administrators may create custom permission sets, and will be
able to:

* Define groups of users, each with different permissions

* Add Permission Groups as “users” of other Permission Groups (nested groups)
* Assign combinations of individual abilities (Live, Playback, PTZ, and Export)

* Grant and revoke permissions at both the server and camera levels

Using Permission Groups can decrease the Administrator’'s workload by eliminating the need to
enter every detail for each user, and reducing the need for future maintenance. A solid
permission strategy, however, will require some planning.

* You must be a member of an Administrator group to add and manage Permission
Groups.

«¥s To configure Orchid Fusion VMS to work with Active Directory, Azure Active
Directory, or FreelPA, the Administrator will first need to edit the Orchid Fusion
VMS properties file. (Please refer to the Orchid Fusion VMS Installation Guide for
detailed instructions.) To create Permission Groups for any of these external
authentication providers, please refer to the following: the Add a Permission
Group for Active Directory section, the Add a Permission Group for Azure Active
Directory section, or the Add a Permission Group for FreelPA section.
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Orchid Fusion VMS Default Permission
Groups

Orchid Fusion/Hybrid VMS is configured with three default Permission Groups: Live Viewer,
Viewer, and Administrator. As indicated in the next diagram, these Permission Groups have
increasing levels of permissions, and by design, the fewest number of people should have the
most permissions. This represents what may be the simplest and best permissions structure for
Orchid Fusion/Hybrid VMS. In theory, you could just add members to each of these Permission
Groups and be done. However, this diagram assumes that the default Permission Groups are
sufficient and that all of the users should have access to all Orchid Core VMS servers and
cameras (which may not apply in your organization).

In some organizations, Permission Groups may need to be restricted to certain abilities, servers
and cameras. While these requirements may complicate the planning process for permissions,
once a planis in place, Orchid Fusion/Hybrid VMS has the tools to make it happen. Refer to the
Tips section for general suggestions on creating Permission Groups, and the remainder of this
section for instructions on how to configure Permission Groups.
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Custom Permission Groups

While you may want to utilize the Orchid Fusion/Hybrid VMS Default Permission Groups, you
also have the option of creating new, custom Permission Groups with defined abilities and
server/camera access. For each Permission Group, there are several abilities that can be

granted or revoked individually. These are as follows:

* Live: View live video.

* Playback: View archive video.
* Export: Export archive video.
* PTZ: Control PTZ cameras.

e All: All of the above.

Once the abilities have been selected, they can then be applied to some or all of the servers
and cameras, as needed. This is a powerful combination that can be used in a variety of
situations, like dividing your organization into territories to be monitored by different
Permission Groups, or for restricting user access to secure areas.

The diagram below shows a simple example in which a Permission Group (with both individual
members and a member Permission Group) is granted two abilities; these abilities are
extended to one Orchid Core VMS server (with all of its cameras), and a few cameras on a
second Orchid Core VMS server. In Orchid Fusion/Hybrid VMS, this was accomplished using one
permission set. Check out the next example to see what you can do when you start adding

permission sets.

Permissions Granted

B e bebe bo

[ Abilities Scope ]
Granted Granted
‘E'
- L4
- r
PC Backo Server v

(All Cameras

PConfigure Orchid X
Il Cameras

f IPConfigure Orchid
192.168.100.79

IPConfigure Orchid
Axis 20MP

IPConfigure Orchid
CEOQ Conf. Room
IPConfigure Orchid x
Conference Area
IPConfigure Orchid %
Conference Room with Audio
‘IPConﬁgure Orchid
Conference Table PTZ
|PConfigure Orchid x
Elevators

.IPConﬂgure Orchid <o

Hallway Exit

X X X

The next diagram shows a more complex example (but it’s still easy to set up in Orchid Fusion/
Hybrid VMS). With one permission set, all of the abilities are granted to the Permission Group
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and these abilities are extended to two Orchid Core VMS servers (All Servers/All Cameras). But
in this example, there needs to be one exception. To do that, another permission set is created
to revoke permissions on one ability on one camera.

Permissions Granted Permissions Revoked

[ Abilities Scope l [ Abilities Scope ]
Granted Granted Revoked Revoked

#3]IPC Backo IPC Backo

wil All Cameras - All Cameras

a¥p)] IPConfigu
All Cameras

@IPConﬂ
192.168.

g!PConfi
Axis 20M

IPConfi
CEO Cor
IPConfi
Conferen

IPConfi
Conferen
IPConfi

Conferen
IPConfi
Elevators

B Bede e del:

When you grant and revoke permissions, it is important to remember what that will mean to
future system additions. In the example above, only one ability on one camera has been
revoked. If you add a camera or an Orchid Core VMS server to the system, it will automatically
have all of the permissions (because it is covered by the All Servers/All Cameras selection, and
is not specifically chosen for a revoked permission).

Let’s look at this example another way. Instead of using the revoke feature, we could grant all
of the abilities to almost all of the cameras (by selecting the cameras one by one). In this case,
if you add a camera or an Orchid Core VMS server to the system, it will not automatically have
all of the permissions (because it is not covered by an All Servers/All Cameras selection, or
specifically chosen for granted permissions).
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Tips for Creating Permission Groups

* Develop a plan for permissions before you start. Ask some basic questions:
o Who needs to have access to everything? That will be your Administrator group.
o Who are your Users and what do they need access to during the course of a normal
day?
o Are there any abilities that need to be off-limits to some users?
o Are there any servers or cameras that need to be off-limits to some users?

* Consider using a few standard Permission Groups that may cover a majority of users.
(Orchid Fusion VMS Default Permission Groups, as discussed, include the following:
Administrator, Viewer, and Live Viewer. These can be used as is, modified, ignored, or
deleted.)

* Limit the Administrator group to as few members as possible.

» Refer to your organization’s existing hierarchy or Active Directory to help determine
permission levels for different users.

* Don’t over-do it on permissions; grant users the least amount of permissions required to
complete job duties.

* Try to design things so that each user is only in one Permission Group.

* If a user is a member of more than one Permission Group, remember that a permission
granted in one Permission Group will override a permission revoked in another Permission
Group.

* If you create a permission set that grants some abilities to All Servers, All Cameras, that
permission set will automatically apply to any new camera you add to the system.

* The Permissions Revoked feature is especially useful when you have a large system of
servers and cameras and just one (or a few) that need more restricted access. Instead of
granting permissions to a large number of servers and cameras by selecting them one by
one, grant the permission to All Servers, All Cameras, then revoke access to a select few.

* The system will allow some strange permission combinations, but it will typically give you
hints to avoid them. For example, a Permission Group may have export abilities without
playback abilities; this means a user can select and export a segment of recorded video
without actually being able to view it until after it's exported.
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Accessing the Permission Groups

1. Open the System Menu in the top-right corner of the screen and select Permission Groups.

The Permission Groups screen will initially include three Orchid Fusion/Hybrid VMS Default
Permission Groups. Once you start creating new Permission Groups, they will appear here as
well. For each one, Orchid Fusion/Hybrid VMS displays a description of the Permission Group,

and the number of members that are currently assigned to it.

o You may use the default Permission Groups or add new ones as necessary.

* When configured for Active Directory, Azure Active Directory, or FreelPA, this list
will not indicate how many members are in each Permission Group. (For more
details on Permission Groups that use external group mapping, please refer to
the Add a Permission Group section for the appropriate authentication provider.)

(] Acoessing e Permstuion s B 15 Crutid b W4 - B0 =+ I
€ 3 O (8 sy amx %@
& Orchid Hybrid s
P Permission Group Add New
USERS 4 ADD PERMISSION GROUP
——— Search Feature Group
& PERMISSION GROUPS i i
A NOTIFICATIONS > Pel‘mISSIOﬂ
; Group Page
25 ACCOUNT SETTINGS K ° 2 A N a\“ g at i on
€0 VERSION INFORMATION Permission Groups 1-30 of 31 M em b ers
3 Administrator oy @ M0
Per Group
EndUserTesting
E X i S-ti N g % Live Viewer doc (2]
Groups oot ean Group With ~ *
Test User Agraup of usi for apeciying g m
External '
* D efau I't * Viewer A Viewer can siros live vide, reviow and expart srchive I-merr«B-alw--nmnm 02
Groups Temp Group 1 Agroup of users fo or npecifyln g permisalons K p -
Temp Group 2 Agroup of users for specilying permissions M a p p I n g S -

The Permission Groups screen lists up to 30 Permission Groups per page (by default). If you
have more than 30 Permission Groups, additional pages will be added automatically. This will

also activate the page navigation tools and the search feature.
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The navigation tools will appear at the top and bottom of the screen. These will allow you to
move easily from page to page.
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Add an Administrator Permission Group

=#+ This is the Add icon.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups
list. A New Permission Group screen will open.

New Permission Group x

Temp Admin Group A group of Admin users for specifying permissions

/Administrator Groups Are Typically
et — Limited to a Few Members

2]

o Assign This as an
- Administrator Group
bd Administrator Group

2. Enter a name and a description for the new Permission Group in the Group Name and
Group Description fields.

3. Select a member for the new Permission Group by clicking on Search for a User to open a
drop-down list of Orchid Fusion/Hybrid VMS users. Find and click on a member. As soon as
you select a member, another list will appear so you can make another selection (if
needed).

a. Press Escif you don’t need to make another selection.
b. To remove a member, click the X to the right of the member name.

«¥s Available members (or Orchid Fusion/Hybrid VMS users) are established with the
Users feature found on the System menu. For more details, please refer to Users.
Other potential members may come from authentication providers the system
has been configured to use.

* The software provides two locations at which you may assign user permissions.
With the User feature, you assign user permissions (indirectly) by selecting the
Permission Group(s) to which the user belongs. With the Permission Groups
feature, you assign users as members of Permission Groups with specific abilities
and access. While you don’t have to select any members immediately upon
adding a Permission Group, until you do, the Permission Group will essentially be
inactive.

4. If members of this Permission Group will include other Permission Groups, click on Search
for a Group to open a drop-down list of existing Permission Groups. Find and click on a
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Permission Group. As soon as you select a Permission Group, another list will appear so
you can make another selection (if needed).
a. Press Escif you don’t need to make another selection.
b. To remove a Permission Group, click the X to the right of the Permission Group
name.

* If you add a Permission Group as a member of this Permission Group, the
member Permission Group will automatically inherit the permissions of the main
Permission Group. (This is probably not a common selection for an Administrator

group.)

5. Since this Permission Group is an Administrator group, mark the Administrator Group
checkbox. In addition to all-server access and video abilities, this Permission Group will be
able to add and delete Orchid Core VMS servers, Users, and Permission Groups. (No other
settings will be required.)

6. Once all settings are complete, press the Save Group button.

Temp Admin Group A group of Admin users for specifying permissions a:2

Members
TempUser?7, marci_hunt

Marked as an Administrator

Member Groups ©
None Group, This Group Has Access to
v Administrator Group Everything in Orchid Fusion VMS

1] DELETE GROUP
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Add a Permission Group with Individual
Members

=+ This is the Add icon.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups
list. A New Permission Group screen will open.

New Permission Group

Sr.\l.;t.:ll. B SI’.\I.';I.l 5‘?‘4.‘:ur;t5r
a— Group Name &

“'"’""":x B —sSelect Description
' Members
[] Administrator Group
[ allApps
Permissions Granted & Permissions Revoked ©
Default
o,,,i.m / Permissions
R e on X for a New
4 Al Servers, All Cameras G rou p
=3 moone

2. Enter a name and a description for the new Permission Group in the Group Name and
Group Description fields.

3. Select a member for the new Permission Group by clicking on Search for a User to open a
drop-down list of Orchid Fusion/Hybrid VMS users. Find and click on a member. As soon as
you select a member, another list will appear so you can make another selection (if
needed).

a. Press Escif you don’t need to make another selection.
b. To remove a member, click the X to the right of the member name.

«¥s Available members (or Orchid Fusion/Hybrid VMS users) are established with the
Users feature found on the System menu. For more details, please refer to Users.
Other potential members may come from authentication providers the system
has been configured to use.
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* The software provides two locations at which you may assign user permissions.
With the User feature, you assign permissions (indirectly) by selecting the
Permission Group(s) to which the user belongs. With the Permission Groups
feature, you assign users as members of Permission Groups with specific abilities
and access. While you don’t have to select any members immediately upon
adding a Permission Group, until you do, the Permission Group will essentially be
inactive.

By default, each new Permission Group will be granted Live abilities for All Servers, All
Cameras.

4. To assign specific, limited permissions for this Permission Group, use the Permissions
Granted and Permissions Revoked features.
5. After all of the permissions are set, press the Save Group button.

Permissions Granted

The Permissions Granted feature provides a way to grant custom combinations of abilities to
selected servers and cameras. In the example below, the Permission Group is given the ability
to view live video on all servers and cameras. With the addition of another permission set, this
same Permission Group will be able to playback video from all of the cameras on one of the
servers, and one camera on a second server.

1. Go to the Permissions Granted box.
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2. Select an ability for the new Permission Group by clicking on Type an Ability to open a
drop-down list of abilities. Available selections include the following: Live, Playback,
Export, PTZ, and All (which includes the other four abilities).

3. Click on the ability you want to grant. As soon as you select an ability, another list will
appear so you can make another selection (if needed).

a. Press Escif you don’t need to make another selection.
b. To remove an ability, click the X to the right of the ability name.

4. Mark the All Servers, All Cameras checkbox if you want this permission set to apply to all
of the registered Orchid Core VMS servers and associated cameras. You may also select
this option if you want this permission set to apply to most of the servers and cameras;
you may use a Revoke permission set in conjunction with this one to eliminate the
unwanted servers and cameras. Keep in mind how this will impact cameras and servers
that are added to the system later. (If marked, proceed to step nhumber 7. If left
unmarked, proceed to step 5.)

o¥s If you create a Permission Group that uses the All Servers, All Cameras selection,
that Permission Group will automatically have the same access to any new
cameras you add to the system.

5. Select specific servers and cameras for this permission set by unmarking the All Servers,
All Cameras checkbox; then click on Search for an Orchid or Camera to open a drop-down
list of registered servers and cameras. (Orchid Core VMS servers will be represented by
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an Orchid Core VMS logo; individual cameras will be represented by a thumbnail.)
Click on a server or camera. As soon as you select a server or camera, another list will
appear so you can make another selection (if needed).

a. Press Esc if you don’t need to make another selection.

b. To remove a server/camera, click the X to the right of the server/camera name.
When the permission set is complete, press the Done button.

o

Abilities:
Live

Scope:
v All Servers, All Cameras

o

Abilities:
Playback

Scope:

Orchid Core VMS: IPConfigure Reception, Main Hall Entry - Aidant Al, Main Hall PTZ

=< GRANT ANOTHER PERMISSION

Permissions Granted ©

If you need to add another permission set for this Permission Group, click the Grant

Edit pencil.

Permissions Revoked

Another Permission button, then repeat steps 1 through 8.

To edit a permission set, click the Edit pencil that corresponds to the set you want to edit.
To delete a permission set, click the Remove button. (The set will be removed
immediately.) If you don’t see the Remove button, enter edit mode first by clicking the

The Permissions Revoked feature provides a way to eliminate the Permission Group’s ability to
do certain things for selected servers and cameras. This can be a great shortcut especially
when, for example, there is only one camera out of many that requires some restricted access.
In the sample below, the Permission Group’s ability to view recorded video and export video
has been revoked on two cameras. By adding another permission set, this Permission Group

will lose all abilities for another camera.

* Although not shown here, this Permission Group was granted All abilities on All
Servers, All Cameras. Permissions Revoked settings will override Permissions
Granted settings. Keep in mind how these settings will impact cameras and
servers that are added to the system later.
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1. Go to the Permissions Revoked box.

Permissions Revoked ©

o Revoke Specific
- 4 PDbilities for Selected
Orchid Core VMS

I3“"*""""""""“"”‘”“‘";Servers and Cameras

sﬂrd‘liﬂ Core VMS 5 .Omn.u Core VMS 4
Megzanme 3] Mezzanine Stairs

Revoke All Abilities f&F
q_hm/-Selected Orchid Core

anx 5 VVMS Servers and

03 A Servers icamerss. 2 CAMETAS

Servers and Cameras

Orchid Core VMS % Orchid Core VMS %
Benevolent Meet-up IPCaté Fisheye

& REMOVE ADONE

2. Select the ability you want to take away from the Permission Group by clicking on Type an
Ability to open a drop-down list of abilities. Available selections include the following:
Live, Playback, Export, PTZ, and All (which includes the other four abilities).

3. Click on the ability you want to eliminate. As soon as you select an ability, another list will
appear so you can make another selection (if needed).

a. Press Esc if you don’t need to make another selection.
b. To remove an ability from the revoked list, click the X to the right of the ability
name.

4. Mark the All Servers, All Cameras checkbox if you want this permission set to apply to all
of the registered Orchid Core VMS servers and associated cameras. (If marked, proceed to
step 7. If left unmarked, proceed to step 5.)

5. Select specific servers and cameras for this permission set by unmarking the All Servers,
All Cameras checkbox; then click on Search for an Orchid or Camera to open a drop-down
list of registered servers and cameras. (Orchid Core VMS servers will be represented by
an Orchid Core VMS logo; individual cameras will be represented by a thumbnail.)

6. Click on a server or camera. As soon as you select a server or camera, another list will
appear so you can make another selection (if needed).

a. Press Escif you don’t need to make another selection.
b. To remove a server/camera from the revoked list, click the X to the right of the
server/camera name.

7. When the permission set is complete, press the Done button.
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Permissions Revoked ©

Abilities:
Export

Scope:
Orchid Core VMS: Mezzanine 360, Mezzanine Stairs

Abilities:
All

Scope:
Orchid Core VMS: Benevolent Meet-up, IPCafé Fisheye

<+ REVOKE ANOTHER PERMISSION

8. If you need to add another revoked permission set for this Permission Group, click the
Revoke Another Permission button, then repeat steps 1 through 8.
9. To edit a permission set, click the Edit pencil icon that corresponds to the set you want to

edit.

10. To delete a permission set, click the Remove button. (The set will be removed

immediately.) If you don’t see the Remove button, enter edit mode first by clicking the

Edit pencil.
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Add a Permission Group that Includes a
Member Group

=+ This is the Add icon.

1. Click the Add Permission Group button in the top-right corner of the Permission Group list.
A New Permission Group screen will open.

New Permission Group

New Group 3 & group of users with Mernber Greups

/—Seleot Member
— . Groups
Grant and
Revoke
Permissions Granted © Pe rm i Ssi 0 n S Permissions Revoked ©

o - Need to

Abilities:

Livex  Playbackx

e=mh G GuEEEn

ADONE

|

2. Enter a name and a description for the new Permission Group in the Group Name and
Group Description fields.
3. To add member Permission Groups to this Permission Group, click on Search for a Group to
open a drop-down list of existing Permission Groups. Find and click on a Permission Group.
As soon as you select a Permission Group, another list will appear so you can make
another selection (if needed).
a. Press Esc if you don’t need to make another selection.
b. To remove a Permission Group, click the X to the right of the Permission Group
name.

«f» When you add a Permission Group as a member Permission Group, it will
automatically inherit the permissions of the main Permission Group.

o The software provides two locations at which you may assign user permissions.
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With the User feature, you assign user permissions (indirectly) by selecting the
Permission Group(s) to which the user belongs. With the Permission Groups
feature, you assign users as members of Permission Groups with specific abilities
and access. While you don’t have to select any members immediately upon
adding a Permission Group, until you do, the Permission Group will essentially be
inactive.

4. To assign specific, limited permissions for this Permission Group, use the Permissions
Granted and Permissions Revoked features.

5. After all of the permissions are set, press the Save Group button.

6. When the Permission Group appears in the Permission Groups list, click Show Members to
display all of the users in the member Permission Group, or Hide to conceal them.

New Group 3 A group of users with Member Groups 04

Two Groups
Members

None Are Selected
Member Groups © /_ as Members
Temp Group 7, Temp Group 8

Included Members: TempUserd, TempUserS, Templsert, TempUser7 Hide -‘__ G ro u p M e m b e r N am e S

Permissions Granted Mal:l Be D|Sp|al:|ed or
Hidden

o

Abilities: /— Permissions Granted Give These
e Pl Groups Additional Access
Scope:

Orchid Core VMS: Experience Center 180, Experience Center Café PTZ, Experience Center South PTZ

Permission Groups may contain a combination of individual members, member Permission
Groups, and external groups.
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Add a Permission Group for Active Directory

=#+ This is the Add icon.

The Permissions Group screen lists all of the Permission Groups that have been added. For each
of these Permission Groups, Orchid Fusion/Hybrid VMS displays a description of the Permission
Group. If the Fusion/Hybrid configuration file has been modified to add the Active Directory
server(s), you may add Permission Groups that pull users from your Active Directory.

* For details on modifying the Orchid Fusion VMS configuration file to add the
Active Directory server(s), please refer to the Orchid Fusion VMS Installation
Manual. On Orchid Hybrid VMS systems, IPConfigure Support personnel will
modify the configuration file to permit Active Directory authentication.

. - 8 x

T @ crchd hndpronbgansom T e g a e a @i

o Orchid Hybrid

5 seavens

a o Add New Group — s

B CAMERA GROUPS

& PEAMISSION GROUPS
B NOTIFICATIONS »
W LIBRARY

[ LicensiNg

25 ACCOUNT SETTINGS K 1 ° A

€} VERSION INFORMATION Permission Groups 31-37 of 37
Temp Group 7 A group of users o2
Temp Group B A group of users 2

Tomp Group 9

Test User

3 Viewsr A Ve won nirwse vy vides, seviuw nd pepertarsbivs leptag, ind somnl FTZ spmaves 02
G r O U p W i ‘t h \ Now Group 3 A greup o users with Mesmbsee Groups 2T
A Ct i ve Actlve Diractory Group  # slosehakiorfoe o potentiel roup of 45 Usars -
Directory @
Users

* Default Permission Group

* You may use the default Permission Groups or add new Permission Groups as you
deem necessary.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups
list. A New Permission Group screen will open.
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New Permission Group

Pl i Enter Group Name
and Description

(7]

Select Active

B — Directory Groups
.-:[;'hJ;IJCEque';' T;—'}‘._Q 8
N Grant and
Permizsions Granted @) Revoke Permissions Revoked ()
Permissions B
omm: Need 1o rnun. . . |. |"II|\ featwres
Live X Playback x - .
B AN Servers, AN Cameras
== moon

Enter a name and a description for the new Permission Group in the Group Name and
Group Description fields.
Click on External Group Mapping.
Click in the Domain field and enter the name of the domain in which your target Active
Directory users exist.
Click in the Group field and enter the name of the group in which your target Active
Directory users exist.
Click the Add icon to add this new external group. As soon as you add the new external
group, another prompt will appear so you can enter another group (if needed).
a. If you don’t have any additional external groups to add, simply click in the white
space to the right of the Domain and Group fields.
b. To remove an external group mapping, click the Delete/Trash Can icon to the right of
the group name.

Available members for an Active Directory Permission Group include all of the
users that are already defined in your Active Directory. For more details, please
refer to your Active Directory documentation.

You may add external groups from Active Directory, Azure Active Directory, and
FreelPA to the same Permission Group, if desired.

If this Permission Group is going to have all of the permissions that an Administrator has
(like adding and deleting Orchid Core VMS servers, Users, and Permission Groups), mark
the Administrator Group checkbox. (If marked, no other settings will be required.)

If this Permission Group is going to have specific, limited permissions, use the Permissions
Granted and Permissions Revoked features.
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9. After all of the permissions are set, press the Save Group button.

Active Directory Group

Members

None

Member Groups ©

None

External Group Mappings ©
ipcad.test \ Test1
ytho.ipcad.test \ Test2

+

Abilities:
Live, Playback

+ All Servers, All Cameras

A placeholder for a potential group of A-D Users

- Group Name and
Description

Selected Active
Directory Groups

Permissions Granted

Permissions Granted to
/ the Selected Active
Directory Groups

[ DELETE GROUP

# EDIT GROUP
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Add a Permission Group for Azure Active
Directory

=+ This is the Add icon.

The Permissions Group screen lists all of the Permission Groups that have been added. For each
of these Permission Groups, Orchid Fusion/Hybrid VMS displays a description of the Permission
Group. If the Fusion/Hybrid configuration file has been modified to add the Azure Active
Directory properties (clientid, clientsecret, endpoint, and domain), you may add Permission
Groups that pull users from your Azure Active Directory.

* For details on modifying the Orchid Fusion VMS configuration file to add the
Azure Active Directory properties, please refer to the Orchid Fusion VMS
Installation Manual. On Orchid Hybrid VMS systems, IPConfigure Support
personnel will modify the configuration file to permit Azure Active Directory
authentication.

x4

£ 5 O erhidybrdiponigucen T pemsson grow aE s n@

&2 Orchid Hybrid

B serveRs

& usems Add NeW‘
B CAMERA GROUPS G rou p

A& PEAMISSION GROUPS

+ ADO PERMISSION GROUP

‘ NOTIFICATIONS >
W LiRARY

B Licensing
» e EXiSting Groups kK @
€ VERSION INFORMATION T ot
Temp Group 7 A group of wsers 02
Temp Group B i group of users 0
Tarmp Group 9

Test User

¥ Viewer

Group .
W i.t h AZ u re\ Active Directory Group A placehy WD Usars -
A _ D U sers Azure AD Group A plssehclde or Qo with 1w AL -

kK @
*Default Permission Group

* You may use the default Permission Groups or add new Permission Groups as you
deem necessary.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups
list. A New Permission Group screen will open.
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Azure AD Group A placeholder for a Group with Azure AD Users

0 Click to Expand

1 EXTERMAL GROUP MAPPING w

sl Active Directory, FreelFid and / ar Azure Acgigfbire
orchidsecurity.com / FusionTesters #5

archidsecurity.com IpconfigureTesters

O administrator Group

Grant and

o Revoke
s /Permissions

LiveXX PlaybackX PTZX

Permissions Granted &

All Servers, All Cameras

e

-Select Azure AD Groups

. /—Click to Add

Enter Group
Name and
Description

Permissions Revoked O

2. Enter a name and a description for the new Permission Group in the Group Name and

Group Description fields.
3. Click on External Group Mapping.

4. Click in the Domain field and enter the name of the domain in which your target Azure

Active Directory users exist.

5. Click in the Group field and enter the name of the group in which your target Azure Active

Directory users exist.

6. Click the Add icon to add this new external group. As soon as you add the new external
group, another prompt will appear so you can enter another group (if needed).
a. If you don’t have any additional external groups to add, simply click in the white
space to the right of the Domain and Group fields.
b. To remove an external group mapping, click the Delete/Trash Can icon to the right of

the group name.

* Available members for an Azure Active Directory Permission Group include all of
the users that are already defined in your Azure Active Directory. For more
details, please refer to your Azure Active Directory documentation.

* You may add external groups from Active Directory, Azure Active Directory, and
FreelPA to the same Permission Group, if desired.

7. If this Permission Group is going to have all of the permissions that an Administrator has
(like adding and deleting Orchid Core VMS servers, Users, and Permission Groups), mark
the Administrator Group checkbox. (If marked, no other settings will be required.)

8. If this Permission Group is going to have specific, limited permissions, use the Permissions

Granted and Permissions Revoked features.
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9. After all of the permissions are set, press the Save Group button.

Az AD G A placeholder for a Group with Azure AD Users
e “*~—Group Name and
Members Description
bel (2] .
Hember rowes Selected Azure Active
External Group Mappings © / Directory Groups
orchidsecurity.com \ FusionTesters

orchidsecurity.com \ IpconfigureTesters
Permissions Granted
6 Permissions Granted to
A /he Selected Azure Active
Live,Piayback, PTZ Directory Groups

Scope:
+ All Servers, All Cameras

f4 DELETE GROUP & EDIT GROUP
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Add a Permission Group for FreelPA

=#+ This is the Add icon.

The Permissions Group screen lists all of the Permission Groups that have been added. For each
of these Permission Groups, Orchid Fusion/Hybrid VMS displays a description of the Permission
Group. If the Fusion/Hybrid configuration file has been modified to add the FreelPA servers
property, you may add Permission Groups that pull users from FreelPA.

* For details on modifying the Orchid Fusion VMS configuration file to add the
FreelPA property, please refer to the Orchid Fusion VMS Installation Manual. On
Orchid Hybrid VMS systems, IPConfigure Support personnel will modify the
configuration file to permit Free IPA authentication.

. - & x

& T @ cnhd-hybnd peongencom ™ e g a @ o @

o Orchid Hybrid

: USERS Add NeW Group\
; PERMISSION GROUPS

A NOTIFICATIONS H

M LBRARY

[ Licensing Existing

2o ACCOUNT SETTINGS K ! ° 5.

)  VERSION INFORMATION G ro u p S \ Permission Groups 31-39 of 39
Temp Group 7 A group of users o2
Temp Group 8 A greup of users 02
Temp Group &

Test User

& Viewsr o2
. Maw Group 3 (a1}
Group with Jethe Ohackory G a
*
Free IPA \ Azuro AD Group - DefaUIt

& Permission
Group

Users

* You may use the default Permission Groups or add new Permission Groups as you
deem necessary.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups
list. A New Permission Group screen will open.
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New Permission Group

I;re.:e IIIP-A-Gmup A pla‘c-eh-ul.de( for a group with Free IPA Users E n -t e r G ro u p
Name and

Description
° Cﬁck to Expand

1 EXTERNAL GROUP MAPFING v

-Select FreelPA Groups

Externai Actrve Directory, FreelP4 and / or Affe Act

example.com / FusionUsers™ 8

- . . @«—Click to Add

O Administrator Group

Permissions Granted & G ra n -t a n d Permissions Revoked ©

o Revoke | |
Abilities: /Pe r m i S S i 0 n S\ + REVOKE PERMISSION

Livex  Playbackx |/

All Servers, All Cameras

2. Enter a name and a description for the new Permission Group in the Group Name and
Group Description fields.
3. Click on External Group Mapping.
4. Click in the Domain field and enter the name of the domain in which your target FreelPA
users exist.
5. Click in the Group field and enter the name of the group in which your target FreelPA
users exist.
6. Click the Add icon to add this new external group. As soon as you add the new external
group, another prompt will appear so you can enter another group (if needed).
a. If you don’t have any additional external groups to add, simply click in the white
space to the right of the Domain and Group fields.
b. To remove an external group mapping, click the Delete/Trash Can icon to the right of
the group name.

«¥s Available members for a FreelPA Permission Group include all of the users that
are already defined in your FreelPA directory. For more details, please refer to
your FreelPA documentation.

* You may add external groups from Active Directory, Azure Active Directory, and
FreelPA to the same Permission Group, if desired.

7. If this Permission Group is going to have all of the permissions that an Administrator has
(like adding and deleting Orchid Core VMS servers, Users, and Permission Groups), mark
the Administrator Group checkbox. (If marked, no other settings will be required.)

8. If this Permission Group is going to have specific, limited permissions, use the Permissions
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Save Group button.

A placeholder for a group with Free IPA Users

/
Scope: /

+ All Servers, All Cameras

Free IPA Group

Members

None

Member Groups @

MNone

External Group Mappings ©

example.com \ FusionUsers
example.com \ FusionlUsers2

©

Abilities:
Live, Playback

Selected FreelPA
Groups

Permissions Granted

Permissions Granted to
the Selected FreelPA

<\Group Name and
Description

Groups

W DELETE GROUP

# EDIT GROUP
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Add an “All APPs” Permission Group

=#+ This is the Add icon.

Orchid Fusion/Hybrid VMS supports custom applications through the APPs feature. When the
APPs feature is activated, you will have the ability to create a Permission Group to define who
will have access to one or all of your custom applications. Any users that are in an
Administrator Group will automatically have access to the APPs. All other users will need to be
given specific access.

o The APPs feature requires additional configuration. Please refer to the Orchid
Fusion VMS APPs section for more details. On Orchid Hybrid VMS systems,
IPConfigure Support personnel will modify the configuration file to activate the
APPs feature.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups
list. A New Permission Group screen will open.

MNew Permission Group

AF'l;'sll- All APPs A g;ol:lp D:f.users with access to All APPs
\Enter Group Name
TempUser7 X TempUserd x r T . .
and Description
o \Select Group
Members

] Administrator Group . 4
/De5|gnate This as an

All APPs Group

Permissions Granted @ Permissions Revoked @

Al:.iilien: . ‘/_. Le ave Blank -to < REVOKE PERMISSION
Keep APPs and
Abilities Separate

All Servers, All Cameras

4 GRANT ANOTHER PERMISSION

CANCEL SAVE GROUP

2. Enter a name and a description for the new Permission Group in the Group Name and
Group Description fields.

3. Select a member for the new Permission Group by clicking on the Search for a User field;
this will open a drop-down list of Orchid Fusion/Hybrid VMS users. Find and click on a user.
As soon as you select a member, a list will appear so you can make another selection (if
needed).
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a. Press Esc if you don’t need to select another member.
b. To remove a member, click the X to the right of the member name.

* The software provides two locations at which you may assign user permissions.
With the User feature, you assign user permissions (indirectly) by selecting the
Permission Group(s) to which the user belongs. With the Permission Groups
feature, you assign users as members of Permission Groups with specific abilities
and access. While you don’t have to select any members immediately upon
adding a Permission Group, until you do, the Permission Group will essentially be
inactive.

4. Click on the Search for a Group field to add a Member Group as a member of this group.
As soon as you enter a Member Group, a prompt will appear so you can enter another
Member Group (if needed).

a. Press Escif you don’'t need to select another Member Group.
b. To remove a Member Group, click the X to the right of the Member Group name.

5. If this Permission Group is going to have access to all of your custom applications, mark
the All APPs checkbox.

6. If this Permission Group is going to have specific, limited permissions to abilities and
cameras, use the Permissions Granted and Permissions Revoked features (but it might be
less complicated to leave these blank, essentially keeping standard permissions and APP
permissions separate).

* When you grant a user permission to an APP, the system accounts for the
cameras that the user has access to, so there may be no need to grant and
revoke standard permissions again. By default, each new Permission Group will
be granted Live abilities for All Servers, All Cameras. If you want to keep your
typical permissions separate from the APPs permissions, make sure no abilities
are selected.

7. After all of the permissions are set, press the Save Group button.
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Add a Permission Group for Selected APPs

=#+ This is the Add icon.

* The APPs feature requires additional configuration. Please refer to the Orchid
Fusion VMS APPs section for more details. On Orchid Hybrid VMS systems,
IPConfigure Support personnel will modify the configuration file to activate the
APPs feature.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups
list. A New Permission Group screen will open.

nPPs...h-!ohonAJenet Aqlm;oofusefstaccmtomeMwonNeﬂerW En-ter Group
Name and
Templser] Templser2 . .
Description
. \ Select Group =
Members
SO Select One or More
T / Specific APPs
o Leave Blank to
¥~ Keep APPs and
8 wseen memenf\ hilities Separate
o
e (G

2. Enter a name and a description for the new Permission Group in the Group Name and
Group Description fields.
3. Select a member for the new Permission Group by clicking on the Search for a User field,
this will open a drop-down list of Orchid Fusion/Hybrid VMS users. Find and click on a user.
As soon as you select a member, a list will appear so you can make another selection (if
needed).
a. Press Esc if you don’t need to select another member.
b. To remove a member, click the X to the right of the member name.

* The software provides two locations at which you may assign user permissions.
With the User feature, you assign user permissions (indirectly) by selecting the
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Permission Group(s) to which the user belongs. With the Permission Groups
feature, you assign users as members of Permission Groups with specific abilities
and access. While you don’t have to select any members immediately upon
adding a Permission Group, until you do, the Permission Group will essentially be
inactive.

4. Click on the Search for a Group field to add a Member Group as a member of this group.
As soon as you enter a Member Group, a prompt will appear so you can enter another
Member Group (if needed).

a. Press Escif you don’'t need to select another Member Group.
b. To remove a Member Group, click the X to the right of the Member Group name.

5. If this Permission Group is going to have access to specific custom applications, click on
the Search for an APP field. As soon as you select an APP, a prompt will appear so you can
select another APP (if needed).

a. Press Escif you don’t need to select another APP.
b. To remove an APP, click the X to the right of the APP name.

6. If this Permission Group is going to have specific, limited permissions to abilities and
cameras, use the Permissions Granted and Permissions Revoked features (but it might be
less complicated to leave these blank, essentially keeping standard permissions and APP
permissions separate).

* When you grant a user permission to an APP, the system accounts for the
cameras that the user has access to, so there may be no need to grant and
revoke standard permissions again. By default, each new Permission Group will
be granted Live abilities for All Servers, All Cameras. If you want to keep your
typical permissions separate from the APPs permissions, make sure no abilities
are selected.

7. After all of the permissions are set, press the Save Group button.
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f This is the Edit pencil icon.

The Permission Groups can be changed at any time through the Permission Groups screen.

1. Click on one of the Permission Groups in the Permission Groups list. The entry will expand

to display all of the Permission Group settings.

APPs - Motion Alerter

Members
TempUser1, TempUser2

Member Groups @ Permission Grou
' Expand It
Apps
Motion Alerter

[+

Abilities:
%Mo abilities selected

Scope:
+ All Servers, All Cameras

A group of users with access to the Motion Alerter APP
\ .
Click on the

Permissions Granted

p to

Click Edit
Group

\

# EDIT GROUP

2

entry. The Edit Group screen will open.
3. Edit any of the available fields, as needed.
4.
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. To edit the Permission Group, click the Edit Group button at the bottom of the expanded

Click the Save Group button. All of the changes will be effective immediately.
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]ﬁl This is the Delete / Trash Can icon.

1. Click on one of the Permission Groups in the Permission Groups list. The entry will expand

to display all of the Permission Group settings.

APPs - Motion Alerter

Members
TempUser1, TempUser2

Member Groups ©

rope Expand It

Motion Alerter

+)

Abilities:
XNo abilities selected

Scope:
Al Servers, All Cameras Click Delete
Group

& DELETE GROUP

A group of users with access to the Motion Alerter APP

\ Click on the

Permission Group to

Permissions Granted

& EDIT GROUP

2. To delete the Permission Group, click the Delete Group button at the bottom of the

expanded entry.

3. The software will ask for confirmation before deleting the Permission Group.
4. Click the Delete button. The Permission Group will be deleted immediately.

Copyright © 2023 IPConfigure

Page 183 of 260



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

Search for a Permission Group

If you have more than 30 Permission Groups (by default), the Permission Groups list will extend
beyond one page. When this happens, the software will automatically activate the search
feature. Especially useful with large systems, this feature will help you find specific Permission
Groups quickly.

Search the Permission Groups List

The Search field will appear at the top of the Permission Groups screen. It supports searching
by permission group names, using single and multiple search tags.

1. Click into the Search field to start your search.
2. Type one or more search tags (clicking Enter after each).
a. A single search tag with multiple terms (words or numbers) will initiate a search for
results that include all of the terms in the tag.
b. Multiple, single-term search tags will initiate a search for results that include at least
one of those tags.

Each time you press Enter, the Permission Groups screen will update to display all of the
groups that contain the tag(s).

Enter One or More
TestX Search Terms Here

Permission Groups 1-2 of 2

EndUserTesting A group of users for specifying permissions ‘\_ .
Review Search
Test User A group of users for specifying permissions Resu I'ts 9 1
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Notifications

Orchid Fusion/Hybrid VMS Administrators have the ability to configure Notifications. This
feature helps you minimize video loss and potential security issues by alerting you to events as
they happen. A Notification will send an email alert to selected recipients when a defined
trigger event occurs. Beginning in version 22.6, Orchid Fusion/Hybrid VMS supports two major
types of Notifications: System Alerts and Motion Alerts.

& Orchid Fusion

Stage

= Servers

Users

Camera Groups

¢ Permission Groups

Metifications

- ‘ Motion Alerts Library

. 'I}JGW i | = SMTP Servers Licensing
NOtl'ﬁcatlon gk 3 S / Account Settings

‘fersion Information

Sign Out
Mar 23 13:41:41

w» M M 13:38:00 13:3%:00 13:40:00 13:41:00 13:42:00 13:43:00 13:44:00 13:45:00 ~ EI X

You may already be familiar with our original Notifications, now called System Alerts. Using
System Alerts, Orchid Fusion/Hybrid may be configured to monitor for a camera or server
becoming unavailable, a server error, or an |I/O error. Each System Alert will be comprised of
one or more trigger events and one or more actions.

The Motion Alerts are the newest addition to the Notifications feature. Using Motion Alerts,
users can receive video clips by email for motion events that occur during a configured
schedule. This is a great way to monitor what’s going on after hours, or when no one is on-site.
Each Motion Alert will include one or more cameras, and a custom monitoring schedule.

* Use of the Notifications feature is optional, but recommended by IPConfigure,
because it can help to minimize gaps in video availability and security by
identifying problems quickly.

If you are taking the time to configure Notifications, you should consider setting a custom,
public URL for the Fusion server. This public URL will be displayed in Notification emails. To set
this public URL, you'll need to edit the Fusion configuration file. For details, please refer to the
Fusion Server Settings section of the Orchid Fusion VMS Installation Guide.
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* On Orchid Hybrid VMS systems, IPConfigure Support personnel will need to
configure the SMTP server and set a public URL.
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System Alerts are designed to notify you when there is an equipment problem or video
processing error that may result in a loss of video footage. More specifically, the system may
be configured to look for cameras or servers that become unavailable, server errors, or 1/O
errors. If any of these events occur, the system will send an email to selected recipients.

In many cases, a single, somewhat global System Alert will fulfill your needs. Other situations,
however, may demand more flexibility. The System Alert feature manages these additional
demands by allowing customized scope (one or more cameras, one or more servers),
combinations that use multiple triggers and actions, as well as multiple SMTP servers (if

necessary).

* The use of System Alerts is optional, but recommended by IPConfigure, because
it can help to minimize gaps in video availability by identifying problems quickly.

Accessing the System Alerts

1. Open the System Menu in the top-right corner of the screen, select Notifications, and then

select System Alerts.

The Orchid Fusion/Hybrid VMS System Alerts screen will appear. This screen displays a list of all

the current System Alerts, and gives you the ability to add, edit, and delete them.

=¥ SERVERS

& useRs S l:l S-tel I I System Alerts L:I \

¢ CAMERA GROUPS AI 't

& PERMISSION GROUPS -* ..... . @

A NoTIFICATIONS > Li St
Camera Down Will send alert if ary cameara b ey achable @

M LiErARY

5 LiceNsING Server Down Sencls an shert if any server becomes unreachabie =

2, ACCOUNT SETTINGS @
Storage Error Notification Will send & daily summary of any Slorage emors

€ VERSION INFORMATION g S el I l

F3- MOTION ALERTER test test A | t ®

ONLINE TRAINING e r
Test Natification Sample selup =
s A Status

testl test @
test10 [ @
testl test o
w1z test o
ent1d 0
teaild bt ﬂ

* Click on any row that represents a System Alert to expand or collapse the System Alert

details. (When expanded, you may elect to edit or delete the System Alert.)
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Adding System Alerts

=#+ This is the Add icon.

As mentioned earlier, you may configure one or more System Alerts, depending on your needs.
We'll cover each of the basic options step-by-step to show what’s available.

If you are trying to decide whether to create just one or multiple System Alerts, you’ll need to
have an understanding of how they work. An Immediate Email alert is pretty simple; if a valid
trigger event occurs, the system will send an email with details on the trigger event. If you set
up a Daily Email Digest alert, the system will send a daily summary of the trigger events that
have been defined within that System Alert (even if none of the trigger events occurred). For
example, assume you have a System Alert that monitors for Server Unreachable events only.
During the day, two Camera Unreachable events occur, but no Server Unreachable events
occur. Your next Daily Email Digest will report that “No notifications were sent today” because
it is only monitoring for Server Unreachable events. (As an added benefit, the Daily Email
Digest will confirm that the alert system is working, even when no events occur.)

You’ll also want to consider what recipients want or need to know. While front line people may
want to be alerted each time a camera goes down, upper level personnel may only want to
know if a server goes down (which is obviously a larger problem). In this situation, you would
need to configure at least two System Alerts: one Immediate alert that covers cameras (and
perhaps servers), and one Immediate alert for servers.

You may, instead, have upper level personnel that prefer to receive a daily summary (that
covers all types of issues). In this situation, you can simply add a Daily Email Digest action
item to any or all of the defined System Alerts.

* The System Alert dialog has several key sections: the description (at the top),
one or more Triggers, and one or more Actions. You may need to use the scroll
bar along the right edge of the dialog to view and work with each of these
elements.

1. Click the Add System Alert button at the top-right corner of the System Alerts list. The
New System Alert screen will open.
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New System Alert b 4

Name/Subject *

Sample Alert Just an example of how an alert might look

Enter Name and Description

Triggers

Q

Trigger Event

Camera Unreachable -~
A notification will be sent when a camera becomes unreachable for 5 minutes.

Befare another notification will be sent, the camera must be online for at least 5 minutes.
Cameras that become unreachable because a server becomes unreachable will not send notifications.

Any Camera

Excluding These Cameras

|:| Enabled CANCEL SAVE SYSTEM ALERT

2. Enter a name for the System Alert in the Name/Subject field. (Emails sent for this System
Alert will use this Name/Subject as the email subject.)

3. Enter a general definition for the System Alert in the Description field.

4. Scroll down to the Triggers section to continue.

Triggers

In the Triggers section, you may select one or more events that may initiate a System Alert.
(Notice that by default, the New System Alert dialog includes a Camera Unreachable trigger, a
Server Unreachable trigger, and a Server Error trigger. Scroll down to view all of these and
remove any triggers that you don’t wish to use.)

Camera Unreachable/Server Unreachable Trigger

1. Click on the Trigger Event drop-down list and select Camera Unreachable or Server
Unreachable. The settings for the Camera Unreachable and Server Unreachable triggers
are very similar.
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~

New System Alert x

— Select Trigger
o » Type

Tigger Event

Camera Unreachable = Se | ectab | e
A notification will be sent when a camera becomes unreachable for 5 minutes. / Tl m I n g

Before another notification will be sent, the camera must be online for at least 5 minutes. /

Cameras that become unreachable because a server becomes unreachable will not send notifications.

Ay Canara Mark to Select All Cameras, or
Efc'_uwwcaﬂ:\ Leave Unmarked to Select
| Specific Cameras

When This Trigger Is Complete e

o

Trigger Event

Server Unreachable -

D Enabled CANCEL SAVE SYSTEM ALERT

Determine how long the camera/server must be unreachable before an alert is sent. Enter
this number in the first minutes field.

Determine how long the camera/server must be back online before another unreachable
event may qualify as a trigger. Enter this number in the second minutes field. (These
timing settings help to eliminate nuisance alerts.)

Mark the Any Camera checkbox if you want to be alerted when any camera goes offline.
(Mark the Any Server checkbox if you want to be alerted when any server goes offline.)
Then you can click into the Search field if you want to exclude any cameras (or servers).
Unmark the Any Camera (Any Server) checkbox if you prefer to select specific cameras
(or servers) for the alert. Then click in the Search field to identify those cameras (or
servers).

Click the Remove button if you want to delete this trigger.

Click the Done button if you want to save this trigger.

If you would like to define another alert trigger, scroll to the next default trigger (if
applicable), or click the Add Another Trigger button. (You may add multiple triggers, just
keep in mind that they will all be sent to selected recipients. You may have to scroll down
to find this button.)

If you are finished with trigger settings, remove any unwanted triggers, then scroll down
to the Actions section to continue.

Server Error Trigger

1.

Click on the Trigger Event drop-down list and select Server Error.
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New System Alert x

o <« Select Trigger Type

Server Emror =

A notification will be sent as soon as possible when a server restarts, enters degraded mode due to a storage error or license
expiration, or stops writing video files. Notifications will be sent no more than once every 5 minutes.

Ay Senver \Selectable
acmdmgmsesk Select All Servers or Timing

Specific Servers

il REMOVE

o

Trigger Event

When This Trigger Is Complete A

Server Error =

A notification will be sent as soon as possible when a server restarts, enters degraded mode due to a storage error or license
expiration, or stops writing video files. Notifications will be sent no more than once every 5 minutes.

Any Server

] Enabled (VST SAVE SYSTEM ALERT

If you select a Server Error trigger, there are three events that will cause the system to send an
alert.

* A selected Orchid server restarts

* A selected Orchid server enters a degraded state (due to storage device error or license
error). (This event can only be detected on Orchid servers running Orchid version 2.4.0 or
greater.)

* At least one of an Orchid server’s cameras has a problem. (It is running and configured for
Continuous Recording or Motion Adaptive Frame Rate, but no new video archives have
been written in the last 3 minutes.)

2. Determine how long you want the system to wait (in minutes) before sending any other
Server Error alert, then enter this number in the minutes field.

3. Mark the Any Server checkbox if you want to be alerted when a Server Error occurs on
any server. Then you can click into the Search field if you want to exclude any servers.

4. Unmark the Any Server checkbox if you want to select specific servers for the alert. Then
click in the Search field to identify those servers.

5. Click the Remove button if you want to delete this trigger.

6. Click the Done button if you want to save this trigger.

7. If you would like to define another alert trigger, scroll to the next default trigger (if
applicable), or click the Add Another Trigger button. (You may add multiple triggers, just
keep in mind that they will all be sent to selected recipients. You may have to scroll down
to find this button.)

8. If you are finished with trigger settings, remove any unwanted triggers, then scroll down
to the Actions section to continue.
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* For more information on the Orchid degraded state, please refer to the Orchid

Core VMS Administrator Guide.

«¥s For a more detailed review of Server Error Notifications, please refer to the
Understanding Server Error Notifications knowledge base article on our website.

I/0 Error Trigger

1. Click on the Trigger Event drop-down list and select I/O Error.

New System Alert X

@ D Select Trigger Type

1/0 Error

A notification will be sent as soon as possible when video files cannot be written to disk due to insufficient storage throughput.

Natifications will be sent mo more than once every 5 minutes.

ﬁnySerwzr \ ‘Se|eCtab|e Timlng
e Theseseren Select All Servers or Specific Servers

T When This Trigger Is Complete ¥ o
Add Another
\ 4 ADD ANOTHER TRIGGER

Trigger?

Actions

=)

Trigger Actian

El Enabled CANCEL SAVE SYSTEM ALERT

If you select the I/O Error trigger, the system will send an alert if it detects that video files (for
a selected server) cannot be written to the disk fast enough to complete the write. (This event
can only be detected on Orchid servers running Orchid version 2.4.0 or greater.)

2. Determine how long you want the system to wait (in minutes) before sending any other I/
O Error alert, then enter this number in the minutes field.

3. Mark the Any Server checkbox if you want to be alerted when an I/O Error occurs on any
server. Then you can click into the Search field if you want to exclude any servers.

4. Unmark the Any Server checkbox if you want to select specific servers for the alert. Then
click in the Search field to identify those servers.

5. Click the Remove button if you want to delete this trigger.

6. Click the Done button if you want to save this trigger.
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7. If you would like to define another alert trigger, scroll to the next default trigger (if
applicable), or click the Add Another Trigger button. (You may add multiple triggers, just
keep in mind that they will all be sent to selected recipients. You may have to scroll down
to find this button.)

8. If you are finished with trigger settings, remove any unwanted triggers, then scroll down
to the Actions section to continue.

«¥s For a more detailed review of I/O Error Notifications, please refer to the
Understanding I/O Error Notifications knowledge base article on our website.

Actions

In the Actions section, you will select which alert type will be generated by the System Alert
and to whom the alert will be sent.

1. Click on the Trigger Action drop-down list to select one of two options: Immediate Email or
Daily Email Digest.

If you select Immediate Email, a System Alert will be sent each time a valid trigger event
occurs.

If you select Daily Email Digest, a System Alert will be sent at the same time each day (at a
selected time). This alert will summarize all of the alerts that were sent in the previous 24-hour
period that pertain to this System Alert. This alert will be sent even if no triggered alerts
occurred (so you can tell that the system is working).
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New System Alert

qu o M/Timing for Daily Digest

A daily email containing a digest of all triggered events will be sent to Orchid Hybrid VMS Users, Permission Group members, and any additional email addresses

proved e Select Internal Recipients

marel_hunt x

[Select External Recipients

SampleUser@ipconfigure.com ¥ |

Select SMTP Server
Orchid Cloud SMTP Server /

= noreply@example.com

When Action Settings Are Complete —% ™

+ ADD ANDTHER ACTION

D Enabled

SAVE SYSTEM ALERT

When System Alert is Complete —y,.

2. If you select Daily Email Digest, use the Send Digest At field to define the send time for
the daily alert.

3. Once the trigger action is selected, you need to select the recipients for the alert.

a. Click in the Search for a User field to select individual users as recipients.
b. Click in the Search for a Group field to select entire Permission Groups as recipients.
c. Click in the Type an Email field to enter the email addresses for external recipients.

4. The last action setting allows you to select the SMTP Server that will send the alert. If only
one SMTP server was configured, it will already be selected for you. If you need to select a
different one, click on the SMTP Server drop-down list to select it. (Remember: IPConfigure
Support will need to configure your SMTP server if you are working in Orchid Hybrid VMS.)

a. If you want to include a custom return email address with the alert, click in the SMTP
From-Address field to enter it.

5. Click the Remove button if you want to delete this action.

6. Click the Done button if you want to save this action.

7. Click the Add Another Action button to define another action. (You may add multiple
actions if, for example, you want to define both an Immediate Email and a Daily Email
Digest, or if you are using different SMTP servers. You may have to scroll down to find this
button.)

8. Mark the Enabled checkbox to activate the System Alert. (Remove the mark from the
Enabled checkbox to deactivate the System Alert.)

9. When you are finished with all of the settings, click the Save System Alert button to keep
this System Alert. This new System Alert will now appear in the System Alerts list.
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System Alert Status

1. To view the status of any of the System Alerts, hover the cursor over the Notification icon
at the right end of the System Alert entry.

* Each System Alert requires at least one completely defined trigger and one
defined action (including at least one recipient with an email address). If any of
these elements are missing, the System Alert will be listed, but will display an
error. Most of these incomplete System Alerts will result in no alerts being sent. If
the incomplete System Alert is a Daily Email Digest, a daily alert will be sent that
says no alerts were sent.
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Editing or Deleting a System Alert

Editing a System Alert

f This is the Edit pencil icon.

The System Alerts can be changed at any time through the System Alerts screen.

1. Click on one of the System Alerts in the System Alerts list. The entry will expand to
display all of the System Alert settings.

Server Down \ Sends an alert if any server becomes unreachable =
Tragers Click on the System Alert to Expand It

Server Unreachable

inctes before another notfioaion wil be sent w

Servers: o When the Edit Screen Opens,

vy Sorver Edit General Info at the Top,
Actions or Click the Edit Pencil Icon
o to Edit Other Elements of [,
the System Alert
Immediate Email
Emails will be sent to the email addresses provided. o

— Then Click

Emails: User@ipconfigure.com Ed i-t S | S-te m
Alert \—
- # EDIT SYSTEM ALERT

2. To edit the System Alert, click the Edit System Alert button at the bottom of the expanded
entry. The Edit screen will open.
3. Edit any of the available fields, as needed.

a.

e.

The general details (hame, description, enable/disable) are immediately available

for editing.

To edit one of the triggers, click the Edit pencil icon at the lower-right corner of the
trigger listing.

To add another trigger, click the Add Another Trigger button.

To edit one of the actions, click the Edit pencil icon at the lower-right corner of the
action listing.

To add another action, click the Add Another Action button.

4. When all changes are complete, click the Save System Alert button. All of the changes will
be effective immediately.
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Deleting a System Alert

]ﬁ[ This is the Delete / Trashcan icon.

1. Click on one of the System Alerts in the System Alerts list. The entry will expand to
display all of the System Alert settings.

Server Down Sends an alert If any server becomes unreachable
\Click on the System Alert to

Triggers

Q Expand It

Server Unreachable

A notification will be sent when a server becomes unreachable for 1 minute. The server must be online for 5
minutes before another notification will be sent.

Servers:
+ Any Server

Actions

o

Immediate Email

Emails will be sent to the email addresses provided.

Recipients:

Emails: User@ipconfigure.com Then C”Ck Delete
=ystem Alort

2. To delete the entire System Alert, click the Delete System Alert button at the bottom of

the expanded entry.
3. Click the Delete button to confirm. The System Alert will be deleted immediately.
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System Alert Samples

The following is an example of an Immediate Email alert for a Camera Unreachable trigger
event. It lists the camera’s IP address, along with the camera type. It also includes a link to the
Orchid Core VMS Server (on which the camera is registered).

Camera Down o inbox x

noreply@example.com via mg ipconfigure com
fo -

Q) Orchid Fusion VMS

One or more cameras or servers connected to Orchid Fusion VMS at 0.0.0.0:8888 have been detected as having issues
Unavailable Cameras

Orchid Burn Windows Bravo
http:/forchid-burn-windows-bravo.ipconfigure.com
Status: 1 cameras offline

192.168.105.160 (192.168.105.160)
Stream State: idle
Model: AXIS M3005

The following is the top section of a sample Daily Email Digest alert that shows multiple Server
Restarts and Server Degraded events. The alert includes event timing and server information.

Storage error Digest D inbox &

noreply@example.com yia mg ipconfigure com Tue, Aug 13, 4:00 PM (17 hours ago) ¥

to =

& orchid Fusion VMS

7 notifications were sent today.

Event occurred at: Tue, 13 Aug 2019 01:04:29 PM +0000 (Etc/UTC)
Server Restarts

Cort’s Server
http://orchid.ipconfigure.com:8077
Warning: Between Tue, 13 Aug 2019 01:03:29 PM +0000 (Etc/UTC) and Tue, 13 Aug 2019 01:04:29 PM
+0000 (Etc/UTC) the server restarted 1 time

The following is an example of a Daily Email Digest alert with no System Alerts to report
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Server Down Digest o Iasox x

noreply@example.com viz mg.ipconfigure.com
to =

*/ Orchid Fusion VMS

No notifications were sent today.

&, Reply ®» Forward
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Motion Alerts

Motion Alerts are designed to notify you when motion is detected that may negatively impact
facility security. More specifically, the system may be configured to monitor one or more
cameras for any motion events that occur during a specified time period (based on a user-
defined schedule). If any of these events occur, the system will send a video clip (via email) to
selected recipients.

The Motion Alert feature allows you to create one Motion Alert for each registered Orchid
server. For each alert, you will select one or more cameras, a monitoring schedule, email
recipients, and timing settings. All of these elements are required for the Motion Alert to be
sent.

Beginning in version 22.12, Orchid Fusion VMS permits Administrators to configure email
templates for the Motion Alert emails. This new capability allows Administrators to customize
the email subject (using plain text only), and the email body (using HTML, XML, or TXT). For
more details, please refer to refer to the Knowledge Base Article Custom Motion Alert Email

Templates.

In version 23.3, Orchid Fusion VMS has improved the resiliency of motion alert email
notifications when exported video is not accessible. If Fusion is unable to retrieve the video clip
for an actionable motion alert, it will send an email. Instead of the video clip, however, this
email will include an error message advising the user to go check Fusion for the video.

o The Motion Alerts feature will detect motion based on each camera’s settings.
Server-based motion detection (with or without Advanced Motion Detection
settings) and camera-based motion detection (if available) are all supported. (For
more details on these camera settings, please refer to the Camera Stream
Settings section.)

* The use of Motion Alerts is optional, but recommended by IPConfigure, because it
can help to identify potential security issues quickly.

Accessing the Motion Alerts

1. Open the System Menu in the top-right corner of the screen, select Notifications, and then
select Motion Alerts.

When you access Motion Alerts, you’ll notice that there are two tabs available for you to work

with: the Motion Alerts tab and the Schedules tab. Use the Motion Alerts tab to add, edit, and
delete Motion Alerts. Use the Schedules tab to create monitoring schedules (which may be
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55 ACCOUNT SETTINGS AV&I Iable B Orchid Core VMS
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When you access the Motion Alerts, you’ll notice that there are two tabs available for you to
work with. We’ll start with the Motion Alerts tab to specify cameras, recipients, and other

settings for a Motion Alert.

As you prepare to configure the Motion Alert, you’ll need to consider which cameras you want
to monitor during the scheduled time period. Generally speaking, you should select cameras
that normally don’t see any motion during the selected time period (such as after hours, at
night, or maybe on the weekend). If you select any cameras that typically detect a lot of
motion, your recipients are likely to receive a lot of emails. (This may cause some issues with
your email server if tons of emails are being sent.)

* The Motion Alert dialog has several key sections: camera selection (at the top),
schedule selection, Email configuration, and alert configuration. You may need to
use the scroll bar along the right edge of the dialog to view and work with each

of these elements.

1. In the Motion Alerts list, find the server that you want to work with.
2. If the server doesn’t have a Motion Alert configured yet, click the Add Notification button
at the right end of the server entry.

The Add Motion Alert screen will open.

Camera Selection

192.168.204.134

[ Add to notification

Cafe Overview 1

[ Add to notification

B Enabled

Benevolent Meet-up

[ Add to notification

Cafe Overview 2

[ Add to notification

o

CANCEL

Add Motion Alert for Orchid Core VMS b4

0/ 42 Selected

\Scrollbar

- Mark the Checkbox
to Select a Camera

(You May Choose
More Than One)
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Camera Selection

1. First, you'll need to mark the check box for each of the cameras you want to monitor
throughout the scheduled period.

2. Once you have your cameras, scroll down past the camera section.

Schedule Selection

1. Next, use the Schedule Selection drop-down list to select the desired monitoring period.
(If the schedules have not been configured yet, you may come back to this later. Keep in
mind, though, that until the schedule is selected, no Motion Alerts will be sent.)

Add Motion Alert for Orchid Core VMS

[ Add to notification [ Add to notification

Sehedte Seecton® Click ;Fme Drop-down

Schedule -

Email Configuration Schedule Selection @

Then Select .
Weekdays

a Schedule

Parmission Groups s M T W T F S

|m —
Scrollbar

Emails /
Weekends

SMTP Server - nnreply(ﬁgx S M T w T F S
— Ja—

B Enabled TRANCEL I

Email Configuration

1. Once the schedule is selected, you need to select the recipients for the alert.
a. Click in the Users field to select individual Orchid users as recipients.
b. Click in the Permission Groups field to select entire Permission Groups as recipients.
c. Click in the Emails field to enter the email addresses for external recipients.
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[ Add to natification

Schedule Selection @
Schedule

Weekends
Email Configuration

marcl_hunt @  Sear

Emalls

SampleUser@ipconfigure.com ‘,-..

Orchid Cloud SMTP Server
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[ Add to notification

‘/-Select Local Users

/-Seleot Permission
Permission Groups @ G rOU ps

Enter External Emails

/Selggj}_:gzlv\/lTP Server

7 noreply@example.com

™ Enabled

CANCEL SAVE MOTION ALERT

2. Use the SMTP Server drop-down list to select the SMTP server that will send the emails.
a. If you want to include a custom return email address with the alert, click in the SMTP

From-Address field to enter it.

Alert Configuration

The last section will allow you to enter some timing settings that will help to avoid nuisance

alerts and set the maximum length of the vi

Add Motion Alert for Orchid Core VMS b 4

Email Configuration

Users

Permission Groups @

Emails

Samplelser@ipconfigure.com ©

SMTP Server

Orchid Cloud SMTP Server

Alert Configuration

Max export clip duration: 10 > seconds

When Motion
® Enabled IS Com

deo clips.

N noreply@example.com

Timing Settings

A motion alert will be sent when maotion is longer than 5 seconds

Time to wait before sending another motion alert for the same camera: 60 seconds

44— Set Max. for Video

Alert— Clip
ple_te ANCY SAVE MOTION ALERT

1. Determine how long the detected motion must last before an alert is sent. Enter this
number in the first seconds field. (If the detected motion is shorter than this setting, no
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Motion Alert will be sent.)

2. Determine how long the system will wait before another detected motion event (on the
same camera) will trigger an alert. Enter this number in the next seconds field. (These
timing settings help to eliminate nuisance alerts.)

3. In the last field, enter a maximum length for the video clips that the system will send.
(IPConfigure recommends that the video clips be limited to 10 to 30 seconds.)

4. Mark the Enabled checkbox to activate the Motion Alert. (Remove the mark from the
Enabled checkbox to deactivate the Motion Alert.)

5. When you are finished with all of the settings, click the Save Motion Alert button. This
new Motion Alert will now appear in the Motion Alerts list.

o Each Motion Alert requires at least one camera, a selected schedule, one
recipient, a selected SMTP server, and configuration settings. If any of these
elements are missing, the Motion Alert will be listed, but will display an error.
Incomplete Motion Alerts will result in no alerts being sent.

Motion Alert Icons

Hover your cursor over the Clock icon to view the Schedule graphic. (If this icon is greyed
out, no schedule has been selected.)

% O

Click the Edit pencil icon to edit the Motion Alert.

Click the Trashcan icon to delete the Motion Alert.

M &

Hover your cursor over the Notification icon to view the status of the Motion Alert. (If this
icon is greyed out, the Motion Alert is disabled.)

Motion Alert Status Examples

Each of the registered Orchid servers will appear in the Motion Alerts list, even if no Motion
Alerts have been configured. Check the icons at the right end of each entry to determine the
status of the Motion Alert.

The example below shows an Orchid server that does not have a Motion Alert.
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Motion Alerts (0) Schedules (3)
Search Status *
Orchid Core VMS Name - ==
No Motion Alert 0/1 Servers Configured
£ Orchid Core VMS Has Been Set \ ADD NOTIFICATION

The example below shows an Orchid server that has a Motion Alert that is enabled and properly
configured.

Motion Alerts (1) Schedules (3)
Search Status *
Orchid Core VMS Name > |5

All Elements Are Complete 1/1 Servers Configured
N\ os 0 =

& Orchid Core VMS 1 Camera Added

The example below shows an Orchid server with a disabled Motion Alert.

Motion Alerts (1) Schedules (0)
_ Motion Alert is
Search Status *
Orchid Core VMS Name M Disabled
1/1 Servers Configured
£ Orchid Core VMS 1 Camera Added S o

The example below shows an Orchid server that has a Motion Alert, but it has an error. (In this
case, no SMTP server was selected.)
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Motion Alerts (1) Schedules (1)
Search Status * Something!S
Orchid Core VMS Name - I,:: Not Right
1/1 Servers Conjgured
& Orchid Core YMS 1 Camera Added (O i |

The example below shows an Orchid server that has a Motion Alert, but no Schedule has been
selected.

Motion Alerts (1) Schedules (0)
Search Status *
Orchid Core VMS Name - 1==

No Schedule Has Been Selected -\MSewersconﬂgured
O & @

&8 Orchid Core VMS 1 Camera Added
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Editing or Deleting a Motion Alert

Editing a Motion Alert

f This is the Edit pencil icon.

The Motion Alerts can be changed at any time through the Motion Alerts screen.

1. Open the System Menu in the top-right corner of the screen, select Notifications, and then
select Motion Alerts.

2. Find the Motion Alert you want to change, then click on the Edit pencil icon at the right
end of the entry. The Edit Motion Alert screen will open.

Edit Motion Alert for Orchid Core VMS b4

Camera Selection Ed i't A n g O f 't h e 1/ 42 Selected
192.168.204.134 8 e tt i ] g S Benevolent Meet-up

[ Add to notification [ Add to notification

Cafe Overview 1 Cafe Overview 2
. - - -

Then Click Save
Motion Alert

[0 Enabled

SAVE MOTION ALERT

3. Edit any of the available settings, as needed.
4. When all changes are complete, click the Save Motion Alert button. All of the changes will
be effective immediately.

Deleting a Motion Alert

]ﬁ[ This is the Delete / Trashcan icon.

1. First, find the Motion Alert you want to remove, then click on the Delete icon at the right
end of the entry.

2. Click the Delete button to confirm. The Motion Alert will be deleted immediately.
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Adding Schedules

=#+ This is the Add icon.

x This is the Xicon (used to remove a time slot from the Schedule).

The Schedules tab is the second tab associated with the Motion Alerts feature. Use this tab to
define the intervals during which the system will monitor the Motion Alerts you have
configured. (You may apply any Schedule to multiple Orchid servers. This comes in handy when
you have multiple locations with similar security needs.)

As you prepare to configure a Schedule for each Orchid server (as needed), you'll need to
consider which time slots might need extra security monitoring (such as after hours, at night,
or maybe on the weekend).

(D) St ot e o %

o Orchid Hybrid

s we  Schedules Tab\ Add New Schedule
B CAMERA GROUPS Motion Alerts (1 Schedules (3 /
& PERMISSION GROUPS -
A woTIFicATIONS 3
[.E :::::LG Afer Hours S—M-‘ -W-T -F —S s 8
24 Accou . ’ Veekdays s M TR T /s B
© versio Deﬁ ned Weekands ] M T w T F -3 PR
""" Schedules
e Edit/Delete
Schedule

1. To create a new schedule, click the Add Schedule button.

Copyright © 2023 IPConfigure Page 209 of 260



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

Create Schedule b4

e s 4__/—-—Enter Schedule Name
s w1 w o s d4~ScheduleGraphic

Click + Then Enter
Stop & Start Times

Sunday 0000 - 0800 % #

Monday C“Ck X TO +
Remove
ww Time Range *

/-Sorollbar

Click + To Include
Additional Days

Thursday ¢ When Schedule is
m{ Complete

2. First, enter a name for the Schedule.

Wednesday +

Under the Name field, you’'ll notice that there is a weekly timeline. This timeline graphic will
update as you make changes to the Schedule.

3. For each day of the week that you want the system to monitor for motion events, do the
following:

a. Click the + icon to the right of the day of the week.

b. Click in the Start field to select the time the system should start monitoring. Scroll
up and down the list until you find the start time you want, then click on it to select
it. (Times will be listed using a 24-hour clock.)

c. Click in the Stop field to select the time the system should stop monitoring. Scroll up
and down the list until you find the end time you want, then click on it to select it.

d. If you want to select another time period for the same day, click the + icon again.
Then select the start and end times.

4. After you have selected all of the monitoring periods, click the Save button to save the
Schedule. The new Schedule will appear in the list.

* The times that you select for the schedules are automatically assigned to the
Orchid server’s time zone. So if you are on the West Coast of the U.S. creating
schedules for an East Coast Orchid, the times you select will represent the
Orchid server’s local time (which in this case would be Eastern Standard Time).
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Editing or Deleting a Schedule

Editing a Schedule

f This is the Edit pencil icon.

A Schedule can be changed at any time through the Schedules tab.

1. Open the System Menu, select Notifications, and then select Motion Alerts.

Click on the Schedules tab.

3. Find the Schedule you want to change, then click on the Edit pencil icon at the right end
of the entry. The Edit Schedule screen will open.

Edit Any of the

Schedule Settings

N

Weekends

8 M T W T F s

- o Click “+» to Enter
oo -, a4 Additional Times for
/ this Day
vss Glick “x»® To +*
Remove
re« Time Range * Click “+* to Add

Another Day

Wednesday +

When Done, Click
cance m/ Save

4. Edit any of the available settings, as needed.
5. When all changes are complete, click the Save button. All of the changes will be effective
immediately.

Deleting a Schedule

@[ This is the Delete / Trashcan icon.

1. First, find the Schedule you want to remove, then click the corresponding Delete icon.
2. Click the Delete button to confirm. The Schedule will be deleted immediately.
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SMTP Servers

Before any email alerts can be sent, at least one Simple Mail Transfer Protocol (SMTP) Server
must be configured. Generally, only one SMTP server is required, but this will depend on how
(and perhaps to whom) you want to send alerts. If you, for example, want to send alerts to both
internal and external recipients, you may also want these to be routed through different
servers. In this case, you would need more than one SMTP server.

* This section only applies if you are working in Orchid Fusion VMS. In Orchid
Hybrid VMS systems, all SMTP server configuration must be performed by
IPConfigure Support personnel.

* If you don’t currently have access to an SMTP server, you might try mailgun
(which is easy to set up and inexpensive to use).

Accessing the SMTP Servers

1. Open the System Menu in the top-right corner of the screen, select Notifications, and then
select SMTP Servers.

The Orchid Fusion/Hybrid VMS SMTP Servers screen will appear. This screen displays a list of all
the current SMTP Servers, and gives you the ability to add, edit, and delete them.

[ r———
& Orchid Hybrid
= SERVERS

PR— R Add Mail Server —~ =
"8 CAMERA GROUPS A.Uai | able

& PERMISSION GROUPS

B woTIFiCATIONS 3 M ai I Name ® At

M uerARY S Orehid Cloud SMTP Server smitp mailgun org S m

B ucensing e r V e rS

2. ACCOUNT SETTINGS

0 VERSION INFORMATION o

- Edit/Delete
ONLINE TRAINING M . I S
USER MANUAL al e rver

* To view the configuration details for an SMTP Server, click on any row that represents an
SMTP Server.
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* If you are using Orchid Hybrid VMS, do not attempt to edit or delete the SMTP
Server selection. This will be set by IPConfigure Support and should remain as
the default.
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Add an SMTP Server

=%+ This is the Add icon.

2 This is the Expand icon (used to access the Advanced SMTP settings, if needed.

1. Click the Add SMTP Server button in the top-right corner of the SMTP Servers screen. The
New SMTP Server screen will open.

New SMTP Server ) 4

SMTP Server Name /— Enter SMTP Server Name

Sample Custom Server

SMTP Server Address * / En.ter SMTP Server AddreSS

sample.smtp.com [] Enable TLS

Enter the Server Credentials
SMTP Username / SMTP Password
demo@smtp.ipconfigure.com

When Server Settings are
Complete

CUSTOM SETTINGS (ADVANCED) > S en d Te S't
Message

4 SEND TEST EMAIL 2] CANCEL

2. First, enter a name for the new SMTP Server.
3. Then enter the address for the new server. (Example: smtp.mailgun.org) If you don’t
specify a port number in the address, the system will use default port number 587.
4. Mark the Enable TLS checkbox if you need to add Transport Layer Security. (In order to
use TLS, the SMTP Server you are adding must support a secure connection.)
5. Next, enter the credentials that allow you to use the selected mail server (SMTP
username and password).
6. If you need to add custom settings for the SMTP server, click the Expand icon to access
the Custom Settings (Advanced) fields.
a. Use the Key field and the Value field to enter necessary info.
b. Click the + icon to finalize the custom setting.
c. Click the Trashcan icon to delete a custom setting.

* These custom settings are being made available in the unlikely event they will be
needed. If you'd like to learn more about these custom settings, please reference
this public resource: https://javaee.github.io/javamail/docs/api/com/sun/mail/
smtp/package-summary.html

7. If you want to verify the SMTP server, click the Send Test Email button.
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a. Enter the email address for the test message, then click the Send button.
8. Once all the settings have been entered, click the Save SMTP Settings button to save the
server.
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Editing or Deleting an SMTP Server

* This section only applies if you are working in Orchid Fusion VMS. In Orchid
Hybrid VMS systems, all SMTP server configuration must be performed by
IPConfigure Support personnel.

Edit an SMTP Server

f This is the Edit pencil icon.

The SMTP Server can be changed at any time through the SMTP Servers screen.

1. To edit the SMTP Server, click the Edit pencil icon at the right end of the server entry. The
Edit screen will open.

Edit Orchid Cloud SMTP Server b4

SMTP Server Name *
Orchid Cloud SMTP Server

Edit Any of the Server Settings

SMTP Server Address *

smtp.mailgun.org Enable TLS

SMTP Username

orchid-hybrid@mag.ipconfigure.com SMTP Password

CUSTOM SETTINGS (ADVANCED)) Then CIICk M
SMTP Settings
4 SEND TEST EMAIL @ CANCEL!

2. Edit any of the available fields, as needed.
3. Enter the SMTP password.

4. Click the Save SMTP Settings button. All of the changes will be effective immediately.

Delete an SMTP Server

@ This is the Delete / Trashcan icon.

1. To delete the SMTP Server, click the Trashcan icon at the right end of the server entry.
2. Click the Delete button to confirm. The SMTP Server will be deleted immediately.

Copyright © 2023 IPConfigure Page 216 of 260



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

The Library Feature

The Library feature allows for exporting important video clips to the Orchid Fusion/Hybrid VMS

server for long-term storage. These clips are automatically made available to all Orchid Fusion/
Hybrid VMS Administrators. (With a standard export, the video file is saved to the hard drive of
the client machine that performed the export, which may not be readily accessible.)

Beginning in version 21.3, the Orchid Fusion/Hybrid VMS Library supports saving these clips to
an external cloud storage service. Available options include Box.com, Dropbox, Google Drive,
Microsoft OneDrive, and others. With this option, exported clips will be sent directly to the
external service for storage and sharing. This functionality requires some additional
configuration that is covered in the Orchid Fusion VMS Installation Guide.

Beginning in version 22.3, the Orchid Fusion/Hybrid VMS Library will apply a secure digital
signature to each exported clip, by default. This provides a means by which the video’s
authenticity can be verified. (You may disable this feature, if desired, by editing the Fusion
properties file. For more information, please refer to the Orchid Fusion VMS Installation Guide.)

* On Orchid Hybrid VMS systems, IPConfigure Support personnel will need to
configure the system to work with an external cloud storage service.

* You must be a member of an Administrator group to export library items and to
access the Library feature.
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Access the Library Feature

1. Open the System Menu in the top-right corner of the screen and select Library.

The Orchid Fusion/Hybrid VMS Library screen will appear. This screen displays a list of all the
Library items that have been saved (if any), and gives you the ability to add, search, sort,
download, and delete them. (If your Library items are being stored in an external cloud storage
location, the Download button is replaced by an Open button.)

Dt Fybed MG - FEontgue % |

€ C @ orchid-hybridipeonfigurecom,#|/ibrary

o Orchid Hybrid
SERVERS

USERS

CAMERA GROUPS
PERMISSION GROUPS
NOTIFICATIONS >
LIBRARY

LICENSING

ACCOUNT SETTINGS

VERSION INFORMATION

Feoeldmmel e

MOTION ALERTER
OMLINE TRAINING

USER MANUAL

Condensed

W - a *

a e » 0@ :

Add Library ltem — gy
A Library Search & Sort

Server o Created On M H

afs2 ¢ ° 2 3 4 5 .
0 Critter Pumpkin Feast

O SueTes Thumbnail Preview/

0 Storage Unit Break-In, Truck Pulling Out

O Storage Unit Break-In, In Progress Garden View

[ Storage Unit Break-In, Truck Backing In
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Add an Item to the Library

+ This is the Add icon.

& This is the Exporticon.

There are a couple of ways to add an item to the Library (for permanent storage or sharing).
The first method is to export the Library item directly from the Stage, much like you would
perform an export to your client device. The second method allows you to add the item from
the Library screen.

Beginning in version 22.3, when multiple recording streams are available for a selected Player,
the system will export the highest resolution stream, by default. The user will also have the
ability to choose which stream to export.

Add Library Item via Export

If you want to add an item to the Library from the Stage, you'll need to start by using the
Export feature. While the export feature typically saves files to the client system hard drive,
with the addition of the Library, Administrators will have the option to export video to the
Orchid Fusion/Hybrid VMS server hard drive (or to an external cloud storage service, if
configured).

* You may use the Quick Export or the Timeline-based Export method to save an
item to the Library. (The Quick Export method is described here.)

1. First, be sure that the Players you need are on the Stage.
2. Click the Exporticon on the Timeline Bar. The Save Video screen will appear.
3. Select the Library tab.
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Save Video Select Start 8 x
& DOWNLOAD M LIBRARY End Poi n'tS

Create Qrchid Hybrid YMS Library items to glew and download latef.
Night Ride

Enter a Name ) EETOW (i AP 26, 2022 - 02:14:50 [EH 8 APR 26, 2022 - 02:15:50 [ERENITE

Orchid Core VMS
Outside South Rollup

Select Export
Select One Stream

or More Clips AR W (if qvailable)

© The camera stream with the Aighast resalition available is pre-selected

CANCEL ADD TO LIBRARY

The Library tab will display a thumbnail representing each of the Players that were on the
Stage. For each one, you will see a check box that allows you to select the Player for export.

4. First, enter a name for the Library item.
5. Click the first Calendar button (on the left) to select the date and time at which the video
export will start.

APR 2022 v~ < >

APR 1 2

17 18 19 20 21 22 23

24 25 26 27 28 29 30

~ ~ ~

% ¢ 45 ¢ 13

v v v
CANCEL GO

When the calendar opens, you have the ability to select the date and time for the starting point
for your video export.
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6. Select the date and time, then click Go. (You may receive a warning that your selected

range exceeds the allowable export duration. For now, proceed to the next step.)

Click the second Calendar button (on the right) to select the date and time at which the
video export will end. Select the date and time, then click Go. (The export duration of the
selected range will appear on the screen. If a warning still appears, you will need to
shorten the export duration by selecting a new start or end time. The maximum allowable
export is 48 hours per Player.)

Now that you have selected the range, select the Players you want to export by clicking
on the check box associated with each Player. (If you select multiple Players, each of
these Library items will have the same name.)

For some Players, you may also see a pop-up menu (to the right of the camera name). This
menu allows you to select which of the camera streams you want to select for the export. (This
menu will only be available if multiple recording streams have been configured by the
Administrator. If you don’t select anything, the system will export the highest resolution stream

by default.)

Orchid Core VMS i

Patio™ = """ \
Available Streams ClICk POp—Up Menu
2560x1440, 15fps, H264 @ (if available)
640x360, 15fps, H264 \\

Click on Desired
Camera Stream
9. If available, click on the pop-up menu, then click on the stream resolution you want to

10.

export.

Click the Add to Library button to begin the export. You will see a message that says the
video is being sent to the Library.
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£

Create Orchid Hybrid VMS Library items to view and download later.

ACUIN ) APR 26, 2022 - 02:14:50 QG % APR 26, 2022 - 02:15:50 FREQIGING]

When
Finished,
Click Add to

Library

Add to Library

@ The camera stream with the highest resolution available is pre-selected

CANCEL ADD TO LIBRARY

11. Press the Cancel button to exit the Save screen without saving video.

12. To access the Library from here, do either of the following:

a. Click the Go to Library link contained in the message (pictured below).

b. Go to the System Menu and select Library.

The selected videos have been sent to the Library.

Add Library Item via the Library

1. From the Library screen, click the Add Library Items button. The Add Library Items screen

will appear.
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Add Library tems Enter a Name

Select Start &

¥ End Points

Orchid Core VMS

Night Ride Test

Benevolent Meet-up

Select Export
Stream
(if available)

Select One
or More Clips

-

First, enter a name for the Library item.
Next, you need to set the start and end times for the video clip.
Click the first Calendar button (on the left) to select the date and time at which the video

export will start.

APR 2022 ~ < >

APR 1 2

17 18 19 20 21 22 23

24 25 26 27 28 29 30

~ ~ ~

15 : 45 : 13

~ A4 ~
CANCEL GO

5. Select the date and time, then click Go. (You may receive a warning that your selected
range exceeds the allowable export duration. For now, proceed to the next step.)

Click the second Calendar button (on the right) to select the date and time at which the
video export will end. Select the date and time, then click Go. (The export duration of the
selected range will appear on the screen. If a warning still appears, you will need to
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shorten the export duration by selecting a new start or end time. The maximum allowable
export is 48 hours per Player.)

7. Next, select the server from which you want to capture video for the Library. Once you
have selected a server, the screen will display a thumbnail representing each of the
Players on the selected server.

8. Select the Players you want to export by clicking on the check box associated with each
Player. (If you select multiple Players, each of these Library items will have the same
name.)

For some Players, you may also see a pop-up menu (to the right of the camera name). This
menu allows you to select which of the camera streams you want to select for the export. (This
menu will only be available if multiple recording streams have been configured by the
Administrator. If you don’t select anything, the system will export the highest resolution stream
by default.)

East Pole Q6315-LE i
J~\Click Pop-up Menu

1920X1080, 20FPS, H264 Q . .
\ (if available)
Click on Desired

Camera Stream

800X450, 15FPS, H264

Add to library

9. If available, click on the pop-up menu, then click on the stream resolution you want to
export.
10. Click the Add To Library button to begin the export. You will be able to watch the progress
of the export on the Library screen.
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Add to library

i Outside South Rollup [

B aad o library

When Finished,
Click Add to

Librar‘H

(] add to library \
-~

11. Press the Cancel button to exit the screen without saving video.
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Review a Library Item

After an item has been exported to the Library, you may review the details by accessing the
Library screen.

1. From the list of items on the Library screen, click the name of the one you want to review.
(The list will expand to display all of the information for the selected item.)

[] One Minute Test #* - Edlt Name VideO 4
Thumbnail

Start Time Duration Size Format
2022-01-26 11:42:18 8 minutes 272.4MB zip

Created On Created By
2022-01-26 cate_manfe

Status Status of Download Librarl_,| [tem

compiees "
Library ltem Delete Library
tem " gy

This summary should provide all of the information you need to know about the Library item.

The Orchid Core VMS server name and the camera name are listed just below the item name.
The summary also includes a thumbnail image from the camera. Additional details include the
following:

e Start Time: This represents the requested start time for the clip. (This may not necessarily
reflect the actual start time for the video because there may be missing video. For
example, the camera may have been down, or the camera is recording only when motion
is detected.)

» Duration: The duration represents the length of the exported clip.

* Size: This is the size of the exported clip.

* Format: The format field displays the file type of the exported clip.

* Created On: This is the date on which the clip was exported.

* Created By: This shows the Fusion/Hybrid username of the Administrator responsible for
the export.

» Status: This indicates the status of the export process. Possible status messages include
the following:

o Pending: Indicates that the export process is getting ready to begin.

o Started: Indicates the item is being exported to the Library.

o Completed: Indicates that the item has been exported successfully.

o Failed: Indicates that the export process was not successful.

o Cancelled: Indicates that the export process was cancelled by the user.
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Edit the Item Name

f This is the Edit pencil icon.

1. To change the item name, click the Edit pencil icon to the right of the item name.
2. Enter a new name in the Rename field, then click the OK button.

Rename Library ltem p 4

Rename

Delivery 1-31

coce. (D

Download a Library Item

* This direct Download option is only available if the Library items are being stored
on the Fusion/Hybrid server.

1. To download the Library item to your local hard drive, click the Download button. Orchid
Fusion/Hybrid VMS will begin downloading the file.
2. Go to your Downloads folder to find and play the downloaded video.

Open a Library Item

* This option is only available if the Library items are being stored in an external
cloud storage location.

When Library items are being stored in an external cloud storage location, you’ll notice that the
Download button is replaced by an Open button.
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2022-01-26 11:42:18 8 minutes 172.4 MB zip

Created On Created By

Open Library Item

e - Status of Delete Library
Library ltem ltem \

1. To open the Library item, click the Open button.

) Openwitn Document Viewsr for =

Play Stored Video Clip

The clip will open in a browser tab provided by the external cloud storage application. (In this
example, the chosen application is Google Drive.) Options provided by the cloud storage
application may vary, but you will typically be able to view the video, share a link to the video,
or download the video to a local storage location.

2. Use the on-screen controls to play or pause the video clip.

3. Copy the link to the video clip to share it with someone else. The recipient will be able to
view the clip directly without requiring Fusion/Hybrid or any special permissions.

4. Close the browser tab to close the video clip.
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Delete a Library Item

Orchid Fusion/Hybrid VMS offers several ways to delete an item from the Library.

o0 Orchid Hybrid

i SERVERS

Select Item  eemen
to Delete &

W LiBRARY

] Emply Conference Table

Click to Expand
3. ACCOUNT SETTINGS LibrarL_.] Item

Grand Opening 1 #
€ VERSION INEORMATION 0 Lok

MOTION ALERTER
L Start Tima

Duraticn Size Farmat
0211020 15:23:08 1 minute. and 51 se

“ Deleté This

OMNLINE TRAINING

Croated On
20211104

USER MANUAL

. Library Item
G N
Select to\_ —
Delete All : ~— Delete,, O:
Selected

Removing a Single Library Item

1. To remove a single Library item, do either of the following:

a. From the list of Library items, mark the checkbox of the item you wish to delete,
then press the Delete button at the bottom of the list. Orchid Fusion/Hybrid VMS will
ask you to confirm that you want to delete the item. Press OK to confirm.

b. From the list of items on the Library screen, click the name of the one you want to
delete. (The list will expand to display all of the information for the selected item.)
Click the Delete button at the bottom-right of the expanded item to confirm the
delete. Click OK to confirm the deletion.

Removing Multiple Library Items

1. To remove multiple Library items, mark the checkbox for each of the items you wish to
delete, then press the Delete button at the bottom of the list. Orchid Fusion/Hybrid VMS
will ask you to confirm that you want to delete the selected items. Press OKto confirm.

Removing All Library Items

1. To remove all of the Library items, mark the checkbox at the bottom of the list, then press
the Delete button. Orchid Fusion/Hybrid VMS will ask you to confirm that you want to
delete the selected items. Press OK to confirm.
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Search / Sort Library Items

If you have a large number of items in the Library, the search and sort tools can make it easier
to find the items you’re looking for.

g %+

“ ©  # omchid-hybridipeenfiguecom/ | ibrary

oD Orchid Hybrid

Lo Select Sort Criteria
W v mowes Enter Search Tags
” PERMISSION GROUPS T ,
A NOTIFICATIONS > Name, Sery Camer Craated On o
M LBRARY
= ucensivg . .
2 comsmes PAGE Navigation —pe@ : 2 « s . 5
€)  VERSION INFORMATION
M MOTION ALERTER 0 Critter Pumpkin Feast m
s Select Ascending or “
] ate Tes .
Descending Order
[] Starage Unit Break-In, Truck Pulling Out _
[ Storage Unit Break-In, In Progress Garden View _
[] Storage Unit Break-In, Truck Backing In _

Page Navigation

If you have more than ten Library items, the Library screen will automatically activate
additional pages and the navigation tools. These navigation tools will help you move from page
to page.

<@ >

A N 4 A

Move to Move to Move to
First Numbered Last
Page Page Page

1. Use the arrows to move to the previous page or the next page.
2. Use the numbered buttons to move to a specific, numbered page.

Search the Library

1. Click into the Search field to start your search.
2. Type one or more search tags (clicking Enter after each one). Search tags can include
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words in the item name, the camera name, or the server name.
a. A single search tag with multiple terms (words or numbers) will initiate a search for
results that include all of the terms in the tag.
b. Multiple, single-term search tags will initiate a search for results that include at least
one of those tags.

Each time you press Enter, the Library screen will update to display all of the items that
contain the tag(s).

Dvchid Hybad WG - IFConfiger: % | 4 k4 = a x

& © @ orhid-hybridiponfigure.com,#/ibrary a =+ » 0§

oD Orchid Hybrid

P Select Sort Criteria
@ CAMERA GROUPS ’ En‘ter Searoh Tags
& PERMISSION GROUPS Sear

A NOTIFICATIONS ¥ test ©  plame, Server or Camer: Created By

M LBRARY
B ucensing

2. ACCOUNT SETTINGS Page NaVigation _+' gaf1a ¢ ° 2 3l

€} VERSION INFORMATION

P MOTION ALERTER [ Test Sel eC‘t
P . Ascending or
O ate Test .
Library Descending
SearCh [] Night Ride Test Order
Results

O Test for Demao

[m] Test to show

Sort the List

Sort

Created On ~| This is the Sort Criteria drop-down list.

Tf_ This is the Sort Order icon.

1. Click on the Sort Criteria drop-down list to select one of the following sort options:
Camera, Created By, Created On, Name, and Server.

a. Camera: This option will sort the list by camera name.
Created By: This option will sort the list by the users that exported the items.

c. Created On: This option will sort the list by the dates on which the items were
exported.

d. Name: This option will sort the list by item names.
Server: This option will sort the list by server names.
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Camera

Created By

Created On

Name

Server

2. Click on the Sort Ordericon to view the list in ascending or descending order. (Each time
you click the icon, the order will switch.)
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Licensing

Beginning in version 21.12, Orchid Fusion/Hybrid VMS allows for bulk license updating. This can
be a great timesaver for those sites with a large number of Orchid Core VMS servers.

In earlier versions of Orchid Fusion/Hybrid VMS, no License feature was included; all of the
licensing was taken care of at each Orchid Core VMS server. So anytime an Orchid server was
nearing end of support, the customer would reach out to IPConfigure to extend the support
agreement. For some customers, this meant keeping up with hundreds of servers. With the bulk
Licensing feature, this entire process can be streamlined, easing the burden for system
Administrators.

The bulk Licensing feature provides the following:

* Ability to review the license information for all of the registered servers
* One-click access to a License report for all registered servers

* Ability to synchronize the renewals for all registered servers

* One-click process for updating all of the registered servers at once

* Synchronizing support renewals is not required; you may still update individual
servers as they come up for renewal. IPConfigure recommends synchronizing
renewals for its time-saving benefits.
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Access the Licensing Feature

1. To access the Licensing screen, open the System Menu in the top-right corner of the
screen and select Licensing.

The Orchid Fusion/Hybrid VMS Licensing screen will appear. This screen displays a list of all the
Orchid Core VMS servers registered to this system. This gives you the ability to review all of the
pertinent information for each server, including the number of cameras licensed, and support
expiration dates.

=+

%0 Orchid Hybrid marci bt =
Orchid Core Server

- . Download
Export Activation Report |_| S-t

\ a Report

Cameras Archive

Edition Licensed Retention

Support Expiration Activation Code

Orchid Core VMS  fusion 43/999 Unlimited 2034-09-16 C1743-DADEA-167ES-6ECID

Upload a

imprt Activation Bundle - \

Mo activation data to display.

Downloaded
/ Activation Report

L]

In the example above, the system only has one Orchid Core VMS server. You'll notice that the
Import Activation Bundle section in the bottom half of the screen shows that there is no
activation data to display. This simply means that no Activation bundle has been uploaded yet.
This example also shows that the Download Report button has been pushed; as a result, the
downloaded .CSV file can be seen in the status bar at the lower-left corner of the screen.

Sorting

The servers listed on the Licensing screen can be sorted by any of the column headings in the
report.

1. Position the cursor over any of the column headings. (Notice that an arrow appears to the
right of the heading. This indicates whether the list is sorted in ascending or descending
order.)

2. Click on a column heading if you want to sort the servers by that parameter (such as
Server name or Support Expiration).
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3. Click on the column heading again if you want to change the sort order (to ascending or
descending). The sort order will switch each time you click the heading.

Page Navigation

If the system has more than 10 Orchid Core VMS servers, page navigation tools will
automatically appear at the bottom of the list.

Total Number Previous/Next
of Servers Page
AN F,A,‘i
= > 2l
ems per page: 10 v - 10 of 329
7 ~—F
Number of Servers \/
Displayed per Page First / Last
Page

1. Use the Items per page drop-down list to set the number of servers you want to view per

screen. Available selections include 10, 20, and 50.
2. Refer to the count to determine which servers are listed on the current screen, and how

many total servers are registered to this system.
3. Use the navigational arrows to move to a different screen. From left to right you can: go
to the first page, go to the previous page, go to the next page, and go to the last page.
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Download a License Report

The Download feature provides a way to quickly create a report with all of the important
licensing information. This report will be downloaded as a .CSV file that may be used in a
variety of spreadsheet programs. This format makes it easy to sort the server list as you see fit
(by server name, cameras licensed, support expiration, etc.). This also makes the file easy to
share with colleagues and IPConfigure.

30
. Download a Report —, gy
& usRs o Expeart Activation Repart
"8 CAMERAGROLPS 0 rC h Id
& PERMISSION DROUPS
B woTFICATIONS 3 Core
W umaany e [ W Undimited HEE
[ ucensine Sel‘\lel‘ bmen 0
S List 5 - - - Sortedby « &
W, o ORIVE (= =
= - Support | =
& St S
= 2 -+ Expiration =
(e E ...... " E
AN, é e Unlimitad ] £
P
Page Na\u'i(_:p':\dfion-/v
[ =

1. Click the Download Report button to start the download. (Check your status bar or your
Downloads folder for evidence of the download.)

2. Open the file using a spreadsheet program. (In the example below, we’ve opened the file
in Google Sheets.)

Copyright © 2023 IPConfigure Page 236 of 260



IPConfigure

Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

Al

oo w|w e

B

10
1
12
13
14

16

18
19

n

s

- ~E P

deci.googe.

Downloaded Activation Report

activation_report_2022-01-27_04.17.06_UTC & B &

File Edit View Insert Format Data Tools Extensions Help

IFT
87g
oAt
6ct
418

D11

ACTIVATIONCODE | BRANDEDEDIT CAMERACOUN CAMERASREG
fusion 299
fusion 26
fusion %99
fusion 999
fusion 999
= fusion 299
< fusion 999
= fusion 299
- fusion 999
E fusion 999
4{6' fusion 999
£ fusion 999
= fusion 299
"E fusion 999
- fusion 999
fusion 299
fusion 9
fusion 299
fusion 999
fusion 999

100% - § % 0 .00 123~

ACTIVATIONCODE
A B c

= activation_report_2022-01-27_04.17.06 UTC -~

Default (Ari_ - 10 -

D

EXPIRES Ll

16
16 1646006400000 fusion
16 1669420800000 fusion
17 1670889600000 fusion
17 1656460800000 fusion
18 1670889600000 fusion
16 1670889600000 fusion
16 1721520000000 fusion
17 1646784000000 fusion
16 1670889600000 fusion
18 1670889600000 fusion
26 1656460800000 fusion
16 1670889600000 fusion
17 1656460800000 fusion
16 1669420800000 fusion
18 1669420800000 fusion
16 1656460800000 fusion
24 1703894400000 fusion
16 1681430400000 fusion
17 1702684800000 fusion

ast edit was seconds ago

MNORMAL
MORMAL
MNORMAL
NORMAL
MORMAL
MORMAL
MORMAL
MNORMAL
NORMAL
MORMAL
MNORMAL
NORMAL
MNORMAL
NORMAL
MORMAL
MNORMAL
MORMAL
MORMAL
MNORMAL
MORMAL

SN

S

H

NSEEDITION LICENSESTATE ORCHIDID

ORCHIDNAME RETENTION
003a NSN Uniimited
006fd NSN Unilirited
00a2 NSN Uniimited
038cq NSN Uniimited
03acs NSN Uniimited
03671 c NSN = Uniimited
04506 45 INSNi -3 |Uniimited
0495 o NSN o Uniimited
0753 s NSN = Unlimited
0913 = NSN = Uniimited
Gadct] o NSN =) Uniimited
0b71 £ NSN o Uniimited
OBt s NSN 5 Uniimited
0c67 = NSN = Uniimited
0068 = NSN = Uniimited
0d6fc] NSN Uniimited
0daD NSN Unlimited
0dabs NSN Uniimited
0dcS NSN Uniimited
1 NSN jmi

LR

~

J

Explore

3. Use the spreadsheet to review the data and find out which servers are up for support
renewal. (This will be easiest if you sort the servers by Expiration date.)

4. After reviewing the data, you should decide how to move forward. You can renew support
for the servers that are currently due to expire, or you can synchronize the renewals for
all of the Orchid servers in the system.

5. To proceed with renewal, forward the activation report and your instructions to your
Salesperson at IPConfigure. IPConfigure will prepare new activation codes based upon
your request.
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Upload an Activation Bundle

The Upload feature provides a quick and easy way to apply support renewals for multiple
Orchid servers at once. When you purchase one or more license renewals, IPConfigure order
fulfillment will send you an Upload Bundle file that contains new activation codes for some or
all of your Orchid servers (as requested).

Save the Upload Bundle file in a location that you can easily access.

Log into Orchid Fusion/Hybrid VMS.

Go to the Servers screen and select Licensing.

Click the Upload Bundle button. The Upload Activation Bundle screen will appear.

Upload Activation Bundle b4

Please select a license bundle file.

il

The license bundle file is a .csv file provided by IPConfigure Inc
for bulk updating Orchid Core VMS licenses.

Select File -~
fad

to Upload
Upload —
Selected File

Choose File | No file chosen

5. Click the Choose File button to find and select Bundle file.

6. When your file manager application opens, find and select the Bundle file that you saved.

7. Once the file has been selected, click the Upload button. The system will apply all of the
new activation codes to update all of the specified Orchid servers.
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C & demoipconfigurecom

& Orchid Fusion

= SERVERS

& USERS

"B CAMERA GROUPS
42 PERMISSION GROUPS
A nNOTIFICATIONS >
M LIBRARY

[ LIcENSING

26 ACCOUNT SETTINGS

€) VERSION INFORMATION

Upload
Results

VNS - IPContgur: X

Export Activation Report

Import Activation Bundle

Archive

IPConfigure Headquarters

Retentlon Support Expiration Activation Code
Unlimited 20221026 ABCCO-4D300-B8E00-3276B3

IPConfigure Headquarters T150-AEDS-CEHEE-6AZA Success 2022-02-08 13:4%:55

signed in as
mhunt

DOWNLOAD REPORT

Bundle File > XN
CANCE RETRY

Import Status Last Update

As you can see in the example above, the bundle was uploaded successfully, and the listed

server was updated with a new activation code.

8.
9.

10.
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If you want to stop the upload process, click the Cancel button.

If the status of the upload is unsuccessful, or if some of the server updates didn’'t perform

properly, click the Retry button to try again.
When you are satisfied with the upload process, you may click the Clear button to
eliminate all of the information associated with the upload.
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Orchid Fusion VMS APPs

Orchid Fusion/Hybrid VMS supports the Application Partner Platform (APP) feature. The APPs
component allows third-party vendors to customize Orchid Fusion/Hybrid VMS by creating
features that live within the Orchid Fusion/Hybrid VMS user interface. This feature is being
offered to IPConfigure partners, each of whom must have a digital certificate provided by
IPConfigure to develop these APPs.

For more information on becoming a partner and creating APPs, please go to the
IPConfigure website.

To Activate the APPs Feature in Orchid Fusion VMS

Access to the APPs feature requires that you modify the Orchid Fusion VMS configuration file.
This modification configures the system file path of the installed custom application. Once
Orchid Fusion VMS knows where to find the APPs, the program will respond by providing the
APPs option on the System Menu.

For more information on configuring the system to support APPs, please refer to
the Orchid Fusion VMS Installation Guide.

To Activate the APPs Feature in Orchid Hybrid VMS

Access to the APPs feature requires a modification to the Orchid Hybrid VMS configuration file.
This modification must be performed by IPConfigure Support personnel.
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o¥s To access the APPs feature, you must be a member of an Administrator

Once the APPs feature is activated, you can access your custom applications within Orchid
Fusion/Hybrid VMS.

Permission Group, or a Permission Group that grants permissions to one or more

APPs.

1. Open the System Menu in the top-right corner of the screen and select APPs.
2. The APPs sub-menu will appear. This sub-menu will list all of the custom applications that

Orchid Fusion/Hybrid VMS finds in the location noted in the Fusion/Hybrid properties file.
(Notice that all of your custom applications are now also listed on the Configuration Menu,

when visible, on the left side of the screen.)

O mcress the Oechid Fusion VMG & % 1 ko VNS - (PConh ®

€ C @ demoipconfigurecom #! ids

oD Orchid Fusion
= SERVERS

& USERS

B CAMERA GROUPS

i PERMISSION GROUPS
NOTIFICATIONS »
LIBRARY

LICENSING

ACCOUNT SETTINGS

VERSION INFORMATION

FFreclbHEHE»

MOTION ALERTER
WINDY

Servers 1 of 1

Apphoaﬂons
Available to

Fusion VMS

IPCanfigure Hoadqu;r!orsz
L€

Custom

Orchid

\

= ADD ORCHID CORE \

APPs
Ophon

- Motion A Ierler
B Windy

& Users

'i'.' Camera Groups
& Pormis sslon Groups
< Notifications

M Library

8 Licensing

-

an Account Settings

Version Information
Apps

& sign out
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3. Click on one of the custom applications to open it within Orchid Fusion/Hybrid VMS.
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“
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ACCOUNT SETTINGS
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MOTION ALERTER

WINDY

Custom Application
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Orchid Fusion VMS

R
B

App provided by

Q7 IPConfigure Plugin Dept.
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Other Administrator Features

There are a couple of features in Orchid Fusion/Hybrid VMS that Administrators have special
permissions for. These include the Stages feature and PTZ Presets. This guide will provide
details that pertain solely to Administrators. Please refer to the Orchid Fusion/Hybrid VMS User
Guide for general operating instructions for these features.
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Sharing Stages

G This is the World icon.
E This is the Locked icon.

All users have the ability to use the Stages feature, create their own Stages, and customize the
Stages cycle. As an Administrator, you have the added ability to share Stages with other users.
This gives you the opportunity to focus the team’s attention in certain areas, if needed, and
better manage the monitoring system.

About the Stages Feature

The Stages feature allows you to create custom layouts for the Stage featuring Players that you
select and arrange. You can then view your Stages on demand or as part of an automated
cycle. This is a great tool for helping you and your monitoring team remain organized and
efficient.

When a user creates and saves a Stage, it is saved in the user’s account. When an
Administrator shares a Stage, it is visible to every user that has access to at least one of the
cameras in the Stage. Shared Stages do not override the Permission Groups; users will not see
any cameras they don’t have permission to see.

* If a Stage includes a PTZ camera (with or without presets), keep one thing in
mind. When you add a camera to the Stage, you are adding the camera, not the
camera’s position. So when you view a Stage, the PTZ camera may or may not
be in the same position as when it was added to the Stage.

Administrator’s View

As an Administrator, when you share a Stage, you will see a World icon that indicates that it is
shared:
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<« C @ orchid-hybrid.ipconfigury
o9 Orchid Hybrid

CAMERAS STAGES

Cycle: Disabled -

Altered Allview @ §

Demo Stage i

_— Indicates Shared
Stage

Entrances Test @ -l
[] Experience Center i

[] Hamap @

IACOA MeetingR.. @ 1

User’s View

Users will see a Lock icon next to the shared Stage. They will not be able to modify or delete
the Stage:

Orchid Hybrid VM5 - [PCanfigur X o

<« C @ orchid-hybrid.ipconfigurd

o Orchid Hybrid

CAMERAS STAGES

Cycle: Disabled -

Altered Allview -
Patio E
Perimeter =

T~ Indicates Stage

Radar and Object... - Shared bl:l
Radar Demo - Administrator
(Locked)

Sharing a Stage

When you access the Stages tab of the Camera Bag, you will notice that each of the Stages has
its own pop-up menu (on the right edge of the list). The Administrator’s version of the pop-up
menu makes it easy to share a Stage.

Copyright © 2023 IPConfigure Page 245 of 260



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 23.3_en

@ Orchid Hybrid VWS - IPConfigur: X +

< C @ orchid-hybridipconfigurg

& Orchid Hybrid

CAMERAS STAGES

Cycle: Disabled -

Altered Allview @ |

Demo Stage 1 Share
Entrances Test @)

Update
[] Experience Center

[] HQMap j # Rename

IACOA Meeting R.. fi Remove

1. Click on the pop-up menu that corresponds to the Stage you want to share.
2. Then click Share.

Revoking a Shared Stage

1. Click on the pop-up menu that corresponds to the Stage you want to un-share.
2. Click Un-share.
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Managing PTZ Presets

All users that have permissions to control PTZ cameras will also have the ability to use the PTZ
Presets. As an Administrator, you have the added ability to create the PTZ Presets that will be
available to those other users. This provides you with another tool to focus the team’s
attention in certain areas, while eliminating the man-hours needed to manually reposition the
camera every time.

* The PTZ Presets Menu will only be available if the camera supports presets, the
camera is registered to an Orchid Core VMS server running Orchid version 2.2.2
or greater, the PTZ controls are active, and an Administrator has saved at least
one preset.

Adding and Deleting a Preset

1. Access the PTZ Presets Menu by activating the PTZ controls, then clicking on the
Hamburger icon at the top-left of the Player. A list of existing Presets will appear.

x IPConfigure Headquarters: Main Hall PTZ 'i:} ﬁ Iﬂ b4
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;.Q g Q Q = PTZ Presets
21 | i =

Access PTZ

Main Hall o

Presets 7
7 Rail Yard o
_ Delete
Retail b oset
twolefts o

Save New Preset
=

2. To select a different preset view, click on any of the Presets in the list. The camera will
respond by moving to the selected position.

3. To add a new preset, first use the pan, tilt, and zoom controls to situate the camera in the
desired position. Then click the Save Preset button. Enter a unique name for the new
preset, then click the Save Preset button again.

4. To delete a preset, click the Trash Can icon (to the right of the preset name), then click
the Delete button.
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Advanced Topics

As you work with Orchid Fusion/Hybrid VMS, you may encounter issues that are not typical of
daily operation and should be addressed by an advanced user. Please review these topics if you
need extra help. For in-depth explanations and additional topics, we encourage you to check
our Knowledge Base.
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Recovering an Orchid Core VMS Server

There are some instances in which an Orchid Core VMS server will become unavailable to
Orchid Fusion/Hybrid VMS. When this happens, as long as you have permissions to access the
server, you will notice all of the following in relation to the unavailable Orchid Core VMS server:

A

* Any cameras on the Stage will display an error
* The Users list will display “Failed to fetch users”
* The Servers list will display “Orchid server is unavailable”

The Orchid Core VMS server may be unavailable for a number of reasons, including:

* The Orchid Core VMS server is down
* There is a problem with the network
* There is a password/authentication issue

Possible Fixes

1. The first and easiest potential fix is to Recover this Orchid Server (which is documented in
the Edit Orchid Core VMS Server Settings section of this guide).

Verify that the logged in user has access to the Orchid Core VMS server.

Check the network for broken connections, improper addressing, outages, etc.

Check the condition of the Orchid Core VMS server.

A less desirable fix is to delete the Orchid Core VMS server and then add it back into the
Orchid/Hybrid VMS system. (Refer to the Adding and Managing Orchid Core VMS Servers
section for instructions on how to delete and add a server.)

ukwnN

! With the last method, you will lose any Orchid Fusion/Hybrid VMS permissions
that were configured using the original server.
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How Orchid Fusion/Hybrid VMS’s Proxy
Works

The video streams you see in the Orchid Fusion/Hybrid VMS user interface are optimally
delivered to your web browser using Orchid Fusion/Hybrid VMS’s sophisticated routing engine.
When an Orchid Core VMS server is registered in Orchid Fusion/Hybrid VMS, a proxy connection
becomes available from the Orchid Fusion/Hybrid VMS server to the Orchid Core VMS server.
When an Orchid Core VMS server is not directly accessible to your web browser (because it's
behind a firewall, for instance), this connection allows Orchid Fusion/Hybrid VMS to relay all the
web and video data from the Orchid Core VMS server, through Orchid Fusion/Hybrid VMS, to
your web browser. This method eliminates the need to create and maintain firewall rules to
provide access to the Orchid Core VMS servers and cameras.
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If your web browser can communicate with an Orchid Core VMS server, video is delivered
directly from Orchid Core VMS to your client browser. This approach maximizes performance
while minimizing bandwidth usage, hosting costs, and custom network configuration.

To Force Proxy Mode

There is a way to force Orchid/Hybrid VMS to use the proxy method even if the situation
wouldn’t normally require it.

1. Open Orchid Fusion/Hybrid VMS and sign in.

2. Go to the Stage screen.

3. Add the following text to the end of the URL in the web browser address bar: ?force-
proxy=true

4. Click the Reload button. (The Enter key will not do the trick.)
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Trouble Viewing the Camera Stream in Orchid
Fusion VMS

If Orchid Fusion/Hybrid VMS is not receiving a live video stream from a camera on an available
Orchid Core VMS server, the problem is likely due to a problem between the camera and the
Orchid Core VMS server.

Possible Fixes

1. Try to refresh the camera in Orchid Fusion/Hybrid VMS. (Refer to the instructions on how
to Refresh Cameras.)

2. Try selecting a lower-resolution stream to view video. (If you haven’'t already configured
Secondary streams, refer to the Multi-stream Capabilities and Camera Stream Settings
sections for more info. Keep in mind that all Primary and Secondary streams, if they are
set to record, will consume additional disk space.)

3. Use the System Status feature to test the camera preview, restart the camera stream, or
verify the network connection between the camera and Orchid Core VMS. (This may lead
you to try the Recover Camera feature.) You may also perform the check associated with
packet loss (see note below).

4. |If the network connection is OK, but you still aren’t getting video, physically check the
camera to make sure it is intact and connected to power.

* For more information, please refer to the next topic.
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Checking for Packet Loss

If video in Orchid Fusion/Hybrid VMS is unavailable or degraded, you may be experiencing
packet loss in one of several locations:

* Between the camera and Orchid Core VMS

* Between Orchid Core VMS and the viewing client

* Between Orchid Core VMS and Orchid Fusion/Hybrid VMS
* Between Orchid Fusion/Hybrid VMS and the viewing client

There are several methods for checking for packet loss. The diagrams below indicate which
check methods are available to test the different connections.
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* For detailed instructions on running the checks for packet loss, please refer to
the Checking for Packet Loss section in the Orchid Core VMS Administrator Guide.
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About WebRTC

Orchid Fusion/Hybrid VMS supports Web Real-Time Communication, or WebRTC. WebRTC
provides users with another method for connecting an Orchid Core VMS server with a client, so
that the client may view good quality, live and recorded video. Although you may view video in
Orchid Fusion/Hybrid VMS, all of that video is coming through (and is stored by) Orchid Core
VMS. That's where WebRTC does its magic. For this reason, WebRTC is fully documented in the
Orchid Core VMS Administrator Guide and the Orchid Core VMS Installation Guide (for software
versions 2.2.0 and later). Please refer to these guides for general information, how Orchid Core
VMS works in WebRTC mode, troubleshooting tips, and configuration details.

Beginning in version 23.3, Orchid Fusion/Hybrid VMS supports the optional use of WebRTC
retransmission. With retransmission, the web browser can resend video packets to Orchid to
help ensure that the video is delivered. This improvement allows WebRTC to provide full-
bandwidth video even in marginal network conditions. Please refer to the Orchid Core VMS
Installation Guide for instructions on how to enable this feature.
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Comparing Orchid Fusion VMS Operating
Modes

Orchid Fusion/Hybrid VMS now supports operation in WebRTC mode in addition to the original
Low-bandwidth mode. The availability of these operating modes will depend on your web
browser and operating system. The table below provides a high-level comparison of the two
operating modes.

* With Orchid Fusion/Hybrid 2.10, the FBGST plugin will no longer be supported.
The plugin-compatible web browsers (Chrome version 34, and Firefox version 52)
have also reached the end of support. If you were using either of these browsers,
upgrade to the latest version.

Low-bandwidth mode  WebRTC mode

Compatible . .
operatin Windows, Linux, Windows, Linux, macQOS, iOS, Android
P 9 macos, i0S, Android ' ' P 19>

systems
Most modern web . . . .

Compatible , The latest versions of Mozilla Firefox, Microsoft Edge,
browsers (Microsoft , , ,

web i Safari (desktop and mobile), and Google Chrome (version
Internet Explorer is not , . .

browsers 66 or higher on a desktop or mobile device)
supported)
Works well on slow Prior to version 23.3, WebRTC required a good connection
connections between  between the web browser and the Orchid Core VMS

Network browser and Orchid Server. Orchid versions 23.3 and greater should work well

requirements server (or Fusion/ even if the connection between the web browser and
Hybrid server if proxy  Orchid is marginal (as long as WebRTC retransmission is
method is used). enabled).

Video Decoding is done on

) g Decoding is done on the client machine
decoding the Orchid server

Configuration

required for
q None (assuming the

viewin , .
9 web interface is STUN server
SErVers accessible)
behind a
firewall

Frame rate that
Video quality throttles to match Native, unthrottled frame rate
available bandwidth
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Additional Support

Orchid Fusion/Hybrid VMS users with questions or issues should first contact their Company's
Orchid Fusion/Hybrid VMS System Administrator. Barring any internal corporate policies, an
Administrator may escalate the technical support request.

e Tier 1 Support: Orchid Fusion/Hybrid VMS System Administrator
* Tier 2 Support: Integrator or Dealer
* Tier 3 Support: IPConfigure Technical Support Resources

IPConfigure’s Orchid Fusion/Hybrid VMS Knowledge Base: The Orchid Fusion/Hybrid VMS
Knowledge Base is freely and publicly available on IPConfigure’s support website, and includes
detailed information for a variety of Orchid Fusion/Hybrid VMS issues. The Knowledge Base
covers advanced installation and configuration scenarios.

IPConfigure’s Email-based Trouble Ticket System: Any Orchid Fusion/Hybrid VMS customer with
a valid Orchid Fusion/Hybrid VMS Support Agreement can submit trouble tickets through the
IPConfigure support website at http://support.ipconfigure.com. Orchid Fusion/Hybrid VMS
trouble tickets are resolved over email by IPConfigure’s highly trained Technical Support Team.
(Please refer to the last topic for detailed instructions.)

IPConfigure’s Telephone Support Line: Customers with an Orchid Fusion/Hybrid VMS Express
Support Agreement may call IPConfigure’s Telephone Support toll-free at 855-440-1077, or

direct at 757-520-0587 (during the times listed below). Orchid Fusion/Hybrid VMS Express
Support is complimentary for one year with all new Fusion/Hybrid license purchases (for Orchid
Core VMS).

IPConfigure Technical Support Hours

As of December, 2018, IPConfigure’s technical support hours are as listed below. For the most
up-to-date version of our IPConfigure support schedule, please see support.ipconfigure.com.

Sunday Closed
Monday 9:00 AM to 8:00 PM EST
Tuesday 9:00 AM to 12:00 PM, 1:00 PM to 8:00 PM EST

Wednesday-Friday 9:00 AM to 8:00 PM EST

Saturday Closed
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1. Visit our technical support site at: http://support.ipconfigure.com
2. Click on the Submit a request link in the top-right corner of the screen.

PE Ot Faso

Email Notifications

€ e i..:!:.:-o;.‘tl;:tr:;‘\.r:‘::n-' et g 20076407 66-Drohig-Fusign- ¥MS = o @
IPCONFIGURE \ . MR -
Access the ‘
Orchid Fusion VMS , Submit &
Support Site Request
Overview Installation System Administration

Advanced Configuration

APl and Development

3. When the support request screen appears, use the drop-down list to select the product or
issue that best matches your support need.

Submit a request

Please salect the ticket that best matches your IPConfigure product or issue balow.
Provide as much detail as you can, and our supgort staff will respand to you via this
system lyou will also receive an email).

w o » @

My activities  Submit arequest

Select

Orchid Ticket

2 Cateqgory

Ernail

Subject

Description

Company Name

System Integrator

\Enter Contact Info
and Issue Details

Click Submit
(at bottom of screen)

y @

4. Enter your contact information, a description of your question/problem, the version
number of your Orchid Fusion/Hybrid VMS software, and your Orchid Fusion/Hybrid VMS
server type. So that IPConfigure’s Technical Support Team can best assist you, please
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provide as much detail as possible about the problem. Attach screenshots and system
logs as necessary.

To find the Orchid Fusion/Hybrid VMS software version number, go to the System Menu and
select Version Information.

5. Mark the I'm not a robot checkbox (if available).
6. When all available information has been entered, press the Submit button at the bottom

of the screen.

IPConfigure Technical Support will respond to your request as soon as possible.

* For additional help with Orchid Fusion/Hybrid VMS, please visit our training site
at training.ipconfigure.com.
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