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Introduction

Thank you for your interest in IPConfigure’s Orchid Fusion/Hybrid Video Management System. This guide
should provide you with everything you need to know as you prepare the system for readiness. We’'ll begin
with an overview of the product and the Administrator guide, and a few basics about navigating the
software. Then we’ll explain how to add Orchid Core VMS servers, users and Camera Groups. Once that is
done, we’ll cover Permissions, Notifications, Library, Licensing, and other advanced topics to help you
manage and understand the system.

* As of March 2021, we have implemented a date-based software version numbering system.
From this point forward, the software version number will represent the year and month in
which the software was released. For example, version 21.3, the first release with the new
numbering system, was released in March of 2021. (Version 2.16 was the last release
under the old numbering system.)
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About the Orchid Product Family

Orchid Core VMS is the foundation of IPConfigure’s Video Management System. Orchid Core VMS runs on
a single server to collect, record, and store video from network cameras. Accessible via an intuitive web
browser interface, Orchid Core VMS allows users to view live and recorded video from virtually any web-
enabled device.

Orchid Fusion VMS is an enterprise software developed to integrate multiple Orchid Core VMS servers from
various locations into one seamless management system. Designed to work across a variety of operating
systems, camera types and network topologies, Orchid Fusion VMS is the perfect solution for large
organizations.

Orchid Core VMS and Orchid Fusion VMS have very similar user interfaces, and both systems allow viewing
and exporting video, but there is a key difference between the two. While Orchid Core VMS works on the
camera level, Orchid Fusion VMS now works on the camera level and the server level. In Orchid Core VMS,
the administrator will “register” network cameras, configure camera stream settings, and establish video
retention levels for each camera. Orchid Fusion VMS has the power to “register” both cameras and
individual Orchid Core VMS servers, resulting in increased management capabilities to an entire network of
Orchid Core VMS servers.
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Orchid Core VMS

Orchid Fusion and Orchid Hybrid

Orchid Fusion VMS and Orchid Hybrid VMS are nearly identical systems. They are both used to manage
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multiple Orchid Core VMS servers. Orchid Fusion VMS requires you to have one or more Orchid Core VMS
servers and an Orchid Fusion VMS server to manage them. Orchid Hybrid VMS combines on-premise
recording with cloud management. So while video is still stored on-site (on an Orchid server), the Hybrid
system provides server aggregation, management, and accessibility through the cloud.

2o oms| O
v — —
ﬁ Orchid CorevMs &
Orchid Hybrid VMS Orchid Caore VMS
C— O OO0
ﬁ — = oovw

Orchid Core VMS
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About the Orchid Fusion/Orchid Hybrid VMS

Administrator Guide

The Orchid Fusion/Hybrid VMS Administrator Guide is designed for IPConfigure dealers, integrators, or
system administrators and is intended to cover the topics that deal with system administration and features

that are not part of everyday operation.

Since this guide will be used for both Orchid Fusion and Orchid Hybrid VMS, you will see screenshots from

both systems in the manual.

This guide includes information on the following topics:

* How to Sign into the Orchid Fusion/Hybrid VMS Software

» Getting Started

* Adding and Managing Orchid Core VMS Servers
» Creating and Managing Users

+ Creating and Managing Camera Groups

* Managing Stages

» Creating and Managing Permission Groups
« Defining Notifications

* Using the Library

* Licensing

* Orchid Fusion VMS APPs

* Advanced Topics

» Additional Support

For details on everyday tasks regarding the Stage, Timeline Bar, and viewing/recording video, please refer

to the Orchid Fusion/Orchid Hybrid VMS User Guide.

Copyright © 2022 IPConfigure
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How to Sign In

Orchid Fusion/Hybrid VMS can be accessed easily through most modern web browsers, such as the latest
versions of Chrome or Firefox. The latest version of Chrome is recommended. Your browser choice will
determine the available operating modes for Orchid Fusion/Hybrid VMS.

* The following web browsers are explicitly not supported: Internet Explorer 11, Firefox 52
ESR, and any Google Chrome version older than version 48.
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A Quick Word on Web Browsers and
Operating Modes

Orchid Fusion/Hybrid VMS supports Web Real-Time Communication (WebRTC). This technology allows for
viewing full-bandwidth, live and recorded H264 video streams within a web browser (without the need to
download a plugin). WebRTC mode and Low-bandwidth mode are available in the following browsers:

* (Preferred) Google Chrome, version 66 or higher, in a MacOS, Windows, or Linux desktop
environment, or on a mobile device

» Latest version of Safari (mobile and desktop)

» Latest version of Mozilla Firefox

» Latest version of Microsoft Edge

All other web browsers support Low-bandwidth mode only. (For a detailed comparison of the two operating
modes, please refer to the Comparing Operating Modes section.)

* Starting with Orchid Fusion/Hybrid VMS version 2.10.0, the FBGST plugin will no longer be
supported. The plugin-compatible web browsers (Chrome version 34, and Firefox version
52) have also reached the end of support. If you were previously using either of these web
browsers, you should upgrade to the latest version available.
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Signing In

Orchid Fusion/Hybrid VMS has several ways to sign in, and will allow mixed authentication modes. So,
Administrators may enable multiple sign in modes on the same system.

Orchid Fusion/Hybrid VMS supports each of the following external authentication providers:

* Google

» Active Directory

* Azure Active Directory
* FreelPA

Accessing the Sign In Screen

Fusion

1. To open Orchid Fusion VMS on a client device, type the IP address of the Orchid Fusion VMS server
in the web browser address bar. If you are opening Orchid Fusion VMS on the Orchid Fusion VMS
server itself, you may enter localhost:8080 in the address bar (provided the default port was used).
You may also be able to use the Orchid Fusion VMS link in the system menu or the Desktop icon, if
available.

2. You will be prompted to sign into Orchid Fusion VMS.

ot The username and password are both case sensitive.
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2112.0

2 Orchid Fusion

Username

|:| Low-bandwidth mode

| have read and accept the terms of the
access agreement. (show access
agreement)

or

G SIGN IN WITH GOOGLE

IPCONFIGURE

Hybrid

1. To open Orchid Hybrid VMS on a client device, type https.//<your-id>.ipconfigure.com into the web
browser address bar (where <your-id> is the system identifier assigned to your Orchid Hybrid VMS

system).
2. You will be prompted to sign into Orchid Hybrid VMS.

ot The username and password are both case sensitive.
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21.12.0

@ Orchid Hybrid

Username

Password

|:| Low-bandwidth mode

| have read and accept the terms of the
D access agreement. (show access
agreement)

D Stay signed in SIGN IN

IPCONFIGURE

Standard Sign In

1. Enter your username and password in the fields provided. (This information should be provided to you
by your Administrator.) If you are the Fusion Administrator and this is your first time signing in, enter
the username admin and the password you set when Orchid Fusion VMS was installed. If you are the
Hybrid Administrator and this is your first time signing in, enter the user name admin and the default
Administrator password provided by IPConfigure.

* For improved security, after this initial sign in, Administrators should not use the default
Admin account. Instead, each Administrator should create an individual User account. If you
sign in as the default Administrator, when you sign out, you will automatically sign out any
other Administrator users that are signed in with the default Administrator credentials.

2. If the Low-bandwidth mode checkbox appears, you may choose to run in Low-bandwidth mode.
a. Mark the box if you want to run in Low-bandwidth mode.
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b. Leave the box unmarked if you want to run in WebRTC mode.

If the checkbox does not appear, you will run in Low-bandwidth mode by default (because the browser you
are using does not currently support WebRTC mode).

3. Mark the I have read and accept... checkbox to acknowledge that you accept the terms of the access
agreement. (You may not see this checkbox.)

4. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your browser
session or reboot your computer. You will remain signed in for approximately 30 days. (If you leave
this box unmarked, the system will automatically sign you out if you close your browser or reboot your
computer.)

5. Press Sign In.

Sign In with Google

With this method, you will be able to sign into Orchid Fusion/Hybrid VMS using your existing Google
credentials (eliminating the need for yet another password). On Fusion systems, this requires that your
system administrator has enabled Google Authentication, and an Orchid Fusion VMS user is linked to your
Google account. (For more details, please refer to the Orchid Fusion VMS Installation Guide.) On Hybrid
systems, this requires that IPConfigure has enabled Google authentication, and an Orchid Hybrid VMS user
is linked to your Google account.

1. If the Low-bandwidth mode checkbox appears, you may choose to run in Low-bandwidth mode.
a. Mark the box if you want to run in Low-bandwidth mode.
b. Leave the box unmarked if you want to run in WebRTC mode.

If the checkbox does not appear, you will run in Low-bandwidth mode by default (because the browser you
are using does not currently support WebRTC mode).

2. Mark the I have read and accept... checkbox to acknowledge that you accept the terms of the access
agreement. (You may not see this checkbox.)

3. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your browser
session or reboot your computer. You will remain signed in for approximately 30 days. (If you leave
this box unmarked, the system will automatically sign you out if you close your browser or reboot your
computer.)

4. Press the Sign In With Google button.

5. A Google sign in screen will appear. Select the Google account that you associate with Orchid Fusion/
Hybrid VMS. If you are already signed into the selected Google account, Orchid Fusion/Hybrid VMS
will open.

6. If you are not already signed into Google, enter your password and press the Next button. Orchid
Fusion/Hybrid VMS will open.
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Sign In with Active Directory

With this method, you will be able to sign into Orchid Fusion/Hybrid VMS using your existing Active
Directory credentials. This requires some configuration which should be performed by the Orchid Fusion
VMS Administrator, or by IPConfigure (for Hybrid systems). (For more details on Fusion systems, please
refer to the Orchid Fusion VMS Installation Guide.)

1. Enter your username using the email style notation <userid>@<domain> (like
john.smith@ipconfigure.com).
2. Enter your password.
3. If the Low-bandwidth mode checkbox appears, you may choose to run in Low-bandwidth mode.
a. Mark the box if you want to run in Low-bandwidth mode.
b. Leave the box unmarked if you want to run in WebRTC mode.

If the checkbox does not appear, you will run in Low-bandwidth mode by default (because the browser you
are using does not currently support WebRTC mode).

4. Mark the | have read and accept... checkbox to acknowledge that you accept the terms of the access
agreement. (You may not see this checkbox.)

5. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your browser
session or reboot your computer. You will remain signed in for approximately 30 days. (If you leave
this box unmarked, the system will automatically sign you out if you close your browser or reboot your
computer.)

6. Press the Sign In button. Orchid Fusion/Hybrid VMS will open.

Sign In with Azure Active Directory

With this method, you will be able to sign into Orchid Fusion/Hybrid VMS using your existing Azure Active
Directory credentials. This requires some configuration which should be performed by the Orchid Fusion

VMS Administrator, or by IPConfigure (for Hybrid systems). (For more details on Fusion systems, please

refer to the Orchid Fusion VMS Installation Guide.)

1. If the Low-bandwidth mode checkbox appears, you may choose to run in Low-bandwidth mode.
a. Mark the box if you want to run in Low-bandwidth mode.
b. Leave the box unmarked if you want to run in WebRTC mode.

If the checkbox does not appear, you will run in Low-bandwidth mode by default (because the browser you
are using does not currently support WebRTC mode).

2. Mark the I have read and accept... checkbox to acknowledge that you accept the terms of the access
agreement. (You may not see this checkbox.)

3. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your browser
session or reboot your computer. You will remain signed in for approximately 30 days. (If you leave
this box unmarked, the system will automatically sign you out if you close your browser or reboot your

Copyright © 2022 IPConfigure Page 13 of 233
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computer.)

4. Press the Sign In With Azure button.

5. A Microsoft sign in screen will appear. Click on the Azure account that you associate with Orchid
Fusion/Hybrid VMS. Orchid Fusion/Hybrid VMS will open.

Sign In with FreelPA

With this method, you will be able to sign into Orchid Fusion/Hybrid VMS using your existing FreelPA
credentials. This requires some configuration which should be performed by the Orchid Fusion VMS
Administrator, or by IPConfigure (for Hybrid systems). (For more details on Fusion systems, please refer to
the Orchid Fusion VMS Installation Guide.)

1. Enter your username using the email style notation <userid>@<domain> (like
john.smith@ipconfigure.com).
2. Enter your password.
3. If the Low-bandwidth mode checkbox appears, you may choose to run in Low-bandwidth mode.
a. Mark the box if you want to run in Low-bandwidth mode.
b. Leave the box unmarked if you want to run in WebRTC mode.

If the checkbox does not appear, you will run in Low-bandwidth mode by default (because the browser you
are using does not currently support WebRTC mode).

4. Mark the I have read and accept... checkbox to acknowledge that you accept the terms of the access
agreement. (You may not see this checkbox.)

5. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your browser
session or reboot your computer. You will remain signed in for approximately 30 days. (If you leave
this box unmarked, the system will automatically sign you out if you close your browser or reboot your
computer.)

6. Press Sign In. Orchid Fusion/Hybrid VMS will open.
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Getting Started

After you sign in, Orchid Fusion/Hybrid VMS will open at the Stage screen where you may begin to
configure and use the Orchid Fusion/Hybrid VMS system. Orchid Fusion/Hybrid VMS does not require
activation because all of the licensing is dealt with at the Orchid Core VMS level. The license level of each
Orchid Core VMS server determines whether that server operates as a standalone VMS server, or if it can
be linked to an Orchid Fusion/Hybrid VMS system. So keep in mind that each Orchid Core VMS server you
wish to add to the system will require an active Fusion or Trial license. (Trial-licensed systems installed on
Linux ARM embedded servers cannot be linked to Orchid Fusion/Hybrid VMS.) Contact your IPConfigure
sales representative to purchase a license upgrade or renewal, if needed. (See also, The Activation Tab or

Licensing.)

[T v~ - o x
“ © & orchid-hybridipeonfigurecomy? /stage a e x % g

o

T
&

x MM M| mee st sano s o0 14son i Tast0 ~ B &

The Orchid Fusion VMS Stage (pictured above) shows how you can use the new Maps feature. Check out
the section on Camera Groups to learn more.
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Accessing the System Menu

— This is the Hamburger icon.

1. To open the System Menu, click the Hamburger icon in the top-right corner.

& Orchid Fusion

To Access the System Menu

System / ”

Menu

The System Menu is the primary navigation menu and will always be available. It allows the Administrator to
access all of the software features like the Stage, Servers (Orchid Core VMS server list), Users, Camera
Groups, Permission Groups, Notifications, Library, Licensing, Version Information, APPs, and Sign Out. The
System Menu contains only those items for which the signed in user has permissions. (Access to the Stage
and Sign Out is available to all users, but only via the System Menu.)
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Accessing the Configuration Menu

1. To open the Configuration Menu, go to the System Menu, then click on any of the available selections
except Stage or Sign Out.

The Configuration Menu is a secondary navigation menu that will not be available when the Stage is open. It
allows the Administrator to access all of the software features except the Stage and Sign Out. For users
without Administrator permissions, the Configuration Menu will only contain access to Version Information.

When you are using Orchid Fusion/Hybrid VMS on a PC (and the web browser is set to zero or minimal
zoom), once you access the Configuration Menu, it will remain visible on the left side of the screen until you
return to the Stage or sign out.

P RN apm—— E—
& Orchid Fusion

EE senvers

& USERS

B CAMERA GROUPS Sh Ortcu t Servers 10f 1

& PERMISSION GROUES

B woTIFCATIONS to Sta‘ge ' Orehidcorevms

—
M ueRsry o8

5 ucensing
CAMERAS USERS RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION >
€ VERSION INFORMATION

- DIGIOP CARBON
F5-  MOTION ALERTER 34/999 Cameras Registered
ONLINE TRAINING

USER MANUAL Banvotent et o
1920w 080, 20fps, H204, ARC Audio

East Pole D2110-VE
1020x1080, 105, HB4

Configuration
Menu St gt o1z

East Pole 06315-LE
Va0,

20fgs, H204, PTZ

Experience Center 180
D2ASD, 1508, HE8A

* Shortcut: If you need to get back to the Stage and prefer to bypass the System Menu, just
click on the Orchid Fusion/Hybrid header.
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Managing Orchid Core VMS Servers

The Servers screen is a critical part of the Orchid Fusion/Hybrid VMS setup process. This screen provides a
list of all of the registered Orchid Core VMS servers. Not only does this screen allow you to add and delete
servers, it also offers access to all of the critical administrative features which were previously available only
within Orchid Core VMS.

1. To access the Servers screen, open the System Menu in the top-right corner of the screen, then
select Servers.

* You must be a member of an Administrator group to add and manage servers.

CE3 N

& O @ eohidhridipongaesm s ok a®a 8@ i
&2 Orchid Fusion marclhumt =
SERVERS

USERS Server =+ ADD ORCHID CORE VMS

CAMERA GROUPS

PERMISSION GROUPS Count

NOTIFICATIONS 1129 Orehid Core VMS —
= e
LIBRARY - - i

Servers 10of 1

DIGIOP CARBON \ . .
Registered Orchid Core
ONLIME TRAINING VMS Server

USER MANUAL

FF ol mmeEe v i

The Servers screen lists up to 10 Orchid Core VMS servers per page (by default). If you have more than 10
registered servers, additional pages will be added automatically. This will also activate the server page
navigation tools, and the server search and sort features.

The navigation tools will appear at the top and bottom of the screen. These will allow you to move easily
from page to page.
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AN

Move to Move to Move to
First Page  Numbered Last Page
Page

When you click on any server listed, it will expand to display the available administrative tabs, starting with
the Cameras tab. You can use these tabs to work with the server, performing tasks previously available only
within Orchid Core VMS.

& usons Orchid Core VMS Server

"B CAMERA GROUPS
Servers1of 1
* PERMISSION GROUPS

A NOTIFICATIONS

‘==’ Orchid Core VMS . —
M usrary = G o8
05 ucensme
CAMERAS USERS
€ VERSION INFORMATION

Py DIGIOF CARBON

i MOTION ALERTER 34/999 Cameras Registered

OMNLINE TRAINING
USER MANUAL Barmvolant Mest-mp

Registered _--*-b 1920w V080, 20fps, H204, ARC Audio
Cameras SO

East Pale 06215-LE
00450, 13ip, M2, BTZ

Camera
Status T canraecwsie
Camera/

O =Scrolling Arrows = Preview

Server Error Tags

The Servers screen now displays a descriptive error tag for any Orchid Core VMS server that is not in a
healthy state. These can help you identify problems quickly and get them resolved.

2100 4 EEGRIDED Sample “Degraded”
A 4)\ E——
3 Server Error Tag

Q
A
&
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4= ADD ORCHID CORE VMS

Servers 1-3 of 3

2120 aarch64 orrunezpars
o

%) c s @
“Offline” Server Error
i Local Orchid Tags Include Server ——
= ? . o
Downtime s 0
2100 Remote Orchid orrume7oavs
V) ) s B

Error tags include the following:

» Expiring: This indicates that the Orchid Core VMS server’s license is due to expire in the next 24
hours.
+ Offline: This indicates that Orchid Fusion/Hybrid VMS is unable to communicate with the Orchid Core
VMS server. This server error tag will also indicate how long the server has been offline.
A server may go offline in a variety of situations such as:
o The Orchid Core VMS server is not running
o The Orchid Core VMS server lost its network connection
o The Orchid Core VMS server was manually detached from the Orchid Fusion/Hybrid VMS
server
* Unsupported: The Orchid Core VMS server is running a software version that is older than the
required minimum version.
+ Degraded: The Orchid Core VMS server is in a degraded state (due to a license error or a storage
device error).
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Add an Orchid Core VMS Server

=+ This is the Add icon.

1. On the Servers screen, press the Add Orchid Core VMS button to access the Register an Orchid
Core VMS Server screen.

Register an Orchid Core VMS Server ) 4

Server Name * Server URL "

Orchid Demo 2 https://orchid2.ipconfigure.com
13/99

Username * Password "

mhunt  sssssssssasess

CANCEL REGISTER

2. To add a new server, enter the Orchid Core VMS server name and the URL.

+ If the Orchid Core VMS server is on the same machine as Orchid Fusion/Hybrid VMS, the URL would
be: http://localhost.

» Enter your Orchid Core VMS username and password.
* Press the Register button to add the server to Orchid Fusion/Hybrid VMS.

It may take a moment for Orchid Fusion/Hybrid VMS to add the server successfully. When complete, the

new server will appear in the list on the Servers screen. If Orchid Fusion/Hybrid VMS fails to add a server,
an error message will appear.

* Beginning with Orchid Fusion/Hybrid VMS version 2.10.0, if you attempt to add an Orchid
Core VMS server with software older than version 2.8.0, you will receive an error like the

one pictured below. You will need to upgrade the Orchid Core VMS server software to
version 2.8.0 or greater in order to register the server.
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Register an Orchid Core VMS Server

Server Name * Server URL "
Orchid1 http://localhost
7/99
Username * Password *
ochd e

CANCEL REGISTER
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Refresh Cameras

C This is the Refresh Cameras icon.

On the right side of the Servers screen, you will notice that for each Orchid Core VMS server, the software
will indicate how many of the server’'s cameras are online (such as 4/4 cameras online, or 8/10 cameras
online).

Overall __—»
Camera 1

~
Status < & W
Refresh  Edit Delete

If you observe that one or more cameras are offline, do the following:

1. To see which cameras are offline, click on the server name, or anywhere on the server’s entry to
expand the entry to list all of the cameras. If a camera is offline, the arrow at the left of the camera
name will be red and pointed down. (A thumbnail for the camera may be displayed, but a stream
preview will be unavailable.)

2. To get the latest camera status, press the Refresh Cameras icon. (If a camera doesn’t respond,
please refer to the Advanced Topics section.)
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Edit Orchid Core VMS Server Settings

NS
& This is the Edit pencil icon.

After a server has been added to Orchid Fusion/Hybrid VMS, the Orchid Core VMS server settings can be

updated through the Servers screen. This feature can be used to simply change the server name, or as a
troubleshooting tool (if nothing appears to be working on this server).

1. From the list of registered servers on the Servers screen, click the Edit pencil to the right of the server

you want to edit. The Update Settings screen will appear.

Update Orchid Core VMS Server Settings

Server Name ”
Orchid Core VMS
15/99
[ ] Recover this Orchid Core VMS server
CANCEL UPDATE
2. To change the name of the Orchid Core VMS server, enter a new server name, then press the
Update button.

3.

If the server doesn’t appear to be working or displays that it is unavailable, mark the Recover this
Orchid Core VMS Server checkbox.
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Update Orchid Core VMS Server Settings

Server Name *
Orchid Core VMS
_ 15/99
Attempt Recovery with

Recover this Orchid Core VMS server Ongrnal or New URL
Server URL
https://orchid-hybrid-278789 Enter Orchid Core
P S Server Credentials
mhun1 ......... .+

CANCEL UPDATE

This feature can help in two (somewhat common) situations:

* If someone has changed the Orchid Core VMS server URL, Orchid Fusion/Hybrid VMS (unaware of

that change) will no longer be able to connect to the server.

* |f someone has detached the Orchid Core VMS server from within the Orchid Core VMS software,

Orchid Fusion/Hybrid VMS will no longer be able to connect to the server.

4. To attempt to recover the Orchid Core VMS server at the same URL, enter the username and

password for any Administrator account on that server.

5. To attempt to recover the Orchid Core VMS server at a new URL, enter the new URL in the Server
URL field, then enter the username and password for any Administrator account on that server.

6. When all entries are complete, press the Update button.

* This recovery method should preserve all of the permissions that were configured using the

original server.

* If the server is still unavailable, please refer to the Advanced Topics section of this guide for

additional help.
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Delete an Orchid Core VMS Server

'@I‘ This is the Delete / Trash Can icon.

1. To remove a server from Orchid Fusion/Hybrid VMS, go to the Servers screen and identify the Orchid

Core VMS server you want to delete.
2. Click the Trash Can icon to the right of the selected server. Orchid Fusion/Hybrid VMS will ask you to

confirm that you want to delete the server. Press Unregister to confirm. This cannot be undone.

* You can re-register the server, if needed, but all of the permissions will need to be re-
configured.
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Open an Orchid Core VMS Server

B This is the External Link icon.

Orchid Fusion/Hybrid VMS provides easy access to each of the registered Orchid Core VMS servers. This
external link is less critical now because the scope of the Servers screen was expanded to include all of the
key Orchid Core VMS features. However, this link may still be helpful in some situations.

1. To open a server from Orchid Fusion/Hybrid VMS, go to the Servers screen and identify the Orchid
Core VMS server you want to access.

2. Click the External Link icon to the right of the selected server. Orchid Fusion/Hybrid VMS will load
the Orchid Core VMS server which will open to the Sign In screen. Sign in with a username and
password for that server. (The Orchid Core VMS servers only allow local sign in; Google and other
external credentials cannot be used here.)

3. After signing in, you may work with the Orchid Core VMS server as needed. (Please refer to the
remainder of this section or the Orchid Core VMS Administrator Guide as needed.)

* Depending on how your network is configured, your Orchid Fusion/Hybrid VMS server may
have access to Orchid Core VMS servers that are not accessible from your web browser —
so this link may not always work!
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If you have more than 10 registered Orchid Core VMS servers (by default), the Servers list will extend
beyond one page. When this happens, the software will automatically activate the server search and sort
features. Especially useful with large systems, these tools will help you find specific servers quickly.

Server Page Search

The Search field will appear at the top of the Servers screen. It supports searching by server names, using

single and multiple search tags.

1. Click into the Search field to start your search.

2. Type one or more search tags (clicking Enter after each).
a. A single search tag with multiple terms (words or numbers) will initiate a search for results that

include all of the terms in the tag.

b. Multiple, single-term search tags will initiate a search for results that include at least one of

those tags.

Each time you press Enter, the Servers screen will update to display all of the servers that contain the

tag(s).

Enter One or More Search

/ Terms Here

== ADD ORCHID CORE VMS

Name Sorting\ _
bravoX 35X Name

Servers 7 Software Version
210 0«45t chid-burn-linux- bEJravo

.='., orchid-burn-tower: 9035

& Hea!th Indicator

Search Results

Server Page Sort

The Sort field will appear to the right of the Search field. This feature supports sorting the Servers list by

server name, health, and software version number.
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1. Click on the Sort drop-down list to select a sort option: Name, Health, or Version. The servers in the
list will appear in order per the selected sort option.
a. If you sort by Name, the servers will appear in alphabetical order by server name.
b. If you sort by Health, the servers in an error condition will appear first. The remaining “healthy”
servers will be sorted by the number of cameras down (with the highest number of cameras

down appearing first).
c. If you sort by Version, the servers will be listed by software version number (oldest to newest).
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The Cameras Tab

The Cameras tab provides you with a list of all the cameras registered to the Orchid Core VMS server, and
allows you to add and delete cameras and configure camera stream settings.

* Even though you can work with the cameras within Orchid Fusion/Hybrid VMS, the camera

streams will still be recorde

1. Once you access the Servers page, select a server and click on the Cameras tab.

d on the Orchid Core VMS server.

& Orchid Fusion

EH seRvens

& USERS

B CAMERA GROUPS

A PERMISSION GROUES

M NOTIFICATIONS

M usRary

E ucensin

€ VERSION INFORMATION

Fy  DIGIOP CARBON

Fs-  MOTION ALERTER
OMNLINE TRAINING

USER MANUAL

Cameras

O = Scrolling Arrows

Camera
SfoUS \ .E-.'-“ Pale 06315-LE

Orchid Core VMS Server

Servers 1of1 /

‘= Orchid Core VMS
E @

= [+
O CAMERAS USERS RETENTION POLICY SYSTEM STATUS SYETEM REPORT ACTIVATION @

34/999 Cameras Registered

Benevolent Meet-up

VS20NI0BD, 20D, HZD4, ASG Ao

East Pole D2110-VE
1I0x 08D, 1000, HIB4

20v1 080, 20fpe, HIBA, FTZ

Experience Center 180
OGS0, 191, H264

The Cameras tab opens with a list of cameras that have already been registered, if any. The process for

adding most cameras is fairly simple, especially if the camera supports ONVIF auto-discovery.
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Add Cameras

Adding One or More Cameras (using Auto Mode)

=+ This is the Add icon.

1. From the list of registered cameras on the server’'s Cameras tab, press the Add Camera button to
access the Register Cameras screen. The software will open the Register Cameras screen in Auto
mode by default. This screen displays a list of all the cameras Orchid Core VMS was able to auto-
discover.

* In order for Orchid Core VMS to auto-discover cameras, they must support ONVIF auto-
discovery and be located on the same network subnet. If you have cameras that are not
automatically discovered, they can always be added manually.

Register Cameras b 4

AUTO MAMNUAL
Credentials SE’IE’CI‘ Auto o Model
. Mode
admin - AXIS Q1765-LE Select
— . v 192 168.105.10 Cameras
oo to Add
AXIS P1365 192 168 10512
REGISTER SELECTED CAMERAS [] VVOTEKMSs1Ev 10216810513
Auto-discovered <\ [ xwson 162 166 105 15
Cameras
[0 axsai7esierT 192 168 105 16
Camera
[0 axispasss #7768 105.17
Already
(| 192 168 105.18 Added

N

I

2. To add a new camera, mark the checkbox next to the camera. (You may select multiple cameras as
long as they all use the same ONVIF username and password.)

3. Enter the ONVIF username and password that is setup on the camera(s) you would like to add.

4. Press the Register Selected Cameras button to add selected cameras to the Orchid Core VMS
server.
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Depending on the number of cameras being added, it may take a few minutes for Orchid Core VMS to add
them successfully. When complete, the software will display a list of all cameras that were successfully and
unsuccessfully added. If Orchid Core VMS fails to add a camera, an error message will appear.

5. Go to each of the newly added cameras and enter a unique, descriptive name for each one. (Good
camera names are important because they are searchable in Orchid Fusion/Hybrid VMS.) You should

also review or edit the camera stream settings. (Please refer to the next several sections for details on
stream settings.)

* If these newly added cameras will use similar stream settings, you may use the Copy
Stream to Cameras feature to configure multiple cameras at once.

* If you have any trouble adding cameras, please refer to the Advanced Topics section of the
Orchid Core VMS Administrator Guide for additional help.

Adding a Single Camera (in Manual Mode)
If Orchid Core VMS cannot autodiscover a camera, it can be added manually.
1. At the server’'s Cameras tab, press the Add Camera button to access the Register Cameras screen.

The Register Cameras screen will open in Auto mode.
2. Select Manual mode.
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Register Cameras X

AUTO MANUAL SE’E’Ct
\ Manual Mode

Register Camera

ONVIF v http://192.168.1.1/onvif/device service \ Enter
S Camera

era Nam

Fish Eye Cam Details

Credentials

Password

admin anenn

CANCEL REGISTER

3. Select the appropriate driver (ONVIF or RTSP) from the drop-down list.

* While the Generic RTSP driver is available when adding cameras manually, this is not
always guaranteed to work due to the way different manufacturers handle RTSP streams.
The recommended driver to use with Orchid Core VMS is ONVIF.

4. Enter the ONVIF Discovery URL, or the RTSP Stream URL (depending on the driver you specified) to
match the correct address for the camera being added. Consult with the camera manufacturer’s user
guide, as needed, for the correct syntax of the address.

5. Enter a unique name for the camera. This will allow you to distinguish the camera from other cameras
set up within the Orchid Core VMS server.

6. Enter the username and password that is setup on the camera being added.

* For some ONVIF cameras, a separate username and password needs to be created
specifically for ONVIF. (Please refer to the Advanced Topics section of the Orchid Core
VMS Administrator Guide for more information.)

7. Press the Register button to add the camera to the Orchid Core VMS server.
When complete, Orchid Core VMS will add the new camera to the list of registered cameras. If Orchid
Core VMS fails to add a camera, an error message will appear explaining the issue.

8. Once the camera has been added, review or edit the camera stream settings. (Please refer to the
next several sections for details on stream settings.)
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* If you have any trouble adding cameras, please refer to the Advanced Topics section of the
Orchid Core VMS Administrator Guide for additional help.
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Multi-stream Capabilities

When you add a camera to Orchid Core VMS, that camera should come with a Primary stream (which will
be used for recording), and several inactive streams, by default. Each of these streams will have different
settings such as recording style, resolution, and frame rate. Beginning in version 21.12, Orchid Core VMS
and Orchid Fusion/Hybrid VMS support multiple active streams. This means that Administrators may enable
a Secondary stream for each camera (with different stream settings), to accommodate different recording
and viewing requirements. This provides Users with a variety of streams to choose from when viewing video
on the Stage.

* The use of Secondary streams is optional. Additional recording streams will cause an
increase in video storage requirements. Consider evaluating your system’s capabilities
before implementing secondary recording streams. Check out the “Tips” section below for
more information.

Use Cases for Secondary Streams

Assigning secondary streams may be useful from a couple of perspectives, both centered around the
amount of data that needs to be processed for viewing and recording video.

Viewing Video

More and more, users want to record video at higher resolutions (such as 1080p, or even higher at 3, 4, or 5
megapixels). With a single, Primary stream, the system is forced to record at this high resolution and
decode the video for remote viewing at the same time. That’s a lot of data to move. But are those high
resolutions really needed on the Stage? If the Stage is displaying 20 or 30 Players, those Players are going
to be relatively small, and in this case, high resolution is essentially wasted. With a Primary and a
Secondary stream, you have the ability to choose a lower resolution stream for the Stage, while saving the
high resolution stream for recorded video.

CPU Usage

In some situations, the Orchid Core VMS server (the recording server) is also used as an on-site viewing
workstation. When the server is recording a large number of high resolution video streams, while
simultaneously trying to display all of that high resolution video, it takes a lot of computer horsepower to do
it. (The more horsepower required, the more expensive the server will be.) If the computer could decode
and display lower resolution video for the Stage, the server would not need to be quite as powerful, and
would be less costly. Primary and secondary streams allow us to view lower resolution video on the Stage,
while still recording high resolution video to the archives.
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Tips for Secondary Streams
Here are some important things to consider when using Primary and Secondary streams.

+ If you decide to use Primary and Secondary streams, and plan to record both, keep in mind that both
of these streams will consume some amount of disk space.
o The IPConfigure Design Tool (at calculator.ipconfigure.com) may be used to estimate the
amount of disk space you will need to accommodate the Primary and Secondary streams you
are planning to configure. The key parameters to select for each calculation are: number of

cameras, image resolution, frames per second, and number of days of storage.

* If you decide to enable secondary streams, consider adding “primary” and “secondary” to the stream
names (which will make them easier to identify in places like the System Report.)

» Motion detection can only be performed on Primary streams.

o Primary streams may be configured with any of the five available Recording Styles.
o Secondary streams must be configured with one of the following Recording Styles: Continuous
Recording Without Motion Detection or Proxy Only (no video will be recorded).

» Since high-resolution camera streams are more likely to cause problems, it may be best to assign
lower resolution streams as Primary streams. (The Primary stream will be used by default when
adding a camera to the Stage.)

* Beginning in version 22.3, when you export video:

> You will be able to select which stream to export.
o If you do not make a selection, the system will export the stream with the highest resolution.
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Edit Camera Stream Settings

>

This is the Expand icon (used to view the list of Recording Statistics).

This is the Condense icon (used to close the list of Recording Statistics).
ﬂ This is the Camera icon that represents the Primary Stream.

This is the Camera icon that represents the Secondary Stream (if applicable).

This is the Camera icon that represents a disabled camera stream.

After a camera has been added to an Orchid Core VMS server, settings such as the stream resolution and
frame rate can be updated through the camera stream’s configuration. While this is true for most cameras,
cameras added using the RTSP driver (old cameras and cameras that don’t support ONVIF) cannot be
edited through Orchid Core VMS or Orchid Fusion/Hybrid VMS. You will need to access those cameras
directly to edit settings. (Refer to the camera manufacturer’s documentation for more details.)

1. From the list of registered cameras on the server’'s Cameras tab, click the name of the camera you

want to edit. (The list will expand to display all of the information for the selected camera. This
includes the camera name, IP address, and all of the available streams.)

Copyright © 2022 IPConfigure Page 37 of 233



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 22.3_en

Camera -
Camera Information
Info B — N
Recording | =27 .. N e
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Recording Statistics » /Stream
" Streams m,‘
Prfmary Status  Mode  Mame Eonfiguration
Stream o o s, SRS ai Stream
_ .l 13:;10&.‘1 RHE;HJ‘EG ) ! /.-
. “ | Pop-up
Secondary_1*> _ _ ___ e . | Menu
Stream wceasens e Advanced Settings
Delete — o~ Recover Camera
Camera

Camera Information

1. To change the camera name, click the Edit pencil to the right of the camera name. Enter a new name
in the Camera Name field and press the Update Camera button.

This screen also displays the camera model and the status of the Primary camera stream. These settings
are informational and cannot be altered here. (Please refer to the System Status section for status
descriptions.)

Beginning in version 21.6, Orchid Core VMS will display the NTP settings and the Time Zone setting next. (If
the camera was installed while using an earlier version of Orchid, you won’t see these settings. To remedy
this, you need to recover your camera.)

2. To change the NTP settings, click the Edit pencil to the right of the NTP settings.
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Edit Camera NTP Settings 4

NTP Settings
Use NTP settings from DHCP server >

CANCEL UPDATE NTP SETTINGS

By default, the system will pull the Network Time Protocol (NTP) from the Dynamic Host Configuration
Protocol (DHCP) server; this helps to ensure that all of the cameras on the network are using the same
system clock.

3. If you need to use a different server, do the following:
a. Use the NTP Settings drop-down list to select Manual.
b. Enter the name of the server you want to use.
c. When all settings are complete, click the Update NTP Settings button.

Edit Camera NTP Settings

NTP Settings
Manual v

NTP Server*
pool.ntp.org

Required

CANCEL UPDATE NTP SETTINGS

4. If you need to change the time zone for the camera, do the following:
a. Click the Edit pencil to the right of the Time Zone.
b. Use the Time Zone drop-down list to select the appropriate time zone.
c. Mark the Daylight Saving Time checkbox if your region observes daylight saving time.
d. When all settings are complete, click the Update Time Zone Settings button.
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Edit Camera Time Zone Settings p 4

Time Zone

America/New_York -

Daylight Saving Time

CANCEL UPDATE TIME ZONE SETTINGS

Beginning in version 22.3, the system will display the Transport Protocol setting. This gives you a chance to
specify how the video will be transported from the camera to the Orchid Core VMS server.

5. To change the Transport Protocol setting, click the Edit pencil to the right of the Transport Protocol
setting.

Edit Camera Transport Protocol

Transport Protocol

AUTO M

CANCEL UPDATE TRANSPORT PROTOCOL

The Edit Camera Transport Protocol screen will appear. By default, the system will use the AUTO setting.
This means that the system will attempt to connect using UDP and will automatically rollover to TCP if it
cannot establish a connection.

6. If you want to select a different setting, do the following:
a. Use the drop-down list to find the setting you want to use. Available settings include: AUTO,
UDP, UDP_MCAST, HTTP, AND TCP.
b. After you make your selection, click the Update Transport Protocol button.

The Primary Stream RTSP URL status fields are typically used for troubleshooting. These allow for a

comparison of the video coming from the camera and the video as received by Orchid Core VMS to
determine where a problem might be occurring.
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* The Primary Stream Camera RTSP URL (which contains the camera’s IP address) represents the
video stream that Orchid Core VMS is recording.

* The Primary Stream Proxy RTSP URL represents the video that Orchid Core VMS is showing on the
Stage. (For more details, please refer to the section titled How Orchid Fusion/Hybrid VMS’s Proxy
Works, and the two topics that follow it.)

Recording Statistics

The Recording Statistics section can be expanded to show the average percentage of packet loss and the
average bit rates for the Primary recording stream. These values are typically used for troubleshooting. (For
more details, please refer to the Orchid Core VMS Administrator Guide.)

Streams

A camera stream is a profile with all of the basic settings used by Orchid Core VMS to record video from the
camera. Beginning in version 21.12, Orchid Core VMS and Orchid Fusion/Hybrid VMS support multiple
active streams. Each of the available camera streams will be either a Primary stream, a Secondary stream,
or a Disabled stream. You can identify them (and assign them) as described below.

1. To reassign a stream, click the Camera icon located in the Mode column to the left of the name of the
stream you want to change. A pop-up menu will appear.

a. Click on the Primary camera icon (
stream will become disabled.)

) to make this the Primary stream. (The original Primary

b. Click on the Secondary camera icon (-) to make this the Secondary stream. (You may have
more than one Secondary stream. Keep in mind, however, that each stream that is set to record
video will consume additional storage space.)

c. Click on the Disabled camera icon ( ) to make this an inactive stream.

* The system allows only one Primary stream per camera at a time. However, multiple stream
profiles from the same camera can be used as the Primary stream if the camera is added
multiple times. This feature is especially useful for cameras with multiple lenses.

Camera Stream Pop-Up Menu

To the right of each camera stream, you’ll find a pop-up menu.

2. Click on the menu to work with each camera stream. (The contents of the pop-up menu will vary
based on the stream.)
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Configuration

L R 800x450, 15fps, H264 H
u Ow-Res Continuous recording with motion detection C a m e ra / .

1920x1080, 10fps, H264 .
‘ profile_1 h264 Secondary: Proxy Stream a :
P, M # Edit

_ @  pofic1 jpe 3648x2052, 15fps, JPEG op-up ivienu a8 :
P -1 1peg Continuous recording with motion detection .

) Copy

C Restart
@ Delete

A\

This is the Edit pencil icon. Click this icon to make changes to the stream settings.

This is the Copy Stream icon. Click this icon to copy these stream settings to other camera streams.

This is the Restart icon. Click this icon to refresh the connection to this camera stream. This option is not
available on inactive streams.

This is the Delete icon. Click this icon to delete the camera stream. This option is not available on locked
streams.

B Q &

3. To edit a stream, click the stream’s pop-up menu and then click the Edit pencil icon. After clicking the
Edit icon, a screen will appear with all of the stream settings available for editing.

* If you are editing a JPEG stream, available settings may be limited.

* The Motion Style setting (pictured below) will only be available on Axis, Hanwha, and
Vivotek cameras.
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Stream Settings X

Primary-stream_fab39946

Continuous recording with motion detection = Server - Ed H
it Stream
Video Settings 5 E’fﬂ n Q’S
H264 v 350 @ 15 —@
15 @ High *  G640x480 v

Low-bandwidth Settings
Disabled v

Advanced »

CANCEL UPDATE STREAM

4. Review or change the stream name so users can easily identify the camera stream. (This is especially
helpful on Primary and Secondary streams.)

5. Review or change the Recording Style for the camera stream. (Review the information below before
making a selection.)

Recording Style

Orchid Core VMS offers five different recording styles to choose from. These recording styles will impact
video availability (as shown in the descriptions and table below). (Secondary streams are limited to the
following recording styles: Continuous Recording without Motion Detection, and Proxy Only.)

+ Continuous Recording with Motion Detection: Orchid Core VMS will continuously record video
from the camera and perform motion detection. This is the default and recommended setting. (This
recording style is not available on Secondary streams.)

+ Continuous Recording without Motion Detection: Orchid Core VMS will continuously record video
from the camera, but will not perform motion detection. This option offers a modest reduction in CPU
load on the Orchid Core VMS server.

+ Continuous Recording with Motion Adaptive Frame Rate: Orchid Core VMS will record at a higher
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frame rate while motion is detected, and a different (slower) frame rate while no motion is detected.
These frame rates are user-selectable (as shown in the screenshot following the table). Due to the
way H264 compresses video, this recording style typically shows significant savings in disk usage
only for inexpensive cameras with noisy sensors, or cameras in low-light environments. (This
recording style is not available on Secondary streams.)

* Proxy Only: Orchid Core VMS will provide live video from the camera but will not record video.

+ Recording Only When Motion Detected: Orchid Core VMS will only record video from the camera
when motion is detected. This may result in a reduction in disk usage on the Orchid Core VMS server,
however, motion detection accuracy may vary and result in video loss. (This recording style is not
available on Secondary streams.)

Continuous Continuous Continuous Proxy only, Recording
recording with recording recording with no video only when
motion detection  without motion motion adaptive will be motion is
— Default detection frame rate recorded detected
Recording and Yes — When
playback are Yes Yes Yes No motion is
available detected
Live view is
available in
. Yes No Yes No Yes
low-bandwidth
mode
Thumbnail
previews are Yes Yes Yes No Yes
available
Motion Style

If you choose a Recording Style with motion detection, and you are using an Axis, Hanwha, or Vivotek
camera, Orchid Core VMS will allow you to select either camera-based or server-based motion detection for
each camera stream. (For more details on these Motion Styles, please refer to the Orchid Core VMS
Administrator Guide.)

6. Use the Recording Style drop-down list to select a new recording style.
7. If you select a Recording Style that includes motion detection, you may need to make additional
selections.
a. Use the Motion Style drop-down list to select a motion style. Options include Camera and
Server (the default).

i. If you select the Camera motion style, use the Camera Event drop-down list to select the
criteria the camera will use to detect motion. Available selections will vary based on the
camera and may require some experimentation. (For more details on Camera Events,
please refer to the Orchid Core VMS Administrator Guide.)
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* If you are using an Axis, Hanwha, or Vivotek camera, and the Motion Style drop-down list
appears to be unavailable, you should try recovering the camera.

8. If you select the Continuous recording with motion adaptive frame rate recording style, you will need
to set both the Frame Rate During Motion and the Frame Rate During Non-Motion. (The Frame Rate
During Motion will dictate the available settings for the Frame Rate During Non-Motion. Allowable
settings for the Frame Rate During Non-Motion range from 1 up to a setting that is less than or equal
to the Frame Rate During Motion.)

Stream Settings xX

Primary-stream_fab39944

Recording Style
Continuous recording with motion adaptive frame rate = Server

" ‘ - - Additional

Video Settings Settfn gs
e Coe \hie icson Reaucoan s e
Ve it Reaevon s soncted HIGh " 6401480 :

gy ———8

Low-bandwidth Settings

Disabled b

* If you are using Server-based motion detection, you may use the advanced Motion
Detection settings on the Camera Configuration screen to further customize motion

detection.

9. If you are editing a Secondary stream, you will notice that the Recording Style drop-down list will only
offer two options: Recording and Proxy. The Recording setting will provide continuous recording
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without motion detection, and the Proxy setting will provide live video only.

Stream Settings

Secondary-FivePoints

At Secondary
— Recording Style

Video Settings
H264 ~ 4000 @ p —
0 — High ~ 2560x1440 -

T—— Ve Additional Stream
— - Info

5
Camera Stream RTSF URL
rtep: /193 . 160, . 203,90/ onvif-nedi s/ medie . mmpiprofile-profilelisessiontine r

Camera Stream Promy RTSP URL

e rebd d-huthrdd . 4 neanf oares .. comt 51305 sered on f archd d-arasef 2acsd1 =0
rtapst:/fforchid-hybrid. ipoonfigure. com: E128/ servionforchi d—proxy/2acd] £8 "

CANCEL l..IPDﬂ.TE STREAM

10. Continue to review and change camera stream settings for video, audio and bandwidth as needed.
Refer to the definitions below for help in selecting settings.

* You may need to use the scroll bar to view the additional settings in the lower portion of the
screen.

Video Settings

Each camera type reports its own default values provided by the camera manufacturer. Use those default
values unless otherwise noted.

* Encoder: The type of compression used for the camera’s video. In WebRTC mode, Orchid Core VMS
only supports H264 video. In Low-bandwidth mode, Orchid Core VMS supports JPEG, MPEG4, and
H264 (recommended). (Available selections depend on the camera.)

» Bit Rate: The target data size (in kilobits per second) of the compressed video. Increasing this value
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will typically improve image quality at the expense of increased disk usage and reduced retention. In
WebRTC mode, bit rates of 2000 kbps or less tend to work best. The default value is recommended.

» Frame Rate: The number of frames per second transmitted within the video stream. Most Orchid Core
VMS users are best served by values between 7 and 12. Higher frame rates provide more video detail
at the expense of reduced video retention and increased bandwidth usage.

* GOV Length: When using H264 compression, this value specifies how often the camera sends a full
image frame (instead of a “change frame” which only describes differences between frames). For
example, if this is set to 15, Orchid Core VMS will send a full image frame once every 15 frames. Be
aware of how this setting may impact video quality. As the GOV length decreases, the system will
need to send more keyframes of video (within the set bit rate). This may result in a loss of quality for
those keyframes. The default value is recommended.

* Profile: When using H264 compression, this specifies an H264 Profile of either Baseline, Main, or
High. Higher profiles offer better compression (which means increased retention and lower bandwidth
usage) at the expense of increased CPU utilization when decoding video. The highest available profile
is recommended.

* Resolution: The resolution of video transmitted by the camera. Higher values increase video detail at
the expense of reduced video retention and increased bandwidth usage. Most Orchid Core VMS users
are best served by resolutions between 1280x720 and 1920x1080.

* Quality: This value affects how much the video is compressed. Higher values increase video quality
at the expense of increased storage requirements (and thus reduced video retention). The default
value is recommended.

Audio Settings (if supported)

Beginning in Orchid Fusion/Hybrid VMS 2.10, audio control is no longer supported at the Player/Stage level.
However, the Orchid Core VMS server is still recording audio for those cameras that support it, and this
audio will be available in exported video files. Future versions of Fusion/Hybrid will support audio over
WebRTC.

These Audio Settings will appear on the screen only if the camera supports audio and will determine how
the Orchid server records the audio. Each camera type reports its own default settings. Use those default
values unless otherwise noted.

« Encoder: The type of compression used by the camera’s audio. Orchid Core VMS supports “None”
(audio is disabled), G711, and AAC (recommended if audio is desired).

+ Bit Rate: The target data size (in kilobits per second) of the compressed audio. The default value is
recommended.

+ Sample Rate: Affects the quality of recorded sound. The default value is recommended.

Low-bandwidth Settings

» Decode all frames: This setting applies to viewing Live video in Low-bandwidth mode. When Decode
all frames is disabled, Orchid Core VMS will display only full frames (per the configured GOV length)
when viewing live video in Low-bandwidth mode. When Decode all frames is enabled, Orchid Core
VMS will display every available frame from the camera (regardless of GOV length) when viewing live
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video in Low-bandwidth mode, assuming sufficient bandwidth exists. Decode all frames is disabled by
default because enabling this setting will increase CPU use on your Orchid Core VMS server. (For
more details on Low-bandwidth mode, please refer to the Advanced Topics section.)

Advanced
The last section on the screen provides additional information about the camera stream. This includes the

Camera ID, the Stream ID, and the URLs, all of which may be helpful for troubleshooting the camera
stream.

11. Click the Expand icon ( > ) to view the Advanced stream information.

12. Click the Condense icon ( v ) to close the Advanced stream information.

Stream Settings b 4

Video Settings

H?ﬁ:‘r v '.-:GED [ z-l: —!
.’1-? — r.,u.r. * 1920x1080 v
.?n —a

Low-bandwidth Settings

Dlaahlpr.J v Add,tfon Gn" SfrE’Um
Info
Advanced v
Camera Id Stream |d

Camera Stream RTSP URL

ETap: 194,168 .203 . 1Fd/onvil=-pedia / medlia . ampiprofile prclille 1 Dic4ipeny E

Camera Stream Proxy RTSP URL

e = archid=hvbrid, ipcon®igure . oom: 513 5 r srohideprony/Iacdl == E
ETERAT: QrCRIg=NYyorid,. ipCOonNLigUure - oOm:ola ¥ BFRIVLCE/ CECOLE-RECONY/ 4 ACTLLS

CAMCEL

13. Once the stream settings have been updated, click the Update Stream button to save the new stream
settings. It may take a few seconds for the settings to change based on the camera being updated.

14. You may review the impact that the stream settings have on video playback for each camera. Simply
click on the corresponding thumbnail to watch a current live video feed.
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Advanced Settings: Fisheye Dewarping

The Camera Configuration screen includes Fisheye Dewarping which allows you to manipulate video from
fisheye cameras for display on the Player. This feature provides three viewing options: Off , Perspective,
and Panorama. This means that you can view the standard fisheye view, or one of two “flattened” views.

For any fisheye camera, the Dewarp Settings allow you to enable or disable the dewarping features, and set
a default view for the associated Player.

Perspective

1. At the Camera Configuration screen, click the camera you want to edit. Then click the Fisheye
Dewarping link to open the Dewarp Settings screen.

_

Settmgs for ”Perspect:ve View

*&‘ \w‘“ﬁ“““‘

--l-'!"l 3

Select the
“Perspective” Tab

PERSPECTIVE

186 0.3 -

Ceiling

Enable/DisabIe
o e / Dewarping

i

2. Select the Perspective tab.
Use the Perspective screen to enter settings for the Perspective view of the selected camera. The

Perspective view is a flattened version of the available video from the fisheye camera for which you select a
portion of the image as the default view to be displayed on the Player. (The perspective view can also be
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changed at the Player, but that will not change the default.)

3. Mark the Enable checkbox to activate the Dewarp Settings (both Perspective and Panorama ) for this
camera. (If this is not marked, Dewarping features will not be available at the Player.)

4. Use the Default Pan slider to move the camera to the right and left to set the default view.

5. Use the Default Tilt slider to move the camera up and down to set the default view. (Be aware that it is
possible to tilt the view beyond the capability of the camera; if this happens, portions of the screen will
appear black.)

6. Use the Default Zoom slider to zoom into or out of the image to set the default view. (Be aware that it
is possible to zoom beyond the capability of the camera; if this happens, portions of the screen will
appear black.)

7. Use the Depth slider to stretch or compress the image height to set the default view. (This can cause
extreme image distortion at the bottom and top ends of the scale. The default value is likely the best
setting.)

8. Use the drop-down list to select the camera’s mounting location as Ceiling, Floor, or Wall. (This
setting will impact how the software displays the camera image.)

9. Press the Save button to save your settings, or Cancel to exit without saving.

Panorama
1. Select the Panorama tab.

Copyright © 2022 IPConfigure Page 50 of 233



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 22.3_en

Dewarp Settings x

Settings for “Panorama” View

e
) ml N
" %
—

Select th
“Panorama” Tab N

/ Enable/Disable
Dewarping ol -

Use the Panorama screen to enter settings for the default Panorama view of the selected camera. The
Panorama view is a flattened version of the available video from the fisheye camera. This view displays the
entire image and cannot be altered at the Player.

2. Mark the Enable checkbox to activate the Dewarp Settings (both Perspective and Panorama ) for this
camera. (If this is not marked, Dewarping features will not be available at the Player.)
3. Use the Aspect Ratio slider to change the amount of Player area the image will fill. You might take
some time to experiment with this setting, but the points below describe how it works.
a. At the high end of the scale, the image will fill the length of the Player, but the height of the
image will be condensed.
b. At the center of the scale, the image will fill the length of the Player, and the height of the image
will be at its least distorted.
c. As you move from the center of the scale to the low end, the height of the image will stretch
toward the top and bottom of the Player.
d. From the point that the image fills the Player, if you continue to move to the bottom of the scale,
the image width will shrink until the image disappears.
4. Use the Shift slider to adjust the center point of the image. (If there is a certain part of the image that
you prefer at the center of the Player, use the slider to make this adjustment.)
5. Use the drop-down list to select the camera’s mounting location as Ceiling, Floor, or Wall. (This
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setting will impact how the software displays the camera image.)
6. Press the Save button to save your settings, or the Cancel button to exit without saving.
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Advanced Settings: Motion Detection

The Camera Configuration screen includes Motion Detection Settings which allow you to apply camera-
specific motion detection settings. The Motion Detection Configuration screen provides two tools to reduce
the number of “nuisance” motion captures: Motion Mask and Object Size.

* These settings will only apply on cameras that are configured to use server-based motion
detection.

Motion Mask

1. At the Camera Configuration screen , click the camera you want to edit. Click the Motion Detection
link to open the Motion Detection Configuration screen.

Motion Detection Configuration

Mask
Brush

™~

\\ I
Edit Motion Edit Object ™

Mask ~ Size Remove
} Mask

CANCEL

Edit Brush Size Select Brush Type _

2. Select the Motion Mask tab (just underneath the video image). Use this screen to change the way
motion detection is applied to the selected camera.

By default, all cameras are set to detect motion. When motion is detected, a motion event is recorded and
will appear on the Timeline Bar (which is intended to make video review easier). But sometimes, the camera
captures too much motion. There may be objects in the video, like trees, banners, or balloons, that move
constantly, increasing the number of motion events to such a degree that it actually makes video review
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The Motion Mask tool allows you to “paint” over one or more areas of the video image, making those areas
invisible to motion detection. (You will still see all of the video, but the motion capture feature will ignore the
masked area.)

3. Select the Brush Type.
a. The paint brush will add a masked area to the video image. This area will be ignored by the
motion detection feature.
b. The eraser will remove masked area from the video image. This area will now be evaluated
during motion detection.
4. Adjust the Brush Size using either of the following methods.
a. Click in the Brush Size field and enter a new number or use the up and down arrows to increase
or decrease the size of the brush.
b. Click and drag the slider to increase or decrease the size of the brush.
5. Position your cursor over the video image and you’ll see a blue circle (the mask paint brush) or a pink
circle (the mask eraser). (Adjust the brush size if needed.)
6. Click and drag the brush across the video image to change the masked area.
a. If you selected the paint brush, you will add masking to the image.
b. If you selected the eraser, you will remove masking from the image.
7. To remove the entire mask, click the Clear button.
8. To save the mask (or the cleared image), click the Update Camera button.

* Due to the variability of the video image that comes with PTZ cameras, the Motion Mask
feature should not be used with PTZ cameras.

o¥s There are some circumstances that will inhibit motion detection. If the motion enters and
exits the video image very quickly, the system may not see enough of the frames to detect
the motion. If this becomes an issue, you may want to consider reducing the stream GOV
setting (which results in more keyframes), or enable the Decode all frames option. Keep in
mind, however, that this will put additional load on the server.

Object Size

The Object Size tool allows you to modify motion detection based on area. This tool instructs the software to
ignore the movement of any objects with a smaller area than the selected object size (like small animals and
robot vacuum cleaners). (You will still see all of the video, but the motion capture feature will ignore the
small stuff.)

1. Select the Object Size tab (just underneath the video image). Notice the blue square in the center of
the video image. This represents the defined object area. Objects of equal or lesser area will be
ignored by motion detection.
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For example, if the selected object size (area) is 100, the software will ignore objects with an area of 100 or
less. This includes objects that are 10 x 10, 20 x 5, 30 x 3, 45 x 2 and so on (each of which have an area of

100 or less).

Motion Detection Configuration

Samp
Object Size

Edit Motion  Edit Object
Mask * Size

1

Edit Object Size

2. Adjust the Object Size using either of the following methods.
a. Click in the Size field and enter a new number or use the up and down arrows to increase and
decrease the area.
b. Click and drag the slider to increase and decrease the area.
3. To activate motion detection for objects of all sizes, set the Size to zero.
4. To save the Object Size settings, click the Update Camera button.

* When selecting the Object Size, it may be better to keep it small. As this selection gets
larger, the system ignores more motion events (which may be detrimental to your overall
objective).

* The Motion Mask and Object Size tools can be used together to completely customize
motion detection for each camera.
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Working with Camera Streams

Add a Stream

-+ This is the Add Stream icon.

Usually you will not need to add a stream unless your camera does not come configured with any streams
by default.

1. From the Camera Information screen, press the Add Stream button to add a new stream for the
selected camera. The Stream Settings screen will open, allowing you to enter and modify the settings
for the stream.

2. When all settings have been entered, press the Add Stream button to add the new profile to the
Streams list for the selected camera.

Copy Stream to Cameras

EEI This is the Copy Streams icon.

This feature is a great shortcut to use if you have multiple, similarly configured cameras to set up. Once you
complete a stream settings profile for one camera, you can copy all (or part) of that profile to one or more
cameras with one click. This shortcut is especially useful if you have added multiple cameras at once (using
Auto mode).

1. From the list of registered cameras on the Cameras tab, click the name of the camera you want to use
as a model.

2. Then add or edit a camera stream that contains the settings you would like to copy to other cameras.

3. Once your template profile is complete, click the pop-up for the stream you want to copy, then click
the Copy Stream to Cameras icon.

Status Mode Name Configuration

B00x450, 15fps, H264

-
ﬂ Low-Res Continuous recording with motion detection C amera / :

1920x1080, 10fps, H264 -
@ pofle1h26s Loy Proxy Stream & i

3648x2052, 15fps, JPEG Pop-up Menu 8 i

- file_1 .
profiie_1 jpeg Continuous recording with motion detection

et» RTSP cameras have a limited number of settings that can be edited in Orchid Core VMS.
The pop-up menus for these cameras will not display the Copy Stream icon, and these
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cameras are not eligible for the Copy Stream feature.

A screen will appear that will allow you to edit and complete the profile transfer to selected cameras.

Copy Low-Res to Cameras

Copy all settings =" Copy A’I SEtnﬂgs

The stream settings will be adapted as shown to work with the chosen cameras.

D Show only perfect copies

Camera Best Match

D E?I.-'Iif.it Msst-up o Porfoct
Videa:
O Frame Rate: 154 10
Perfect & Resolution: 800450 # B54x480
D " Perfect
Imperfect
O W Perfect
- Matches e
D ﬁzﬁerufzue Center South PTZ « Perfect
O G
WVidea:
Inside Sales Pt .
e w e Encoder Inbery; 0
D ANIS 0G4 F-":?::‘ gh +aBase~ ine
D IrF'I::l:-':_h“ ;‘EE:: ution: BO0x450 - HB0xI60
|_I IPDan:ugur-% =!e_-c-e|:tar~ o Perfiact

e e

Cameras & Profiles

The screen lists all of the cameras that have been added to the system. It also provides comments to show
which cameras are good candidates for the stream settings (which may help you decide if you want to copy
all of the settings to all of the cameras.) For each camera that is not a perfect match, Orchid Core VMS will
pick the stream setting that is the closest match and indicate how the stream settings will be modified for
that camera.

There are several reasons why profile matches might not be perfect. For instance, maybe the model camera
is configured to use a higher resolution than is supported by the target cameras. In this case, Orchid Core

VMS will choose the closest available resolution on the target cameras.

The appearance of this screen will change as different settings are selected. Depending on how many
cameras have been added and which settings are selected, you may need to scroll down to see all of the
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cameras and settings.

4.

Mark the Copy all settings checkbox to copy all of the stream settings. (These will be copied to all of
the cameras selected in the lower half of the screen.)
Leave the Copy all settings checkbox unmarked if you want the ability to choose which settings will be

copied.

Mark the Setting checkbox if you decide to copy all of the settings anyway.
Mark the checkbox for any of the individual categories that you want to copy (including
Recording Style, Video Settings, Audio Settings, and Decode all frames).
You may expand the Video and Audio Settings categories to select individual settings within
each, if needed. (Click on the +Show hidden fields link to expand the list and the -Hide fields
link to condense the list.)

a.
b.

Copy Low-Res to Cameras

O comvaisewnss — Copy Individual
Settings

Recording Style Continuous recording with moton detecton

O O

Maotion Style Server

I:I Decode all frarmes Dasabled

The stream settings will be adapted as shown to work with the chosen cameras

Show only perfect coples Perfe Ct MG tCh es

v Camera O hn l y Best Match
Benevalent Meet.up L
PIZ4SIVE / o Perfect
E Ea_r-_:lflcl-'_:c-b:'i-LE + Parfioct
oLl oL
Experience Center 180
BFI807-PVE v Perfect

CANCEL m

6. Mark the Show only perfect copies checkbox if you want the software to list only those cameras that
can implement the new profile settings exactly. (This checkbox will not appear if there are no camera
streams that are a perfect match.)
Mark the Camera checkbox if you want to copy settings to all of the cameras in the list. Leave the

Camera checkbox unmarked if you want the ability to choose which cameras will receive the stream
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settings.

Copy Low-Res to Cameras
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CANCEL

8. Mark the Overwrite primary stream checkbox if you want these stream settings to replace the existing
primary stream settings on every camera selected. Leave the Overwrite primary stream checkbox
unmarked if you simply want to add this as a new stream option for each of the selected cameras.
(When left unmarked, Orchid Core VMS will not record from this new stream.)

* IMPORTANT: If you are copying a secondary stream, leave the Overwrite primary stream
checkbox unmarked. The copied stream will be added to each of the selected cameras as
an inactive stream. You may then reassign the stream as a Primary or Secondary (active)

stream.

9. Once your selections are complete, click the Copy button to send the stream settings to the selected
cameras. It may take a few minutes for the settings to change based on the number and type of

cameras being updated.
10. When the copy process is complete, click the Done button.
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Restarting a Stream

E This is the Restart icon.

1. To restart a camera stream, go to the Streams List for a given camera and identify the stream you
want to restart. (This will be either a Primary or a Secondary stream.)

2. Click the stream’s pop-up menu, then click the Restart icon. The software will reset the connection to
the camera stream.

Removing a Stream

]ﬁl This is the Delete /| Trash Can icon.

1. To remove a single camera stream, go to the Streams List for a given camera and identify the stream
you want to delete.

Status Mode Name Configuration
LowR 800x450, 15fps, H264 :
ﬂ ow-res Continuous recording with motion detection Stream ——
1920x1080, 10fps, H264 Pop-up Menu 2
@ profile1 h2e4 Secondary: Proxy st | :

- 3648x2052, 15fps, JPEG
‘ profile_1 jpeg Continuous recording with motion detection | ocked Stream / n

2. Click the stream’s pop-up menu, then click the Trash Can icon. The software will ask you to confirm
that you want to delete the stream. Press Delete to confirm. This cannot be undone.

«%s A red Lock icon indicates that the stream cannot be deleted. This locked state is dictated by
the camera and cannot be changed.
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Cameras with Multiple Lenses

There are some camera models that have multiple lenses or offer multiple camera views (such as 180- or
360-degree cameras). To take advantage of this capability, you will need to do the following:

1. Add this camera to the system one time for each available lens.

2. Edit the properties for each of the cameras as follows:

a. For ease of identification, provide similar but unique camera names. (For example: Tower1East,

Tower1West, and Tower

1North.)

b. To ensure that you are able to view video from each of the available lenses, select a different
primary stream for each of the cameras you added.

In the example below, a multi-lens camera is added to the system 3 times. Each has a similar (but different)
camera name, and each has a different primary stream selected.

EEEE M ~—_g5gme L

Camera Information Outsicle South Fiakd

C aivad & Mo

dwdle Caat Frid ra

Different Names

NTF Sefligs

Brasmary Wreae @7 L6 U scte Sootn Fa gF

Frumary Bireasn Pasy BTRF U

Recording Statistics 1

Different

Dlaida Soaith Rolkip
vbm | 840, Jign FiJe

_ | Camera Information

Cmmes s Mame
o

HTF Betiings

HMTE satiiegs lioen DHCE s

Piimary Mimam TS L8
- ¥ 1E 3 "
Primary #ream Prooy HTEP URL

Recording Statistics »

| Btreams

fimtisa  Mode  Hams
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Streams

If you find a Camera Stream profile called “multiview” (or something similar) in the list of stream names,
select that as the Primary stream if you want to view/record all of the views as one stream. When you add
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this Player to the Stage, it will display all available views as one Player.

x Orchid Core VMS: Outside MultiView
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Recovering a Camera

If someone edits camera settings (including the IP address) directly at the camera, Orchid Core VMS may
be unaware of the new settings and may lose its connection with the camera. For Orchid Core VMS
versions 2.2.2 and above, Orchid Fusion/Hybrid VMS provides access to the Recover Camera feature.

The Recover Camera tool may also be used to activate features on cameras that were installed using earlier
versions of Orchid. For example, the ability to select either server-based or camera-based motion detection
(on certain cameras) was introduced in Orchid version 21.3. For cameras that were installed in earlier
versions of Orchid, this new ability may not appear available. Recovering the camera will enable the
camera-based motion detection option (by connecting to the metadata capabilities of the camera). Similarly,
camera stream settings for NTP and Time Zone that were introduced in Orchid version 21.6, may not
appear on cameras that were installed in older versions of Orchid. The Recover Camera feature will remedy
this. Please refer to Edit Camera Stream Settings for more details about camera-based motion detection,
NTP Settings, and TimeZone settings.

1. To recover a camera, click the name of the camera you want to recover from the list of registered
cameras on the Camera Configuration screen.

2. Press the Recover Camera button at the bottom of the expanded camera entry. The Connection
Settings screen will appear.

Connection Settings

Use this to recover and synchronize your camera when:

e The camera’s IP address has changed
» The camera's settings have been changed outside of Orchid Core VMS

http://192.168.100.39/onvif/device_service

CANCEL RECOVER CAMERA

3. To refresh the camera settings, simply enter the credentials for the camera, then press the Recover
Camera button. (The software will pull the camera settings directly from the camera.)

4. To reconnect with the camera, replace the camera’s IP address (with the new one) in the camera’s
URL field. Then enter the credentials for the camera and press the Recover Camera button. (The
software will reconnect with the camera at its new IP address, and will also pull the camera settings
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from the camera.)
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Removing Cameras

Removing a Single Camera

1. To remove a single camera, do either of the following:

a. From the list of registered cameras on the server’'s Cameras tab, position the cursor over the
arrow to the left of the camera you want to delete; the arrow will change into a checkbox. Mark
the checkbox, then press the Delete Selected button at the bottom of the list. The software will
ask you to confirm that you want to delete the camera. Press Delete to confirm. Once a camera
is removed, it is no longer available for viewing, playback, recording, export, etc. This cannot be

undone.

b. From the camera’s settings screen, click the Delete Camera button (located at the bottom of
the screen). The software will ask you to confirm that you want to delete the camera. Press

Delete to confirm. Removal may take a few moments.

Mezzanine Stalrs

s~ Selected Camera B

Camera Information

Camera Mame ‘Camera Maodel Primary Stream Status
hezzanine Stairs Fa AXNIS PRIATS-LY PuRRNg

NTP Settings Time Zone:

Disabled & Unknoeen Time Zone &

Primary Stream RTSP URL

Frap: 2.168.203. 163 | E]
Primary Siream Proxy ATSP URL

rtspst: rchid-hybrid.ipoonfigura.com: 51 rchid-pras 111 11 T 1841 -bilL.. b

Recording Statistics »

Streams + ADD STREAM
Status  Mode Mame Configuration

] 192001080, 30fps, HRE4 N
m P ¥ Condinuous recording witlhy modion detection -
_ 12800720, 15fps, H254 N
- profise_1 jpeg Cantinwous recording with motion detection :
P~ B4:480, 15ps, H264 H
B e fabsosss Secondeny: fourding a8

Advanced Settings DE;’E’ te Camera

FISHEYE DEWARFING BAOTI ETECTION

Actions

E DELETE CAMERA f RECOVER CAMERMA

Removing Multiple Cameras

Multiple cameras can be removed from Orchid Core VMS at the same time, if needed.
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1. From the list of registered cameras on the server’'s Cameras tab, first select the cameras you want to
delete. (For each camera you want to delete, position the cursor over the arrow to the left of the

camera name; the arrow will change into a checkbox. Mark the checkbox.)

e %

& O @ srchid-hybridipeonigecom e orchid

oD Orchid Hybrid

B servers

& users

B CAMERA GROUPS

A PERMISSION GROURS
B woTFICATIONS

M ueRary

[ ucensmG

) VERSION INFORMATION
- DIGIOP CARBON

- MOTION ALERTER

ONLINE TRAINING

Cameras

Delete All
Cameras

USER MANUAL —/
Select =

—~:

Patio Pienic Tables

256001440, s, H264

Patio Sales Entrance
256001840, 30ps, HIB4

Patio Train Unloading
2560¢1840, 156, HI64

Reception Door People Counting
1020%H 000, g, W24

West Pole D2110 Rail
19E0NI08D, 10%8a, H2D4

Weat Pole D2110 Street
V0080, 16, A

West Pole Q6078-E De )f ete

Selected
West Pole Q6155
YR2XYDN0,  Blge, HILH, PTZ / Cﬁmeras

2. Once your selections are complete, click on the Delete Selected button at the bottom of the list. The
software will ask you to confirm that you want to delete the cameras. Press the Delete button to
confirm. Once the cameras are removed, they are no longer available for viewing, playback,
recording, export, etc. This cannot be undone.

3. To delete ALL of the cameras in the list of registered cameras, mark the Delete Selected checkbox at
the bottom of the list, then click on the Delete Selected button. The software will ask you to confirm
that you want to delete the cameras. Press the Delete button to confirm. Once the cameras are
removed, they are no longer available for viewing, playback, recording, export, etc. This cannot be

undone.
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The Users Tab

The Users tab allows Administrators to manage users registered to the selected Orchid Core VMS. Each
Orchid Core VMS is configured with one administrator user by default; this user is created during installation
and cannot be removed. Additional users may be created with varying levels of access (determined by each

user’s role).

About Orchid Core VMS User Roles
There are four different user roles in Orchid Core VMS, each with a different level of access:

* Live Viewer: A Live Viewer is only able to view live video.

* Viewer: A Viewer is able to view live and recorded video.

* Manager: A Manager can view live and recorded video, export video, view System Reports, and
control PTZ Players. (The Manager is not able to create or manage users or cameras.)

* Administrator: An Administrator is able to do everything within Orchid Core VMS, including activating
Orchid Core VMS, adding new users and cameras, resetting passwords, and viewing System Reports.

User roles are set when you create new users, however, an Administrator may change the role of an
existing user by clicking the Edit pencil icon. Find out more about editing users later in this section.

Access the Orchid Core VMS Users List

1. Sign in to Orchid Fusion/Hybrid VMS as an Administrator.
2. Open the System Menu in the top-right corner of the screen and select Servers.
3. Click on (and expand) the server you want to work with. Then click on the Users tab.

The Orchid Core VMS Users screen lists all of the users that have been added, and their assigned roles.
Descriptions of the four roles appear at the bottom of the screen.
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Adding New Orchid Users

=+ This is the Add icon.

1. Click the Add User button in the top-right corner of the Orchid Core VMS Users screen.
2. A New User screen will open. Enter the username you would like to set for the new user in the
Username field.

New User for Extra Server 4

Usermame ~ Role

User X5 «— Enter Username Viewer v

Select Role

LAL L LY.L} LA L Ll L]

Password - Confirm Password ~

[[] create on all Orchid Core VMS servers

Add User to all Orchid Servers CANGEL

3. Select a role for the new user from the Role drop-down list. (The role can be updated by an
administrator at any time.) Available roles for Orchid Core VMS server users are listed at the bottom
of the Users screen.

4. Enter the password for the new user into the two fields labeled Password and Confirm Password.

5. Mark the Create on all Orchid Core VMS Servers checkbox if you want this new user to have access
to all of the Orchid Core VMS servers registered in Orchid Fusion/Hybrid VMS.

6. Click the Add User button at the bottom of the screen to create the new Orchid Core VMS user. The
new user will now appear in the Users list for this server (or for all of the Orchid Core VMS servers, if
selected in step 5).
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Editing Existing Orchid Users

NS
& This is the Edit pencil icon.

Nothing is set in stone for Orchid Core VMS users and almost all of the user settings can be updated, as
needed. The only user that cannot be completely edited is the default admin user (which has a Lock icon in
place of the Trash Can icon). While the password can be updated, the username and role cannot be

changed.

1. To edit a user, click the Edit pencil icon to the right of the user you want to update. The User screen

will open.

User_X5 from Extra Server ) 4

Username °

User_X5

Password

Edit Any
Available Field

Confirm Password

Role

Manager v

D Replicate changes across all Orchid Core VMS servers

Make Change on all Orchid servers

2. Edit any of the available fields, as needed.

3. If this user exists on multiple Orchid Core VMS servers, mark the Replicate changes across all Orchid
Core VMS servers checkbox if you want your changes to cascade to all of those servers. (For
example, you could push a password change to all the servers.)

4. If you want to create this user on all of the other registered Orchid Core VMS servers, mark the
Replicate changes across all Orchid Core VMS servers checkbox and the Also create new users
checkbox. You will be required to enter an administrator password.
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User_X5 from Extra Server 4

Save Changes for

Usermname * Edit Any Role

User_X5 Available Field Manager v
Password ” Confirm Password

sSeseseee *esesRee

Replicate changes across all Orchid Core VMS servers Also create new users

Save Changes for this

CANCEL

UPDATE USER

this User on all User and Add User
Orchid Core VMS Across All Orchid Core
Servers VMS Servers
5. Click the Update User button. If you didn’t mark the Replicate checkbox, all of the changes will be
saved. If you did mark the Replicate checkbox, a summary of changes will appear.
Replication Strategy for User X5
_ | User Info Will be Added or
The following changes will be applied: Updated Where A ppropriate
Server Existing User Details Action
Desktop Server User will be added
Extra Server User_X5 Viewer User will be updated
—
6. Click the Replicate User button to implement the changes.

* If you try to change your own password
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Deleting Existing Orchid Users

'@I‘ This is the Delete / Trash Can icon.

1. To delete an existing Orchid Core VMS user, click the Trash Can icon to the right of the username.

2. Orchid Fusion/Hybrid VMS will ask you to confirm that you would like to remove the user. (If you are
deleting an Orchid Core VMS user that exists on multiple Orchid Core VMS servers, you may delete
that user from all of the servers by marking the Delete user on all Orchid Core VMS servers

checkbox.)
Delete user "TempUser3"?
Delete user on all Orchid Core VMS servers
Mark the Box if this
User Appears on
Multiple Orchid Servers CANCEL DELETE USER
and You Want to
Remove the User from Click Delete User
All of Them

3. Click the Delete User button to confirm you want the user removed.
a. If you did not mark the checkbox in step 2, the user will be erased right away.
b. If you marked the checkbox in step 2, you will receive a summary of the servers from which the
user will be removed. Click the Delete User button again to confirm.
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The Retention Policy Tab

The Retention Policy feature in Orchid Core VMS allows Administrators to manage video archive retention
on a stream by stream basis as well as review current and projected disk utilization.

About Video File Retention

To maintain a system for video file retention, Orchid Core VMS determines how much disk space is
available on the server. By default, Orchid Core VMS will retain videos until your hard disk is 85% full (the
Cleaner Threshold), at which point it will begin deleting the oldest videos to make room for new videos. The
available video storage space is divided among all the cameras that have been added to Orchid Core VMS
based on equal days of retention; however, based on individual camera settings, this doesn’t mean that
each camera will require the same amount of server storage space.

If no camera-specific retention settings have been entered, Orchid Core VMS will grant each camera the
same number of days of video retention. Since each camera may have different settings (such as recording
style, frame rate, etc.), and those settings impact video file size, the amount of space required for the same
number of days will vary.

In some applications, there may be cameras for which increased file retention is critical. For these cameras,
the Administrator may set specific, minimum retention settings. In these cases, the retention settings for the
remaining cameras will be adjusted automatically to share the remaining balance of available storage before
the Cleaner Threshold is met.

When disk usage reaches the retention limit, Orchid Core VMS will create free space by removing the oldest
archives first. The system will ensure, however, that the minimum desired retention settings that have been

set are maintained, assuming sufficient disk space is available.

To change the 85% Cleaner Threshold setting, use the Advanced Settings feature.

Accessing the Retention Policy

1. From the Servers page, select a server and click on the Retention Policy tab.
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At the top of the Retention Policy tab, Orchid Core VMS displays a summary of estimated server space
usage. Use the cursor to hover over the colored regions of the summary graphic to view the estimated

server space usage for each camera.

* Unavailable space: This space on the disk is marked in grey. It is already in use by other
applications and is unavailable to Orchid Core VMS for storing video.

* Video data: This space on the disk is marked in various bright colors representing each camera. This
space is filled with videos that are managed by Orchid Core VMS. To make space for new video, the
oldest videos are continuously and automatically deleted as the Cleaner Threshold is reached.

Cleaner Threshold: By default, Orchid Core VMS will attempt to make sure that no more than 85% of

your disk space is used. This threshold is marked on the bar by a red dotted line. To change the 85%

Cleaner Threshold setting, use the Advanced Settings feature.
* Free space: This disk space is not in use by Orchid Core VMS or any other program.

Changing Desired Retention Settings

1. To edit the minimum Desired Retention setting for any given camera, click on the corresponding
Automatic button.
2. Type in a new setting to represent the number of days of video that will be kept for this camera. The

remaining estimated retention will automatically be recalculated for all cameras that do not have a

manually specified retention s

etting.

If your new setting requires more storage than is physically available on your disk, Orchid Core VMS will
flag an error (as pictured below). To fix this, you’ll need to reduce the desired retention to an acceptable

level or add more available storage.
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IPConfigure Headquarters
o

.12
==
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CAMERAS USERS RETENTION POLICY SYSTEM STATUS SYSTEM REPORT

Estimated Retention

I
[ |

ACTIVATION >

ANAN A NN NANN NN NN N NN\

Your current configuration is not possible given your maximum archive threshold. You can save these changes, but you must +—
proceed at your own risk

Camera Estimated Retention Desired Retention

B 30xtremes Entry Ramp 0.0 days (17.2 GB / day) AUTOMATIC

B _Cuadview 0.0 days (41 GB / day) AUTOMATIC

B diphone X0V 2 500.0 days (21.4 GB / day) 500 2 !\

@ Armistead Refuse Park 0.0 days (10.4 GB / day) AUTOMATIC

@ Gelligerent Meet-up 0.0 days (1.8 GB / day) AUTOMATIC

@ Café du centre dexpérience PTZ 0.0 days (4.9 GB / day) AUTOMATIC

_— Summary and
|_——Warning

Some Custom Settings
Cannot Be Supported

3. Repeat steps 1 and 2 for each camera that requires minimum retention settings.

4. To undo the last setting you changed, press the Cancel Changes button at the bottom of the list.
(You can only use this feature before you save the new configuration.)

5. Once all settings have been entered, press the Save Configuration button at the bottom of the list.

6. To quickly change any setting back to Automatic, click the X button next to the setting and then press

the Save Configuration button.

Reviewing the Current Disk Utilization

The bottom half of the Retention Policy tab displays how the server space is actually being used. Use the
cursor to hover over the colored regions of the summary graphic to view the actual server space usage for

each camera.
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Current Disk Utilization Actual Data Retention )

: Video Data
LN | B | coecrion
W 2.9 TBof unavailable space ([ 767.6 KB used by deleted camerasoli Max archive threshold at 12.4 T8 204.1 GB of free space Period

Camera Actual Retention Retention Span

.3D>(Iremes Entry Ramp 22.5 days (387 .4 GB) total 13 days
@ _uadview 13 days (534.5 GB) total 13 days
.AlphuneIX-D\-’Z 23.9 days (511.2 GB) total 23.9 days
. Armistead Refuse Park 13 days (135.1 GE) total 13 days
. Belligerent Meet-up 13 days (22.8 GB) total 13 days
. Café du centre d'expérience PTZ 13 days (63.6 GB) total 13 days
. Carbide Lantern Lounge 13 days (144.4 GB) total 13 days
W Dublin Decks Exterior 13 days (135.2 GB) total 13 days

The Current Disk Utilization section displays a summary of actual server space usage which includes
unavailable space (space used by the operating system and other files), space occupied by video files, and
a buffer of free space. It then provides a usage breakdown by camera. This information can be very helpful
in diagnosing retention issues.

The Actual Retention column shows how many days worth of video is being stored per camera. It also
includes how much disk space each camera is consuming. The Retention Span column shows the number
of days over which the video files have been recorded. This data point is especially helpful for those
cameras that are set to record only when motion is detected. For example, let’s say that one of the cameras
has an actual retention reading that is 0.5 days (compared to the others which have 3.6 or more). The
Retention Span should confirm that the system has been monitoring the camera for about the same amount
of time as the other cameras.

You may also use this breakdown to determine if any of the cameras are using excessive disk space. If this

is the case, you can then take steps to re-configure the camera (by changing either the minimum desired
retention settings or the camera stream settings) and fix the problem.
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The System Status tab provides an overview of the current disk utilization of the video archives folder and

the active streams running in Orchid Core VMS.

Accessing the System Status Report

1. Once you access the Servers page, select a server and click on the System Status tab.

R&? Drdnd Hybnd
Ef servers
‘ USERS == ADD ORCHID CORE VMS
Wi cAMERA oRouPs Severs 100 Selected Server
* PERMISSION GROUPS
A NOTIFICATIONS i. Orehid Core VMS 4 i3 cameras orine
M ueRrARY @ 0 csB
& ucensing
CAMERAS USERS RETENTION POLICY YST SYS REPORT CTIVATION
0 VERSION INFORMATION O E E ETE SYSTEM STATUS TEM REPC ACTIVATION @
f DIGIOP CARBON . A
4 omon s Oisk Utlization ; Video Archives
Pr"m ary ) 1.8 GB of unusabie space [ 26.2 T8 of video data | Max archive threshold at 266 TB ~ 976.3 GB free out of 27.1 TH I
S ff’ eam Primary Stream Status
Status
| S o e
Troubleshooting g =1
Buttons

The Disk Utilization section summarizes how the server space is being used. If the overall amount of total
disk space appears low, this may indicate that your recording drive(s) have gone offline and Orchid Core

VMS is recording to some other location.

* Unavailable space: This space on the disk is marked in grey and is already in use by other
applications; it is unavailable to Orchid Core VMS for storing video.

+ Video data: This space on the disk is marked in green. This space is filled with videos that are
managed by Orchid Core VMS. To make space for new video, the oldest videos are automatically

deleted as the Cleaner Threshold is reached.

+ Cleaner threshold: By default, Orchid Core VMS will attempt to make sure that no more than 85% of
your disk space is used. This threshold is marked on the bar by a red dotted line. To change the 85%

Cleaner Threshold setting, use the Advanced Settings feature.
* Free space: This disk space is not in use by Orchid Core VMS or any other program.

By default, the video archives folder can be found in the following locations:
In Linux: /orchives
In Windows: C:\orchives
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To change the location of the orchives folder, please refer to the Changing the Orchid Core VMS Archives
Storage Location section in the Orchid Core VMS Installation Guide.

Reviewing the Primary Stream Status

The Primary Stream Status section of the System Status tab shows a list of all the active Primary camera
streams in Orchid Core VMS, their current status, and how long ago the last archive was saved for that
stream. A stream can have the following statuses:

* Running: The stream is currently active and running properly without any errors. It is actively
recording and saving video (if configured to do so).

* Restarting: The stream is restarting automatically and should be active again within a few seconds.

* Idle: The camera is not responding after being restarted by Orchid Core VMS multiple times and the
camera status should be manually verified.

» Stopping: The camera stream has been shut down and is in the process of writing the video file.
(This will typically happen because another stream has been selected as the primary stream.)

The Last Archive field will typically display the amount of time that has passed since the last archive was
saved. If Orchid Core VMS has never saved an archive for the camera stream, the software will display
Never in the Last Archive column. Orchid Core VMS writes video archives every minute, so any camera
whose Last Archive is more than a minute old will be flagged in red, as this indicates video may not be
recording.

Troubleshooting the Camera Stream Status

If there are any issues with the streams, you can troubleshoot the issue within Orchid Core VMS by using
the Preview, Restart, and Verify buttons:

* Preview: View a live feed of the camera stream. If you are able to see moving video from the
camera’s feed, then the server and the camera are properly connected.

+ Restart: Closes and restarts the camera stream. You can then use the Preview button to verify that
Orchid Core VMS is receiving video from the camera stream without navigating back to the Stage.

» Verify: Pings the camera and confirms whether or not Orchid Core VMS can communicate with the
camera successfully. This button will turn green after a successful validation. The button will turn red
if the Orchid Core VMS server is unable to communicate with the camera. (If the ping command is
unsuccessful, the camera’s IP address may have been changed directly at the camera. If this is the
case, obtain the new IP address and use the Recover Camera feature to reconnect.)

(Please refer to the Advanced Topics section for additional help.)
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The System Report Tab

The System Report tab allows Administrators to view various types of events (such as camera streams
starting and stopping) and camera stream statistics during a specified time period. This report also provides
access to the Orchid Core VMS system log.

Accessing the System Report

1. From the Servers screen, select a server and click on the System Report tab.

€ O & dmeiperigus b s = & @
3‘2‘ Orchid Fusion Sawanm
E servens = ADD ORCHID CORE VMS

& o — Selected

B CAMERA GROUPS /

W peAmission GRouPs ‘2" IPConfigure Headquarters Server —

B NOTIFICATIONS = = O o s B

M usRaRY
O CAMERAS USERS RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION O
5 ucensimg
€ VERSION INFORMATION
e T slcton Date/Time Range

Scroll

Server

Click on Event to
Event \ Server Events V"ew Detaf-)’s

Summary |
it

Working with the Server Events and Stream Statistics
By default, the System Report will provide a report for the current date (from 12:00 AM to 11:59 PM).
1. To select a new date range for the report, use the From and To buttons to select the new dates/times
for the report in the pop-up calendar and then press the Go button. As soon as new dates are chosen,

the report will update the Server Events and Stream Statistics sections.

The Server Events graph will display the date and time along the x-axis and the number of events that
occurred on the y-axis. For each time period on the Server Events graph, a vertical bar will appear if at least
one event occurred during that time frame.

Server events include the following:

« Start: The Orchid Core VMS server was started. (System provides the time.)
» Stop: The Orchid Core VMS server was stopped. (System provides the time.)
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* License Changed: The Orchid Core VMS license has been added, removed, or updated.

+ Entered Degraded State: The Orchid Core VMS server has entered a state in which it will not
operate normally. No new video will be recorded and no existing video will be deleted. (Refer to the
Orchid Core VMS Administrator Guide for more details.)

+ Trusted Issuer Created: This indicates that Orchid Fusion/Hybrid VMS has registered (added) this
Orchid Core VMS server.

* Trusted Issuer Removed: This indicates that the Orchid Fusion/Hybrid VMS server has detached
from this Orchid Core VMS server.

Stream events include the following:

+ Stream-starting: The stream was started. (System provides the stream name and time.)

» Stream-error: The stream posted an error. (System provides the stream name, time, and error
message.)

+ Failover Failed: The stream encountered a storage device failure. (System provides the stream name
and time.)

2. To view specific details on server events, click on any of the vertical bars. (The selected bar will
appear in red.) The server event details for the selected time period will appear in a table beneath the
graph.

3. If there are multiple events within a selected time period, you may double-click on the vertical bar to
zoom in for more detail on the time frame.

The Stream Statistics section lists each of the active camera streams in Orchid Core VMS. For each stream,
Orchid Core VMS will show how many megabytes of video was recorded, the length of the recorded video,
and how much of the recorded video contained motion. (The motion reported here only includes motion the
system was instructed to detect, using either server-based or camera-based motion detection. Keep in mind
that server-based motion detection may be further defined using the advanced Motion Detection settings.)
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Stream Statistics

Camaera / Stream MB Recorded Video Recorded Maotion Recorded
ADKtremes Entry Ramp | profile_1 11,008 15 hours, 12 minutes, and 21 minutes, and 15 seconds
h264 12 seconds

SOuadView / profile_multiview 15 hours, 22 minutes, and

ha6d 34,142 e 3 minutes, and 56 seconds
Aiphone 1%-DV 2 / Stream_0 14,057 15 hours, 72 minutes, and 12 minutes, and 19 seconds
1% seconds
Armistead Refuse Park / profile_2 6,780 15 hours, 22 minutes, and 10 i e
h264 4 seconds
:;:J'ft“d Refuse Park /profile.3 g 1 minute, and 38 seconds 0 seconds
Clud sl i o 1 minute, and 53 seconds 0 seconds
ey
Belligerent Meat-up / profile_1 & hours, 28 minutes, and & hours, 15 minutes, and 27
445
h264 55 seconds seconds
Belligerent Masat-up / 15 hours, 22 minutes, and
59 0 seconds
stream_faba9944 23 seconds

Cafié du centre d'expérience PTZ / wir, 47 minutes, and 20

ot 1264 Displays Statistics for

Carbide Lartem Lounge / profile_1

264 Each Active Camera

Dublin Decks Extenor / profile_1

— Stream

Dumpsters / prafile_4 h264 14,548

minutes, and 13 seconds

minutes, and 34 seconds

; 10 minutes, and 5 seconds
10 seconds

15 hours, 22 minutes, and

7
39 seconds 57 secands

Easterly Field / profile_1 h264 1,852

15 hours, 14 minutes, and

Elewated Sidewalk / profile_1 h264 11,649 & seconds

7 minutes, and 38 seconds

Working with the Log Export

The bottom half of the System Report includes the Log Export feature. This feature allows you to view and
export Orchid Core VMS system logs into a compressed file or plain text. These logs contain advanced
troubleshooting information and are useful when trying to diagnose issues with Orchid Core VMS.

* The Timeline Bar displays the time on the client machine while system reports and logs are
based on the server time. If there is a discrepancy, and you need to view the time
difference, click the Clock icon (that would appear next to the software name in the Orchid
Fusion/Hybrid VMS screen header).
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Log Export
Format:
® gzip «— Select Log Format
O text

[] specify Range

¥ EXPORT LOGS

1. Select the format you wish to use for the log export:

a. gzip: This option will download the latest log from Orchid Core VMS into a compressed file,
allowing it to be viewed on other computers. The gzip-compressed file can be extracted using
the gunzip command on Linux or a utility such as 7-zip on Windows.

b. text: This option will display the log within the browser without downloading any files. This file is
likely to be very large when a narrow date range is not specified.

2. To specify a date/time range for the log, mark the Specify Range checkbox. Then use the From and
To buttons to select the start and end dates/times.
3. Once your selections are complete, click the Export Logs button.

- Select Date Range
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The Activation Tab

The Activation tab allows you to review current license information for the Orchid Core VMS server, and
provides a means to add or update a license.

About Orchid Core VMS Licenses

There are three types of licenses available for the Orchid Core VMS software: Trial, Core, and Fusion. Each
license type offers certain capabilities and restrictions.

» Trial License
o When installed on a Windows x86-64 server or a Linux x86-64 server, the Trial license will allow
up to four cameras, and up to 128GB of video archives. The Trial version can also be linked to
Orchid Fusion/Hybrid VMS.
o When installed on a Linux ARM embedded server, the Trial license will allow unlimited cameras
and archives, but the Trial version cannot be linked to Orchid Fusion/Hybrid VMS.
» Core License
o The Core license offers unlimited archives, but will limit the number of cameras allowed and
cannot be linked to Orchid Fusion/Hybrid VMS.
* Fusion License (for Orchid Core VMS)
o The Fusion license will limit the number of cameras allowed, but offers unlimited archives and
can be linked to Orchid Fusion/Hybrid VMS.

Accessing the Activation Tab

1. Once you access the Servers screen, select a server and click on the Activation tab.

r—— S

com achat = n @i

TP T e—
E}:@ Orchid Hybrld ::llarcI_I;::l -
EX servems
a USERS = ADD ORCHID CORE VMS
"8 CAMERA GROUPS SEJ"E’CfEd SE’!’V&'!’
Servers 1of 1
& PERMISSION GROUPS
A NOTIFICATIONS ‘20 Orchid Core VMS
)
M LiBRARY = & s @
5 LUICENSING
QM} RAS USERS RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION O
€ VERSION INFORMATION —
- DIGIOP CARBON .
& VOTONARTI Orchid Core VMS Activation Current License Info
ONLINE TRAINING Orchid Care VMS has been activated, /
USER MANUAL .
Editlon e . Support Expiration Activation Code
fusion 36/999 Unlimited Sunday, September 17, 2034 UTC  C1743-DADEA-16TES-BECHD
Thank youl
Add, Update, or
» UPATLE, OF — prymmgpemes
Remove License
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* Beginning in version 21.12, Orchid Fusion/Hybrid VMS includes the Licensing feature that
allows you to check the license status for all of your Orchid servers at once. You may also
use the Licensing feature to perform bulk license updates. Please refer to the Licensing
section for more details.
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Adding a Fusion License to Orchid Core VMS
(Quick Method)

=+ Thisis the Add icon.

When you purchase a Fusion license for Orchid Core VMS, you will be given an activation code. As
indicated in the diagram below, the activation code is just the starting point in the process of adding a
license. This code, after being paired with your Machine ID, will generate a license key. With this quick
method, most of the work is done behind the scenes.

«¥s This quick method of activation requires that the Orchid Core VMS server has an internet
connection.

Activation Code Machine ID License Key

This is a code, certified
by IPConfigure, that
allows the software to
run a licensed quantity
of cameras.

This is the code that you A unique identifier for the
purchase. computer on which

It is good for one Orchid Core VMS is
activation only. installed.

Sample code: Sample ID: Sample key:

B8034-8BEC3-56C2B-88755 eyJtYWNBZGRyZXNzZXMiOlsi eyJhY3RpdmF0aW9uQ29kZSI6
MGMGEYzQEN2EBYzI6ZDQ6M2 ljdFMKI1LTExMzMzLTQzRTA1
UiLClwYzpjNDo3Y TpjMjpkNDo LUJFRDZCliwiY2FtZXJhcyl6MT
zZiJdLCJwbGFOZm... AOLCJjemVhdGVk...

* When you add, remove, or update a license, a Licensed Changed event will appear on the
System Report.

* If Orchid Core VMS has not yet been activated, the licensing screen will show that Orchid
Core VMS is using the Trial Edition.
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Orchid Core VMS Activation

Trial License Info
Orchid Core VMS has not yet been activated. /

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

trial 4/4 128 GB N/A N/A

;
Registered Cameras / License W

Licensed Cameras

1. At the Orchid Core VMS Activation screen (above), click the Add License button to activate a new
license.

Activation

Please provide your Activation Code and a location description.

Activation Code /Enter Activation
7FFB0-510E1-AD114-A3CC4 Code

Location

1334 Main Street

Activate

License \

On the Activation screen, enter your activation code in the Activation Code field. (Sample code shown
above.)

3. Then input a location description that specifies where your Orchid Core VMS server will be located.
Common location descriptions are a shop name, number, or address.

4. Click the Activate button to generate your new Orchid Core VMS license. If the license creation is
successful, a screen will appear that indicates success.

Copyright © 2022 IPConfigure Page 86 of 233



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 22.3_en

Orchid Core VMS Activation

Orchid Core VMS has been activated 4—-/— Ath Vatl'on Comp,e te

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
. L Saturday, February 13, 2021 7FFBO-510E1-AD114-
fusion 41‘1 6 Unlimited uTC A3CC4
Thank you! /
Registered Cameras / =
’ # UPDATE LICENSE |l Tl REMOVE LICENSE
Licensed Cameras
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Adding a Fusion License to Orchid Core VMS
(Offline Method)

Use the Offline Activation method if the Orchid Core VMS server doesn’t have an internet connection. This
activation method is very similar to the activation method used in older versions of Orchid Core VMS.

Orchid Core VMS Activation

Trial License Info
Orchid Core VMS has not yet been activated. /

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

trial 4/4 128 GB N/A N/A

/
Registered Cameras / License W

Licensed Cameras

1. At the Orchid Core VMS Activation screen (above), click the Add License button to activate a new
license.

Activation

Please provide your Activation Code and a location description.

Activation Code *

8800000000900 009949

Click Offline
Activation
OFFLINE ACTIVATION CANCEL ACTIVATE
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2. At the Activation screen, click the Offline Activation button.

Activation Instructions

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Copy Machine ID
Machine Id

eyJtYWNBZGRYZXNzZXMiOl siMDA6ZmY 6N2UEMWUEMmE 6N2EiLCI 3NDpk2ToyYjo4ZDplZDowzSIs
ImU0OmQ107 NkOmQ207 QxOmJImI iwiZjA6ZGUEZIE6YS Y 6YWQEMzkiXSwicGxhdGZvem0ioiTXaWSk
b3dzIESUO] YuMiAoQnVpbGQgOT IWMC k6QU1EN QiLCIzdGOYYWA1RGV2aWNL1Ijp7ImlkIjoiRTIw
MzQyMzNIMEWSOFMiLCIWYXRoIjoiXFACXCSCXEM6IiwidH1wZSI6IKhERCIILCI2ZXIzaWSuljol
MS4yInO=

License Key

CANCEL ACTIVATE

3. At the Activation Instructions screen, copy your Machine ID. (Click and drag from the beginning to the
end of the text string, then click CTRL+C to copy it.)

4. Click CTRL_V to paste the ID into a text file on a USB drive that you can use on a computer with
internet access.

5. Using a computer with internet access, go to the following site: https://www.orchidsecurity.com/
activation.
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VMS Activation

To generate a license key, enter your Activation Code and Machine ID. Enter a unique Location Description to associate the license key with a physical location.
Looking to use an add-on, upgrade, or renewal code? Click here.

Activation Code

Enter
Activation Code

222B0-DOSFB-F3755-T5F0E
Machine ID

ey JtYWNBZGRyZXNzZXMiOlsiMDASZmYEN2USMWUSMmESNZEILCI3NDpkZ ToyYjodZDpl

ZDowZSIsimUeOmQ10jNkOmMQ20jQxOmJmiiwiZjA6ZGUSZIEEY]YEYWQEMzkiXSwicGxhd / Paste

G2vem0i0iJXaWskb3dzIESUOjYuMiAoQnVpbGQOTIWMCKEQUIENQILCIzdGayYWdIRG
V2aWNIIjpTImlkljoiRTlwMzQyMzNIMEWSOF MiLC JwYXRoljoiX FxeXCSCXEMG iwidHIwZSI6]

khERCJSLCI2ZX JzaWsuljoiMS4yino= MaCh In e ID

Location Description

/—En ter Location

Click
Activate

NFK-Granby 5t

Activate License

6. Once the VMS Activation screen loads, enter the Activation Code into the Activation Code field. This

code was provided to you when you purchased your Fusion license for Orchid Core VMS. (Sample
code shown above.)

7. Paste your Machine ID into the Machine ID field.

8. Input a location description that specifies where your Orchid Core VMS server will be located.
Common location descriptions are a shop name, number, or address.

9. Click the Activate License button to generate your new Orchid Core VMS license. If the license

creation is successful, a screen will appear that indicates success and includes a License Key. (The
License Key looks like a paragraph of random text.)

* If the activation code has already been used for another machine, then the license
generation will fail saying “The provided activation code has already been paired with a

different machine ID.” If this happens, you’ll need to either purchase a new Activation Code,
or submit a ticket to the IPConfigure Technical Support Team.
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VMS Activation

License generation successful!

You will find your license key below. Simply copy it from here and paste it into the VMS activation screen.

Liconse Key / Copy License Key [ comrocmmon |

eyIhY3IRpdmFAaWILQ29kZST6T  TyMkIELUQUNUZ ZNZUALTCIRIBFI LwiY2FLZXIhcy I6MTY s Inhy ZWFOZWQi0 ] E10DESNTAYNMMDAS ImVkaXRpb24 101 ImdXNpb24iLCI]
eHBpcmVzI joxN]EzMT cONDAWMDAWLCItakQiollleUp@wvd0QlpHUn laWE SGW1hNaU9sc2 INREE 2WmL ZNKAyVTZNVIU2 TWIFNKAyRWIMQSKZ TkRwalpUb31Z anB8wWkRwbFpEb3da
UB1zSWIVMESTUTFPakSrT21RMkSqUXhPbUptSW] 3aVpgdTZar1U2WmpFN] 1gWTZZVIE2TXpravhTd21{R3hoZEdadmNtMGLPaUpYYVel1a2 1z ZHpIRTVWT 2pZdUl pQWORD 1 ZwykdR
289USXdNQ2 s UNUXRUSqUWIMOBp6Z Ec5eV1XZGx5R1YyYVAODE 1 geDd IbxrSWpvavIUSKdie IFSTXpOSULFdzVPRE1pTENKd 11 YUMS) amOphE Z4Y 1hDNWNYRUS25W1 3aWRTbHd a
Uek25WtoRVIDS | INg@oyWlhkemFX0XVI an9pTVMBeUluMDeiLCI zakWduYXR1cmULOL T 20G0ANWOXNWE 1000xNZ c INT 1AM R10WOWY 2212 1 YxNJQxOGE SMzYAY2ZR JM2FhN2QyOGFm
ODTwhmUxNJQ4NTQIY2I1Z0VIODg2NJUBODKYZTY 52 cOMMIAYWISYYSMmMMAND 1kMz ¢ SODRLOWZ kN2 FmMTY IYmUBN JNKY2R1Y Jgz ZDMIY zYwMDQIZDEWNGYyMOTyYZZ Y TIZNFF1
NOKSHz 1 JMGZ AMTHM I MWODE 3YThJOGYy NI INME yOTYANZE 241k 3YWUIYWQAZ T c2MDBHODK IMDQSNNR 1 0GQAMDdmNZ € 3YT TxZDUYMMAMMZmMT gxZDRKY2Y1Z JNkMmULNWQINDMx
Ymy3NmI40TY3IYThiN]ISNDAZN]QxYzd120d Y 2MWNDMIMGI 1Z0YyYTAIMZM2Z | 11MmEBY zNKOTBLODMIYTI1Z {8 JMDF kNmQ3Z {15 ZmUaY zV1Y JdkMGE 3ZTIyNDY 1MmU4YTkxNDZh
OGYyYZTIxOTKSM2 IxYTAINGUZNTRIYTAJOTA1ZDZ JM] 18YTkENIAAOTFJMDRIMmYEYmI1ZJh10TUANZgzNWNLZ TALOWMZMGT SODE4NDRINDUY N I5YmQ1Y 2k 3N FkODYAN]BkMmQ1
MZMSM2ZFKNTY XNz F INJA2ZZDIWYmZhOWQBMTUAYW] 10GQAZDgeMmUIxZDQSMTE 3Y 2 T2MWMzOCT s InVz ZXT 104 IVbmt ub3duT {widmVyc21vbi 16T JEUMiIOCE

Thank you for your activation!

10. Select the text in the License Key field, then click CTRL-C to copy the License Key to a text file on a
USB drive.

11. Close the VMS Activation screen and return to the Orchid Core VMS server.

12. Click into the License Key field on the Activation Instructions screen. Click CTRL+V to paste the text
into the field (as pictured below).

Activation Instructions

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Machine Id

eyJtYWNBZGRYZXNzZXMiOl siMDAGEmMY 6N2UGMWUEMMEEN2ELLCI3NDpkZToyYjo4ZDpl2ZDowZSIs

ImU0OmQ10iNkOmQ20j QxOomImIiwiZJAEZGUEZIEEY Y 6YWQEMzkiXSwicGxhdGZvem0ioiJXaWsSk
b3dzIESUOY YuMiAoQnVpbGogOTIWMCKEQULIENT Qi LeT2dG9yYWA1RGV2aWNLIjp7ImlkIjoiRTIW

MZQYMZNIMEWSOFMiILCIWYXROIJO1IXFRCXCSCXEMEIiwidHIWZSISIKhERCIILCI22X Jzawouljol
MS4yInQ=

License Key Paste License KE'V

TYTN2EZNjk3YWU3YWQ4ZTc2ZMDBEWODKk3MDQ5SNmMRIOGQAMDdmNze3Y TIxZDUyMjMAMMZmMTgxZ

DRkYzY1ZjNKMmU1TNWQ3NDM Y3NmMI4OTY3YThiNjISNDAzZNjQxYzdiZDd)Y 2MwNDM3MGI1 ZDYyY
TATMZMZZ)IIMMEQOYZNKOTBIODM3YTI1ZjBjMDFKNmMQ3ZjISZmU0YzVIYjdkMGE3ZTIYNDY 1 MmUY Tkx
NDZhOGYyZTIxOTkSM2IxYTdINGUZNTRIYTdjOTdIZDZjMjI0Y TkONjA4OTFMDRjMmYSYmJIZJhIOTU4NZ
gzZNWNIZTA10WM2zMGIS0Dg4NDRINDUYN]I5YmMQ1Yzk3NjFKODY4N]BKMmMQ1M2MSM2FKNTYxNzZFIN
AZ2ZDIwYmZhOWQOMTU4YWJIOGQ4ZDgOMmUxZDQSMTE3YzI2ZMWMzOCIsInVzZX1i0iJVbmtub3duliw

idmVyc2lvbil6ljEuMiJOCg==
Click Activate
CANC ACTI'U'ATF

13. Click the Activate button to activate your new license key. If the activation was successful, you will
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Orchid Core VMS Activation

Activation Complete
Orchid Core VMS has been activated. / p

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

Saturday, February 13, 2021 EF778-28206-A2082-

fusion 4/16 Unlimited uTe 3FBSD

Thank you! /

Registered Cameras /

Licensed Cameras

The Edition, Cameras Licensed, Archive Retention, and Support Expiration fields will all be updated to

match the license you purchased.
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Modifying an Existing License (Quick Method)

g
& This is the Edit pencil icon.

If you want to add more cameras to the system, or simply extend your support agreement, you will need to
modify an existing Orchid Core VMS license.

* A valid support agreement is required to install software updates. If your agreement expires,
you will be able to install versions of the software that were released before your agreement
expired, but you will not be able to install new software updates. (If you attempt to install
software that was released after your support expires, your Orchid Core VMS server will not
function properly; contact your IPConfigure sales representative to purchase an upgrade or
renewal).

* If you have an expired, time-limited license, Orchid Core VMS will enter a degraded state
and will stop recording. (See the License Errors topic in the Orchid Core VMS
Administrator Guide for more details.)

* If you add, remove, or update a license, a Licensed Changed event will appear on the
System Report.

1. Once you access the Servers screen, select a server and click on the Activation tab.

Orchid Core VMS Activation

Orchid Core VMS has been activated

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

Saturday, February 13, 2021 7FFBO-510E1-AD114-

fusion 4/16 Unlimited uTC A3CCA

Thank you!

Update

License A ——

2. When the Orchid Core VMS Activation screen appears (above), click the Update License button.
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Activation

Please provide your Activation or Upgrade Code and a location description.

Activation or Upgrade Code”

e Enter Renewal/Add-On Code
TAF5-4BFA-18AF-7AAA

Location

NN-{Jefferson Ave.

Click Activate \
OFFLINE ACTIVATION CANCEL ACTIVATE

3. When the Activation screen appears, enter your Renewal/Add-On code into the Activation or Upgrade
Code field.

4. In the Location field, enter a description that specifies where your Orchid Core VMS server will be
located. Common location descriptions are a shop name, number, or address.

5. Click the Activate button. The Orchid Core VMS Activation screen should appear and should display
updated license information. (In this case, the number of licensed cameras has increased.)

Orchid Core VMS Activation
Renewal/Upgrade Complete
Orchid Core VMS has been activated /_ / pg p

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
- Saturday, February 13, 2021 7FFBO-510E1-AD114-
fusion 4;;17 Unlimited uTC A3CC4
Thank you! /
Registered Cameras /

. , UPDATE LICENSE
Licensed Cameras _
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Modifying an Existing License (Offline

Method)

Use the Offline renewal/upgrade method if the Orchid Core VMS server doesn’t have an internet connection.
This renewal method is very similar to the activation method used in older versions of Orchid Core VMS.

1. Once you access the Servers screen, select a server and click on the Activation tab.

Orchid Core VMS Activation

Orchid Core VMS has been activated.

Edition Cameras Licensed

fusion 417

Thank you!

Click Update

Copy Original Code

Archive Retention Support Expiration Activation Code

Saturday, February 13, 2021
uTC

48642-F2985-FEB9A-

Unlimited 0OEES

License

\ # UPDATE LICENSE [l [i] REMOVE LICENSE

2. When the Orchid Core VMS Activation screen appears (above), click and drag over your original
activation code to select it, then click CTRL+C to copy the code. (You will need this code later.)

3. Open a new text file and click CTRL_V to paste the original activation code into the text file.

4. Save this text file on a USB drive that you can use on a computer with internet access.

5. Click the Update License button to begin the upgrade/renewal process.
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Activation

Please provide your Activation or Upgrade Code and a location description.

Activation or Upgrade Code *

I)(KIKX-KKKXX-XXK}(}{-K)'QE,"{X OF XXX K-XXXXK-AXXXK-XXXX

Click Offline
Activation

OFFLINE ACTIVATION CANCEL ACTIVATE

6. On the Activation screen, press the Offline Activation button.

Activation Instructions b 4

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Machine Id

eyJtYWNBZGRYZXNzZXMiOlsiYzgeNjRAEMDAGY2I6MTI6YTUiXSwicGxhdGZvem0i0idMaW51eDol
LjAuMCOzNy1lnZW51lcml jOngdN182NCIsInNOb3JhZ2VEZXZpY2UiOn=1iaWQi0idDb3JzYWlyX0Zv
cmN1X0dUXzEyMjg30TMyMDAWMDE OOTQWMDA4 I iwicGF0aCI6Iig9kZXYve2RhMiTIsInR5cGUi0idl
REQifSwidmVyc2lvbiI6IjEuMiJgs

License Key

CANCEL

7. When the Activation Instructions screen appears, this is your cue to take your USB drive and find a
computer with internet access. Open a web browser and go to www.orchidsecurity.com/activation.
The VMS Activation screen will appear.
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VMS Activation

To generate a license key, enter your Activation Code and Machine ID. Enter a unique Location Description to associate the license key with a physical location.

Looking to use an add-on, upgrade, or ren

Activation Code

N
Click for Add-Ons,
Upgrades & Renewals

Machine ID

Location Description

8. Click on the link that says: “Looking to use an add-on, upgrade, or renewal code? Click here.” The
Renewal/Add-On screen will appear.

Orchid Core VMS Renewal/Add-On

To use a renewal/add-on code, you will need to enter it, along with your original Activation Code below.

Your original Activation Code can be found in the Activation section of the Orchid Core V'lSCoanutatuon page in Orchid Core VMS versions 1.10.0 and later. If you
have an older Orchid Core VMS version and don't know your Activiation Code, s t an Orchid helpdesk ticket and we'll look it up for you.

Renewal/Add-On Code

.—Enter Renewal/Add-On Code

777C-EB4E-8A50-BaD6|
Original Activation Code

222BD-DOSFB-F3755-T5FOE

“\-Enter Original Code

Renew/Upgrade License

9. Once you reach the Renewal/Add-On screen, go to the Original Activation Code field and copy the
original code from the USB drive and paste it into this field.
10. Then go to the Renewal/Add-On Code field and enter the code that you just purchased.

11. Press the Renew/Upgrade License button. If successful, the system will generate a Renewed license
key.
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Orchid Core VMS Renewal/Add-On

Renewal successful!
You will find your renewed license key below. Simply copy it from here and paste it into the Orchid Core VMS activation screen.

License Key

Copy the Renewed Key — insiiiat

eyJhY3RpdmFeakouQ29kZSI61 j IyMkJELUQWNUZCLUYZNZUILTcIRFBF FtI(Ihcy I6MTc s InNy ZWF@Zw0 10§ E10DESNTRWNZUWMDAS InVkaXRpb24 101 ImdXNpb24iLCT]
eHBpcmVzIjoxNjEzMT cONDARMDANLCIT J1eUp@WvdOQLpHU 05C 1. v TH1FNkayRWIMQSkz TkRwalpUbl1Z amBoWkRwbF pEb3da
Ue1zSWIVMESTUTFPakSrT21R) ql

Z89USXdNQ2 s 2UVUXRUS qURLMOS) 5 Ve rSh F 1 9] amIphE Z4Y 1hDNWNYRUS25W] 3aWRIbHda
UBk2SWtoRVIDS j1MQBoyWlhKenF L L L ri 47 jNIV2N1ZDkBN2 I INWN ¥ JM20TUxNZNKN2RIMDR ]
ZTM2YmMZM2 EwM2Q30TMWOTE Z i VN U Tk O TOZWN1YWIANDYWZDISNZRm
ZTg5YiQ1MmQSHz ITk3ND1 CxYzlz ITA ZTE MHTINTCZMDC XM AWNGZ kMmYBODC 5
YzcyNjRKMTVINZVIMTBnZnF iNjcIMzBIMGVhOTAIY] ZMj ) # Dk1Y22 z T5Y{k2ZNDgWMTQ400hhZGE3
ZJA3ZWIw0DkyNjgeM]jceMDFhMRNKZ £ 1 jIe¥ig20ny1¥jczonI10Tdk
ZWZJZmI30TF INDEXNDCEY2IwYWIiZWIBZ JRjMzkSOWNINZT

12. Once the renewal is successful, select the text in the License Key field, and click CTRL-C to copy the
License Key text. Use the CTRL+V command to paste it onto the USB drive.

13. Close the Renewal/Add-On screen on the internet-connected computer.

14. Take the USB drive back to the Orchid Core VMS server and return to the Activation Instructions
screen.

Activation Instructions

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Machine Id

eyJLYWNEZGRYZXNZZXMiOlsiMDAGZMY 6N2UEMWUEMME EN2ELILCI3NDDkEToyYjo4ZDplEZDOWESIS
ImU00mQlojNkomQ20i QxOmMIMIiwiZjAEZGUEZIEEYjYEYWQEMzkiXSwicGxhdGZvem0i0iJXawsk
b3dzIESUQ] YuMiAoQnVpbGQgOTIWMCkEQUIENIQIiLC YWAIRGVZ2aWNLIJp7ImlkIJolRTIW
MzQyMzNIMEWSOFMILCOWYXROIJOo1XFxcHCSCcXEMEI1wldHIWESI6IKhERCIOLCIJZEZXJzaWsuljol
MS4yInO=

Paste the Renewed Key

License Key

UzMzZmOTIDMzE40TA42TBjZTAdeZjN2Y52TE4N2U1ODQZYTNiNTvIN2‘v’|NmeZGEwMWZiNTczM
DcxMjAWNGZKMmY0ODc5YzeyNjRkMTVINZVjMTBmMZmFiNjc3MzBIMGVhOTA3YjBIMZRjNGQS0TU2Zjk
ZMjc50DkyZjJiYWQwMDQxMTK2NjISMjNjNDk1Y2ZjZmExZGI0ZDMzZDI5Yjk2NDgwMTQ40DhhZGE3Z]
A3ZWIwODKyNjgOMjcOMDFhMWNKZjAZYzJKkMTYONTYxZDE2MjQyZmI4YTZKYTgwNGI3YWVmYTM5M
zhkZDhmNGMyMjcwOTRKNmYzNzAOZGNjNTg3MjI0Yjg20WY1YjczODJIOTAkZWZ]ZmI30 TFINDEXNDC
0Y2IwWYWJiZWIOZ|RjMzkSO0WNINZZKNZA2NDQ10GMAYmQ3ZjhiYylsinVzZXIiOiJVbmtub3duliwidmVyc

2lvbil6ljEUMiJ9Cg==
_'_‘—H-._,_l_..

15. Copy the Renewed license key text from the USB drive and paste it into the License Key field.
16. Click the Activate button to activate your new license key. If the activation was successful, you will
see a message at the top of your screen saying “Orchid Core VMS has been activated.”

Click Activate
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Orchid Core VMS Activation
— New License has been Activated

Orchid Core VMS has been activated.

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
. . Saturday, February 13, 2021 48642-F2985-FE89A-
fusion 4;"1 8 Unlimited uTC 09EES

Thank you! /

Registered Cameras /

Licensed Cameras

The Orchid Core VMS Activation screen should display updated information in the appropriate fields (to
match the add-on, upgrade, or renewal you purchased).

Copyright © 2022 IPConfigure Page 99 of 233



IPConfigure

Orchid Fusion/Hybrid VMS Administrator Guide - 22.3_en

The Advanced Settings Tab

The Advanced Settings tab provides Administrators with direct access to the Orchid Core VMS properties
file, allowing for quick and easy modifications for many of the properties.

* An Administrator is the only role with the ability to access the Advanced Settings feature.

Accessing the Advanced Settings Tab

1. Once you access the Servers screen, select a server and click on the Advanced Settings tab. (You

may have to use the Admin tab scroll button to see the Advanced Settings tab.)

The Advanced Settings screen lists all of the supported configuration properties, and allows you to add and
edit properties. A marked checkbox indicates that the setting is currently in use.

& dumaipeangirecom /s hid

&) Orchid Fusion

Property \

Search

archivecloaner poriodic. seconds

Enable/Disable \
Prop erty B archivecleaner.usedupace. percentage

B comeradiscovery publisherusl

60
w /

tepilocalhost: 5565

= ADD ORCHID CORE VMS

e pwopesr v [l save provesies

B servens
& useRs
W cumman — / Selected Server
B noTFicaTIONS ‘=w’  IPConfigure Headql._l;rlers
M usRarY - )
[E LcENSING
PR O RETENTION POLICY SYSTEM STATUS SYSTEM REPORT
:: MOTION ALERTER Create New _\

WINDY

Property

Property
Setting

If you scroll down toward the bottom of the list you will find properties that are unmarked and locked (as in

the image below).

An unmarked checkbox indicates that the setting is supported, but is not currently being used. A locked
setting represents a setting that is critical for system reliability and stability. These settings can only be

changed by editing the configuration file directly.
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& Orchid Fusion

EE senvens

& USERS [} webrtc.turn.type

A PERMISSION GROURS

B NOTWFICATIONS [[] webrte.turn.usemanve. pert

R oy Supported
l: :':::::mmrommm [) webserver.maxqueusd / PropE'fﬁES
b— wiam nber oo : (Not in Use)

[} webserver sessions. remote max_age

[[] webserversessians.user max_sge

Locked o :

Properties

@ database.type

&  loggerdir

For details on how to edit the locked properties, please refer to the How to Edit a Configuration File section
(for the appropriate operating system), and the Orchid Core VMS Configuration Settings section (both of
which are in the Orchid Core VMS Installation Guide).
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Working With Advanced Properties

o

This is the Add icon (for adding new properties).

This indicates the property is in use.

This indicates that the property is supported, but not in use.

E This indicates that the property must be changed by editing the Configuration file directly.

Creating a New Property

The Advanced Settings feature allows Administrators to add new, undocumented properties to the
Configuration file.

1. Click the New Property button at the top of the Advanced Settings screen. A new, blank property field
will appear at the top of the list.

s

L & dinaipeorfgunisen T o

% Orchid Fusion
BT sERvERS

& USERS < ADD ORCHID CORE VMS

B CAMERA GROUPS
Servers 10f1
i peamission GROUSS

A voTFicATIONS ‘W' IPConfigure Headquarters il e e
M ueRaRy = = o7 8
[ ucensine
U VERSION INFORMATION e
*. MOTION ALERTER
- WINDY # NEW PROPERTY
Click New Property
then Add Details

archivecleaner, pariodic. seconds ¢ /

Delete New
wehecosnemmisprcopoomtags %0 Property

2. Mark the checkbox to activate the new property. (The property must be enabled and saved in order to
be added to the Properties list.)

3. Enter a name for the new property in the Property Name field. [Property names are not allowed to
contain colons (:), equals signs (=), blank spaces, or control characters.]
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Click the Tab key to move to the Property Value field.

Enter a value for the property.

Click the Tab key to move to another field.

If you decide not to add the new property, just click the Delete (Trash Can) icon.

If you have no other changes to make, click the Save Properties button. Be sure to complete the
save (as described later).

© N O~

Editing Advanced Properties

1. To change an active property, click into the field displaying the property value.

&2 Orchid Fusion
EE seRvERs

& USERS 4 ADD DRCHID CORE VMS

B CAMERA GROUPS
Servers 1 of 1
i PERMISSION GROUPS

A nomFicaTIONS ‘s’ IPConfigure Headquarters e
— = = [
[ ucensme

< RETENTION POLICY SYSTEM STATUS SYSTEM REPORT ACTIVATION ADVANCED SETTINGS
O VERSION INFORMATION

- MOTION ALERTER

B WINDY

archivecleaner parlodic. seconds 0] Edlt
ﬁroperty

B srchivecleaner usedpace percentage "

tepiiflocalhost: 5565

B comeradiscovery.publisherusl

2. Typein a new value.

Click the Tab key to exit the field or click into another field.

4. If you have no other changes to make, click the Save Properties button. Be sure to complete the
save (as described later).

w

Activating a New Property

To activate an unused property, click the checkbox to add a mark.

Click into the Property Value field and enter a new value.

Click the Tab key to exit the field or click into another field.

If you have no other changes to make, click the Save Properties button. Be sure to complete the
save (as described later).

pPobh =

De-Activating a Property

1. To de-activate a property currently in use, click the checkbox to remove the mark.
2. If you have no other changes to make, click the Save Properties button. Be sure to complete the
save (as described below).
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Saving Changes to Advanced Properties

Anytime you make changes to these properties, the Orchid Core VMS service must be restarted in order for
the changes to take effect. Be sure to follow this procedure completely to ensure changes are saved.

1. To save changes, click the Save Properties button. You'll receive a message that asks you to

confirm changes and begin the restart.

The Orchid Core VMS service must restart in order to save the configuration.
The new configuration must be confirmed within 5 minutes of the service
restarting or the original configuration will be restored.

CANCEL SAVE AND RESTART

\

Click to Save Changes

2. Click the Save and Restart button to save your changes. The service will restart (as shown in the

image below.)

Q
~
&

2100 IPConfigure Office F
0 tt . configure.com (4

ps:/forchid.ip

The Orchid Core VMS service is restarting in order to save your configuration changes. Once the service
starts back up, you will need to confirm the new settings within 5 minutes or the service will restart once

more and the previous configuration will be restored.

\ Restarting

3. When the restart is complete, you must instruct the system to keep the changes. (You must do this
within 5 minutes or the changes will be discarded.) Click the Confirm Properties button (shown

below) to keep the new settings.
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Would you like to keep the advanced settings changes? If you do not confirm, the Orchid Core VMS service
will automatically restart within the next five minutes and the previous configuration will be restored.

< Click Within 5 Minutes
to Keep Changes

Copyright © 2022 IPConfigure Page 105 of 233



IPConfigure

Advanced Properties Search Feature

Orchid Fusion/Hybrid VMS Administrator Guide - 22.3_en

If you need to find a specific property quickly, the Advanced Settings screen includes a search feature. The

Property Name field appears at the top of the screen and supports a single-term search.

1. Click into the Property Name field to start your search.
2. Type one word that identifies what you're looking for. (In the example below, we entered percent as

the search term.)

The software will automatically list all of the properties that match the search term.

EE

L & dinaipeorfgunisen T o

) Orchid Fusion

Ei seRveRs

& users
i CAMERA GROUPS

Servers 10f1
i pEAMISSION GROUPS
A womricaTIONS 22’ IPConfigure Headquarters
Ly = &
[ LcensnG
) VERSION INFORMATION
- MOTION ALERTER

B WINDY

< RETENTION POLICY SYSTEM STATUS

SYSTEM REPORT ACTIVATION

Enter Search
Term

+ ADD ORCHID CORE VME

View Search \ E—
Results

yecleaner delete percentage

archivecleaner periodic.seconds

B comeradiscovery.publisher.ur

B archivecleanerusedspace. percentage

60

tepiflocalhost: 5565

3. If the list of results contains the property you are looking for, click on that result. The selected property

will be displayed for review or editing.
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0 Orchid Fusion

B serveRs

& USERS

B0 CAMERA GROUPS

A pEAMISSION GROUPS

A NOTIFICATIONS

M uesaRy

[E UCENSING

) VERSION INFORMATION ‘
- MOTION ALERTER

i WINDY

Selected Property is
Displayed for
Review/Editing

Sarvers 1of 1

‘e’ IPConfigure Hundqngl.rtnﬂ

RETENTION POLIEY SVSTEM STATUS SYSTEM REPORT ACTIVATION

ADNANCED SETTINGS

archivecleaner ysedspace percentage

n archivecleanar. usadspace. percontage

Property Name field.

the X at the right end of the field.
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If the list of results does not contain the property you are looking for, enter a new search term in the

To return to the complete Advanced Settings property list, clear the Property Name field by clicking
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Creating and Managiiq Users

Once installation is complete, Orchid Fusion/Hybrid VMS is configured with one (Fusion/Hybrid)
administrator user by default; this user is created during installation and cannot be removed. Additional
users for Orchid Fusion/Hybrid VMS can be created with varying levels of privileges through the Users
option in Orchid Fusion/Hybrid VMS’s System Menu.

Permissions for Fusion/Hybrid users are handled using a combination of the Users and the Permission
Groups features. Any Fusion/Hybrid user that is configured in the system will be able to sign into Orchid
Fusion/Hybrid VMS. The user will not have access to any cameras or video, however, until the Administrator
assigns them as a member of one or more Permission Groups. (Please refer to the Permission Groups
section for details regarding planning and creating Permission Groups.)

Orchid Fusion/Hybrid VMS provides the Administrator with the ability to manage Orchid Core VMS users as
well. Permissions for these users are still handled using four basic roles: Administrator, Manager, Viewer,
and Live Viewer. Orchid Core VMS users are handled as part of Orchid server management. Please refer to
The Users Tab section for details.

* You must be a member of an Administrator group to create and manage users.

* After initial sign in, Administrators should not use the default Admin account. Instead, each
Administrator should create an individual User account as part of an Administrator group. If
you sign in as the default Administrator, when you sign out, you will automatically sign out
any other Administrator users that are signed in with the default Administrator credentials.

* If Orchid Fusion/Hybrid VMS is configured to work with one of the external authentication
options (such as Active Directory, Azure Active Directory, or FreelPA), the Users list may
include locally added Fusion/Hybrid users, but won't list individual users from the external
authentication sources. This is because all of the external users originate as users that
already exist in the external system. (Orchid Core VMS user lists will still appear and
Administrators will have the ability to add and manage those users.)
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Access the Orchid Fusion/Hybrid VMS Users
List

1. Open the System Menu in the top-right corner of the screen and select Users.

The Orchid Fusion/Hybrid VMS Users screen will list all of the Fusion/Hybrid Users that have been added
and the Permission Groups to which they are assigned.

%+ R S

@ crchid-hybrid poonfigenicsm ™ e - * @

& Orchid Hybrid s E

£ SERVERS
& ueos /- User Search
Bi CAMERA GROUPS
Feature b
i PERMISSION GROUPS
A NOTIFICATIONS o ) A dd )
R Lorary Fusion/Hybrid
[E LICENSING
O versionmrormation | fge Pag e / K ° E User
f-  DIGIOP CARBON N e . Users 1-30 of 32
B MOTION ALERTER a v;ga t'fon “"""" Adminisiratar / V4 &
ONLINE TRAINING ber_tumer Administrator Edft rd ]
USER MANUAL e . .
/ barea e pmor Fusion/Hybrid s o
Cu rren t Adminisirstor User r iy
Fusion/Hybrid -
Users _De!ete _ s W
oo Fusion/Hybrid s 0
c.:.‘.“?.“.‘?‘.m” Administratar User rs Ty

The Users screen lists up to 30 Orchid Fusion/Hybrid VMS users per page (by default). If you have more
than 30 users, additional pages will be added automatically. This will also activate the page navigation tools,
and the search feature.

K 2 )
A Y

Move to Move to Move to
First Page Numbered Last Page
Page
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The navigation tools will appear at the top and bottom of the screen. These will allow you to move easily
from page to page.
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Add a New Orchid FusionIHybrid VMS User

E

1.

%

%

This is the Add icon.

Click the Add User button in the top-right corner of the Fusion/Hybrid Users list. A New User screen
will open.

New User for Orchid Hybrid VMS p 4

Username ™ /" Enter /-Enfer Ema”, If (7]
TempUser10 Username Email Address Needed

10/30

Groups

/— Select Applicable
Live Viewer )X Search for a Group Groups

Password /— Enter PGSSWOI’d Confirm Password *

CANCEL ADD USER

Enter the username you would like to set for the new user in the Username field.
Enter an email address for the new user. (The email address is not a required field, but it is critical if
the user will be signing in via Google authentication. In such cases, the email field must match the
user’'s Google email address for successful sign in. The system will only allow one user per email
address.)
Click in the Groups field to select all of the Permission Groups that apply to the new user. These
selections will determine what the user will have access to. As soon as you select a Permission
Group, another list will appear so you can make another selection (if needed). If you have not yet
configured any Permission Groups, you can leave this field blank for now (see notes below).

a. Press Esc if you don’t need to make another selection.

b. Toremove a Permission Group, click the X to the right of the Permission Group name.

These Permission Groups are established using the Permission Groups selection on the
System menu. For more details, please refer to Permission Groups.

The software provides two locations at which you may assign user permissions. With the
User feature, you assign user permissions (indirectly) by selecting the Permission Group(s)
to which the user belongs. With the Permission Groups feature, you assign users as
members of Permission Groups with specific abilities and access. While you don’t have to
select any Permission Groups immediately upon adding a user, until you do, the new user
will not have access to any features, servers or video.
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5. Enter the password for the new user into the two fields labeled Password and Confirm Password.
6. Click the Add User button at the bottom of the screen to create the new Orchid Fusion/Hybrid VMS
user.

The new user will now appear in the Users list and will have immediate access to Orchid Fusion/Hybrid
VMS.

Superuser Status

Orchid Fusion/Hybrid VMS also allows the creation of a Superuser. A user with Superuser status can only
be modified by himself/herself. Superuser status is reserved for users that are assigned to an administrator
permission group, and can only be set through the configuration file. Creating a Superuser in Orchid Hybrid
VMS must be performed by IPConfigure Support staff. (For more details on creating a Superuser in Orchid
Fusion VMS, please refer to the Orchid Fusion VMS Installation Guide.)
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NS
& This is the Edit pencil icon.

Nothing is set in stone for Orchid Fusion/Hybrid VMS users and almost all of the user settings can be
updated, as needed. The only user that cannot be completely edited is the default admin user. While the
password can be updated, the username cannot be changed.

1. To edit a user, click the Edit pencil icon to the right of the user you want to update. The User screen

will open.

2. Edit any of the available fields, as needed.

3. Click the Update User button. All of the changes will be effective immediately.

TempUser1 from Orchid Hybrid VMS X

Username*

TempUserT

Viewer X Search for a Group

Password

9/30

Email Address

Confirm Password

7]

Make Changes
and Click Update
User

CANCEL UPDATE USER
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Delete Existing Users

]ﬁl This is the Delete / Trash Can icon.

1. To delete an existing user, click the Trash Can icon to the right of the username.
2. Orchid Fusion/Hybrid VMS will ask you to confirm that you would like to remove the user.
3. Click the Delete User button to confirm you want the user removed. It will be permanently erased.

%+ AN

- T @ erchid-hyeridpeonigencoms s -

&0 Orchid Hybrid
= SERVERS DEUEON_ LS8 Test User ’ m
& USERS
.'- CAMERA GROUPS Admini istratorn , @
45 PERMISSION GROUPS Sracdiall) Administratar P
& norRcaons it Administratar & o
M LBRARY .
- we  Click the Trash Icon \ i
€ VERSIDN INFORMATION TempUser10 Live Viewer to De Ie te m
F3- DIGIOP CARBON Tormplioerd — P W
f5-  MOTION ALERTER
PO— Templserd Live Viewsr ra i
USER MANUAL TompUsord Live Viewer FR—Y

Click Delete User—\ Delete user "TempUser10"?
to Confirm

CAN DELETE USER
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If you have more than 30 registered Orchid Fusion/Hybrid VMS users (by default), the Users list will extend
beyond one page. When this happens, the software will automatically activate the user search and page
navigation. Especially useful with large systems, these tools will help you find specific users quickly.

Search the Users List

The Search field will appear at the top of the Users screen. It supports searching by usernames, using
single and multiple search tags.

1. Click into the Search field to start your search.

2. Type one or more search tags (clicking Enter after each).

a. A single search tag will initiate a search for Usernames that include the tag.
b. Multiple, single-term search tags will initiate a search for Usernames that include at least one of

those tags.

Each time you press Enter, the Users screen will update to display an alphabetical list of all of the users

that contain the tag(s).

Username

YX o

Enter One or More
| / Search Terms Here

< ADD USER

Users 1-5 of 5

chris_uiterwyk
administrator

jake_foytik
administrator

joey_baloun
administrator

steven_omahoney
administrator

tom_szykuc
administrator

Administrator

Administrator

Administrator

Administrator

Administrator

/

Review Search
Results

X[,

%N

X,

%,

B &2 2B 2 &
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Creating and Managing Camera Groups

Administrators have the ability to create Camera Groups. These Camera Groups add convenience and
flexibility for the User, and allow you to further customize the Orchid Fusion/Hybrid VMS system.

Using Camera Groups adds dimension to the Camera Bag. In earlier software versions, when you open the
Camera Bag, you find that all of the cameras are sorted by server. With the addition of Camera Groups, you
can also view the cameras sorted by Camera Groups. You may even select Camera Groups as your sole
viewing option, if desired.

The Camera Groups feature simplifies the user experience in a variety of situations, especially in large
systems, or in systems with similarly configured facilities. For example, let’s say your Orchid Fusion/Hybrid
VMS system has several registered Orchid Core VMS servers. These servers cover retail locations with the
same basic footprint and setup. You could configure Camera Groups that represent common areas from
each retail location, like entrances, loading docks, merchandise checkouts, etc. Now when you go to the
Camera Bag, selecting common cameras for the Stage is simple because they are already assembled in a
Camera Group. (Combine this with the Stages feature for increased benefit.)

Beginning in version 21.9, you can now associate Maps with your Camera Groups. The Maps feature allows
Administrators to configure a layout for each Camera Group that pinpoints where cameras are located.

These Maps may then be added to the Stage by Administrators and others, providing an easy way for users
to identify the cameras that they want to monitor.

* You must be a member of an Administrator group to add and manage Camera Groups.
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Access the Orchid Fusion VMS Camera
Group List

1. Open the System Menu in the top-right corner of the screen and select Camera Groups.

The Orchid Fusion/Hybrid VMS Camera Groups screen will appear. This screen displays a list of all the
current Camera Groups and gives you the ability to add, edit, and delete them.

(=} ati s i\
% Orchid Fusion S =

B seRvens

- Add New Group— pewmmmm
%W ommennaroups e Number of
o — e—— . Cameras in
o B - Group
i ke ya
»wo Expanded oo Group Pop-Up
Camera Kl Menu Number of
Group o b Groep > _— Cameras in
/ e Lo Sub-Group
Condensed + sounovee Jf 7 o onee
Camera Tt 9 ' -
Sub-Group B -

A quick look around...

» Click on any row that represents a Camera Group to expand or collapse the Camera Group details.

» For a top-level Camera Group, the number of cameras in the Camera Group includes the cameras in
the top-level Camera Group, plus the number of cameras in each Sub-Group.

* You can use the buttons or the pop-up menus to manage each top-level Camera Group.

* You can use the pop-up menus to manage each of the Sub-Groups.

« If the Map icon appears next to the group name, this means that a Map is available for this Camera
Group.

The Camera Groups screen lists up to 30 Camera Groups per page (by default). If you have more than 30

Camera Groups, additional pages will be added automatically. This will also activate the page navigation
tools and the search feature.
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The navigation tools will appear at the top and bottom of the screen. These will allow you to move easily

from page to page.
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Add a Camera Group

=+ This is the Add icon.

1. Click the Add Camera Group button in the top-right corner of the Camera Groups screen. A New

Camera Group screen will open.

New Camera Group

Group Mame * Enfe;" G Name
Interior Views
for the Group

Café du centre d'expérience PTZ
Experience Center 180
Experience Center South PTZ Hanwha 12 Megapixel

IPConfigure Intake & Reception

Patio/Accounting Exit Six Points

.IPConﬁgure Headquarters % Search
Watchtower Stairs P

Click Search, Then
Select Cameras

. IPConfigure Headquarters % 6 IPConfigure Headquarters
Entrance People Counter

@ IPConfigure Headquarters 4 .IPConﬂgure Headquariers
Experience Center Kitchen Overview

e IPConfigure Headquarters % @IF‘Conﬁgure Headquarters X

IPConfigure Headquarters X ' IPConfigure Headquarters
Main Entry Hall - ObjectD

' IPConfigure Headquarters % a IPConfigure Headquarters
Main Hall PTZ Main Hall Reception

élPConﬂgure Headquarters % .IPConﬁgure Headquarters X

Click Ad

Grou

2. Enter a name for the new Camera Group.

3. Click in the Servers and Cameras field to select a server/camera from the drop-down list. Repeat this

to add additional servers/cameras.
a. Press Esc if you don’t need to make another selection.

b. Toremove a server/camera, click the X to the right of the server or camera name.
4. Click the Add Group button to save the new Camera Group. The new Camera Group will appear in

the Camera Groups screen.
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Add a Camera Sub-Group

=+ This is the Add icon.

1. Once you have added a Camera Group, you may add Sub-Groups. First, click on the Camera Group
row to expand the Camera Group details.

== ADD CAMERA GROUP

Camera Groups 1-6 of 6

Exterior Views i oM
Headquarters i WMo
Click Pop-Up ~.
Interior Views Men u i M3
& |PConfigure
Headguarters:

Café du centre d'..  Entrance Peopla ..  Experlence Cent.. Experience Cent Experience Cant... Hanwha 12 Meg
IFConfigure Intak..  Main Entry Hall - ... Main Hall PTZ Main Hall Recept..  Patio/Accountin Six Points

Click Add Sub-Group

Watchtower Stairs

@ ApD MaP [l 4= ADD sue-GRouP [l # EDIT GROUP [l il DELETE GROUP

2. To add a Sub-Group for a top-level Group, open the New Camera Group screen by doing either of the
following:
a. Click the Add Sub-Group button at the bottom of the Camera Group details.
b. Click the pop-up menu to the right of the Camera Group name and select Add Sub-Group.
3. To add a Sub-Group to a Sub-Group, open the New Camera Group screen by clicking the pop-up
menu to the right of the Sub-Group and selecting Add Sub-Group.
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Group Name *

Reception

erver ind Camera
6 IPConfigure Headquarters
Entrance People Counter

a IPConfigure Headquarters

Main Hall Reception X Search

X ' IPConfigure Headquarters
IPConfigure Intake & Reception

X

CANCEL ADD GROUP

4. Use the New Camera Group screen to configure the Sub-Group. (It works just like adding a top-level

Camera Group).
5. Click the Add Group button to add the Sub-Group.

Here’s an example of a Camera Group with two Sub-Groups:
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Interior Views T L f G i W20
= |PConfigure
Headguarters:
.
f -
i il
Cals du semie . Entrance Paaple Expierience Canl. Esfiefiemse Tl Esxgiefiafds Cafil. Hamakia 12 Mg
PConfigura Infak Min Erntry Hall Bain Hall PTZE Main Hall Recept Patio/ Accourin Six Poinis
Watchiower Stairs
e Sub-Grou "
£ IPConfigure p
Headguarters:
Emtrance Peapls _. IPConfigure Intak..  Main Hall Rescept_
Walkways w s b G i [
= IPConfigure u ro up
Headguarters:
Mlain Entry Hall - Main Hall FTZ Patia/Sccountin... Sin Points
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NS
& This is the Edit pencil icon.

You can rename or change the cameras in a Camera Group at any time. You will use very similar processes

to edit a top-level Camera Group and a Sub-Group.

1. To edit a top-level Camera Group, click on the Camera Group’s pop-up menu and select Edit Group,

or expand the Camera Group, then click on the Edit Group button.
2. To edit a Sub-Group, click on the Camera Group’s pop-up menu and select Edit Group.
3. When you have finished making changes, click the Update Group button.

Edit Camera Group

Group Name *

Make Changes
as Needed

Reception

4—7

X ‘ IPConfigure Headquarters
IPConfigure Intake & Reception

6 IPConfigure Headquarters
Entrance People Counter

@ IPConfigure Headquarters X

Main Hall Reception Seaen

X

Click Update
Group

CANCEL UPDATE GROUP
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Delete a Camera Group

]ﬁl This is the Delete / Trash Can icon.

You can delete a Camera Group at any time. You will use very similar processes to delete a top-level

Camera Group and a Sub-Group.

1. To delete a top-level Camera Group, click on the Camera Group’s pop-up menu and select Delete
Group, or expand the Camera Group, then click on the Delete Group button. The system will ask you
to confirm the deletion; click Delete Group again to remove the Camera Group.

2. To delete a Sub-Group, click on the Sub-Group’s pop-up menu and select Delete Group. The system
will ask you to confirm the delete process; click the Delete Group button to remove the Sub-Group.

Headquarters

A Warehouse »
Assembly »
Collaboration Center »
Engineering »
Entrances »

Support »

Q@ ADD MAP |l 4+ ADD SUB-GROUP

To Delete a
Sub-Group, Use the

© Add Sub-Group

Pop-up Menu and 9 AddMep
Click Here = Move Group
# Edit Group

To Delete a Parent
Group, Click Here

@ Delete Group

& EDITGROUP |l Til] DELETE GROUP

* Deleting a Camera Group will also delete any of that Camera Group’s Sub-Groups.
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Move a Camera Group

If you decide you need to re-organize your Camera Groups, you can do this pretty easily with the Move
Group feature. This feature essentially just allows you to select a new parent Camera Group for an existing
Camera Group. In doing so, you can transfer Sub-Groups to different top-level Camera Groups, turn top-
level Camera Groups into Sub-Groups, and turn Sub-Groups into top-level Camera Groups.

1. To move a Camera Group, click on the Camera Group’s pop-up menu and select Move Group.
When the Move screen appears, check the Parent Group field. If you are moving a top-level Camera Group,

the Parent Group field will display None, top level group (since the Camera Group currently does not have a
parent). If you are moving a Sub-Group, the Parent Group field will display the name of the parent.

Move testgroup —— Group to

be Moved

Parent Group / Current Activate \
None, top level group Parent Group Drop-Down List -

2. To make a move, click the Parent Group drop-down list to see available selections.

Move testgroup b 4

s e Make This Group a
None, top level group / Top-Level Group

Exterior Views

Or, Select a New
Headquarters Parent Group

Headquarters > Assembly

Headquarters > Collaboration Center

3. Select one of the available Camera Groups as the new parent Camera Group, or select None to make
this a top-level Camera Group.

4. Once you’'ve made your selection, click the Move Group button to complete the move.
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Find Ungrouped Cameras

Q This is the icon that will search for Ungrouped Cameras.

As you add and delete Camera Groups, Orchid Fusion/Hybrid VMS will keep track of cameras that have not
been assigned to a Camera Group. Accessing this list is easy and will help you complete your Camera
Groups.

== ADD CAMERA GROUP

Camera Groups 1-4 of 4

Exterior Views PO
Headquarters i WM6
| ior Vi CHCk i mM20
nterior Views i
Ungrouped
Jake Group2 Cameras I M4

Q| 28 UNGROUPED CAMERAS £3 CAMERA GROUP SETTINGS

* Camera Groups are optional and not every camera has to be added to a Camera Group. Be
aware however, that if you have ungrouped cameras, and you have elected not to view
servers in the Camera Bag, those ungrouped cameras will not be eligible for the Stage.

1. To view the list of ungrouped cameras, click the Ungrouped Cameras button at the bottom of the
Camera Groups screen. (Notice that the button indicates how many cameras are ungrouped.)

The Add Cameras to Group screen will display all of the unassigned cameras by server. Use this screen to
quickly assign cameras to the appropriate groups (as needed).

Mark this Checkbox to
Select All the Cameras on

this Server — ‘:H m

Needs POEs Sw

= e W o
£
ot Fach Toch ol Brictn

Use the Drop-down List to Select the *
Destination Camera Group

PConfigure Headquarters:

=

Beligerent Mée!

Click Add To Group—_

Jake Group2 - 28 cameras
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Add Cameras to Group

[] IPConfigure Headquarters:

Belligorent Me

td

to Select the Destination g
Camera Group

Technlcal Brisl

Jake Group?

Mark Single Checkboxes to
Select Individual Cameras

Patia Bricks Wes.

E o= - Wb
SN s LR R

Sautharly Frald Support Packag) Support Racks Tachnical Briefin

IPCals oeil de po. Neads POE+ Swi Patio Bricks East

Wastarly Fiald (G

Click Add To Groug\

2. Select the cameras you want to assign to a group.

a. Mark the checkbox next to a server name to select all of its unassigned cameras for a group.
b. Mark individual checkboxes to pick and choose your cameras.
3. Use the Select a group drop-down list to select the Camera Group to which the selected cameras will
be assigned. (The number of cameras slated for addition will be displayed next to the group name.)
4. Click the Add to Group button to complete the Camera Group assignment.
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Camera Group Settings

# This is the Camera Group Settings icon.

1. Click the Camera Group Settings button at the bottom of the Camera Groups screen.

2. Mark the Show Servers in Bag checkbox if you want the Servers to be displayed in the Camera Bag
with the Camera Groups.

3. Leave the box unmarked if you want the Camera Bag to display Camera Groups only.

4. To save your settings, click the Update Settings button.

Camera Group Settings

Show Servers in Bag

CANCEL UPDATE SETTINGS

Copyright © 2022 IPConfigure Page 128 of 233



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 22.3_en

Search for a Camera Group

If you have more than 30 Camera Groups (by default), the Camera Groups list will extend beyond one page.
When this happens, the software will automatically activate the search feature. Especially useful with large
systems, this feature will help you find specific Camera Groups quickly.

= %

% Orchid Fusion

£ SERVERS

& USERS

% CAMERA GROUPS

i85 PERMISSION GROUPS
A NOTIFICATIONS

N LBRARY

BS LicensiNG

©  VERSION INFORMATION
- MOTION ALERTER

f- WINDY

Camera Group Search Feature

k@ ¢ > <«—— Camera Group

Camera Groups 1-30 of 32

SR —

Il Bl

Signed In as
mhunt

+ ADD CAMERA GROUP

Page Navigation

Exterior Views o
Headquarters I WG
Interior Views I m20
Jake Group2 I W4
Test1 i WD
Test10 im0
Test11 i L1y

Tont1a P

Search the Camera Groups List

The Search field will appear at the top of the Camera Groups screen. It supports searching by camera group
names, using single and multiple search tags.

1. Click into the Search field to start your search.
2. Type one or more search tags (clicking Enter after each).
a. A single search tag with multiple terms (words or numbers) will initiate a search for results that
include all of the terms in the tag.
b. Multiple, single-term search tags will initiate a search for results that include at least one of
those tags.

Each time you press Enter, the Camera Groups screen will update to display all of the groups that contain
the tag(s).
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Enter One or More
Search Terms Here

Name

ViewX kX Bearch

= ADD CAMERA GROUP

Camera Groups 1-3 of 3

Exterior Views

<«—— Review Search

Interior Views Results

Jake Group2

Q 28 UNGROUPED CAMERAS ﬁ CAMERA GROUP SETTINGS

H [ |
i @20
HE V!
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The Maps Feature

New in version 21.9, the Maps feature adds another valuable tool to the Camera Bag. Maps make it easy for
users to identify and select cameras for the Stage. As an Administrator, you will have the ability to create a
Map for any Camera Group. You simply import a Map image, then add cameras and position them on the
Map.

2 Orchid Fusion VM - PCorligur ¥ 4 v - 8 %
<« C & orchid-hybridiptonfigurecomslistage. QB w &G

i Orchid o

10 20 1124125,

e

w MMM | e - o s o200 rasan R s A @
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Create a Map

9 This is the Map icon.

+ This is the Show Camera Bag icon

= This is the Hide Camera Bag icon

Adding a Map File

1. To create a new map, start by reviewing your camera groups and sub-groups. When you find a group
that needs a map, click on it to expand it.

Exterior Views C HC k POP-UP Menu _/P i M6

£ IPConfigure
Headquarters:

Aiphone IX-DV 2 Armiste efus... Dublin Decks Ext... Dumpsters

Expanded Parent Group

aDXtremes ntry...

A i . T i
Loading Dock Patio Fire Pit Patio Picnic Tabl... Patio Sales Entra..  Rail Yard Easterl...

Westrly

click
Add Map ——

Southerly Field

Sanctuary Tacos ...

Warehouse Sout...

Field (G..

2. To add a map to a top-level group, do either of the following:
a. Click the Add Map button at the bottom of the group screen, or
b. Click on the pop-up menu and select Add Map.

3. To add a map to a sub-group:
a. Click on the pop-up menu and select Add Map.

The Edit Map screen will appear. You'll notice that all of the cameras associated with the selected group will
appear in a Camera Bag along the left edge of the screen. This is very similar to the Camera Bag you see
on the Stage, except this one represents this camera group exclusively, and only shows cameras that have
not been added to the Map yet. You may open and close the Camera Bag using the + and — icons.
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Edit Exterior Views Map <«—— Camera Group Name x

\ Camera Bag
3DXtremes Entry Ramp Op en(+) / Close (')
- /Available Cameras
Aiphone IX-DV 2 E
Upload Map
Save Map
Show Cameras in Bag @ CANCEL

4. To add the Map graphic, click the Upload Map button. The Select screen will appear.

Select the map image

Choose File No file chosen

5. Click the Choose File button. Navigate to the folder that contains the image file you want to use as
the Map. (You must select either a PNG file or a JPG file.)

6. When you find the file, click on it, then click the Open button.

7. On the Select screen, click OK.

The selected Map will now be displayed on the screen.
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Edit Exterior Views Map b 4

-~ Available Cameras
X, UPLOAD MAP

& DELETE MAP

3DXtremes Entry Ramp

e

Aiphone IX-DV 2

Upload Map

Delete Map

\@&_ ¥

Save Map
Armistead Refuse Park 1 T
\
M show Cameras in Bag @ Up’oaded Map CANCEL

Configuring the Map

. This is the Camera icon. Q This is the Zoom In icon.
A This is the Expand icon. Q This is the Zoom Out icon.
hd This is the Condense icon. .@l This is the Delete icon.

O This is the Rotate icon.

Now that you have added the Map, you may start adding and positioning cameras.
1. To add a camera to the Map, do either of the following:
a. Double-click one of the thumbnails in the Camera Bag, or

b. Click and drag one of the thumbnails from the Camera Bag to the Map.

The camera will be removed from the Camera Bag and will be placed on the Map. The camera toolbar will
appear at the bottom of the Map. Now you can work with the camera until it is positioned perfectly.
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0

Selected Camera
Name & Icon

Rotate Camera

=1

iCamera

Open Camera
IPConfigure Headquarters: Aiphone IX-DV 2 _ Thumbnail

R

2. To get the camera’s position just right, you may want to view a thumbnail of the camera. To do this,
just click the Expand icon on the camera toolbar.

Selected
Camera

Camera
+ Toolbar

\ Camera

Thumbnail

Now you can see exactly what the camera sees. (This should help you place the camera in the right spot on
the Map.)

3. If you need to minimize the thumbnail so you can see the entire map, click the Condense icon.

4. Use the Zoom In and Zoom Out icons to zoom in and out of the Map. (You can also click and drag
the Map to reposition it.)
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To move the camera, just click and drag the Camera icon to another position on the Map.

You can also use the Rotate icon to spin the camera until it is pointed in the right direction.

To work with a different camera, click on it first, then you can move it, rotate it, or delete it.

To remove a camera from the Map, first click on the camera you want to remove. Then click the
Delete icon on the camera toolbar. You will be asked to confirm the delete.

© N O

9. Repeat steps 1 through 6 to add more cameras to the Map.
10. When you have completed the Map, click the Save Map button.

The Map will now be associated with this Camera Group, and will be available for use on the Stage.

Setting Camera Visibility

The Map screen includes one more setting that you will want to consider. This will determine if the cameras
in this Camera Group will be visible in the Camera Bag on the Stage.

1. Mark the Show Cameras in Bag checkbox if you want these cameras to be visible in the main Camera
Bag. When marked, users will be able to select these cameras directly from the Camera Bag (for the
Stage), or from the Map (when it is on the Stage).

2. Leave the Show Cameras in Bag checkbox unmarked if you don’t want these cameras to be visible in
the main Camera Bag. When unmarked, users must add the Map to the Stage first, and then select
cameras from the Map.

Edit Exterior Views Map X

1] DELETE MAP X, UPLOAD MAP
. LINE N
Ly . oooom
I A P pd
LR

4 % Orchid Fusion

CAMERAS STAGES

Rail Yard Easterly View

“Exterior Views”

If Show Cameras Camera Group

PUMCTION OF SPACY DRAGRAS - SICOND 1008

in Bag is ‘ 23 Cannot be
Unmarked... 9 *S@¥: Expanded to Show
| ' ¥ Cameras

sterly Field (Ground)

i
Show Cameras in Bag @ CANCEL SAVE MAP
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Edit a Map

Q This is the Map icon. ]ﬁl This is the Delete icon.
+ This is the Show Camera Bag icon lt! This is the Upload Map icon.

= This is the Hide Camera Bag icon ) This is the Zoom In icon.

This is the Camera icon. Q This is the Zoom Out icon.

O This is the Rotate icon.

You can make changes to your Maps at any time.

1. To edit a Map, click on the Camera Group to expand it.

£ IPConfigure
Headquarters:

'.. 3 ’ h
3DXtremes Entry Aiphone IX-DV 2 Armistead Refus.
i ' a5 S = S = = -
Expanded Parent Group
Loading Dock Patio Bricks East... Patio Fire Pit Patio Picnic Tabl..  Patio Sales Entra...

—_—

e - J
Sanctuary Tacos ... Southerly Field Warehouse Sout... Westerly Field (G...

Exterior Views @ i M6
Click Pop-Up Menu "

Edit Map

2. To edit a map for a top-level group, do either of the following:
a. Click the Edit Map button at the bottom of the group screen, or
b. Click on the group’s pop-up menu and select Edit Map.

3. To edit a map for a sub-group:
a. Click on the sub-group’s pop-up menu and select Edit Map.

The Edit Map screen will appear.
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Edit Exterior Views Map xX

= Remaining Cameras

R |,

Select New

puashiall
~__|Delete Camera

Save Map

[ Show Cameras in Bag @ CANCEL

Using the Edit screen, you can:

Add any of the group’s remaining cameras
o Double-click one of the available thumbnails, or
o Click & drag one of the thumbnails to a specific location.
* Reposition cameras
o Click & drag to move the Camera icon to another location.
o Click & drag the Rotate icon to adjust the Camera icon’s point of view.
* Delete cameras
o Click on the Camera icon.
o Then click the Delete icon on the camera toolbar (and confirm).
* Replace the Map image
o Click the Upload Map button.
o Then click the Choose File button to select a new Map image.
o This will replace the background image but keep the cameras in position.
* Change the Show Cameras setting
o Mark the box to show this group’s cameras in the main Camera Bag.
o Un-mark the box to hide the cameras in the main Camera Bag.

4. After all of your changes are complete, click the Save Map button.
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Delete a Map

Q This is the Map icon.
@ This is the Delete icon.

lf-ﬂ This is the Upload Map icon.

You have a couple of options for removing a Map, but first, you need to open the Edit Map screen.

1. Click on the Camera Group to expand it.
2. Toremove a map for a top-level group, do either of the following:
a. Click the Edit Map button at the bottom of the group screen, or

b. Click on the group’s pop-up menu and select Edit Map.
3. Toremove a map for a sub-group:

a. Click on the sub-group’s pop-up menu and select Edit Map.

The Edit Map screen will appear.

Edit Exterior Views Map b 4
X, UPLOAD MAP

(] DELETE MAP

3DXtremes Entry Ramp

Dublin Decks Exterior

Save Map

IPConfigure Headquarters: Patio Bricks Easterly

il S

[0 show Cameras in Bag @ CANCEL

4. To remove a Map and send all of the cameras back to the Camera Bag, click the Delete Map button.
After you confirm the delete, there is no turning back. (You don’t have to save the Map to complete
the delete process.)

5. To replace the current Map image with a new background image, click the Upload Map button, then
select the new Map image. Once you confirm the new image, the system will replace the background
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image, while keeping all of the camera icons in place. (You don’t have to save the Map to complete
this process.) You may need to adjust camera positions based on the new Map.
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Creating and Managing Permission Groups

Orchid Fusion VMS allows Administrators to set granular permissions through the Permission Groups
feature. This means that Administrators may create custom permission sets, and will be able to:

» Define groups of users, each with different permissions

* Add Permission Groups as “users” of other Permission Groups (nested groups)
» Assign combinations of individual abilities (Live, Playback, PTZ, and Export)

« Grant and revoke permissions at both the server and camera levels

Using Permission Groups can decrease the Administrator’s workload by eliminating the need to enter every
detail for each user, and reducing the need for future maintenance. A solid permission strategy, however,
will require some planning.

* You must be a member of an Administrator group to add and manage Permission Groups.

* To configure Orchid Fusion VMS to work with Active Directory, Azure Active Directory, or
FreelPA, the Administrator will first need to edit the Orchid Fusion VMS properties file.
(Please refer to the Orchid Fusion VMS Installation Guide for detailed instructions.) To
create Permission Groups for any of these external authentication providers, please refer to
the following: the Add a Permission Group for Active Directory section, the Add a
Permission Group for Azure Active Directory section, or the Add a Permission Group for
EreelPA section.
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Orchid Fusion VMS Default Permission
Groups

Orchid Fusion/Hybrid VMS is configured with three default Permission Groups: Live Viewer, Viewer, and
Administrator. As indicated in the next diagram, these Permission Groups have increasing levels of
permissions, and by design, the fewest number of people should have the most permissions. This
represents what may be the simplest and best permissions structure for Orchid Fusion/Hybrid VMS. In
theory, you could just add members to each of these Permission Groups and be done. However, this
diagram assumes that the default Permission Groups are sufficient and that all of the users should have
access to all Orchid Core VMS servers and cameras (which may not apply in your organization).

In some organizations, Permission Groups may need to be restricted to certain abilities, servers and
cameras. While these requirements may complicate the planning process for permissions, once a plan is in
place, Orchid Fusion/Hybrid VMS has the tools to make it happen. Refer to the Tips section for general
suggestions on creating Permission Groups, and the remainder of this section for instructions on how to
configure Permission Groups.
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Custom Permission Groups

While you may want to utilize the Orchid Fusion/Hybrid VMS Default Permission Groups, you also have the
option of creating new, custom Permission Groups with defined abilities and server/camera access. For
each Permission Group, there are several abilities that can be granted or revoked individually. These are as
follows:

» Live: View live video.

* Playback: View archive video.
» Export: Export archive video.
PTZ: Control PTZ cameras.
All: All of the above.

Once the abilities have been selected, they can then be applied to some or all of the servers and cameras,
as needed. This is a powerful combination that can be used in a variety of situations, like dividing your
organization into territories to be monitored by different Permission Groups, or for restricting user access to
secure areas.

The diagram below shows a simple example in which a Permission Group (with both individual members
and a member Permission Group) is granted two abilities; these abilities are extended to one Orchid Core
VMS server (with all of its cameras), and a few cameras on a second Orchid Core VMS server. In Orchid
Fusion/Hybrid VMS, this was accomplished using one permission set. Check out the next example to see
what you can do when you start adding permission sets.

Permissions Granted
[ Abilities Scope ]
Granted Granted

‘EF
| L4
ar
PC Backo Server %

All Cameras

PConfigure Orchid X

Il Cameras

i IPConfigure Orchid %
192.168.100.79

6I PConfigure Orchid v,
Axis 20MP
IPConfigure Orchid %
CEO Conf. Room
GIPConfigure Orchid v
Conference Area
QIPConfigure Orchid %<
Conference Room with Audio
‘IPConfigure Orchid ye
Conference Table PTZ
.IPConﬁgure Orchid .
Elevators

‘IPConﬂgure Orchid e

Hallway Exit

B e be b bol
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The next diagram shows a more complex example (but it’s still easy to set up in Orchid Fusion/Hybrid VMS).
With one permission set, all of the abilities are granted to the Permission Group and these abilities are
extended to two Orchid Core VMS servers (All Servers/All Cameras). But in this example, there needs to be
one exception. To do that, another permission set is created to revoke permissions on one ability on one
camera.

Permissions Granted Permissions Revoked

[ Abilities Scope ] [ Abilities Scope ]
Granted Granted Revoked Revoked

(_'{}) PConfigur
I,’,:S All Cameras

@IPConﬂ
192.168.

g!PConfi

Axis 20M

Group 2
@

Al
@

F—

& gIPConﬂ

CEO Cor

@

Al

—

IPConfi

Conferen

IPConfi
Conferen
IPConfi

Conferen
IPConfi
Elevators

When you grant and revoke permissions, it is important to remember what that will mean to future system
additions. In the example above, only one ability on one camera has been revoked. If you add a camera or
an Orchid Core VMS server to the system, it will automatically have all of the permissions (because it is
covered by the All Servers/All Cameras selection, and is not specifically chosen for a revoked permission).

Let’s look at this example another way. Instead of using the revoke feature, we could grant all of the abilities
to almost all of the cameras (by selecting the cameras one by one). In this case, if you add a camera or an
Orchid Core VMS server to the system, it will not automatically have all of the permissions (because it is not
covered by an All Servers/All Cameras selection, or specifically chosen for granted permissions).
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Tips for Creating Permission Groups

Develop a plan for permissions before you start. Ask some basic questions:

> Who needs to have access to everything? That will be your Administrator group.

o Who are your Users and what do they need access to during the course of a normal day?

o Are there any abilities that need to be off-limits to some users?

o Are there any servers or cameras that need to be off-limits to some users?
Consider using a few standard Permission Groups that may cover a majority of users. (Orchid Fusion
VMS Default Permission Groups, as discussed, include the following: Administrator, Viewer, and Live
Viewer. These can be used as is, modified, ignored, or deleted.)
Limit the Administrator group to as few members as possible.
Refer to your organization’s existing hierarchy or Active Directory to help determine permission levels
for different users.
Don’t over-do it on permissions; grant users the least amount of permissions required to complete job
duties.
Try to design things so that each user is only in one Permission Group.
If a user is a member of more than one Permission Group, remember that a permission granted in one
Permission Group will override a permission revoked in another Permission Group.
If you create a permission set that grants some abilities to All Servers, All Cameras, that permission
set will automatically apply to any new camera you add to the system.
The Permissions Revoked feature is especially useful when you have a large system of servers and
cameras and just one (or a few) that need more restricted access. Instead of granting permissions to
a large number of servers and cameras by selecting them one by one, grant the permission to All
Servers, All Cameras, then revoke access to a select few.
The system will allow some strange permission combinations, but it will typically give you hints to
avoid them. For example, a Permission Group may have export abilities without playback abilities; this
means a user can select and export a segment of recorded video without actually being able to view it
until after it's exported.
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Accessing the Permission Groups

1. Open the System Menu in the top-right corner of the screen and select Permission Groups.

The Permission Groups screen will initially include three Orchid Fusion/Hybrid VMS Default Permission
Groups. Once you start creating new Permission Groups, they will appear here as well. For each one,
Orchid Fusion/Hybrid VMS displays a description of the Permission Group, and the number of members that
are currently assigned to it.

o¥s You may use the default Permission Groups or add new ones as necessary.

* When configured for Active Directory, Azure Active Directory, or FreelPA, this list will not
indicate how many members are in each Permission Group. (For more details on
Permission Groups that use external group mapping, please refer to the Add a Permission
Group section for the appropriate authentication provider.)

W Orchid Hybrid =
o s Permission Group Add New
& users + ADD PERMISSION GROUP
% CAMERA GROUPS SearCh Feature Group
8% PERMISSION GROUPS
& NoticaTioNs . Permission
M LiBRARY
& LICENSING Gro up Page
€ VERSION INFORMATION K ° PR NG Vfga tion
: ::'::::r::zn Permission Groups 1-30 of 31 Mem bers
s Administrator everylhing a Manager can da. They can alsa manage servers, user [2 ]
ONLINE TRAINING Per G!‘OU,D
USER MANUAL EndUserTesting o
Esttfng 3 Live Viewer (2 1]
Groups Roo Team Group With  ©°
Test User A graup or npecifylng perr (2}
. External
Defaufr # Viewer A \iewer can sireem live videa, review and expart archive '-*lfnlré'}:g'uup"ﬂ""m (2]
Gro ups Temp Group 1 A group of usern for specifying permissions .
Temp Group 2 A graup, =1 et s Mapp!n gs !

The Permission Groups screen lists up to 30 Permission Groups per page (by default). If you have more
than 30 Permission Groups, additional pages will be added automatically. This will also activate the page
navigation tools and the search feature.
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K 2 )l
A4

Move to Move to Move to
First Page Numbered Last Page
Page

The navigation tools will appear at the top and bottom of the screen. These will allow you to move easily
from page to page.
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Add an Administrator Permission Group

=+ This is the Add icon.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups list. A New
Permission Group screen will open.

New Permission Group x

‘-rer;'npl :Ad_min Group A group o.f Admin users for specifying permissions
/ Administrator Groups Are Typically

marci_hunt X TempUser7X Limited to a Few Members

(2}

o Assign This as an
/;tdmr'nfstrator Group
Administrator Group
onen

2. Enter a name and a description for the new Permission Group in the Group Name and Group

Description fields.

3. Select a member for the new Permission Group by clicking on Search for a User to open a drop-down
list of Orchid Fusion/Hybrid VMS users. Find and click on a member. As soon as you select a
member, another list will appear so you can make another selection (if needed).

a. Press Esc if you don’t need to make another selection.
b. To remove a member, click the X to the right of the member name.

* Available members (or Orchid Fusion/Hybrid VMS users) are established with the Users
feature found on the System menu. For more details, please refer to Users. Other potential
members may come from authentication providers the system has been configured to use.

* The software provides two locations at which you may assign user permissions. With the
User feature, you assign user permissions (indirectly) by selecting the Permission Group(s)
to which the user belongs. With the Permission Groups feature, you assign users as
members of Permission Groups with specific abilities and access. While you don’t have to
select any members immediately upon adding a Permission Group, until you do, the
Permission Group will essentially be inactive.

4. If members of this Permission Group will include other Permission Groups, click on Search for a
Group to open a drop-down list of existing Permission Groups. Find and click on a Permission Group.
As soon as you select a Permission Group, another list will appear so you can make another selection
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(if needed).
a. Press Esc if you don’t need to make another selection.
b. To remove a Permission Group, click the X to the right of the Permission Group name.

* If you add a Permission Group as a member of this Permission Group, the member
Permission Group will automatically inherit the permissions of the main Permission Group.
(This is probably not a common selection for an Administrator group.)

5. Since this Permission Group is an Administrator group, mark the Administrator Group checkbox. In
addition to all-server access and video abilities, this Permission Group will be able to add and delete
Orchid Core VMS servers, Users, and Permission Groups. (No other settings will be required.)

6. Once all settings are complete, press the Save Group button.

Tel'l‘lp Admin Group A group of Admin users for specifying permissions 9 2

Members
TempUser7, marci_hunt

Member Groups © Marked as an Administrator
None / Group, This Group Has Access to
v Administrator Group Everything in Orchid Fusion VMS

1] DELETE GROUP
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Add a Permission Group with Individual
Members

=+ Thisis the Add icon.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups list. A New
Permission Group screen will open.

New Permission Group

S".'-I}t'l B SPI\I.f.[-] Sé;ur;tr
S~ Group Name &

TempUsar 0 TemplUserd - o
. N Sselect Description
Members
D Administrator Group
[ ANl Apps
Permissions Granted & Permissions Revoked &
Default
- W B+ e re B
LiveXx Ty

for a New Group

E All Servers, All Cameras

1 REMOVE ADONE

2. Enter a name and a description for the new Permission Group in the Group Name and Group
Description fields.

3. Select a member for the new Permission Group by clicking on Search for a User to open a drop-down
list of Orchid Fusion/Hybrid VMS users. Find and click on a member. As soon as you select a
member, another list will appear so you can make another selection (if needed).

a. Press Esc if you don’t need to make another selection.
b. Toremove a member, click the X to the right of the member name.

* Available members (or Orchid Fusion/Hybrid VMS users) are established with the Users
feature found on the System menu. For more details, please refer to Users. Other potential
members may come from authentication providers the system has been configured to use.
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* The software provides two locations at which you may assign user permissions. With the
User feature, you assign permissions (indirectly) by selecting the Permission Group(s) to
which the user belongs. With the Permission Groups feature, you assign users as members
of Permission Groups with specific abilities and access. While you don’t have to select any
members immediately upon adding a Permission Group, until you do, the Permission Group
will essentially be inactive.

By default, each new Permission Group will be granted Live abilities for All Servers, All Cameras.
4. To assign specific, limited permissions for this Permission Group, use the Permissions Granted and

Permissions Revoked features.
5. After all of the permissions are set, press the Save Group button.

Permissions Granted

The Permissions Granted feature provides a way to grant custom combinations of abilities to selected
servers and cameras. In the example below, the Permission Group is given the ability to view live video on
all servers and cameras. With the addition of another permission set, this same Permission Group will be
able to playback video from all of the cameras on one of the servers, and one camera on a second server.

1. Go to the Permissions Granted box.
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New Permission Group

Permissions Granted ©

Add Abilities that Apply
qu,,,,: to All Orchid Core VMS
LiveX Type an Abily Servers and Cameras

All Servers, All Cameras 4

o
Add Abilities that Apply to

e Specific Orchid Core VMS
Playback X Y
v Servers and Cameras
Playbsok: conskder alas neluding Live Ad
(] Al Servers, All Cameras /
Servers and Cameras
.F;Ecﬂd Core VMS 5 .EmhirilﬁEore 'fl"I'.'IdS X .Erchlid ::gzews *
This Allows for Two or More
“Grant” Permission Sets oo

\

+ GRANT ANOTHER PERMISSION

2. Select an ability for the new Permission Group by clicking on Type an Ability to open a drop-down list
of abilities. Available selections include the following: Live, Playback, Export, PTZ, and All (which
includes the other four abilities).

3. Click on the ability you want to grant. As soon as you select an ability, another list will appear so you
can make another selection (if needed).

a. Press Esc if you don’t need to make another selection.
b. To remove an ability, click the X to the right of the ability name.

4. Mark the All Servers, All Cameras checkbox if you want this permission set to apply to all of the
registered Orchid Core VMS servers and associated cameras. You may also select this option if you
want this permission set to apply to most of the servers and cameras; you may use a Revoke
permission set in conjunction with this one to eliminate the unwanted servers and cameras. Keep in
mind how this will impact cameras and servers that are added to the system later. (If marked, proceed
to step number 7. If left unmarked, proceed to step 5.)

* If you create a Permission Group that uses the All Servers, All Cameras selection, that
Permission Group will automatically have the same access to any new cameras you add to
the system.
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5. Select specific servers and cameras for this permission set by unmarking the All Servers, All Cameras
checkbox; then click on Search for an Orchid or Camera to open a drop-down list of registered
servers and cameras. (Orchid Core VMS servers will be represented by an Orchid Core VMS logo;
individual cameras will be represented by a thumbnail.)

6. Click on a server or camera. As soon as you select a server or camera, another list will appear so you
can make another selection (if needed).

a. Press Esc if you don’t need to make another selection.
b. Toremove a server/camera, click the X to the right of the server/camera name.

7. When the permission set is complete, press the Done button.

Permissions Granted ©

L+

Abilities:
Live

Scope:
" All Servers, All Cameras

g

Abilities:
Playback

Scope:
Orchid Core VMS: IPConfigure Reception, Main Hall Entry - Aidant Al, Main Hall PTZ

=#= GRANT ANOTHER PERMISSION

8. If you need to add another permission set for this Permission Group, click the Grant Another
Permission button, then repeat steps 1 through 8.
9. To edit a permission set, click the Edit pencil that corresponds to the set you want to edit.
10. To delete a permission set, click the Remove button. (The set will be removed immediately.) If you
don’t see the Remove button, enter edit mode first by clicking the Edit pencil.

Permissions Revoked

The Permissions Revoked feature provides a way to eliminate the Permission Group’s ability to do certain
things for selected servers and cameras. This can be a great shortcut especially when, for example, there is
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only one camera out of many that requires some restricted access. In the sample below, the Permission
Group’s ability to view recorded video and export video has been revoked on two cameras. By adding
another permission set, this Permission Group will lose all abilities for another camera.

* Although not shown here, this Permission Group was granted All abilities on All Servers, All
Cameras. Permissions Revoked settings will override Permissions Granted settings. Keep
in mind how these settings will impact cameras and servers that are added to the system

later.

1. Go to the Permissions Revoked box.

Permissions Revoked @

@ Revoke Specific Abilities
w4~ for Selected Orchid Core

Export
VMS Servers and
[ A Servers, All Cameras CﬂmerﬂS

@omu Core VMS 5 .Orcniu:l Core VMS
Megzzaning &l Maezzaning Stairs

Revoke All Abilities for ™"

(- Vs Selected Orchid Core VV/MS
mx Ty Servers and Cameras

D All Servers, All Cameras
Servers and Cameras

Orchid Core VMS 5 0nmhid Care VMS 4
Benevolent Mest-up IPCa% Fisheye

& REMOVE ADOME

2. Select the ability you want to take away from the Permission Group by clicking on Type an Ability to

open a drop-down list of abilities. Available selections include the following: Live, Playback, Export,

PTZ, and All (which includes the other four abilities).

3. Click on the ability you want to eliminate. As soon as you select an ability, another list will appear so

you can make another selection (if needed).
a. Press Esc if you don’t need to make another selection.
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b. To remove an ability from the revoked list, click the X to the right of the ability name.

4. Mark the All Servers, All Cameras checkbox if you want this permission set to apply to all of the
registered Orchid Core VMS servers and associated cameras. (If marked, proceed to step 7. If left
unmarked, proceed to step 5.)

5. Select specific servers and cameras for this permission set by unmarking the All Servers, All Cameras
checkbox; then click on Search for an Orchid or Camera to open a drop-down list of registered
servers and cameras. (Orchid Core VMS servers will be represented by an Orchid Core VMS logo;
individual cameras will be represented by a thumbnail.)

6. Click on a server or camera. As soon as you select a server or camera, another list will appear so you
can make another selection (if needed).

a. Press Esc if you don’t need to make another selection.
b. Toremove a server/camera from the revoked list, click the X to the right of the server/camera
name.

7. When the permission set is complete, press the Done button.

Permissions Revoked ©

Abilities:

Export

Scope:
Orchid Core VMS: Mezzanine 360, Mezzanine Stairs

Abilities:
All

Scope:
Orchid Core VMS: Benevolent Meet-up, IPCafé Fisheye

< REVOKE ANOTHER PERMISSION

8. If you need to add another revoked permission set for this Permission Group, click the Revoke
Another Permission button, then repeat steps 1 through 8.
9. To edit a permission set, click the Edit pencil icon that corresponds to the set you want to edit.
10. To delete a permission set, click the Remove button. (The set will be removed immediately.) If you
don’t see the Remove button, enter edit mode first by clicking the Edit pencil.
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Add a Permission Group that Includes a
Member Group

=+ Thisis the Add icon.

1. Click the Add Permission Group button in the top-right corner of the Permission Group list. A New
Permission Group screen will open.

Mew Permission Group

Mew .Gl:u.up 3 ngnln.-up ;:f users with Mamber Groups
/- Select Member
e p— Groups

] Administrator Group

] ailapps

Grant and Revoke
Permissions
Permissions Granted © \ Permissions Revoked &

Newd 29 revake ACCESS 0 Cameas of features”?
Abilithes: o REVOKE PERMISSION

LivexX  Playbackx

[] an Servers, all Cameras

Servers and Cameras
& Orchid Core VMS ® Orchid Care YMS ® Orchid Cone YMS "
Experwnce Comer 150 Exputiance Cemier Cafe PTZ Exgermnce Conter South PTZ

e ]

2. Enter a name and a description for the new Permission Group in the Group Name and Group

Description fields.

3. To add member Permission Groups to this Permission Group, click on Search for a Group to open a
drop-down list of existing Permission Groups. Find and click on a Permission Group. As soon as you
select a Permission Group, another list will appear so you can make another selection (if needed).

a. Press Esc if you don’t need to make another selection.
b. To remove a Permission Group, click the X to the right of the Permission Group name.

* When you add a Permission Group as a member Permission Group, it will automatically
inherit the permissions of the main Permission Group.

* The software provides two locations at which you may assign user permissions. With the
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User feature, you assign user permissions (indirectly) by selecting the Permission Group(s)
to which the user belongs. With the Permission Groups feature, you assign users as
members of Permission Groups with specific abilities and access. While you don’t have to
select any members immediately upon adding a Permission Group, until you do, the
Permission Group will essentially be inactive.

4. To assign specific, limited permissions for this Permission Group, use the Permissions Granted and
Permissions Revoked features.

5. After all of the permissions are set, press the Save Group button.

6. When the Permission Group appears in the Permission Groups list, click Show Members to display
all of the users in the member Permission Group, or Hide to conceal them.

New Group 3 A group of users with Member Groups 04

Two Groups

Memb
emer Are Selected
Member Groups & /— as Members
Temp Group 7, Temp Group 8

Included Members: TempUserd, TemplUserS, TempUseré, TempUser7 Hide - Group Member Nam es Mﬁy
Be Displayed or Hidden

Permissions Granted

L+

Abilities: / Permissions Granted Give These

Live, Playbeck Groups Additional Access

Scope:
Orchid Core VMS: Experience Center 180, Experience Center Café PTZ, Experience Center South PTZ

Permission Groups may contain a combination of individual members, member Permission Groups, and
external groups.
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Add a Permission Group for Active Directory

=+ This is the Add icon.

The Permissions Group screen lists all of the Permission Groups that have been added. For each of these
Permission Groups, Orchid Fusion/Hybrid VMS displays a description of the Permission Group. If the
Fusion/Hybrid configuration file has been modified to add the Active Directory server(s), you may add

Permission Groups that pull users from your Active Directory.

* For details on modifying the Orchid Fusion VMS configuration file to add the Active
Directory server(s), please refer to the Orchid Fusion VMS Installation Manual. On Orchid

Hybrid VMS systems, IPConfigure Support personnel will modify the configuration file to

permit Active Directory authentication.

eow &

L T —————

o Orchid Hybrid

& usms Add New Group R ] T /00 PERMISSION GROUP

B CAMERA GROUPS
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3 Viewer

Group With —~— o troes

Active Directory
Users K @ >

* Default Permission Group

* You may use the default Permission Groups or add new Permission Groups as you deem

necessary.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups list. A New

Permission Group screen will open.
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2. Enter a name and a description for the new Permission Group in the Group Name and Group
Description fields.
3. Click on External Group Mapping.
4. Click in the Domain field and enter the name of the domain in which your target Active Directory users
exist.
5. Click in the Group field and enter the name of the group in which your target Active Directory users
exist.
6. Click the Add icon to add this new external group. As soon as you add the new external group,
another prompt will appear so you can enter another group (if needed).
a. If you don’t have any additional external groups to add, simply click in the white space to the
right of the Domain and Group fields.
b. To remove an external group mapping, click the Delete/Trash Can icon to the right of the group
name.

* Available members for an Active Directory Permission Group include all of the users that
are already defined in your Active Directory. For more details, please refer to your Active
Directory documentation.

* You may add external groups from Active Directory, Azure Active Directory, and FreelPA to
the same Permission Group, if desired.

7. If this Permission Group is going to have all of the permissions that an Administrator has (like adding
and deleting Orchid Core VMS servers, Users, and Permission Groups), mark the Administrator
Group checkbox. (If marked, no other settings will be required.)
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8. If this Permission Group is going to have specific, limited permissions, use the Permissions Granted

and Permissions Revoked features.

9. After all of the permissions are set, press the Save Group button.

Members

None

Member Groups ©

None

ipcad.test \ Test1

-+
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Live, Playback

Scope:
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Permissions Granted
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Add a Permission Group for Azure Active
Directory

=+ Thisis the Add icon.

The Permissions Group screen lists all of the Permission Groups that have been added. For each of these
Permission Groups, Orchid Fusion/Hybrid VMS displays a description of the Permission Group. If the
Fusion/Hybrid configuration file has been modified to add the Azure Active Directory properties (clientid,
clientsecret, endpoint, and domain), you may add Permission Groups that pull users from your Azure

Active Directory.

* For details on modifying the Orchid Fusion VMS configuration file to add the Azure Active
Directory properties, please refer to the Orchid Fusion VMS Installation Manual. On
Orchid Hybrid VMS systems, IPConfigure Support personnel will modify the configuration
file to permit Azure Active Directory authentication.

ERS

€ 5 O @ enhidinbidipeniganesn s gro

o0 Orchid Hybrid

Add New Group~,,

+ ADDPERMISSION GROUP

& UsEms

B CAMERA GROUPS
& PERMISSION GROUPS
A NOTIFICATIONS

N ussary

B ucEnsnG

€ VERSION INFORMATION Exfsting Groups K ! ° A

e pioiopcaimon Permission Groups 31-38 of 38
- MOTION ALERTER
Temp Group 7 A group of users o2
OMLINE TRAINING

USER MANUAL Temp Group & 02
Tomp Group &

Test User A o1

. 3 Viewer AV i wopiet arshm ot v somirel #T7 cammnes 02

Group with N o .

Azure A-D \ Active Direciory Oroup A pecsholde or s poienil sroupof &0 Usae -

Users e 40 Gove R — -

K @
*Default Permission Group

«¥s You may use the default Permission Groups or add new Permission Groups as you deem
necessary.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups list. A New

Permission Group screen will open.
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MNew Permission Group

Mu; AI.J Group A Diacehc-l:ler for @ Group with Azure AD Users En ter GrOUp
Name and

Description
® Click to Expand

4

l-ExTERNALGRUUPMnPPINGv §e’ect AzureAD GfOUpS

External Active Dinectory, FreelP4 and / or Azure ActivgfDirecrony groups can e mapped 1 his permis

orchidsecurity.com / FusionTesters 48

- Click to Add
archidsecurity.com IpconfigureTesters +

O Administrator Group

remissions srea © G raNt and Revoke Permissions Revoked ©

Permissions
o a A
Abilities:

LiveX PlaybackX PTZX

All Servers, All Cameras

o

2. Enter a name and a description for the new Permission Group in the Group Name and Group
Description fields.
3. Click on External Group Mapping.
4. Click in the Domain field and enter the name of the domain in which your target Azure Active Directory
users exist.
5. Click in the Group field and enter the name of the group in which your target Azure Active Directory
users exist.
6. Click the Add icon to add this new external group. As soon as you add the new external group,
another prompt will appear so you can enter another group (if needed).
a. If you don’t have any additional external groups to add, simply click in the white space to the
right of the Domain and Group fields.
b. To remove an external group mapping, click the Delete/Trash Can icon to the right of the group
name.

* Available members for an Azure Active Directory Permission Group include all of the users
that are already defined in your Azure Active Directory. For more details, please refer to
your Azure Active Directory documentation.

* You may add external groups from Active Directory, Azure Active Directory, and FreelPA to
the same Permission Group, if desired.

7. If this Permission Group is going to have all of the permissions that an Administrator has (like adding
and deleting Orchid Core VMS servers, Users, and Permission Groups), mark the Administrator
Group checkbox. (If marked, no other settings will be required.)
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8. If this Permission Group is going to have specific, limited permissions, use the Permissions Granted

and Permissions Revoked features.

9. After all of the permissions are set, press the Save Group button.

Members

None

Member Groups &

orchidsecurity.com \ IpconfigureTesters

©

Abilities:
Live, Playback, PTZ

Scope:
+ All Servers, All Cameras

Azure AD Gl‘ol.m A placeholder for a Group with Azure AD Users

*~— Group Name and

Selected Azure Active
Directory Groups

MNone
External Group Mappings &
orchidsecurity.com \ FusionTesters

Permissions Granted

Permissions Granted to the
Selected Azure Active Directory
Groups

Description

[ DELETE GROUP

# EDIT GROUP
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Add a Permission Group for FreelPA

=+ This is the Add icon.

The Permissions Group screen lists all of the Permission Groups that have been added. For each of these
Permission Groups, Orchid Fusion/Hybrid VMS displays a description of the Permission Group. If the
Fusion/Hybrid configuration file has been modified to add the FreelPA servers property, you may add
Permission Groups that pull users from FreelPA.

* For details on modifying the Orchid Fusion VMS configuration file to add the FreelPA
property, please refer to the Orchid Fusion VMS Installation Manual. On Orchid Hybrid
VMS systems, IPConfigure Support personnel will modify the configuration file to permit
Free IPA authentication.

& Orchid Hybrid

= sumens Add New Group~g,

& USERs

+ ADD PERMISSION GROUP

B0 CAMERA GROUPS
& PERMISSION GROUPS
B NOTIFCATIONS

M uesary

e Existing
) VERSION INFORMATION K 1 ° 3
- DioicP caRBON GrO Ups Permission Groups 31-39 of 39
#4=  MOTION ALERTER
Temp Group 7 group of users n;
ONLINE TRAINING
USER MANUAL Tomp Group B A group of users n2

Tamp Group 9

Test User

2 Viewer [

How Group 3 [

Group with v ictory G -
Free IPA User\ dam ey e
Froe IPA Group -

o @ *Default Permission Group

«%s You may use the default Permission Groups or add new Permission Groups as you deem
necessary.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups list. A New
Permission Group screen will open.
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o0 ko

New Permission Group

lérel:e IIIF;A-Gmup A pla‘c-eh.c:l.der ffior & group with Free IPA Users \Eﬂ ter Gro Up
Name and
: Description
o Click to Expand

1 EXTERNAL GROUP MAPPING w

Select FreelPA Groups

External Active Directory, FreeiPd and / or Aglfe Act

example.com / FusionUsens ™ &

. «—— Click to Add

example.com FusionUsers2

100 Administrator Group

Permissions Granted © Grant and Re VOke Permissions Revoked @

Permissions
o Need o -Y‘N*J.‘ @CCEss (0 cameras or -’l‘ﬁfhl‘t"s"
Abilities: + REVOKE PERMISSION
LivexX  PlaybackXx | Ability

All Servers, All Cameras

|

Enter a name and a description for the new Permission Group in the Group Name and Group
Description fields.
Click on External Group Mapping.
Click in the Domain field and enter the name of the domain in which your target FreelPA users exist.
Click in the Group field and enter the name of the group in which your target FreelPA users exist.
Click the Add icon to add this new external group. As soon as you add the new external group,
another prompt will appear so you can enter another group (if needed).
a. If you don’t have any additional external groups to add, simply click in the white space to the
right of the Domain and Group fields.
b. To remove an external group mapping, click the Delete/Trash Can icon to the right of the group
name.

«¥s Available members for a FreelPA Permission Group include all of the users that are already

defined in your FreelPA directory. For more details, please refer to your FreelPA
documentation.

* You may add external groups from Active Directory, Azure Active Directory, and FreelPA to

the same Permission Group, if desired.

If this Permission Group is going to have all of the permissions that an Administrator has (like adding
and deleting Orchid Core VMS servers, Users, and Permission Groups), mark the Administrator
Group checkbox. (If marked, no other settings will be required.)

If this Permission Group is going to have specific, limited permissions, use the Permissions Granted
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and Permissions Revoked features.
9. After all of the permissions are set, press the Save Group button.
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Add an “All APPs” Permission Group

=+ This is the Add icon.

Orchid Fusion/Hybrid VMS supports custom applications through the APPs feature. When the APPs feature
is activated, you will have the ability to create a Permission Group to define who will have access to one or
all of your custom applications. Any users that are in an Administrator Group will automatically have access
to the APPs. All other users will need to be given specific access.

«¥s The APPs feature requires additional configuration. Please refer to the Orchid Fusion VMS
APPs section for more details. On Orchid Hybrid VMS systems, IPConfigure Support
personnel will modify the configuration file to activate the APPs feature.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups list. A New
Permission Group screen will open.

Mew Permission Group

AF'F:'EII-AJI APPs A gmup D:flusers with access to All APPs
~— Enter Group Name
TempUser7 X Templiserd " z g .
nd Description
° ~— Select Group LB
Members

] Administrater Group . .

o Designate This as an

All APPs Group
(+ -~
v 4— Leave Blank to Keep
APPs and Abilities

All Servers, All Cameras

B REMOVE

Separate

ADONE

# GRANT ANOTHER PERMISSION

CANCEL SAVE GROUP

2. Enter a name and a description for the new Permission Group in the Group Name and Group
Description fields.

3. Select a member for the new Permission Group by clicking on the Search for a User field; this will
open a drop-down list of Orchid Fusion/Hybrid VMS users. Find and click on a user. As soon as you
select a member, a list will appear so you can make another selection (if needed).

a. Press Esc if you don’t need to select another member.
b. To remove a member, click the X to the right of the member name.
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* The software provides two locations at which you may assign user permissions. With the
User feature, you assign user permissions (indirectly) by selecting the Permission Group(s)
to which the user belongs. With the Permission Groups feature, you assign users as
members of Permission Groups with specific abilities and access. While you don’t have to
select any members immediately upon adding a Permission Group, until you do, the
Permission Group will essentially be inactive.

4. Click on the Search for a Group field to add a Member Group as a member of this group. As soon as
you enter a Member Group, a prompt will appear so you can enter another Member Group (if needed).
a. Press Esc if you don’t need to select another Member Group.
b. To remove a Member Group, click the X to the right of the Member Group name.
5. If this Permission Group is going to have access to all of your custom applications, mark the All APPs
checkbox.
6. If this Permission Group is going to have specific, limited permissions to abilities and cameras, use
the Permissions Granted and Permissions Revoked features (but it might be less complicated to leave
these blank, essentially keeping standard permissions and APP permissions separate).

* When you grant a user permission to an APP, the system accounts for the cameras that the
user has access to, so there may be no need to grant and revoke standard permissions
again. By default, each new Permission Group will be granted Live abilities for All Servers,
All Cameras. If you want to keep your typical permissions separate from the APPs
permissions, make sure no abilities are selected.

7. After all of the permissions are set, press the Save Group button.
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Add a Permission Group for Selected APPs

=+ This is the Add icon.

«¥s The APPs feature requires additional configuration. Please refer to the Orchid Fusion VMS
APPs section for more details. On Orchid Hybrid VMS systems, IPConfigure Support
personnel will modify the configuration file to activate the APPs feature.

1. Click the Add Permission Group button in the top-right corner of the Permission Groups list. A New
Permission Group screen will open.

New Permission Group

Enter Group Name

Ams.-.h-lonon Alertes A QIW-D of users with access 1o the Motion Alerter APP
and Description
TemplUser] X  TemplUser2 X
o \ Select Group
Members

] Administrator Group

D) At repe Select One or More
S— / Specific APPs

.. Leave Blank to Keep e
<*— APPs and Abilities

-

B m

2. Enter a name and a description for the new Permission Group in the Group Name and Group

Description fields.
3. Select a member for the new Permission Group by clicking on the Search for a User field; this will

open a drop-down list of Orchid Fusion/Hybrid VMS users. Find and click on a user. As soon as you
select a member, a list will appear so you can make another selection (if needed).

a. Press Esc if you don’t need to select another member.

b. Toremove a member, click the X to the right of the member name.

* The software provides two locations at which you may assign user permissions. With the
User feature, you assign user permissions (indirectly) by selecting the Permission Group(s)
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to which the user belongs. With the Permission Groups feature, you assign users as
members of Permission Groups with specific abilities and access. While you don’t have to
select any members immediately upon adding a Permission Group, until you do, the
Permission Group will essentially be inactive.

4. Click on the Search for a Group field to add a Member Group as a member of this group. As soon as
you enter a Member Group, a prompt will appear so you can enter another Member Group (if needed).
a. Press Esc if you don’t need to select another Member Group.
b. Toremove a Member Group, click the X to the right of the Member Group name.
5. If this Permission Group is going to have access to specific custom applications, click on the Search
for an APP field. As soon as you select an APP, a prompt will appear so you can select another APP
(if needed).
a. Press Esc if you don’t need to select another APP.
b. Toremove an APP, click the X to the right of the APP name.
6. If this Permission Group is going to have specific, limited permissions to abilities and cameras, use
the Permissions Granted and Permissions Revoked features (but it might be less complicated to leave
these blank, essentially keeping standard permissions and APP permissions separate).

* When you grant a user permission to an APP, the system accounts for the cameras that the
user has access to, so there may be no need to grant and revoke standard permissions
again. By default, each new Permission Group will be granted Live abilities for All Servers,
All Cameras. If you want to keep your typical permissions separate from the APPs
permissions, make sure no abilities are selected.

7. After all of the permissions are set, press the Save Group button.
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Edit Permission Group

g
& This is the Edit pencil icon.

The Permission Groups can be changed at any time through the Permission Groups screen.

1. Click on one of the Permission Groups in the Permission Groups list. The entry will expand to display
all of the Permission Group settings.

Members
TempUserl, TempUser2

Member Groups ©

Apps

Motion Alerter

[+

Abilities:
X MNo abilities selected

Scope:
+" All Servers, All Cameras

4 DELETE GROUP

APPs - Motion Alerter A group of users with access to the Motion Alerter APP

Click on the Permission

Group to Expand It

Permissions Granted

Click Edit
Group

# EDIT GROUP

2. To edit the Permission Group, click the Edit Group button at the bottom of the expanded entry. The

Edit Group screen will open.

3. Edit any of the available fields, as needed.

4. Click the Save Group button. All of the changes will be effective immediately.
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Delete Permission Group

]ﬁl This is the Delete / Trash Can icon.

1. Click on one of the Permission Groups in the Permission Groups list. The entry will expand to display

all of the Permission Group settings.

APPs - Motion Alerter A group of users with access to the Motion Alerter APP 02
Members . . .
TempUser1, TempUser2 Cth On the Permf.SSfOn
Member Groups © Group to Expand It
Apps
Motion Alerter
Permissions Granted

(+)

Abilities:
Mo abilities selected

Scope:
+ Al Servers, All Cameras Click Delete

Group

T DELETE GROUP # EDIT GROUP

2. To delete the Permission Group, click the Delete Group button at the bottom of the expanded entry.
3. The software will ask for confirmation before deleting the Permission Group.
4. Click the Delete button. The Permission Group will be deleted immediately.
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Search for a Permission Group

If you have more than 30 Permission Groups (by default), the Permission Groups list will extend beyond one
page. When this happens, the software will automatically activate the search feature. Especially useful with
large systems, this feature will help you find specific Permission Groups quickly.

Search the Permission Groups List

The Search field will appear at the top of the Permission Groups screen. It supports searching by
permission group names, using single and multiple search tags.

1. Click into the Search field to start your search.
2. Type one or more search tags (clicking Enter after each).
a. A single search tag with multiple terms (words or numbers) will initiate a search for results that
include all of the terms in the tag.
b. Multiple, single-term search tags will initiate a search for results that include at least one of
those tags.

Each time you press Enter, the Permission Groups screen will update to display all of the groups that
contain the tag(s).

/ Enter One or More
TestX Search Terms Here
Permission Groups 1-2 of 2

EndUserTesting A group of users for specifying permissions ‘—\__ Rev;ew Search

Test User A group of users for specifying permissions Res U”’S G 1
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Notifications

Orchid Fusion/Hybrid VMS Administrators have the ability to configure Notifications. A Notification will send
an alert to selected recipients when a defined trigger event occurs. More specifically, the system may be
configured to monitor for a camera or server becoming unavailable, a server error, or an /O error.

In many cases, a single, somewhat global Notification will fulfill your needs. Other situations, however, may
demand more flexibility. The Notifications feature manages these additional demands by allowing
customized scope (one or more cameras, one or more servers), combinations that use multiple triggers and
actions, as well as multiple SMTP servers (if necessary).

* Use of this feature is optional, but recommended by IPConfigure, because it can help to
minimize gaps in video availability by identifying problems quickly.

If you are taking the time to configure Notifications, you should consider setting a custom, public URL for the
Fusion server. This public URL will be displayed in Notification emails. To set this public URL, you’ll need to
edit the Fusion configuration file. For details, please refer to the Fusion Server Settings section of the
Orchid Fusion VMS Installation Guide.

* On Orchid Hybrid VMS systems, IPConfigure Support personnel will need to configure the
SMTP server and set a public URL.
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Access the Notifications Screen

1. Open the System Menu in the top-right corner of the screen and select Notifications.

The Orchid Fusion/Hybrid VMS Notifications screen will appear. This screen displays a list of all the current
SMTP Servers and Notifications, and gives you the ability to add, edit, and delete them.

o Orchid Fusion
= SERVERS . A

Available Add Mail Server
& ustRs . SMTP Servers T~
B CAMERA GROUPS M ai I E
@ PERMISSION GROUPS Servers Jay T4.195.248.163.5025 , ]‘E[
A NOTIFICATIONS [ smtp.mailgun.com PR
M uBRARY
€  VERSION INFORMATION
ﬁ. MOTION ALERTER Camera Alerting Demo Alarts on any unreachable camera / =
[ "

ey / Cort Test Server Alerts Alarts for mini-tower test server in Cort's office A dd =
Def’n ed IPConfigure Fusion Demo NO ff:ﬁCG UOH =

Site Health Alert

No tfffca tfons Jay Notification 21021 8@immixalarms.com =
Picture Loss Camera Loss =
Server error All storage ermors =

» Click on any row that represents an SMTP Server to open the Edit dialog.
« Click on any row that represents a Notification to expand or collapse the Notification details. (When
expanded, you may elect to delete or edit the Notfification.)

* If you are using Orchid Hybrid VMS, do not attempt to edit or delete the SMTP server
selection. This will be set by IPConfigure Support and should remain as the default.
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Add an SMTP Server

=+ This is the Add icon.

Before any email alerts can be sent, at least one Simple Mail Transfer Protocol (SMTP) Server must be
configured. Generally, only one SMTP server is required, but this will depend on how (and perhaps to
whom) you want to send alerts. If you, for example, want to send alerts to both internal and external
recipients, you may also want these to be routed through different servers. In this case, you would need
more than one SMTP server.

* This section only applies if you are working in Orchid Fusion VMS. In Orchid Hybrid VMS
systems, all SMTP server configuration must be performed by IPConfigure Support
personnel.

* If you don’t currently have access to an SMTP server, you might try mailgun (which is easy
to set up and inexpensive to use).

1. Click the Add SMTP Server button in the top-right corner of the Notifications screen. A New SMTP
Server screen will open.

New SMTP S
. SNEL Enter a Name for the x

SMTP Server Name /MG’I Server

New SMTP Server

e /Enter the Server Address
sample.smtp.com [] Enable TLS

/Enter the Server Credentials

SMTP Username * SMTP Password *
demo@smtp.ipconfigure.com Click Save SMTP
Settings
CUSTOM SETTINGS (ADVANCED) »
Send Test \

PR e

2. First, enter a name for the new SMTP Server.

3. Then enter the address for the new server. (Example: smtp.mailgun.org) If you don’t specify a port
number in the address, the system will use default port number 587.

4. Mark the Enable TLS checkbox if you need to add Transport Layer Security. (In order to use TLS, the
SMTP Server you are adding must support a secure connection.)

5. Next, enter the credentials that allow you to use the selected mail server (SMTP username and
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password).
6. If you need to add custom settings for the SMTP server, click the down arrow to access the Custom
Settings (Advanced) fields.
a. Use the Key field and the Value field to enter necessary info.
b. Click the +icon to finalize the custom setting.
c. Click the Trashcan icon to delete a custom setting.

* These custom settings are being made available in the unlikely event they will be needed. If
you'd like to learn more about these custom settings, please reference this public resource:
https://javaee.qithub.io/javamail/docs/api/com/sun/mail/smtp/package-summary.html

7. If you want to verify the SMTP server, click the Send Test Email button.
a. Enter the email address for the test message, then click the Send button.
8. Once all the settings have been entered, click the Save SMTP Settings button to save the server.
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Add a Notification

=+ This is the Add icon.

As mentioned earlier, you may configure one or more notifications, depending on your needs. We'll cover
each of the basic options step-by-step to show what’s available.

If you are trying to decide whether to create just one or multiple Notifications, you’ll need to have an
understanding of how they work. An Immediate Email alert is pretty simple; if a valid trigger event occurs,
the system will send an email with details on the trigger event. If you set up a Daily Email Digest alert, the
system will send a daily summary of the trigger events that have been defined within that Notification (even
if none of the trigger events occurred). For example, assume you have a Notification that monitors for
Server Unreachable events only. During the day, two Camera Unreachable events occur, but no Server
Unreachable events occur. Your next Daily Email Digest will report that “No notifications were sent today”
because it is only monitoring for Server Unreachable events. (As an added benefit, the Daily Email Digest
will confirm that the alert system is working, even when no events occur.)

You'll also want to consider what recipients want or need to know. While front line people may want to be
alerted each time a camera goes down, upper level personnel may only want to know if a server goes down
(which is obviously a larger problem). In this situation, you would need to configure at least two
Notifications: one Immediate alert that covers cameras (and perhaps servers), and one Immediate alert for
servers.

You may, instead, have upper level personnel that prefer to receive a daily summary (that covers all types
of issues). In this situation, you can simply add a Daily Email Digest action item to any or all of the defined
Notifications.

* The Notification dialog has several key sections: the description (at the top), one or more
Notification Triggers, and one or more Actions. You may need to use the scroll bar along
the right edge of the dialog to view and work with each of these elements.

1. Click the Add Notification button at the top-right corner of the Notifications list. The New Notification
screen will open.
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New Notification 4

Enter Name and Description

Notification Name/Subject

Sample Alert Covers all alerts

<«— Mark the Checkbox to

Notification Enabled o
Enable the Notification

2. Enter a name for the Notification in the Notification Name field. (Email alerts sent for this Notification
will use this Notification Name as the email subject.)

3. Enter a general definition for the Notification in the Notification Description field.

4. Mark the Notification Enabled checkbox to activate the Notfification. (Remove the mark from the
Notification Enabled checkbox to deactivate the Notification.)

5. Scroll down to the Notification Triggers section to continue.

Notification Triggers

In the Notification Triggers section, you may select one or more events that may initiate a Notification.
(Notice that by default, the New Notification dialog includes a Camera Unreachable trigger, a Server
Unreachable trigger, and a Server Error trigger. Scroll down to view all of these and remove any triggers
that you don’t wish to use.)

Camera Unreachable/Server Unreachable Trigger

1. Click on the Trigger Event drop-down list and select Camera Unreachable or Server Unreachable.
The settings for the Camera Unreachable and Server Unreachable triggers are very similar.
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New Notification X

Notification Triggers

Select Trigger

oc:ameraun eachable -/ Type Selectable

Timing
A notification will be sent when a camera becomes unreachable for 5 minutes.

Before another notification will be sent, the camera must be online for at least 5 minutes

Cameras that become unreachable because a server becomes unreachable will not send notifications

anycamera q— M ark to Select All Cameras, or
EcludngThesecameras [ egve Unmarked to Select Specific
| Cameras

i REMOVE . . ~DONE
=3 When This Trigger Is Complete —
cocn. T

2. Determine how long the camera/server must be unreachable before an alert is sent. Enter this number
in the first minutes field.

3. Determine how long the camera/server must be back online before another unreachable event may
qualify as a trigger. Enter this number in the second minutes field. (These timing settings help to
eliminate nuisance alerts.)

4. Mark the Any Camera checkbox if you want to be alerted when any camera goes offline. (Mark the
Any Server checkbox if you want to be alerted when any server goes offline.) Then you can click into
the Search field if you want to exclude any cameras (or servers).

5. Unmark the Any Camera (Any Server) checkbox if you prefer to select specific cameras (or servers)
for the alert. Then click in the Search field to identify those cameras (or servers).

6. Click the Remove button if you want to delete this trigger.

7. Click the Done button if you want to save this trigger.

8. If you would like to define another alert trigger, scroll to the next default trigger (if applicable), or click
the Add Another Trigger button. (You may add multiple triggers, just keep in mind that they will all
be sent to selected recipients. You may have to scroll down to find this button.)

9. If you are finished with trigger settings, remove any unwanted triggers, then scroll down to the Actions
section to continue.

Server Error Trigger

1. Click on the Trigger Event drop-down list and select Server Error.
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New Notification b 4

o

Trigger Event Select Trigger Type
Server Error '/ Selectable Timing

A notification will be sent as soon as possible when a server restarts, enters degraded mode due t% storage error or
license expiration, or stops writing video files. Notifications will be sent no more than once every 5 minutes.

Any Server

™~ Select All Servers or
Excluding These Servers SpECf:ﬁ'C Servers

When Trigger Settings ~
Add Another Complete

Trigger? \

fi] REMOVE ADONE

If you select a Server Error trigger, there are three events that will cause the system to send an alert.

» A selected Orchid server restarts

+ A selected Orchid server enters a degraded state (due to storage device error or license error). (This
event can only be detected on Orchid servers running Orchid version 2.4.0 or greater.)

+ At least one of an Orchid server’'s cameras has a problem. (It is running and configured for
Continuous Recording or Motion Adaptive Frame Rate, but no new video archives have been written
in the last 3 minutes.)

2. Determine how long you want the system to wait (in minutes) before sending any other Server Error
alert, then enter this number in the minutes field.

3. Mark the Any Server checkbox if you want to be alerted when a Server Error occurs on any server.
Then you can click into the Search field if you want to exclude any servers.

4. Unmark the Any Server checkbox if you want to select specific servers for the alert. Then click in the
Search field to identify those servers.

5. Click the Remove button if you want to delete this trigger.

Click the Done button if you want to save this trigger.

7. If you would like to define another alert trigger, scroll to the next default trigger (if applicable), or click
the Add Another Trigger button. (You may add multiple triggers, just keep in mind that they will all
be sent to selected recipients. You may have to scroll down to find this button.)

8. If you are finished with trigger settings, remove any unwanted triggers, then scroll down to the Actions
section to continue.

o

* For more information on the Orchid degraded state, please refer to the Orchid Core VMS
Administrator Guide.
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* For a more detailed review of Server Error Notifications, please refer to the Understanding
Server Error Notifications knowledge base article on our website.

I/O Error Trigger

1. Click on the Trigger Event drop-down list and select I/O Error.

New Notification x

B Select Trigger Type
voEror - 4 gaervp Selectable Timing

A notification will be sent as soon as possible when video files cannot bggfritten to disk due to insufficient storage
throughput. Notifications will be sent no more than once every 5 minutes.

Any Server \

Excluding These Servers

Select All Servers or
Specific Servers

When Trigger Settings ~~
Complete

<= ADD ANOTHER TRIGGER

[l REMOVE ADONE

Add Another
Trigger?

If you select the I/O Error trigger, the system will send an alert if it detects that video files (for a selected

server) cannot be written to the disk fast enough to complete the write. (This event can only be detected on

Orchid servers running Orchid version 2.4.0 or greater.)

2. Determine how long you want the system to wait (in minutes) before sending any other I/O Error alert,

then enter this number in the minutes field.

3. Mark the Any Server checkbox if you want to be alerted when an I/O Error occurs on any server. Then

you can click into the Search field if you want to exclude any servers.

4. Unmark the Any Server checkbox if you want to select specific servers for the alert. Then click in the

Search field to identify those servers.
5. Click the Remove button if you want to delete this trigger.
6. Click the Done button if you want to save this trigger.

7. If you would like to define another alert trigger, scroll to the next default trigger (if applicable), or click

the Add Another Trigger button. (You may add multiple triggers, just keep in mind that they will all
be sent to selected recipients. You may have to scroll down to find this button.)

8. If you are finished with trigger settings, remove any unwanted triggers, then scroll down to the Actions

section to continue.
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* For a more detailed review of I/O Error Notifications, please refer to the Understanding 1/O
Error Notifications knowledge base article on our website.

Actions

In the Actions section, you will select which alert type will be generated by the Notification and to whom the
alert will be sent.

1. Click on the Trigger Action drop-down list to select one of two options: Immediate Email or Daily Email
Digest.

If you select Immediate Email, a Notification will be sent each time a valid trigger event occurs.

If you select Daily Email Digest, a Notification will be sent at the same time each day (at a selected time).
This alert will summarize all of the alerts that were sent in the previous 24-hour period that pertain to this
Notification. This alert will be sent even if no triggered alerts occurred (so you can tell that the system is
working).

New Notification

Timin Dail
~ 16 @ 00 / g.for atty
Digest

A daily email containing a digest of all triggered events will be sent to Orchid Fusion VMS Users, Permission Group members, and any
additional email addresses provided.

Daily Email Digest

/Select Internal Recipients

TempViewerM >  TempUser3 x

[2]

/Seiect External Recipients

IPCSEC@ipconfigure.com X

/Sefect SMTP Server

Mailgun = noreply@example.com

When Action Settings Are Complete —% ™"

2. If you select Daily Email Digest, use the Send Digest At field to define the send time for the daily alert.
3. Once the trigger action is selected, you need to select the recipients for the alert.

a. Click in the Search for a User field to select individual users as recipients.

b. Click in the Search for a Group field to select entire Permission Groups as recipients.

c. Click in the Type an Email field to enter the email addresses for external recipients.
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4.

o

The last action setting allows you to select the SMTP Server that will send the alert. If only one SMTP
server was configured, it will already be selected for you. If you need to select a different one, click on
the SMTP Server drop-down list to select it. (Remember: IPConfigure Support will need to configure
your SMTP server if you are working in Orchid Hybrid VMS.)

a. If you want to include a custom return email address with the alert, click in the SMTP From-

Address field to enter it.

Click the Remove button if you want to delete this action.
Click the Done button if you want to save this action.
Click the Add Another Action button to define another action. (You may add multiple actions if, for
example, you want to define both an Immediate Email and a Daily Email Digest, or if you are using
different SMTP servers. You may have to scroll down to find this button.)
When you are finished with all of the settings, click the Save Notification button to keep this
Notification. This new Notification will now appear in the Notifications list.

* Each Notification requires at least one completely defined trigger and one defined action

(including at least one recipient with an email address). If any of these elements are
missing, the Notification will be listed, but will display an error. Most of these incomplete
Notifications will result in no alerts being sent. If the incomplete Notification is a Daily Email
Digest, a daily alert will be sent that says no alerts were sent.
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The following is an example of an Immediate Email alert for a Camera Unreachable trigger event. It lists the
camera’s IP address, along with the camera type. It also includes a link to the Orchid Core VMS Server (on

which the camera is registered).

Camera Down D Inbox x

noreply@example.com via mg ipconfigure. com
to

00 Orchid Fusion VMS

Unavailable Cameras

Orchid Burn Windows Bravo
http://orchid-burn-windows-bravo.ipconfigure.com
Status: 1 cameras offline

192.168.105.160 (192.168.105.160)
Stream State: idle
Model: AXIS M3005

One or more cameras or servers connected to Orchid Fusion VMS at 0.0.0.0:8888 have been detected as having issues

The following is the top section of a sample Daily Email Digest alert that shows multiple Server Restarts and

Server Degraded events. The alert includes event timing and server information.

Storage error Digest D inbox x

noreply@example.com via mg ipconfigure.com
o~

0 Orchid Fusion VMS

7 notifications were sent today.

Event occurred at: Tue, 13 Aug 2019 01:04:29 PM +0000 (Etc/UTC)

Server Restarts

Cort's Server
http://orchid.ipconfigure.com:8077

+0000 (Etc/UTC) the server restarted 1 time.

W o~

Tue, Aug 13, 4:00 PM (17 hours ago)

Warning: Between Tue, 13 Aug 2019 01:03:29 PM +0000 (Etc/UTC) and Tue, 13 Aug 2019 01:04.:29 PM

The following is an example of a Daily Email Digest alert with no Notifications to report
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Server Down Digest © inbox x

noreply@example.com via mg.ipconfigure.com
to -

2 Orchid Fusion VMS

No notifications were sent today.

&, Reply m» Forward
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Edit or Delete an SMTP Server

* This section only applies if you are working in Orchid Fusion VMS. In Orchid Hybrid VMS
systems, all SMTP server configuration must be performed by IPConfigure Support
personnel.

Edit an SMTP Server

N
& This is the Edit pencil icon.

The SMTP Server can be changed at any time through the Notifications screen.

1. To edit the SMTP Server, click the Edit pencil icon at the right end of the server entry. The Edit
screen will open.

2. Edit any of the available fields, as needed.
Enter the SMTP password.

4. Click the Save SMTP Settings button. All of the changes will be effective immediately.

w

Delete an SMTP Server

'@I‘ This is the Delete / Trashcan icon.

1. To delete the SMTP Server, click the Trashcan icon at the right end of the server entry.
2. Click the Delete button to confirm. The SMTP Server will be deleted immediately.
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NS
& This is the Edit pencil icon.

The Notifications can be changed at any time through the Notifications screen.

1.

Click on one of the Notifications in the Notifications list. The entry will expand to display all of the
Notification settings.

=

o

Triggers

Actions

Server error \ All storage errors

Click on the Notification to Expand It

Server Error

A notification will be sent when a server restarts, enters degraded
or stops writing video files. There will be at least a 1 minute delay|

Servers:
+ Any Server

Daily Email Digest

A daily email containing a digest of all triggered events will be sef]

Permission Group members, and any additional email addresses

Edit Server error

Al storage emors

0 otlfcation Enaled \When the Edit Screen Opens, Edit
General Info at the Top, or Click
Netfcaton Tiggers the Edit Pencil Icon to Edit Other

Sarver Eror

© Elements of the Notification

Recipients:

Emall: AlnusereiPcontourecon— Then Click Edit \
Notification

18 DELETE NOTIFICATION

To edit the Notification, click the Edit Notification button at the bottom of the expanded entry. The
Edit screen will open.

Edit any of the available fields, as needed.
The general details (name, description, enable/disable) are immediately available for editing.
To edit one of the triggers, click the Edit pencil icon at the lower-right corner of the trigger

a.
b.

C.
d.
e.

listing.

To add another trigger, click the Add Another Trigger button.
To edit one of the actions, click the Edit pencil icon at the lower-right corner of the action listing.
To add another action, click the Add Another Action button.
When all changes are complete, click the Save Notification button. All of the changes will be

effective immediately.
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Delete Notification

]ﬁl This is the Delete /| Trashcan icon.

1. Click on one of the Notifications in the Notifications list. The entry will expand to display all of the
Notifications settings.

Server error 4l storage errors =
Triggers \Cﬁck on the Notification to Expand It

o

Server Error

A notification will be sent when a server restarts, enters degraded mode due to a storage error or license expiration,
or stops writing video files. There will be at least a 1 minute delay between notifications.

Servers:
« Any Server

Actions

o

Daily Email Digest

A daily email containing a digest of all triggered events will be sent at 16:00 (EST) to Orchid Fusion VMS Users,
Permission Group members, and any additional email addresses provided.

Recipients:

Emails: AlertUser@IPConfigure.com Th en Chck Delete

/ Notification :

2. To delete the entire Notification, click the Delete Notification button at the bottom of the expanded
entry.
3. Click the Delete button to confirm. The Notification will be deleted immediately.
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The Library Feature

The Library feature allows for exporting important video clips to the Orchid Fusion/Hybrid VMS server for
long-term storage. These clips are automatically made available to all Orchid Fusion/Hybrid VMS
Administrators. (With a standard export, the video file is saved to the hard drive of the client machine that
performed the export, which may not be readily accessible.)

Beginning in version 21.3, the Orchid Fusion/Hybrid VMS Library supports saving these clips to an external
cloud storage service. Available options include Box.com, Dropbox, Google Drive, Microsoft OneDrive, and
others. With this option, exported clips will be sent directly to the external service for storage and sharing.
This functionality requires some additional configuration that is covered in the Orchid Fusion VMS
Installation Guide.

Beginning in version 22.3, the Orchid Fusion/Hybrid VMS Library will apply a secure digital signature to
each exported clip, by default. This provides a means by which the video’s authenticity can be verified. (You
may disable this feature, if desired, by editing the Fusion properties file. For more information, please refer
to the Orchid Fusion VMS Installation Guide.)

* On Orchid Hybrid VMS systems, IPConfigure Support personnel will need to configure the
system to work with an external cloud storage service.

* You must be a member of an Administrator group to export library items and to access the
Library feature.
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Access the Library Feature

1. Open the System Menu in the top-right corner of the screen and select Library.

The Orchid Fusion/Hybrid VMS Library screen will appear. This screen displays a list of all the Library items
that have been saved (if any), and gives you the ability to add, search, sort, download, and delete them. (If
your Library items are being stored in an external cloud storage location, the Download button is replaced

by an Open button.)

0 Dt byt VMG - PContg X |+

€ C @ orhid-hybridipconfigurecom/#/ibrary

oD Orchid Hybrid

= SERVERS

& UseRs

B¢ CAMERA GROUPS

& PERMISSION GROUPS
B NOTIFICATIONS

M LiBRARY

5 Licensing

€ VERSION INFORMATION
F5- DIGIOP CARBON

3= MOTION ALERTER

ONLINE TRAINING

Library Items

USER MANUAL / [ ©ne Minute Test
Condensed

0 lllegal trailer parking

Add Library Item —.
« Library Search & Sort~

'I(°2 2l

Created On M H

Thumbnail Preview \ E
bl

B
|

Copyright © 2022 IPConfigure

Page 191 of 233



IPConfigure Orchid Fusion/Hybrid VMS Administrator Guide - 22.3_en

Add an Item to the Library

+ This is the Add icon.

4

me=  This is the Exporticon.

There are a couple of ways to add an item to the Library (for permanent storage or sharing). The first
method is to export the Library item directly from the Stage, much like you would perform an export to your
client device. The second method allows you to add the item from the Library screen.

Beginning in version 22.3, when multiple recording streams are available for a selected Player, the system
will export the highest resolution stream, by default. The user will also have the ability to choose which
stream to export.

Add Library Item via Export

If you want to add an item to the Library from the Stage, you’ll need to start by using the Export feature.
While the export feature typically saves files to the client system hard drive, with the addition of the Library,
Administrators will have the option to export video to the Orchid Fusion/Hybrid VMS server hard drive (or to
an external cloud storage service, if configured).

* You may use the Quick Export or the Timeline-based Export method to save an item to the
Library. (The Quick Export method is described here.)

1. First, be sure that the Players you need are on the Stage.
2. Click the Exporticon on the Timeline Bar. The Save Video screen will appear.
3. Select the Library tab.
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saeviieo Sefect Start & End Pointsx

& DOWNLOAD M LIBRARY
Create Orchid Hybrid VIS Library itgeis to view and downloag#fater,

Might Ride

Enter a Name / EEN i APR 26, 2022 - 02:14:50 [UONN 8 APR 26, 2022 - 02:15:50 [ERRNINTS)

Orchid Core VMS
Outside South Rollup

Select One or : 2 o | Stream
More Clips L s (if available)

CANCEL ADD TO LIBRARY

The Library tab will display a thumbnail representing each of the Players that were on the Stage. For each
one, you will see a check box that allows you to select the Player for export.

4. First, enter a name for the Library item.
5. Click the first Calendar button (on the left) to select the date and time at which the video export will

start.

P January 2022 »

S M T W T F S

2 3 4 5 6 7 8
9 10 11 12 13 14 15
16 17 18 19 20 21 22
23 24 25 26 27 28 29

30@
A

16 5| 22 |°| 52

~ ”~

v v v

CANCEL GO
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When the calendar opens, you have the ability to select the date and time for the starting point for your

video export.

6. Select the date and time, then click Go. (You may receive a warning that your selected range exceeds
the allowable export duration. For now, proceed to the next step.)

Click the second Calendar button (on the right) to select the date and time at which the video export

will end. Select the date and time, then click Go. (The export duration of the selected range will
appear on the screen. If a warning still appears, you will need to shorten the export duration by
selecting a new start or end time. The maximum allowable export is 48 hours per Player.)

Now that you have selected the range, select the Players you want to export by clicking on the check

box associated with each Player. (If you select multiple Players, each of these Library items will have

the same name.)

For some Players, you may also see a pop-up menu (to the right of the camera name). This menu allows
you to select which of the camera streams you want to select for the export. (This menu will only be
available if multiple recording streams have been configured by the Administrator. If you don’t select
anything, the system will export the highest resolution stream by default.)

Orchid Core VMS
Patio ™ '

Available Streams

2560x1440, 15fps, H264 &

640x360, 15fps, H264

Al

«

N

Click Pop-up Menu
(if available)

Click on Desired
Camera Stream

9.

If available, click on the pop-up menu, then click on the stream resolution you want to export.

10. Click the Add to Library button to begin the export. You will see a message that says the video is

being sent to the Library.
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Save Video

& DOWNLOAD M LIBRARY
Create Qrchid Hybrid WMS Library itermns to view and download later
Night Ride

SN i APR 26, 2022 - 02:14:50 RN 8 APR 26, 2022 - 02:15:50 RRLGITNS]

Orchid Core VMS Orchid Core VMS
Qutside South Rollup Patio Train Unloading

When Finished,
Click Add to
Library

Add to Library Add to Library

© The camera stream with the highest resolution available 15 pre-selectad

CANCEL ADD TO LIBRARY

11. Press the Cancel button to exit the Save screen without saving video.

12. To access the Library from here, do either of the following:
a. Click the Go to Library link contained in the message (pictured below).
b. Go to the System Menu and select Library.

The selected videos have been sent to the Library.

Add Library Item via the Library

1. From the Library screen, click the Add Library Items button. The Add Library Items screen will
appear.
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Add Library ftems Enter a Name

Select Start

/ & End Points

Orehid Core VMS

Night Ride Test

Select Export
Stream
(if available)

Benevolent Meet-up i

[ Add to libeary

\
Select One or
More Clips

£ 0w

First, enter a name for the Library item.
Next, you need to set the start and end times for the video clip.

Click the first Calendar button (on the left) to select the date and time at which the video export will

start.
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FEB 2022 v <

FEB

e S e

06 : 959 : 33

W v v
CANCEL GO

5. Select the date and time, then click Go. (You may receive a warning that your selected range exceeds
the allowable export duration. For now, proceed to the next step.)

6. Click the second Calendar button (on the right) to select the date and time at which the video export
will end. Select the date and time, then click Go. (The export duration of the selected range will
appear on the screen. If a warning still appears, you will need to shorten the export duration by
selecting a new start or end time. The maximum allowable export is 48 hours per Player.)

7. Next, select the server from which you want to capture video for the Library. Once you have selected
a server, the screen will display a thumbnail representing each of the Players on the selected server.

8. Select the Players you want to export by clicking on the check box associated with each Player. (If
you select multiple Players, each of these Library items will have the same name.)

For some Players, you may also see a pop-up menu (to the right of the camera name). This menu allows
you to select which of the camera streams you want to select for the export. (This menu will only be
available if multiple recording streams have been configured by the Administrator. If you don’t select
anything, the system will export the highest resolution stream by default.)
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East Pole Q6315-LE 1¢\ Click POP'UP Menu
1920X1080, 20FPS, H264 & (if available)

800X450, 15FPS, H264

Click on Desired
Camera Stream

Add to library

9. If available, click on the pop-up menu, then click on the stream resolution you want to export.
10. Click the Add To Library button to begin the export. You will be able to watch the progress of the
export on the Library screen.

Add Library Items

[] Add to library Addd to library Add 1o library

Outside Multiview Outside South Fiedd i Outside South Rollup |

B Add 1o library Add to library B add 1o library

Outside st Feld ' | Pesoes When Finished,
£~ Click Add to

Library

[0 Add to library ] Add to library ] add to library

CANCEL ADD TO LIBRARY

11. Press the Cancel button to exit the screen without saving video.
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Review a Library Item

After an item has been exported to the Library, you may review the details by accessing the Library screen.

1. From the list of items on the Library screen, click the name of the one you want to review. (The list will
expand to display all of the information for the selected item.)

[] OneMinute Test & -+ Edlt Name Video _\ ‘
Thumbnail

Start Time Duration Size Format

2022-01-26 11:42:18 8 minutes 272.4MB zip

Created On Created By

2022-01-26 cate_manfe

Download Library Item

\ m DOWNLOAD

glalll.:sl , / Status Of
| Library Item Delete Library Item

This summary should provide all of the information you need to know about the Library item. The Orchid
Core VMS server name and the camera name are listed just below the item name. The summary also
includes a thumbnail image from the camera. Additional details include the following:

» Start Time: This represents the requested start time for the clip. (This may not necessarily reflect the
actual start time for the video because there may be missing video. For example, the camera may
have been down, or the camera is recording only when motion is detected.)

» Duration: The duration represents the length of the exported clip.

» Size: This is the size of the exported clip.

+ Format: The format field displays the file type of the exported clip.

* Created On: This is the date on which the clip was exported.

* Created By: This shows the Fusion/Hybrid username of the Administrator responsible for the export.

« Status: This indicates the status of the export process. Possible status messages include the
following:

> Pending: Indicates that the export process is getting ready to begin.

o Started: Indicates the item is being exported to the Library.

o Completed: Indicates that the item has been exported successfully.

o Failed: Indicates that the export process was not successful.

o Cancelled: Indicates that the export process was cancelled by the user.

Edit the Item Name

g
& Thisis the Edit pencil icon.

1. To change the item name, click the Edit pencil icon to the right of the item name.
2. Enter a new name in the Rename field, then click the OK button.
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Rename Library ltem b 4

Rename

Delivery 1-31

o

Download a Library Item

* This direct Download option is only available if the Library items are being stored on the
Fusion/Hybrid server.

1. To download the Library item to your local hard drive, click the Download button. Orchid Fusion/
Hybrid VMS will begin downloading the file.

2. Go to your Downloads folder to find and play the downloaded video.

Open a Library Item

* This option is only available if the Library items are being stored in an external cloud
storage location.

When Library items are being stored in an external cloud storage location, you’ll notice that the Download
button is replaced by an Open button.

o] One Minute Test & <@ Edit Name Video E
Thumbnail

Start Time Duration Size Format

2022-01-2611:4218 8 minutes 272.4MB zip

Created On Created By )

20220126 cate_manfe Open Lfbrary ltem

"~ Status of Delete Library Item
Library Item \

1. To open the Library item, click the Open button.
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Sharable Link to the Stored Video Clip

Play Stored Video Clip

The clip will open in a browser tab provided by the external cloud storage application. (In this example, the
chosen application is Google Drive.) Options provided by the cloud storage application may vary, but you
will typically be able to view the video, share a link to the video, or download the video to a local storage
location.

2. Use the on-screen controls to play or pause the video clip.

3. Copy the link to the video clip to share it with someone else. The recipient will be able to view the clip
directly without requiring Fusion/Hybrid or any special permissions.

4. Close the browser tab to close the video clip.
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Delete a Library Item

Orchid Fusion/Hybrid VMS offers several ways to delete an item from the Library.

@9 Orchid Hybrid

‘ Select Item

0 Cafeteria incident

-
w to Delete
A NOTIFICATIONS \
] Emply Conference Table

M LBRARY

EE LicensiNg Cth to EXpan d
U WVERSION INFORMATION Library ftem

Grand Opening 1 #
- DIGIOP CARBON [ pening

- MOTION ALERTER
Start Time Duration Size Format

OMNLINE TRAINING ;":I::; 165:23:08 c':;“; H‘...w.u Beconds 12,4 MB Délete This
UAER MANUAL 20011104 mare |...|: .
s Library Item
[

Select to
Delete AH\> e N Delete

Removing a Single Library Iltem

1. To remove a single Library item, do either of the following:

a. From the list of Library items, mark the checkbox of the item you wish to delete, then press the
Delete button at the bottom of the list. Orchid Fusion/Hybrid VMS will ask you to confirm that
you want to delete the item. Press OK to confirm.

b. From the list of items on the Library screen, click the name of the one you want to delete. (The
list will expand to display all of the information for the selected item.) Click the Delete button at
the bottom-right of the expanded item to confirm the delete. Click OK to confirm the deletion.

Removing Multiple Library ltems

1. To remove multiple Library items, mark the checkbox for each of the items you wish to delete, then
press the Delete button at the bottom of the list. Orchid Fusion/Hybrid VMS will ask you to confirm
that you want to delete the selected items. Press OK to confirm.

Removing All Library Items

1. To remove all of the Library items, mark the checkbox at the bottom of the list, then press the Delete
button. Orchid Fusion/Hybrid VMS will ask you to confirm that you want to delete the selected items.
Press OK to confirm.
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Search / Sort Library Items

If you have a large number of items in the Library, the search and sort tools can make it easier to find the
items you’re looking for.

oD Orchid Hybrid

L Select Sort Criteria
B( CAMERA GROUPS / Enter SeGrCh Tags
& PERMISSION GROUPS Search

A NOTIFICATIONS Name, Server ar Camer Created On -1F

M uBRARY
[E ucensinG

€ VERSION INFORMATION Page Nav’gatfon —— 5 1€ ° 23l

#- DIGIOP CARBON

f-  MOTION ALERTER [ Delivery 1-31

ONLINE TRAINING

et Select Ascending or  ywm
One Minute Test .
N Descending Order E

0 Break Down

[m| Lunch Room Video -

=] lllegal trailer parking

Page Navigation

If you have more than ten Library items, the Library screen will automatically activate additional pages and
the navigation tools. These navigation tools will help you move from page to page.

K 2
A

Move to Move to Move to
First Page Numbered Last Page
Page

1. Use the arrows to move to the previous page or the next page.
2. Use the numbered buttons to move to a specific, numbered page.
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Search the Library

1. Click into the Search field to start your search.
2. Type one or more search tags (clicking Enter after each one). Search tags can include words in the
item name, the camera name, or the server name.
a. A single search tag with multiple terms (words or numbers) will initiate a search for results that
include all of the terms in the tag.
b. Multiple, single-term search tags will initiate a search for results that include at least one of
those tags.

Each time you press Enter, the Library screen will update to display all of the items that contain the tag(s).

chod Hybosd VWIS - IPConfger: % |
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Sort the List

Sort

Created On ~| This is the Sort Criteria drop-down list.

T-'- This is the Sort Order icon.

1. Click on the Sort Criteria drop-down list to select one of the following sort options: Camera, Created
By, Created On, Name, and Server.
a. Camera: This option will sort the list by camera name.
Created By: This option will sort the list by the users that exported the items.
Created On: This option will sort the list by the dates on which the items were exported.
Name: This option will sort the list by item names.
Server: This option will sort the list by server names.

© 2 o T
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Camera

Created By

Created On

Name

Server

2. Click on the Sort Order icon to view the list in ascending or descending order. (Each time you click
the icon, the order will switch.)
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Licensing

Beginning in version 21.12, Orchid Fusion/Hybrid VMS allows for bulk license updating. This can be a great
timesaver for those sites with a large number of Orchid Core VMS servers.

In earlier versions of Orchid Fusion/Hybrid VMS, no License feature was included; all of the licensing was
taken care of at each Orchid Core VMS server. So anytime an Orchid server was nearing end of support,
the customer would reach out to IPConfigure to extend the support agreement. For some customers, this
meant keeping up with hundreds of servers. With the bulk Licensing feature, this entire process can be
streamlined, easing the burden for system Administrators.

The bulk Licensing feature provides the following:

» Ability to review the license information for all of the registered servers
» One-click access to a License report for all registered servers
 Ability to synchronize the renewals for all registered servers

* One-click process for updating all of the registered servers at once

* Synchronizing support renewals is not required; you may still update individual servers as
they come up for renewal. IPConfigure recommends synchronizing renewals for its time-
saving benefits.
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Access the Licensing Feature

1. To access the Licensing screen, open the System Menu in the top-right corner of the screen and
select Licensing.

The Orchid Fusion/Hybrid VMS Licensing screen will appear. This screen displays a list of all the Orchid
Core VMS servers registered to this system. This gives you the ability to review all of the pertinent
information for each server, including the number of cameras licensed, and support expiration dates.

<

oD Orchid Hybrid

cunfigurecom,élficening a @

= SERVERS

& users Export Activation Reporl
w cwewsars — Orchjd Core Report

& PERMISSION GROUPS

B NOTIFICATIONS Server List servee 1 Bhton  ONed  Rewnion | SWOriBirsion  AciivationCode

L \ Orchid Core VS fusion 36/999 Unlimited 2034-09-16 ©1743-DADEA-16TESBECID

= LicensiNG

€ VERSION INFORMATION
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- MOTION ALERTER Import Activation Bundle Report \
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Mo activation data 1o disp

USER MANUAL

Downloaded

/ Activation Report

In the example above, the system only has one Orchid Core VMS server. You'll notice that the Import
Activation Bundle section in the bottom half of the screen shows that there is no activation data to display.
This simply means that no Activation bundle has been uploaded yet. This example also shows that the
Download Report button has been pushed; as a result, the downloaded .CSV file can be seen in the status
bar at the lower-left corner of the screen.

Sorting
The servers listed on the Licensing screen can be sorted by any of the column headings in the report.

1. Position the cursor over any of the column headings. (Notice that an arrow appears to the right of the
heading. This indicates whether the list is sorted in ascending or descending order.)

2. Click on a column heading if you want to sort the servers by that parameter (such as Server name or
Support Expiration).

3. Click on the column heading again if you want to change the sort order (to ascending or descending).
The sort order will switch each time you click the heading.
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Page Navigation

If the system has more than 10 Orchid Core VMS servers, page navigation tools will automatically appear at
the bottom of the list.

Total Number Previous/Next
of Servers Page

\. ?A\‘—
X
tems per page: 10 v - 10 of 329 v\ )/V >|
Number of Servers \/

First / Last
Page

Displayed per Page

1. Use the ltems per page drop-down list to set the number of servers you want to view per screen.
Available selections include 10, 20, and 50.

2. Refer to the count to determine which servers are listed on the current screen, and how many total
servers are registered to this system.

3. Use the navigational arrows to move to a different screen. From left to right you can: go to the first
page, go to the previous page, go to the next page, and go to the last page.
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Download a License Report

The Download feature provides a way to quickly create a report with all of the important licensing
information. This report will be downloaded as a .CSV file that may be used in a variety of spreadsheet
programs. This format makes it easy to sort the server list as you see fit (by server name, cameras licensed,
support expiration, etc.). This also makes the file easy to share with colleagues and IPConfigure.

oh Orchid Hybrid

= seavirs

. I Download a Report —, g
% meer. Orchid Core

Support Lapiration + Actvatien Code

B HOTIFICATIONS . ar e :“
n oo Server List< "% —
N2 ucensvg \ . . . o
€ VERSION INFORMATICN ‘:: E } :ﬂ' o Unlimited 2021062 %
- 3 e o . SOrtedby g
T
- S = Support S
. E ' Expiration 3
E : 3
[ E i 1842 ._9_
" £ £
» o
Page Navigation /

.................. ndla [ urnono e |

1. Click the Download Report button to start the download. (Check your status bar or your Downloads
folder for evidence of the download.)

2. Open the file using a spreadsheet program. (In the example below, we’ve opened the file in Google
Sheets.)
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- T R

T @ decigoogecsm/spreatsheets| . . @ ® o
Downloaded Activation Report
activation_report_2022-01-27_04.17.06 UTC ¥ B & ~ B Ml © Share
File Edit View Insert Format Data Tools Extensions Help ast edit was seconds ago
Y o~ & P W00 v § % 0 .00 123  Defautiai_ > W ~ B I & A % H A R R ~
g —
ACTIVATIONCODE
A B c D E G H J

ACTIVATIONCODE | BRANDEDEDIT CAMERACOUN CAMERASREGI EXPIRES LICENSEEDITION LICENSESTATE ORCHIDID ORCHIDNAME RETENTION
IFT fusion 999 16 1656460800000 fusion NORMAL 003az NSN Unlimited
a7 fusion 2 16 1646006400000 fusion NORMAL 006fd NSN Unlimited
oat fusion 999 16 1669420800000 fusion NORMAL 00a2 NSN Uniimited
6C¢ fusion 999 17 1670889600000 fusion NORMAL 0380 NSN Uniimited
418 fusion 999 17 1656460800000 fusion NORMAL 03ac] NSN Unlimited
192 % fusion 999 18 1670889600000 fusion NORMAL 0371 c NSN S Unlimited
D1 bS] fusion 499 16 1670889600000 fusion NORMAL 0450¢ % NSN % Unlimited
col B fusion 999 16 1721520000000 fusion NORMAL 0495 o NSN o Unlimited
523 I fusion 999 17 1646784000000 fusion NORMAL o753 L insNi L iunimited
980 g- fusion 999 16 1670889600000 fusion NORMAL 0913¢ % NSN g Unlimited
FC = fusion 999 18 1670889600000 fusion NORMAL Oadct E=! NSN = Unlimited
De g fusion 999 26 1656460800000 fusion MORMAL 0bT14 g NSN g Unlimited
DF 5 fusion 999 16 1670889600000 fusion NORMAL Obfefi 5 NSN 5 Unlimited
Co = fusion 999 17 1656460800000 fusion NORMAL 0c67i = NSN = Unlimited
328 = fusion 999 16 1669420800000 fusion NORMAL 0dB6e = NSN = Unlimited
232 fusion 999 18 1669420800000 fusion NORMAL OdBfcl NSN Unlimited
2E3 fusion 99 16 1656460800000 fusion NORMAL 0dal NSN Unlimited
568 fusion 999 24 1703894400000 fusion NORMAL 0dabi NSN Uniimited
ABd fusion 999 16 1681430400000 fusion NORMAL 0dc57 NSN Uniimited
8F8_ fusion 999 17 1702684800000 fusion NORMAL 1 NSN Unlimi
+ =E activation_report_2022-01-27_04.17.06_UTC ~ Explore

3. Use the spreadsheet to review the data and find out which servers are up for support renewal. (This
will be easiest if you sort the servers by Expiration date.)
4. After reviewing the data, you should decide how to move forward. You can renew support for the
servers that are currently due to expire, or you can synchronize the renewals for all of the Orchid
servers in the system.
5. To proceed with renewal, forward the activation report and your instructions to your Salesperson at

IPConfigure. IPConfigure will prepare new activation codes based upon your request.
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Upload an Activation Bundle

The Upload feature provides a quick and easy way to apply support renewals for multiple Orchid servers at
once. When you purchase one or more license renewals, IPConfigure order fulfillment will send you an
Upload Bundle file that contains new activation codes for some or all of your Orchid servers (as requested).

Save the Upload Bundle file in a location that you can easily access.

Log into Orchid Fusion/Hybrid VMS.

Go to the Servers screen and select Licensing.

Click the Upload Bundle button. The Upload Activation Bundle screen will appear.

Upload Activation Bundle b 4

Please select a license bundle file.

hon =

The license bundle file is a .csv file provided by IPConfigure Inc
for bulk updating Orchid Core VMS licenses.

SEIECI- F!Ie to \ Choose File | No file chosen
jrad

Upload
Upload Selected —
File

5. Click the Choose File button to find and select Bundle file.

When your file manager application opens, find and select the Bundle file that you saved.

7. Once the file has been selected, click the Upload button. The system will apply all of the new
activation codes to update all of the specified Orchid servers.

o
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As you can see in the example above, the bundle was uploaded successfully, and the listed server was

updated with a new activation code.

8. If you want to stop the upload process, click the Cancel button.

9. If the status of the upload is unsuccessful, or if some of the server updates didn’t perform properly,

click the Retry button to try again.

10. When you are satisfied with the upload process, you may click the Clear button to eliminate all of the

information associated with the upload.
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Orchid Fusion VMS APPs

Orchid Fusion/Hybrid VMS supports the Application Partner Platform (APP) feature. The APPs component
allows third-party vendors to customize Orchid Fusion/Hybrid VMS by creating features that live within the
Orchid Fusion/Hybrid VMS user interface. This feature is being offered to IPConfigure partners, each of
whom must have a digital certificate provided by IPConfigure to develop these APPs.

* For more information on becoming a partner and creating APPs, please go to the
IPConfigure website.

To Activate the APPs Feature in Orchid Fusion VMS

Access to the APPs feature requires that you modify the Orchid Fusion VMS configuration file. This
modification configures the system file path of the installed custom application. Once Orchid Fusion VMS
knows where to find the APPs, the program will respond by providing the APPs option on the System Menu.

* For more information on configuring the system to support APPs, please refer to the Orchid
Fusion VMS Installation Guide.

To Activate the APPs Feature in Orchid Hybrid VMS

Access to the APPs feature requires a modification to the Orchid Hybrid VMS configuration file. This
modification must be performed by IPConfigure Support personnel.
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Access the Orchid Fusion VMS APPs Feature

Once the APPs feature is activated, you can access your custom applications within Orchid Fusion/Hybrid
VMS.

* To access the APPs feature, you must be a member of an Administrator Permission Group,
or a Permission Group that grants permissions to one or more APPs.

1. Open the System Menu in the top-right corner of the screen and select APPs.

2. The APPs sub-menu will appear. This sub-menu will list all of the custom applications that Orchid
Fusion/Hybrid VMS finds in the location noted in the Fusion/Hybrid properties file. (Notice that all of
your custom applications are now also listed on the Configuration Menu, when visible, on the left side
of the screen.)

& Orchid Fusion

=i SERVERS @ Stage
& USERS -
= Servers
B¢ CAMERA GROUPS
Servers 1 of 1
8% PERMISSION GROUPS & Users
A NOTIFICATIONS 21120 |pConfigure Headquarters 8¢ Camera Groups
= ey
M LBRARY
N Permission Groups
5 uceENsING
€) VERSION INFORMATION C‘ A Notifications
m
P MOTION ALERTER /_ usto M Library
f WINDY Apphcatfons APPs
[ Licensing

Apps

M Windy

() SignOut

Avaﬂab!e to Option € Version Information
Orchid Fusion \
VMS \ { M- Motion Alerter <

3. Click on one of the custom applications to open it within Orchid Fusion/Hybrid VMS.
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Other Administrator Features

There are a couple of features in Orchid Fusion/Hybrid VMS that Administrators have special permissions
for. These include the Stages feature and PTZ Presets. This guide will provide details that pertain solely to
Administrators. Please refer to the Orchid Fusion/Hybrid VMS User Guide for general operating
instructions for these features.
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Sharing Stages

G This is the World icon.
E This is the Locked icon.

All users have the ability to use the Stages feature, create their own Stages, and customize the Stages
cycle. As an Administrator, you have the added ability to share Stages with other users. This gives you the
opportunity to focus the team’s attention in certain areas, if needed, and better manage the monitoring
system.

About the Stages Feature

The Stages feature allows you to create custom layouts for the Stage featuring Players that you select and
arrange. You can then view your Stages on demand or as part of an automated cycle. This is a great tool for
helping you and your monitoring team remain organized and efficient.

When a user creates and saves a Stage, it is saved in the user’s account. When an Administrator shares a
Stage, it is visible to every user that has access to at least one of the cameras in the Stage. Shared Stages
do not override the Permission Groups; users will not see any cameras they don’t have permission to see.

* If a Stage includes a PTZ camera (with or without presets), keep one thing in mind. When
you add a camera to the Stage, you are adding the camera, not the camera’s position. So
when you view a Stage, the PTZ camera may or may not be in the same position as when it
was added to the Stage.

Administrator’s View

As an Administrator, when you share a Stage, you will see a World icon that indicates that it is shared:
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Users will see a Lock icon next to the shared Stage. They will not be able to modify or delete the Stage:
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Sharing a Stage

When you access the Stages tab of the Camera Bag, you will notice that each of the Stages has its own
pop-up menu (on the right edge of the list). The Administrator’s version of the pop-up menu makes it easy to
share a Stage.

Cycle: Disabled

Demo Stage
Experience Center ¥ Share

HQ Map 3|

{19

Update

O 00

Perimeter (|
# Rename

B Remaove

1. Click on the pop-up menu that corresponds to the Stage you want to share.
2. Then click Share.

Revoking a Shared Stage

1. Click on the pop-up menu that corresponds to the Stage you want to un-share.
2. Click Un-share.
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Managing PTZ Presets

All users that have permissions to control PTZ cameras will also have the ability to use the PTZ Presets. As
an Administrator, you have the added ability to create the PTZ Presets that will be available to those other
users. This provides you with another tool to focus the team’s attention in certain areas, while eliminating
the man-hours needed to manually reposition the camera every time.

* The PTZ Presets Menu will only be available if the camera supports presets, the camera is
registered to an Orchid Core VMS server running Orchid version 2.2.2 or greater, the PTZ
controls are active, and an Administrator has saved at least one preset.

Adding and Deleting a Preset

1. Access the PTZ Presets Menu by activating the PTZ controls, then clicking on the Hamburger icon at
the top-left of the Player. A list of existing Presets will appear.

% IPConfigure Headquarters: Main Hall PTZ < A bl X

PTZ Presets

Rail Yard
Delete

Retail Preset

twolefts o

SAVE

2. To select a different preset view, click on any of the Presets in the list. The camera will respond by
moving to the selected position.

3. To add a new preset, first use the pan, tilt, and zoom controls to situate the camera in the desired
position. Then click the Save Preset button. Enter a unique name for the new preset, then click the
Save Preset button again.

4. To delete a preset, click the Trash Can icon (to the right of the preset name), then click the Delete
button.

Save New Preset
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Advanced Topics

As you work with Orchid Fusion/Hybrid VMS, you may encounter issues that are not typical of daily
operation and should be addressed by an advanced user. Please review these topics if you need extra help.
For in-depth explanations and additional topics, we encourage you to check our Knowledge Base.
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Recovering an Orchid Core VMS Server

There are some instances in which an Orchid Core VMS server will become unavailable to Orchid Fusion/
Hybrid VMS. When this happens, as long as you have permissions to access the server, you will notice all
of the following in relation to the unavailable Orchid Core VMS server:

A

* Any cameras on the Stage will display an error
* The Users list will display “Failed to fetch users”
* The Servers list will display “Orchid server is unavailable”

The Orchid Core VMS server may be unavailable for a number of reasons, including:

* The Orchid Core VMS server is down
* There is a problem with the network
» There is a password/authentication issue

Possible Fixes

1. The first and easiest potential fix is to Recover this Orchid Server (which is documented in the Edit
Orchid Core VMS Server Settings section of this guide).

Verify that the logged in user has access to the Orchid Core VMS server.

Check the network for broken connections, improper addressing, outages, etc.

Check the condition of the Orchid Core VMS server.

A less desirable fix is to delete the Orchid Core VMS server and then add it back into the Orchid/
Hybrid VMS system. (Refer to the Adding and Managing Orchid Core VMS Servers section for
instructions on how to delete and add a server.)

o kDN

! With the last method, you will lose any Orchid Fusion/Hybrid VMS permissions that were
configured using the original server.
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How Orchid Fusion/Hybrid VMS’s Proxy
Works

The video streams you see in the Orchid Fusion/Hybrid VMS user interface are optimally delivered to your
web browser using Orchid Fusion/Hybrid VMS’s sophisticated routing engine. When an Orchid Core VMS
server is registered in Orchid Fusion/Hybrid VMS, a proxy connection becomes available from the Orchid
Fusion/Hybrid VMS server to the Orchid Core VMS server. When an Orchid Core VMS server is not directly
accessible to your web browser (because it’s behind a firewall, for instance), this connection allows Orchid
Fusion/Hybrid VMS to relay all the web and video data from the Orchid Core VMS server, through Orchid
Fusion/Hybrid VMS, to your web browser. This method eliminates the need to create and maintain firewall
rules to provide access to the Orchid Core VMS servers and cameras.
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Connection
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p Pl
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If your web browser can communicate with an Orchid Core VMS server, video is delivered directly from
Orchid Core VMS to your client browser. This approach maximizes performance while minimizing bandwidth
usage, hosting costs, and custom network configuration.

To Force Proxy Mode

There is a way to force Orchid/Hybrid VMS to use the proxy method even if the situation wouldn’t normally
require it.

Open Orchid Fusion/Hybrid VMS and sign in.

Go to the Stage screen.

Add the following text to the end of the URL in the web browser address bar: ?force-proxy=true
Click the Reload button. (The Enter key will not do the trick.)

honh =
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Trouble Viewing the Camera Stream in Orchid
Fusion VMS

If Orchid Fusion/Hybrid VMS is not receiving a live video stream from a camera on an available Orchid Core
VMS server, the problem is likely due to a problem between the camera and the Orchid Core VMS server.

Possible Fixes

1.

Try to refresh the camera in Orchid Fusion/Hybrid VMS. (Refer to the instructions on how to Refresh
Cameras.)

Try selecting a lower-resolution stream to view video. (If you haven’t already configured Secondary
streams, refer to the Multi-stream Capabilities and Edit Camera Stream Settings sections for more
info. Keep in mind that all Primary and Secondary streams, if they are set to record, will consume
additional disk space.)

Use the System Status feature to test the camera preview, restart the camera stream, or verify the
network connection between the camera and Orchid Core VMS. (This may lead you to try the Recover
Camera feature.) You may also perform the check associated with packet loss (see note below).

If the network connection is OK, but you still aren’t getting video, physically check the camera to make
sure it is intact and connected to power.

* For more information, please refer to the next topic.
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Checking for Packet Loss

If video in Orchid Fusion/Hybrid VMS is unavailable or degraded, you may be experiencing packet loss in

one of several locations:

» Between the camera and Orchid Core VMS

» Between Orchid Core VMS and the viewing client

+ Between Orchid Core VMS and Orchid Fusion/Hybrid VMS
» Between Orchid Fusion/Hybrid VMS and the viewing client

There are several methods for checking for packet loss. The diagrams below indicate which check methods
are available to test the different connections.

WebRTC Video Stats
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* For detailed instructions on running the checks for packet loss, please refer to the Checking
for Packet Loss section in the Orchid Core VMS Administrator Guide.
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About WebRTC

Orchid Fusion/Hybrid VMS supports Web Real-Time Communication, or WebRTC. WebRTC provides users
with another method for connecting an Orchid Core VMS server with a client, so that the client may view
good quality, live and recorded video. Although you may view video in Orchid Fusion/Hybrid VMS, all of that
video is coming through (and is stored by) Orchid Core VMS. That’'s where WebRTC does its magic. For this
reason, WebRTC is fully documented in the Orchid Core VMS Administrator Guide and the Orchid Core
VMS Installation Guide (for software versions 2.2.0 and later). Please refer to these guides for general
information, how Orchid Core VMS works in WebRTC mode, troubleshooting tips, and configuration details.
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Comparing Orchid Fusion VMS Operating

Modes

Orchid Fusion/Hybrid VMS now supports operation in WebRTC mode in addition to the original Low-
bandwidth mode. The availability of these operating modes will depend on your web browser and operating
system. The table below provides a high-level comparison of the two operating modes.

* With Orchid Fusion/Hybrid 2.10, the FBGST plugin will no longer be supported. The plugin-
compatible web browsers (Chrome version 34, and Firefox version 52) have also reached
the end of support. If you were using either of these browsers, upgrade to the latest version.

Compatible
operating
systems

Compatible web
browsers

Network
requirements

Video decoding

Configuration
required for
viewing servers
behind a firewall

Video quality
Supported video
file types

Audio support

PTZ camera
support

Low-bandwidth mode

Windows, Linux, macQOS, iOS,
Android

Most modern web browsers
(Microsoft Internet Explorer is not
supported)

Works well on slow connections
between browser and Orchid server
(or Fusion/Hybrid server if proxy
method is used).

Decoding is done on the Orchid
server

None (assuming the web interface is
accessible)

Frame rate that throttles to match
available bandwidth

H264, JPEG, MPEG4

No

Yes
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WebRTC mode

Windows, Linux, macQOS, iOS, Android

The latest versions of Mozilla Firefox, Microsoft
Edge, Safari (desktop and mobile), and Google
Chrome (version 66 or higher on a desktop or
mobile device)

Requires a good connection between the browser
and Orchid server

Decoding is done on the client machine

STUN server

Native, unthrottled frame rate

H264

No

Yes
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Video statistics Yes (Minimal) Yes (Overload)
Mode is
selectable (at Sign Yes Yes

In and at Player)

Mode indicator . ﬁ
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Additional Support

Orchid Fusion/Hybrid VMS users with questions or issues should first contact their Company’s Orchid
Fusion/Hybrid VMS System Administrator. Barring any internal corporate policies, an Administrator may
escalate the technical support request.

» Tier 1 Support: Orchid Fusion/Hybrid VMS System Administrator
» Tier 2 Support: Integrator or Dealer
» Tier 3 Support: IPConfigure Technical Support Resources

IPConfigure’s Orchid Fusion/Hybrid VMS Knowledge Base: The Orchid Fusion/Hybrid VMS Knowledge Base
is freely and publicly available on IPConfigure’s support website, and includes detailed information for a
variety of Orchid Fusion/Hybrid VMS issues. The Knowledge Base covers advanced installation and

configuration scenarios.

IPConfigure’s Email-based Trouble Ticket System: Any Orchid Fusion/Hybrid VMS customer with a valid
Orchid Fusion/Hybrid VMS Support Agreement can submit trouble tickets through the IPConfigure support
website at http://support.ipconfigure.com. Orchid Fusion/Hybrid VMS trouble tickets are resolved over email
by IPConfigure’s highly trained Technical Support Team. (Please refer to the last topic for detailed
instructions.)

IPConfigure’s Telephone Support Line: Customers with an Orchid Fusion/Hybrid VMS Express Support
Agreement may call IPConfigure’s Telephone Support toll-free at 855-440-1077, or direct at 757-520-0587
(during the times listed below). Orchid Fusion/Hybrid VMS Express Support is complimentary for one year
with all new Fusion/Hybrid license purchases (for Orchid Core VMS).

IPConfigure Technical Support Hours

As of December, 2018, IPConfigure’s technical support hours are as listed below. For the most up-to-date
version of our IPConfigure support schedule, please see support.ipconfigure.com.

Sunday Closed
Monday 9:00 AM to 8:00 PM EST
Tuesday 9:00 AM to 12:00 PM, 1:00 PM to 8:00 PM EST

Wednesday-Friday 9:00 AM to 8:00 PM EST

Saturday Closed
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1. Visit our technical support site at: http://support.ipconfigure.com
2. Click on the Submit a request link in the top-right corner of the screen.

FE Ontig Fasion W

Access the

Orchid Fusion VMS Support Site

Submit 3 request Sign in

Submit a
Request

System Administration

Overview Installation

Qrchid Fusion VM5 Documentation

Advanced Configuration APl and Development

Email Notifications

Motificat TLS/$5L configuration when wsing Java 11 Orchid Fusion WMS AP Resources

3. When the support request screen appears, use the drop-down list to select the product or issue that

best matches your support need.

BE Submits ecuest-Techakcal 5o % ) Fusion 2102 ki - Google ke X | 4
« c @ chet_form_id=13535
JPCONFIGURE My scthvties St arecquse
Technical Suppost

Submit a request

Please salect the ticket that best matches your IPConfigure product orissue balow.
Pravide as much detail as yeu can, and our supgort staff will respond to you via this
system [you will also receive an email).

Onchid Ticket ]

Ernail

Select Category

\
\ Enter Contact Info

and Issue Details

Description

Contact Name

Click Submit
(at bottom of screen)

Company Name

System Integrator

4. Enter your contact information, a description of your question/problem, the version number of your
Orchid Fusion/Hybrid VMS software, and your Orchid Fusion/Hybrid VMS server type. So that
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IPConfigure’s Technical Support Team can best assist you, please provide as much detail as possible
about the problem. Attach screenshots and system logs as necessary.

To find the Orchid Fusion/Hybrid VMS software version number, go to the System Menu and select Version
Information.

5. Mark the I'm not a robot checkbox (if available).
6. When all available information has been entered, press the Submit button at the bottom of the

screen.

IPConfigure Technical Support will respond to your request as soon as possible.

* For additional help with Orchid Fusion/Hybrid VMS, please visit our training site at
training.ipconfigure.com.
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