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Introduction

Thank you for your interest in IPConfigure’s Orchid Core Video Management System. This guide
should provide you with everything you need to know as you prepare the system for readiness.
We’ll begin with an overview of the product and the user guide, then we’ll explain how to
activate a license, and add users and cameras to get the system up and running. Once that is
done, we’ll cover the reporting features and other advanced topics to help you manage and
understand the system.

o¥s As of March 2021, we have implemented a date-based software version
numbering system. From this point forward, the software version number will
represent the year and month in which the software was released. For example,
version 21.3, the first release with the new numbering system, was released in
March of 2021. (Version 2.16 was the last release under the old numbering
system.)
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About the Orchid Product Family

Orchid Core VMS is the foundation of IPConfigure’'s Video Management System. Orchid Core
VMS runs on a single server to collect, record, and store video from network cameras.
Accessible via an intuitive web browser interface, Orchid Core VMS allows users to view live
and recorded video from virtually any web-enabled device.

Orchid Fusion/Hybrid VMS is an enterprise software developed to integrate multiple Orchid Core
VMS servers from various locations into one seamless management system. Designed to work
across a variety of operating systems, camera types and network topologies, Orchid Fusion/
Hybrid VMS is the perfect solution for large organizations.

Orchid Core VMS and Orchid Fusion/Hybrid VMS have very similar user interfaces, and both
systems allow viewing and exporting video, but there is a key difference between the two.
While Orchid Core VMS works on the camera level, Orchid Fusion/Hybrid VMS now works on the
camera level and the server level. In Orchid Core VMS, the administrator will “register” network
cameras, configure camera stream settings, and establish video retention levels for each
camera. Orchid Fusion/Hybrid VMS has the power to “register” both cameras and individual
Orchid Core VMS servers, resulting in increased management capabilities to an entire network
of Orchid Core VMS servers.

q
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ﬁ Orchid Core VMS
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Orchid Fusion VMS Orchid Core VMS
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Orchid Core VMS

Orchid Fusion and Orchid Hybrid

Orchid Fusion VMS and Orchid Hybrid VMS are nearly identical systems. They are both used to
manage multiple Orchid Core VMS servers. Orchid Fusion VMS requires you to have one or more
Orchid Core VMS

servers and an Orchid Fusion VMS server to manage them. Orchid Hybrid VMS combines on-
premise recording with cloud management. So while video is still stored on-site (on an Orchid
server), the Hybrid system provides server aggregation, management, and accessibility
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through the cloud.
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About the Orchid Core VMS Administrator
Guide

The Orchid Core VMS Administrator Guide is designed for IPConfigure dealers, integrators, or
system administrators and is intended to cover the topics that deal with system administration
and features that are not part of everyday operation.

This guide includes information on the following topics:

* Signing into the Orchid Core VMS Software
* Getting Started

* Activating the Orchid Core VMS Software

* Creating and Managing Users

* Adding and Managing Cameras

* Understanding the Video Retention Policy
* Viewing System Status and System Report
* Advanced Settings

* Version Information

* Advanced Topics

* Additional Support

The Advanced Topics section has been expanded to include a variety of topics related to
WebRTC. These topics share some general knowledge on WebRTC, how Orchid Core VMS works
in WebRTC mode, and troubleshooting tips.

For details on working with the Stage, Timeline Bar, and viewing/recording video, please refer
to the Orchid Core VMS User Guide.

* Your Orchid Core VMS server may be registered to an Orchid Fusion or an Orchid
Hybrid supervisory system. References to those products appear throughout this
guide, but may not be applicable to your system.
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How to Sign In

Orchid Core VMS can be accessed easily through most modern web browsers, such as the latest
versions of Chrome or Firefox. The latest version of Chrome is recommended. Your browser
choice, however, will determine the available operating modes for Orchid Core VMS.

* The following web browsers are explicitly not supported: Internet Explorer 11,
Firefox 52 ESR, and any Google Chrome version older than version 48.
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A Quick Word on Web Browsers and
Operating Modes

Orchid Core VMS supports Web Real-Time Communication (WebRTC). This technology allows for
viewing full-bandwidth, live and recorded H264 video streams within a web browser (without
the need to download a plugin). WebRTC mode and Low-bandwidth mode are available in the
following browsers:

* (Preferred) Google Chrome, version 66 or higher, in a MacOS, Windows, or Linux desktop
environment, or on a mobile device

* The latest version of Safari (mobile and desktop)

* The latest version of Mozilla Firefox

* The latest version of Microsoft Edge

All other web browsers support Low-bandwidth mode only. (For a detailed comparison of the
two operating modes, please refer to the Comparing Orchid Core VMS Operating Modes
section.)

* Starting with Orchid Core VMS version 2.8.0, the FBGST plugin will no longer be
supported. The plugin-compatible web browsers (Chrome version 34, and Firefox
version 52) have also reached the end of support. If you were previously using
either of these web browsers, you should upgrade to the latest version available.
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Signing In

1. To open Orchid Core VMS on a client device, type the IP address of the Orchid Core VMS
server in the web browser address bar. If you are opening Orchid Core VMS on the Orchid
Core VMS server itself, you may enter localhost in the address bar, or use the Orchid Core
VMS program link in the system menu or the Desktop icon, if available. (If the default web
server port number was changed to a value other than 80, the IP address or localhost will
need to be followed by a colon and the web server port number. Example: localhost:81)

2. You will be prompted to enter a username and password to sign into Orchid Core VMS. If
you are the Administrator and this is your first time signing in, enter the username admin
and the password you set when Orchid Core VMS was installed. If you are an Orchid Core
VMS Manager, enter the username and password provided by your Administrator.

3. If you are using a browser that supports WebRTC mode, you will have the option to run
Orchid Core VMS in Low-bandwidth mode. (Mark the Low-bandwidth mode checkbox to
run in Low-bandwidth mode.) In all other web browsers, you will sign in using Low-
bandwidth mode by default.

4. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your
browser session or reboot your computer. You will remain signed in for approximately 30
days. (If you leave this box unmarked, the system will automatically sign you out if you
close your browser session or reboot your computer.)

5. Press Sign In.

21.12.0

@ Orchid Core

Username

|:| Low-bandwidth mode

IPCONFIGURE
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ot The username and password are both case sensitive.

* The Low-bandwidth mode checkbox will only be visible if you are using a browser
that supports WebRTC mode.

Copyright © 2022 IPConfigure Page 9 of 135



IPConfigure Orchid Core VMS Administrator Guide - 22.6_en

Getting Started

Once you are signed in, you will be ready to work on activating your Orchid Core VMS license
and configuring the Orchid Core VMS system. You'll learn much more about the user interface
in the Orchid Core VMS User Guide, but for administrative purposes, here’s how to find what
you need.

The System Menu (accessible from the top-right corner of the screen) is the primary navigation
menu and will always be available. It allows the Administrator to access all of the software
features like the Stage, Camera Configuration, Retention Policy, etc. For Managers, Viewers,
and Live Viewers, the System Menu will contain only those items for which the user has
permissions. (Access to the Stage and Sign Out are exclusively available on the System Menu
and are available to all users.)
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Accessing the System Menu

= This is the Hamburger icon.

1. To open the System Menu, click on the Hamburger icon in the top-right corner of the
screen.

) Orchid Core

System / -

Menu
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Accessing the Configuration Menu
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1. To open the Configuration Menu, go to the System Menu, then click on any of the

available selections except Stage or Sign Out.

The Configuration Menu is a secondary navigation menu that will not be available when the
Stage is open. It allows the Administrator to access all of the software features except the
Stage and Sign Out. For users without Administrator permissions, the Configuration Menu will
contain only those items for which the user has permissions, and will not include the Stage and

Sign Out.

When you are using Orchid Core VMS on a PC (and the web browser is set to zero or minimal
zoom), once you access the Configuration Menu, it will remain visible on the left side of the
screen until you return to the Stage.

& Orchid Core

= RETENTION POLICY

& UsERs

IEl SYSTEM STATUS Sh ortcut to
(75 SYSTEM REPORT th e Stag e

£ acTivaTioN
£ ADVANCED SETTINGS

€ VERSION INFORMATION

\

Configuration
Menu

56/4000 Cameras Registered

192.168.202.108
1280x960, 15fps, JPEG

192.168.202.129
2048x2048, 1015, H264, PTZ

192.168.202.144
192001080, I0ps, H264

192.168.202.174
192001080, 10ps, H264, G726 Audic

192.168.203.224
1920x1 080, 30ps, H264

* Shortcut: To access the Stage quickly, just click on the “Orchid Core” portion of
the header (as indicated above).

Copyright © 2022 IPConfigure
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Activating Orchid Core VMS

In order to increase the number of cameras and features available in Orchid Core VMS, it must
be activated with a valid Core or Fusion license.

* An Administrator is the only role with the ability to activate Orchid Core VMS.
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About Orchid Core VMS Licenses

There are three main types of licenses available for the Orchid Core VMS software: Trial, Core,
and Fusion. Each license type offers certain capabilities and restrictions.

» Trial License
o When installed on a Windows x86-64 server or a Linux x86-64 server, the Trial
license will allow up to four cameras, and up to 128GB of video archives. The Trial
version can also be linked to Orchid Fusion/Hybrid VMS.
o When installed on a Linux ARM embedded server, the Trial license will allow
unlimited cameras and archives, but cannot be linked to Orchid Fusion/Hybrid VMS.

e Core License
o The Core license offers unlimited archives, but will limit the number of cameras
allowed and cannot be linked to Orchid Fusion/Hybrid VMS.

e Fusion License
o The Fusion license will limit the number of cameras allowed, but offers unlimited
archives and can be linked to Orchid Fusion/Hybrid VMS.

Time-Limited Licenses

IPConfigure also offers time-limited versions of the Core License and Fusion License. Generally,
these will be used for testing large numbers of cameras or high retention settings (that would
be impossible with the standard trial license).

Time-limited licenses are very similar to the standard licenses described above, and allow you
to add a certain number of cameras with unlimited video retention. There is an important
difference in the way these licenses operate, however. With a typical license, when your
support expires, Orchid Core VMS will still run, you just can’t update/upgrade the software with
a version of Orchid Core VMS released after your support expiration. When the time limit
expires on a time-limited license, Orchid Core VMS will enter a degraded mode and stop
recording video. Previously recorded video will continue to be accessible in this degraded
mode. (See License Errors for more details.)
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Add a License (Quick Method)
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When you purchase a license, you will be given an activation code. As indicated in the diagram
below, the activation code is just the starting point in the process of adding a license. This
code, after being paired with your Machine ID, will generate a license key. With this quick
method, most of the work is done behind the scenes.

* This quick method of activation requires that the Orchid Core VMS server has an

internet connection.

Activation Code

This is the code that you
purchase.

It is good for one
activation only.

Sample code:
B8034-8BEC3-56C2B-88755

Machine ID

A unique identifier for the
computer on which
Orchid Core VMS is

installed.

Sample 1D:
eyJIYWNBZGRyZXNzZXMiOlsi
MGMEYzQENZ2EGYzIEZDQEMZ
UiLClwYzpjNDo3YTpjMjpkNDo
zZiJdLCJwbGFOZm...

License Key

This is a code, certified
by IPConfigure, that
allows the software to
run a licensed quantity
of cameras.

Sample key:
eyJhY3RpdmF0aWouQ29kZSI6
ljdFMkI1LTExMzMzLTQzRTA1
LUJFRDZCliwiY2FtZXJhcyl6MT
AOLCJjcmVhdGVk...

* When you add, remove, or update a license, a Licensed Changed event will
appear on the System Report.

1. Open Orchid Core VMS and sign in using an administrator level username and password.
2. Once signed into Orchid Core VMS, open the System Menu in the top-right corner of the

screen and select Activation.

* If Orchid Core VMS has not yet been activated, the licensing screen will show

that Orchid Core VMS is using the Trial Edition.

Copyright © 2022 IPConfigure
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Orchid Core VMS Activation

Trial License Info
Orchid Core VMS has not yet been activated. /

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

trial 4/4 128 GB N/A N/A

Add

Registered Cameras / License \m

Licensed Cameras

3. When the Orchid Core VMS Activation screen appears, click the Add License button to
activate a new license.

Activation

Please provide your Activation Code and a location description.

Activation Code * / Enter ACﬁVO'ﬁOﬂ
7FFB0-510E1-AD114-A3CC4 Code
Location

1334 Main Street

Activate
License \
OFFLINE ACTIVATION CANCEL |

On the Activation screen, enter your activation code in the Activation Code field. (Sample

code: B8034-8BEC3-56C2B-88755)

5. Then input a location description that specifies where your Orchid Core VMS server will be
located. Common location descriptions are a shop name, number, or location.

6. Click the Activate button to generate your new Orchid Core VMS license. If the license

creation is successful, a screen will appear that indicates success.
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Orchid Core VMS Activation

Orchid Core VMS has been activated / ACtl vation ComPIEte

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
. o Saturday, February 13, 2021 7FFB0-510E1-AD114-
fusion 4/16 Unlimited uTe A3CCA
Thank you!
Registered Cameras /
. UPDATE LICENSE REMOVE LICENSE
Licensed Cameras s

Copyright © 2022 IPConfigure
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Add a License (Offline Method)

Use the Offline Activation method if the Orchid Core VMS server doesn’t have an internet
connection. This activation method is very similar to the activation method used in older
versions of Orchid Core VMS.

* When you add, remove, or update a license, a Licensed Changed event will
appear on the System Report.

1. Open Orchid Core VMS and sign in using an administrator level username and password.
2. Once signed into Orchid Core VMS, open the System Menu in the top-right corner of the
screen and select Activation.

* If Orchid Core VMS has not yet been activated, the licensing screen will show
that Orchid Core VMS is using the Trial Edition.

Orchid Core VMS Activation

Trial License Info
Orchid Core VMS has not yet been activated. /

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

trial 4/4 128 GB N/A N/A

/ Add
Registered Cameras / License \w

Licensed Cameras

3. When the Orchid Core VMS Activation screen appears, click the Add License button to
activate a new license.
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Activation

Please provide your Activation Code and a location description.

Activation Code*

189090 0.090.006090906 ¢4

Store #12345 or Beach house  ~1; 4 Offline
Activation

OFFLINE ACTIVATION CANCEL ACTIVATE

4. On the Activation screen, click the Offline Activation button.

Activation Instructions

generate a license key.

Copy Machine ID
Machine Id

MS4yInQ=

License Key

CANCEL AC

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to

eyJtYWNBZGRYZXNzZXMiOlsiMDAGZMY 6NZUSMWUEMmME EN2ZELLCI3NDpkEToyYjo42ZDplZDowZSIs
ImU0OmMQ10iNkOmMQ20) QxOmJImIiwiZjAGZGUEZIEEYIYEYWQEMzkiXSwicGxhdGZvem0i01iTXaWSk
b3dzIESUOC] YuMiAoQnVpbGQgOT IWMCkEQUIEN]QiLCIzdG oY YWAIRGV2ZaWNLIJp7ImlkIjoiRTIW
MzQyMzNIMEWSOFMiLCIWYXRoIjoiXFxcXC5cXEMEIiwidH1wZSISIKhERCIILCIZ2ZXITzaWduljoil

VATE

5. Copy your Machine ID. (Click and drag from the beginning to the end of the text string,

then click CTRL+C to copy it.)

6. Click CTRL+V to paste the ID into a text file on a USB drive that you can use on a

computer with internet access.
7. Using a computer with internet access, go to the following site:

https://www.orchidsecurity.com/activation.

Copyright © 2022 IPConfigure
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10.

11.

VMS Activation

To generate a license key, enter your Activation Code and Machine ID. Enter a unique Location Description to associate the license key with a physical location.
Looking to use an add-on, upgrade, or renewal code? Click here.

Activation Code

Enter
Activation Code

EF??B-282OE-AZUBZ-3FBEE4
Machine ID

eyJtYWNBZGRyZXNzZXMiOlsiZmM&YWESMTQEMmUSYmISNDEILC JmYzphYToxNDoyZ Tpi

YjosSMCJdLCIwbGFOZmaybSislkpbnV40jQuMTUUMC0ZNS1InZWSIemljOng4NIS2ZNClsin / Paste

NDbJJhZ2\"EZ)(Zp‘f’ZU?OnsiaWQiOiJLSUSHUlRPTIQT\-‘i klwl'!F.“zNDExr.‘jBHXzL,‘wMDIzQJc
3N EEwDUExQzUiLC JwYXRonoiL2RIdiszZGEinwidleZSIGIkh ERCJ BLCJHXJzaWEquoMS h o
aylog= Machine ID

Location Description

/Enter Location

e Click Activate

Paste your machine ID (from the USB drive) into the Machine ID field.

Enter the Activation Code that was provided when you purchased your Orchid Core VMS
license into the Activation Code field. (Sample code: B8034-8BEC3-56C2B-88755)

Enter a location description that specifies where your Orchid Core VMS server will be
located. Common location descriptions are a shop name, number, or location.

Click the Activate License button to generate your new Orchid Core VMS license. If the
license creation is successful, a screen will appear that indicates success and includes a
License Key. (The License Key looks like a paragraph of random text.)

«¥s If the activation code has already been used for another machine, then the

Copyright © 2022 IPConfigure

license generation will fail saying “The provided activation code has already
been paired with a different machine ID.” If this happens, you’'ll need to either
purchase a new Activation Code, or submit a ticket to the IPConfigure Technical
Support Team.
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VMS Activation

License generation successfull

You will find your license key below. Simply copy it from here and paste it into the VMS activation screen.

EScusiea oy (;;opy License Key =

yIhY3RpdmF BakouQ29kZS 16 1kVENZCAL T14MJA2LUEYMDEYL TNGQVEL iwiY2F t X Ihcy I6MTYs ImMy ZWF8ZWQ107 E 100gwODTOMAWMDAS InViaXRpb24 101 IndXNpb24iLCI 1
BpcmV2T §0xNJEZMT cONDAWMDAmL C Tt abQ101 7 1 eUpBWVd0Q 1 pHUn L abE 561 hialios ¢ 21 abUe 2WVdF Nk 1ULUTZNBVLUZWW1 JHKSERWLMOBptMXpwaF 1Ub3hORGOSW1RwaV1gbzVN
DOpk TENKA2 JHR jBabT 1 5¥1MIMk LreHB b 18T 2pRAUILVIVIQZ A T LMxh | piix jbixq T 25nNES 5000081 2 SWSOMG 2 SmhaM] ZFlhac FloyVi 1 PhnNpYVdRaU9pSkx TVTVIVTFS
FRSOVRMak13 TUZNek4wiXhNak ) INHpVAE1ESTIRamMz TKVFd@SVRXhRe 1VpTENKA1 1¥URS ) am9p TDISHGRPOXpaROVASW] 3akit 1 bHd aUBk 2SWEoRVIDS  LMQBoyW1hKemF XOXV)
amOp TVMBeU 1 uMD@1 L C)ZakduYXR1caU101 11¥RZhOT R JNnF 1NeFmZ JUBZ TUINT Ik YWU3NZ1 Ymd hYZgSNTUZMZYSMIMS00d 12T Ik ZDF JY2RhYZR1Y2Y2NTZhOGI 2Z ThOMmUxNZQ1

THXM2UY ZmMSZ § E2M2U I NDRZmQS MLy MTNIM2U 2 ZDkM2U1x00Qz T TM1 ZGRENGQ3Y JES ZWZmOTZhY2E IM2UMNGF kY 2 YBOGT 37 JAIZaM2Y2g17 JZh0G] §Y2QwOGMXNTQ1 ZTMXZ fgx
202 hikODK 2¥Ym I kMTQyOT gy ZT EwlmE xNDR LNOVINT Q2MVKNTEGZT Iy ZDE 1001 10TExMWMzN2 T 1M 2¥iuml Y TQxZmE 1Mz hich jh jMmE 1Y2M8Ym) kMDMAMBF ki3 ZDUYNDQOODVK
ZVMZDYAODVENTUON JHINDh ZDVIMTIAY Z o JloxY ZBhNZUAZGRAY 2 ZmZ § cZMmYy Y TULNFOWY WMzl 3 ZDCyMDE 4YZRLMTZkYmOmN JABYWUBY 20MGQ 3Y Vx0TI 1 2GUBZDKSMTQS
TAWYTAYY JQx¥mY3VTRKNGI ZYTEZMMQYNTZ JMDUSYZMOZ T IMZVOT IxMzgxj IxMWU3Z VIMMS00I 10TQy ZWY 4YmRmMFhhM2R  Z Jhm V10T gzOMNZ Tk 1ZTUY ZmYZ¥mI INTYS
ZUAMRY 20WY30GR {YTBKNWZZ § ZhMMAMDERMNy T s InVz ZXT 101 IVbartub3dul iwi deiyc21vbi161 jEuMi 19Cg=

Thank you for your activation!

12. Highlight the license key text and click CTRL+C or press the Copy to Clipboard button to
copy the License Key to a text file on a USB drive, then take it back to the Orchid Core
VMS server.

Activation Instructions

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Machine Id

eyJtYWNBZGRYZXNzZXMi0lsiZmMEYWE EMTQEMMUSYmI ENDELLCImYzphYToxNDoyZTpiYjoSMCJId
LCIWbGF0Zm9ybSI6IkxpbnV40j QUMTUUMCOZNSINZWSlemljOng4N182NCIsInNOb3ThZ2VEZXZD
Y2UiOnsi1aWQiOiJLSUSHULRPT19TViMwMFMzNOEXM]BHXzUwMDI 2Q]) cSNEEWOUEXQzUL1LCIWYXRo
IjoiL2R1di9zZGEXIiwidHIwZSIEIKkhERCIILCI2ZXTzaWSuljoiMS4yInl=

Lioanse Key Paste License Key

DRINDVKNTQ2NWVKNTEOZTIyZDETODIIOTEXNWMzN2ITM2YWwMmU4YTQxZmETMzhkNjhjMmETY2MO
¥YmJkMDM4AMmFKNmMU3ZDUyNDQOODVKYzVmZDY40DVmNTUON]M1NDhiZDV]MTk4YzkxNjkxYzBhN2
U4ZGRhYzZmZjczNmYyYTUTNjQwYjgwNzU3ZDcyMDE4Y2RIMTZKYmJmNjAOYWUOY2QwMGQ3YjYx0
TJZGUOZDKSMTQSNTAWYTAYY|QxYmY3YTRKNGIzYTEZMWQYNTZ]MDU4YZMOZTIiMzV]OTIxMzgxNjlx
MWU3ZjViMjM50DJIOTQyZWY4YmRmMjhhM2RjZjhmNjViOTgzOWNhZTk1ZTUyZmYzYmJINTY5NzU4
MmYzOWY30GRjYTBKNWZhZjZhMmM4MDBhNylsInVzZXIi0iJVbmtub3duliwidmVyc2lvbilélEuMiJICg

13. Click into the License Key field on the Activation Instructions screen. Click CTRL+V to
paste the text into the field.
14. Click the Activate button to activate your new license key.

s Click Activate
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If the activation was successful, you will see a message at the top of your screen saying
“Orchid Core VMS has been activated.” The Edition, Cameras Licensed, Archive Retention, and
Support Expiration fields will all be updated to match the license you purchased.

Orchid Core VMS Activation

Activation Complete
Orchid Core VMS has been activated. 4'/_

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
Simic 4 :I 6 Unlimited 3§gjrday, February 13, 2021 gg;gstU&.&ZUaZ-
Thank you! /
Registered Cameras /
Licensed Cameras
Orchid Core VMS Activation License _—
: imeda License
Orchid Core VMS has been activated. AC“ VatEd
Countdown

Your core-timed license will expire in 60 days, 3 hours, 49 minutes, and 52 seconds.

Archive Retention

Edition Cameras Licensed

core- . o

Srad 8 Unlimited
Thank you!

Support Expiration Activation Code

59FAD-C92F0-B9559-
14D7A

Monday, October 8,
2018 UTC

# UPDATE LICENSE

[l] REMOVE LICENSE

This is an example of a time-limited license.
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Modifying an Existing License (Quick Method)

If you want to add more cameras to the system, upgrade from a Core license to a Fusion
license, or simply extend your support agreement, you will need to modify an existing Orchid
Core VMS license.

* A valid support agreement is required to install software updates. If your
agreement expires, you will be able to install versions of the software that were
released before your agreement expired, but you will not be able to install new
software updates. (If you attempt to install software that was released after your
support expires, your Orchid Core VMS server will not function properly; contact
your IPConfigure sales representative to purchase an upgrade or renewal).

* If you have an expired, time-limited license, Orchid Core VMS will enter a
degraded state and will stop recording. (See License Errors for more details.)

* If you add, remove, or update a license, a Licensed Changed event will appear on
the System Report.

1. Open Orchid Core VMS and sign in using an administrator level username and password.
2. Once you are signed into Orchid Core VMS, open the System Menu in the top-right corner
of the screen and select Activation.

Orchid Core VMS Activation

Orchid Core VMS has been activated

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
Saturday, February 13, 2021 7FFBO-510E1-AD114-
fusion 4/16 Unlimited uTC A3CCA
Thank you!
Update

License ~ A

3. When the Orchid Core VMS Activation screen appears, click the Update License button.

Copyright © 2022 IPConfigure Page 23 of 135



IPConfigure Orchid Core VMS Administrator Guide - 22.6_en

Activation b 4

Please provide your Activation or Upgrade Code and a location description.

Act

ctivation or Upgrade Code / Enter Upgm'de
3B56-F264-3522-4E7B Code
Location

1334 Main Streef

Click Activate \
OFFLINE ACTIVATION CANCEL m

4. When the Activation screen appears, enter your Renewal/Add-On code into the Activation
or Upgrade Code field.

In the Location field, enter a description that specifies where your Orchid Core VMS server
will be located. Common location descriptions are a shop name, number, or location.
6. Click the Activate button. The Orchid Core VMS Activation screen should appear and

should display updated license information. (In this case, the number of licensed cameras
has increased.)

Orchid Core VMS Activation
Renewal/Upgrade Complete
Orchid Core VMS has been activated 4-/— / Pg P

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

e 417 Unlimited Saturday, February 13, 2021 7FFB0-510E1-AD114-

uTC A3CC4
Thank you! /

Registered Cameras /

3 #" UPDATE LICENSE
Licensed Cameras _
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Modifying an Existing License (Offline

Method)

Use the Offline renewal/upgrade method if the Orchid Core VMS server doesn’t have an internet
connection. This renewal method is very similar to the activation method used in older versions

of Orchid Core VMS.

1. Open Orchid Core VMS and sign in using an administrator level username and password.
2. Once signed into Orchid Core VMS, open the System Menu in the top-right corner of the

screen and select Activation.

Orchid Core VMS Activation
Copy Original Code

Orchid Core VMS has been activated.

Edition Cameras Licensed Archive Retention Support Expiration

fusion 417 Unlimited Seturdey, February 13, 2021

uTc
Thank you! .
Click Update
License

\ & UPDATE LICENSE [l [il] REMOVE LICENSE

Activation Code

48642-F2985-FE89A-
09EES

3. When the Orchid Core VMS Activation screen appears, click and drag over your original
activation code to select it, then click CTRL+C to copy the code. (You will need this code

later.)

4. Open a new text file and click CTRL+V to paste the original activation code into the text

file.

5. Save this text file on a USB drive that you can use on a computer with internet access.
6. Press the Update License button.
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Activation

Please provide your Activation or Upgrade Code and a location description.

Activation or Upgrade Code *

VXKKX-XXKXK-KKKKX-KD‘JHK,‘( OF XXX X-XXXXK-XXKXX-XXXX

Click Offline
Activation

OFFLINE ACTIVATION CANCEL ACTIVATE

7. At the Activation screen, press the Offline Activation button.

Activation Instructions 4

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Machine Id

eyJtYWNBZGRYZXNzZXMiOlsiYzgeNjAeMDAGY2I6MTI6YTUiXSwicGxhdGZvem0i0iJMaW51eDol
LjAuMCOzNy1nZW51cml jOngdN182NCIsInNOb3JhZ22VEZXZ2pY2UiOnsiaWQiOiJDb3JzYWlyX0Zv
cemN1X0dUXzEyMijg30TMyMDAWMDEOOTQWMDA4 I iwicGF0aCI6IiokZIXYve2RhMiIsInR5cGUiI01J]
REQifSwidmVyc2lvbiIeIjEuMiJs

License Key

CANCEL ACTIVATE

8. When the Activation Instructions screen appears, this is your cue to take your USB drive
and find a computer with internet access. Open a web browser and go to
www.orchidsecurity.com/activation. The VMS Activation screen will appear.
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VMS Activation

To generate a license key, enter your Activation Code and Machine ID. Enter a unique Location Description to associate the license key with a physical location.
ooking to use an add-on, upgrade, or renewal code? Click here

Activation Code

%
Click for Add-Ons,
Upgrades & Renewals

Machine ID

Location Description

9. Click on the link that says: “Looking to use an add-on, upgrade, or renewal code? Click
here.” The Renewal/Add-On screen will appear.

Orchid Core VMS Renewal/Add-On

To use a renewal/add-on code, you will need to enter it, along with your original Activation Code below.

Your original Activation Code can be found in the Activation section of the Orchid Core VMS Configuration page in Orchid Core VMS versions 1.10.0 and later. If you
have an older Orchid Core VMS version and don't know your Activiation Code, submit an Orchid helpdesk ticket and we'll look it up for you.

Renewal/Add-On Code

<« Enter Renewal/Add-On Code

6425-F638-189C-1633

Original Activation Code

<« Enter Original Code

48642-F2085-FE89A-09EES

<—Click Renew/Upgrade
N

10. Once you reach the Renewal/Add-On screen, go to the Original Activation Code field and
copy the original code from the USB drive and paste it into this field.

11. Go to the Renewal/Add-On Code field and enter the code you just purchased.

12. Press the Renew/Upgrade License button. If successful, the system will generate a
Renewed license key.
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Orchid Core VMS Renewal/Add-On

Renewal successful!

You will find your renewed license key below. Simply copy it from here and paste it into the Orchid Core VMS activation screen.

License Kay Copy the Renewed Key

JQ29kZSIET QAN QyLUYYOTg1LUZFOD1BLTASR

Thank you for your renewal/add-on!

13. Once the renewal is successful, highlight the license key text and click CTRL+C to copy
the License Key text, then paste it (CTRL+V) onto the USB drive.

14. Take the USB drive back to the Orchid Core VMS server.

15. Return to the Activation Instructions screen and click into the License Key field. Copy the
Renewed license key text from the USB drive and paste it into the License Key field.
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To activate Orchid Core VMS, access the licensing portal. You will need your Machine 1D (shown below) to
generate a license key.

Machine Id

eyJtYWNBZGRYZXNZZXMiOlsiMDYENJEENZEENTMEYZzI60DIiLCIIMjolNDowMDpjMzo3Z2j00NCI
sImI007J10]) kSOmMEWO JNkOmYWIiwiZGMENZEGOTYEODcEMzYEZTIILCIMZTolNDowMDolNjoyET
0325JdLCIwbGF0Zm9ybSI 6 I kxpbnV40jUuMy4wLTQwLWdl bmVyaWMéeDg2XzY0Iiwic3RvemEn2
URldmljZSI6eyJpZCIE6I1NhbXN1bmcgUINEIDk3MCBFVKEgUGX1cyRYNTBHQLSTNEVVTKYWTTCwW
ODYzZN1IiLCIwYXRoIjoiL2R1di%udmlIMG4XcDILiLCJ0eXBlIjoiSEREINOsInZlenNpb24i0il
XLjIifQ==

License Key ,  Paste the Renewed Key

JODK1NWUJIZThjMJEWOGY2ZDc3Z) kY TlyNzFmZDIxYTMOYmUSNjRIOTNIOGMwZmY3YWM1NzQyNDg
SNDESMjg1NjU4YWJJNTEYNDIOMTNiYjcOMjVKNZUWZ TgzMTUQYTAYZDQ4Z ThkMjNIMGQyNWE4Z TUx
MmQOwY2EzZTkyMTFhMTBmNzM1ZTc1MDFiY2RjZmQxNmYz0DUxM2JhYzI3ZGEWZWNjNmJkZmEw
MmRhMjMyZjgONDhhOTYyY2ZIMDA4ZGI0YZQ3Z TdmYmFhOTRIOGRIYJESNWIWN|FiMjFhNTAZZGMxZ
GIzZNzM2YjVmNTUzODg4Y|BiOWN]N2Y4ANWUXM2ZjMWY20GQwZGQzYjZmMDYyZDRmMN2ZiMWNIMD
IhZGFKkMTkKONzQwWYmVmZDAzZjMSMWFhMGM10DE2YTQ2MDVmYzQ2ZGNhM2ZIYWYSNzI0ODg1Yz
NKYWY1YTISYWEyNzk3MWQyZSIsInVzZXIiOiJVbmtub3duliwidmVyc2Ivbil6ljEuMiJ9Cg=4]

Click Activate —omep- B

Orchid Core VMS Administrator Guide - 22.6_en

16. Click the Activate button to activate your new license key. If the activation is successful,
you will see a message at the top of your screen saying “Orchid Core VMS has been

activated.”

Orchid Core VMS Activation

Orchid Core VMS has been activated.

< New License has been Activated

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
. - Saturday, February 13, 2021 48642-F2985-FEB9A-
fusion 418 Unlimited uTC 09EES

Thank you! /

Registered Cameras /
Licensed Cameras

# UPDATE LICENSE [l i) REMOVE LICENSE

The Orchid Core VMS Activation screen should display updated information in the appropriate
fields (to match the add-on, upgrade, or renewal you purchased).
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Creating and Managm Users

Once installation and activation are complete, Orchid Core VMS is configured with one
administrator user by default; this user is created during installation and cannot be removed.
Additional users can be created with varying levels of privileges through the Users option in
Orchid Core VMS’s System Menu.

* An Administrator is the only role with the ability to create and manage users.
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About Orchid Core VMS User Roles

There are four different User roles in Orchid Core VMS, each with a different level of access:

* Live Viewer: A Live Vieweris only able to view live video.

* Viewer: A Viewer is able to view live and recorded video.

* Manager: A Manager can view live and recorded video, export video, view System
Reports, and control PTZ Players. (The Manager is not able to create or manage users or
cameras.)

* Administrator: An Administrator is able to do everything within Orchid Core VMS, including
activating Orchid Core VMS, adding new users and cameras, resetting passwords, and
viewing System Reports.

User roles are set when you create new users, however, an Administrator may change the role
of an existing user by clicking the Edit pencil icon. Find out more about editing users later in
this section.
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Access the Orchid Core VMS Users List

1. Signin to Orchid Core VMS as an Administrator.
2. Open the System Menu in the top-right corner of the screen and select Users.

The Orchid Core VMS Users screen lists all of the users that have been added, their assigned
roles, and descriptions of each of the four possible User roles. (You may have to scroll down to
view the list of Orchid roles.)

®» Orchid Core

M CAMERA CONFIGURATION
= RETENTION POLICY Add User _-""'-b
& USERs
(B svSTEM STATUS
7 SYSTEM REPORT

un_

& ACTIVATION
o

Li}

: ADVANCED SETTINGS
T
VERSION INFORMATION
Users 1-30 of 91
adavidson Administrator ra Ty
adinh Adminlstrator & Tl
. e LOCkED AdMin User ——sp-a

admint Adminisirator ra Ty
wemen s EAIE User Settings - s ®

Current
adunn Adminisirator / w
Users J— acministraor Delete User S m
1

AGalloway Manager ra

The Users screen lists up to 30 Orchid Core VMS users per page (by default). If you have more
than 30 users, additional pages will be added automatically. This will also activate the page
navigation tools, and the search feature.

M‘oue to Last Page
Move to Numbered Page

Move to First Page

The navigation tools will appear at the top and bottom of the screen. These will allow you to
move easily from page to page.
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Adding a New User

=#+ This is the Add icon.

1. Click the Add User button in the top-right corner of the Orchid Core VMS Users screen.

2. A New User screen will open. Enter the username you would like to set for the new user in
the Username field.

New User for Orchid Core VMS

Username * Role
TempManager2 Manager e
Password * Confirm Password *

CANCEL ADD USER

3. Enter the password for the new user into the two fields labeled Password and Confirm
Password.

4. Select a role for the new user from the Role drop-down list. (The role can be updated by
an administrator at any time.)

5. Click the Add User button at the bottom of the screen to create the new Orchid Core VMS
user.

The new user will now appear in the list of users and will immediately have access to Orchid
Core VMS.
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Editing Existing Users

f This is the Edit pencil icon.

Nothing is set in stone for Orchid Core VMS users and almost all of the user settings can be
updated, as needed. The only user that cannot be completely edited is the default admin user
(which has a Lock icon in place of the Trash Can icon). While the password can be updated, the
username and role cannot be changed.

1. To edit a user, click the Edit pencil icon to the right of the user you want to update. The
User screen will open.

2. Edit any of the available fields, as needed.

3. Click the Update User button. All of the changes will be effective immediately.

TempUser3 from Orchid Core VMS )4

Username * Role
TempUser3 Viewer v
Password Confirm Password

CANCEL UPDATE USER

* If you try to change your own password, Orchid Core VMS will automatically sign
you out.
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Deleting Existing Users

'@[ This is the Delete icon.

1. To delete an existing user, click the Delete (Trash Can) icon to the right of the username.
Orchid Core VMS will ask you to confirm that you would like to remove the user. Once you
confirm you want the user removed, it will be permanently erased.

& Orchid Core

CAMERA CONFIGURATION

RETENTION POLICY adinh S B
USERS
admin Admirustrator ra &
101 SYSTEM STATUS Dele‘te User N
7 SYSTEM REPORT admint Admirustrator -]
ACTIVATION ADTSupport] Administratar s
Qf ADVANCED SETTINGS
: adurn s B
€ VERSION INFORMATION
agalloway
Aalloway Manager

Delete user "admin1"?

mm-» DELETE USER
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Searching for a User

If you have more than 30 registered Orchid Core VMS users (by default), the Users list will
extend beyond one page. When this happens, the software will automatically activate the user
search and page navigation. Especially useful with large systems, these tools will help you find
specific users quickly.

Search the Users List

The Search field will appear at the top of the Users screen. It supports searching by usernames,
using single and multiple search tags.

1. Click into the Search field to start your search.
2. Type one or more search tags (clicking Enter after each).
a. A single search tag with multiple terms (words or numbers) will initiate a search for
results that include all of the terms in the tag.
b. Multiple, single-term search tags will initiate a search for results that include at least
one of those tags.

Each time you press Enter, the Users screen will update to display an alphabetical list of all of
the users that contain the tag(s).

Username Enter One or More

TempX [Search <« Search Terms Here

Users 1-5 of 5

TempMgr Manager & Ty
tempo Manager & Ty
TempUser Viewer Review Search Results S o
TempUser2 Manager S W
TempUser3 Viewer & Ty
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Adding and Managing Cameras

The Camera Configuration screen is an important part of the Orchid Core VMS setup process.
This screen provides a list of all of the registered cameras (in alphabetical order by camera
name) and a preview of each video stream. It is also the starting point for adding cameras,

editing camera settings, and deleting cameras.

1. To access the Camera Configuration screen for Orchid Core VMS, open the System Menu
in the top-right corner of the screen, then select Camera Configuration.

* An Administrator is the only role with the ability to add and manage cameras.

% Orchid Core
B CAMERA CONFIGURATION
= RETENTION POLICY
56/4000 Cameras Registered

& USERS
I3 sYSTEM STATUS

192.168.202.108
U"‘_=. SYSTEM REPORT 1280x960, 150ps, JPEG
& ACTIVATION
£45  ADVANCED SETTINGS

€ VERSION INFORMATION 192.168.202.129
204Bx2048, 1 01ps, H264, PTZ

192.168.202.144
19201 080, I0fps, H264

\Regfstered Cameras/
Licensed Cameras

System Menu

Registered
192.168.202.174 Cameras ' :\ /
Camera /
192.168.2032.224
192001080, 30ps, H264 Prev’e WS

The Camera Configuration screen will open with a list of cameras that have already been

registered, if any. The process for adding most cameras is typically pretty simple, especially if

the camera supports ONVIF auto-discovery.

Copyright © 2022 IPConfigure

Page 37 of 135



IPConfigure Orchid Core VMS Administrator Guide - 22.6_en

Adding One or More Cameras (using Auto
Mode)

=+ This is the Add icon.

1. From the list of registered cameras on the Camera Configuration screen, press the Add
Camera button to access the Register Cameras screen. Orchid Core VMS will open the
Register Cameras screen in Auto mode by default. This screen displays a list of all the
cameras Orchid Core VMS was able to auto-discover.

* In order for Orchid Core VMS to auto-discover cameras, they must support ONVIF
auto-discovery and be located on the same network subnet. If you have cameras
that are not automatically discovered, they can always be added manually.

Register Cameras

e eu— Select Automatic Mode

Credentials o Model 1P|
:!e::::;r D2110-VE
~~ Enter - Select
Credentials o e Camera (s)
REGISTER SELECTED CAMERAS -‘-Q & M0 ro A dd
[] senysncemsizm 192.166.202.52
Camera IS [ maxisaisismcn 192166202 54
A [ready [ wexis mao7r-pLve 192,168 202,57
[] cemen 192,168 202 62

Registered

e |

2. To add a new camera, mark the checkbox next to the camera. (You may select multiple
cameras as long as they all use the same ONVIF username and password.)

3. Enter the ONVIF username and password that is setup on the camera(s) you would like to
add.

4. Press the Register Selected Cameras button to add the cameras to Orchid Core VMS.

Depending on the number of cameras being added, it may take a few minutes for Orchid Core
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VMS to add them successfully. When complete, Orchid Core VMS will show a list of all cameras
that were successfully and unsuccessfully added. If Orchid Core VMS fails to add a camera, an

error message will appear.

5. Go to each of the newly added cameras and enter a unique, descriptive name for each
one. (Good camera names are important because they are searchable in Orchid Fusion/
Hybrid VMS.) You should also review or edit the camera stream settings.

o¥s If these newly added cameras will use similar stream settings, use the Copy
Stream to Cameras feature to configure multiple cameras at once.

* If you have any trouble adding cameras, please refer to the Advanced Topics
section for additional help.
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Adding a Single Camera (in Manual Mode)

=#+ This is the Add icon.

In the event that Orchid Core VMS cannot auto-discover a camera, it can be added manually.

1. At the Camera Configuration screen, press the Add Camera button to access the Register
Cameras screen. Orchid Core VMS will open the Register Cameras screen in Auto mode.

2. Select Manual mode.

Register Cameras

AUTD MANLAL

— - Select Manual Mode

Register Camera

OMVIF - httpaAf192.1 68,202,121/ /onvif/device_service

i X Enter Camera Info

Cradentials / Enter Credentials
eetuser o

CANCEL

REGISTER

3. Select the appropriate driver (ONVIF or RTSP) from the drop-down list.

* While the Generic RTSP driver is available when adding cameras manually, this is
not always guaranteed to work due to the way different manufacturers handle
RTSP streams. The recommended driver to use with Orchid Core VMS is ONVIF.

* Starting in version 2.14, Administrators have the ability to disable the Generic

RTSP camera driver, so this driver may not be available.

4. Enter the ONVIF Discovery URL, or the RTSP Stream URI (depending on the driver you
specified) to match the correct address for the camera being added. Consult with the
camera manufacturer’'s user guide, as needed, for the correct syntax of the address.

5. Enter a unique name for the camera. This will allow you to distinguish the camera from
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other cameras set up within Orchid Core VMS.
6. Enter the username and password that is setup on the camera being added.

* For some ONVIF cameras, a separate username and password needs to be
created specifically for ONVIF. (Please refer to the Advanced Topics section for
more information.)

7. Press the Register button to add the camera to Orchid Core VMS.

When complete, Orchid Core VMS will add the new camera to the list of registered cameras. If
Orchid Core VMS fails to add a camera, an error message will appear explaining the issue.

8. Once the camera has been added, you should review or edit the camera stream settings.

* If you have any trouble adding cameras, please refer to the Advanced Topics
section for additional help.
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Multi-stream Capabilities

When you add a camera to Orchid Core VMS, that camera should come with a Primary stream
(which will be used for recording), and several inactive streams, by default. Each of these
streams will have different settings such as recording style, resolution, and frame rate.
Beginning in version 21.12, Orchid Core VMS and Orchid Fusion/Hybrid VMS support multiple
active streams. This means that Administrators may enable a Secondary stream for each
camera (with different stream settings), to accommodate different recording and viewing
requirements. This provides Users with a variety of streams to choose from when viewing video
on the Stage.

* The use of Secondary streams is optional. Additional recording streams will cause
an increase in video storage requirements. Consider evaluating your system’s
capabilities before implementing secondary recording streams. Check out the
“Tips” section below for more information.

Use Cases for Secondary Streams

Assigning secondary streams may be useful from a couple of perspectives, both centered
around the amount of data that needs to be processed for viewing and recording video.

Viewing Video

More and more, users want to record video at higher resolutions (such as 1080p, or even
higher at 3, 4, or 5 megapixels). With a single, Primary stream, the system is forced to record
at this high resolution and decode the video for remote viewing at the same time. That’s a lot
of data to move. But are those high resolutions really needed on the Stage? If the Stage is
displaying 20 or 30 Players, those Players are going to be relatively small, and in this case,
high resolution is essentially wasted. With a Primary and a Secondary stream, you have the
ability to choose a lower resolution stream for the Stage, while saving the high resolution
stream for recorded video.

CPU Usage

In some situations, the Orchid Core VMS server (the recording server) is also used as an on-site
viewing workstation. When the server is recording a large number of high resolution video
streams, while simultaneously trying to display all of that high resolution video, it takes a lot of
computer horsepower to do it. (The more horsepower required, the more expensive the server
will be.) If the computer could decode and display lower resolution video for the Stage, the
server would not need to be quite as powerful, and would be less costly. Primary and secondary
streams allow us to view lower resolution video on the Stage, while still recording high
resolution video to the archives.
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Tips for Secondary Streams
Here are some important things to consider when using Primary and Secondary streams.

* If you decide to use Primary and Secondary streams, and plan to record both, keep in
mind that both of these streams will consume some amount of disk space.

o The IPConfigure Design Tool (at calculator.ipconfigure.com) may be used to estimate
the amount of disk space you will need to accommodate the Primary and Secondary
streams you are planning to configure. The key parameters to select for each
calculation are: number of cameras, image resolution, frames per second, and
number of days of storage.

* If you decide to enable secondary streams, consider adding “primary” and “secondary” to
the stream names (which will make them easier to identify in places like the System
Report.)

* Motion detection can only be performed on Primary streams.

o Primary streams may be configured with any of the five available Recording Styles.

o Secondary streams must be configured with one of the following Recording Styles:
Continuous Recording Without Motion Detection or Proxy Only (no video will be
recorded).

* Since high-resolution camera streams are more likely to cause problems, it may be best
to assign lower resolution streams as Primary streams. (The Primary stream will be used
by default when adding a camera to the Stage.)

* Beginning in version 22.3, when you export video:

o You will be able to select which stream to export.

o If you do not make a selection, the system will export the stream with the highest
resolution.
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Edit Camera Stream Settings

> This is the Expand icon (used to view the Recording Statistics and Advanced information).

This is the Condense icon (used to close the Recording Statistics and Advanced
information).

& This is the Camera icon that represents the Primary Stream.
This is the Camera icon that represents the Secondary Stream (if applicable).

This is the Camera icon that represents a disabled camera stream.

After a camera has been added to Orchid Core VMS, settings such as the stream resolution and
frame rate can be updated through the camera stream’s configuration. While this is true for
most cameras, cameras added using the RTSP driver (old cameras and cameras that don’t
support ONVIF) cannot be edited through Orchid Core VMS. You will need to access those
cameras directly to edit settings. (Refer to the camera manufacturer’'s documentation for more
details.)

1. From the list of registered cameras on the Camera Configuration screen, click the name of
the camera you want to edit. (The list will expand to display all of the information for the
selected camera. This includes the camera name, IP address, and all of the available
streams.)
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Delete oo
Camera\"m

Camera Information

/Recover Camera

1. To change the camera name, click the Edit pencil to the right of the camera name. Enter a
new name in the Camera Name field and press the Update Camera button. (Remember:
The cameras are listed in alphabetical order by camera name.)

This screen also displays the camera model and the status of the Primary camera stream.
These settings are informational and cannot be altered here; please refer to the System Status
section for status descriptions.

Beginning in version 21.6, Orchid Core VMS will display the NTP settings and the Time Zone
setting next. (If the camera was installed while using an earlier version of Orchid, you won't
see these settings. To remedy this, you need to recover your camera.)

2. To change the NTP settings, click the Edit pencil to the right of the NTP settings.
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Edit Camera NTP Settings

NTP Settings
Use NTP settings from DHCP server

CANCEL UPDATE NTP SETTINGS

By default, the system will pull the Network Time Protocol (NTP) from the Dynamic Host
Configuration Protocol (DHCP) server. If the default is used for all of the cameras, this ensures
that all of the cameras on the network are using the same system clock as the Orchid software

itself.

3. If you need to use a different server, do the following:
a. Use the NTP Settings drop-down list to select Manual.

b. Enter the name of the server you want to use.
c. When all settings are complete, click the Update NTP Settings button.

Edit Camera NTP Settings

NTP Settings
Manual

NTP Server*
pool.ntp.org

CANCEL UPDATE NTP SETTINGS

4. If you need to change the time zone for the camera, do the following:
a. Click the Edit pencil to the right of the Time Zone.
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. Use the Time Zone drop-down list to select the appropriate time zone.
c. Mark the Daylight Saving Time checkbox if your region observes daylight saving

time.
d. When all settings are complete, click the Update Time Zone Settings button.

Edit Camera Time Zone Settings

Time Zone

America/New_York v

Daylight Saving Time

CANCEL UPDATE TIME ZONE SETTINGS

Beginning in version 22.3, Orchid Core VMS will display the Transport Protocol setting. This
gives you a chance to specify how the video will be transported from the camera to the Orchid

Core VMS server.

5. To change the Transport Protocol setting, click the Edit pencil to the right of the Transport
Protocol setting.

Edit Camera Transport Protocol

Transport Protocol

AUTO M

CANCEL UPDATE TRANSPORT PROTOCOL

The Edit Camera Transport Protocol screen will appear. By default, the system will use the
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AUTO setting. This means that the system will attempt to connect using UDP and will
automatically rollover to TCP if it cannot establish a connection.

6. If you want to select a different setting, do the following:
a. Use the drop-down list to find the setting you want to use. Available settings include:
AUTO, UDP, UDP_MCAST, HTTP, AND TCP.
b. After you make your selection, click the Update Transport Protocol button.

The Primary Stream RTSP URL status fields are typically used for troubleshooting. These allow
for a comparison of the video coming from the camera and the video as received by Orchid
Core VMS to determine where a problem might be occurring.

 The Primary Stream Camera RTSP URL (which contains the camera’s IP address)
represents the video stream that Orchid Core VMS is recording.

 The Primary Stream Proxy RTSP URL represents the video that Orchid Core VMS is showing
on the Stage. (For more details, please refer to the Advanced Topics section.)

Recording Statistics

1. Click the Expand icon to open the Recording Statistics section. This section will show the
statistics that indicate how the Primary recording stream is performing.

Expanded Recording Statistics
Recording Statistics v
The following statistics are based on the primary stream.

Average Window Packet Loss Bitrate
Video: 460.9 Kb/s

. Oy
. :T;ZI- ?; Audio: 140.6 Kb/s
1 Total: 601.5 Kb/s
L Video: 4629 Kb/s
- r:jg._ ?:E: Audio: 141.1 Kb/s
e Total: 604 Kb/s
L Video: 458.8 Kb/s
15 Vlde_u 0% Audio: 141.1 Kb/s
Audio: 1%

Total: 599.9 Kb/s
Last Video File Written

02/10/2022,09:18:31 AMEST - 4.2 MB

The top section provides the average packet loss percentage over periods of the last 1 minute,
5 minutes, and 15 minutes. It's important to be aware if packet loss is occurring because it may
impact the quality of archived video. These averages are updated about every 5 seconds and
will mostly be used for troubleshooting. For more information on analyzing the packet loss
percentages, please refer to the section on Checking for Packet Loss.)

The top section also displays the average bitrates over the same periods of time. These
indicate how much video data is being transferred, per second, from the camera to the Orchid
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Core VMS server. You may notice that the average bitrates provided here do not match the
bitrates that have been configured under Stream settings. This is not unusual and should not
cause concern. These bitrate values reflect the reality of your system, and can be used as a
reference in making adjustments to the configured bitrate.

«¥s For Players in live WebRTC mode, the bitrates (from camera to server) and the
bitrates (from server to client) should be about the same. The packet loss
statistics, however, may be different.

The Recording Statistics feature also provides information about the last video file that has
been written to the system for this camera stream. This statistic is updated about once per
minute. If the camera is configured to record continuously, and the last video file is more than
1 minute old, the system may not be recording this camera stream.

2. Click the Condense icon to close the list of Recording Statistics.

Streams

A camera stream is a profile with all of the basic settings used by Orchid Core VMS to record
video from the camera. Beginning in version 21.12, Orchid Core VMS supports multiple active
streams. Each of the available camera streams will be either a Primary stream, a Secondary
stream, or a Disabled stream. You can identify them (and assignh them) as described below.

1. To reassign a stream, click the Camera icon located in the Mode column to the left of the
name of the stream you want to change. A pop-up menu will appear.

a. Click on the Primary Camera icon to make this the Primary stream. (The original
Primary stream will become disabled.)

b. Click on the Secondary Camera icon to make this the Secondary stream. (You may
have more than one Secondary stream. Keep in mind, however, that each stream
that is set to record video will consume additional storage space.)

c. Click on the Disabled Camera icon to make this an inactive stream.

* The system allows only one Primary stream per camera at a time. However,
multiple stream profiles from the same camera can be used as the Primary
stream if the camera is added to Orchid Core VMS multiple times. (This is
especially useful for cameras with multiple lenses.)

Camera Stream Pop-Up Menu

To the right of each camera stream, you’ll find a pop-up menu.

2. Click on the menu to work with each camera stream. (The contents of the pop-up menu
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will vary based on the stream.)

Status Mode Name Configuration
640x480, 15fps, H264 .
m profile_1 h264-Primary Continuous recording with motion adaptive frame a 3
rate
- ) 1920x1080, 30fps, JPEG .
.‘ profile_1 jpeg Continuous recording with motion detection n '
stream_fab39946- 1280960, 30fps, H264 Camera Stream —~— !
. Secondary Secondary: Recording P U M . # Edit
-< It 1920x1080, 15fps, H264 Op p enu .
- estStream 3
Continuous recording with motion detection
&) Copy
C Restart
[ Delete

LY

This is the Edit pencil icon. Click this icon to make changes to the stream settings.

This is the Copy Stream icon. Click this icon to copy these stream settings to other camera
streams.

This is the Restart icon. Click this icon to refresh the connection to this camera stream. This
option is not available on inactive streams.

This is the Delete icon. Click this icon to delete the camera stream. This option is not
available on locked streams.

B Q &

3. To edit a stream, click the stream’s pop-up menu and click the Edit pencil icon. A screen
will appear with all of the stream settings available for editing.

* If you are editing a JPEG stream, available settings may be limited.

* The Motion Style setting (pictured below) will only be available on Axis, Hanwha,
and Vivotek cameras.
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Stream Settings

|:I-rr:|flle_'| h2a4-Primary Edft Stream Sertings

Coentinuous recording with motion detection = Server -
Video Settings
H264 . 450 @ 15 —i

15 & Main = B40x480 -

gy —v-=®
Audio Settings
AAC * 128 = 48 v

Low-bandwidth Settings

Msabled -

CAMCEL UPDATE STREAM

4. Review or change the stream name so users can easily identify the camera stream. (This
is especially helpful on Primary and Secondary streams.)

5. Review or change the Recording Style for the camera stream. (Review the information
below before making a selection.)

Recording Style
Orchid Core VMS offers five different recording styles to choose from. These recording styles

will impact video availability (as shown in the descriptions and table below). (Secondary
streams are limited to the following recording styles: Continuous Recording without Motion
Detection, and Proxy Only.)

* Continuous Recording with Motion Detection: Orchid Core VMS will continuously record
video from the camera and perform motion detection. This is the default and
recommended setting. (This recording style is not available on Secondary streams.)

* Continuous Recording without Motion Detection: Orchid Core VMS will continuously record
video from the camera, but will not perform motion detection. This option offers a modest
reduction in CPU load on the Orchid Core VMS server.

* Continuous Recording with Motion Adaptive Frame Rate: Orchid Core VMS will record at a
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higher frame rate while motion is detected, and a different (slower) frame rate while no
motion is detected. These frame rates are user-selectable (as shown in the screenshot
following the table). (Due to the way H264 compresses video, this recording style
typically shows significant savings in disk usage only for inexpensive cameras with noisy
sensors, or cameras in low-light environments.) (This recording style is not available on
Secondary streams.)

* Proxy Only: Orchid Core VMS will provide live video from the camera but will not record
video.

* Recording Only When Motion Detected: Orchid Core VMS will only record video from the
camera when motion is detected. This may result in a reduction in disk usage on the
Orchid Core VMS server, however, motion detection accuracy may vary and result in
video loss. (This recording style is not available on Secondary streams.)

Continuous Continuous Continuous Proxy only, Recording
recording with recording recording with no video only when
motion detection without motion motion adaptive  will be motion is
(Default) detection frame rate recorded detected
Recording and Yes (When
playback are  Yes Yes Yes No motion is
available detected)
Live view is
available in
Yes No Yes No Yes
low-bandwidth
mode
Thumbnail
previews are  Yes Yes Yes No Yes
available
Motion Style

Beginning with version 21.3, Orchid Core VMS provides an additional option for Axis, Hanwha,
and Vivotek cameras. On these cameras, you will now be able to select server-based motion
detection (the default), or camera-based motion detection.

Server-based motion detection means that the Orchid Core VMS software will determine if
motion occurs in the recorded video. Starting in version 22.6, the Orchid Core VMS server will
analyze all video keyframes for changes that would indicate motion. With this Motion Style, you
may take advantage of Orchid’s advanced Motion Detection settings that permit you to select
which regions of the camera view are eligible for motion detection, and the minimum object
size that qualifies for motion detection.

Camera-based motion detection means that one of the camera’s metadata events will be used
to detect motion. This can be accomplished in a variety of ways, and will vary by camera.
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Typically these metadata events will come from the camera’s built-in motion detection scheme.
In other instances, the camera’s I/O port may be connected to an external passive infrared
(PIR) sensor that will detect motion. In any case, the camera-based motion detection feature
can provide better support for very high resolution cameras, especially, 360-degree cameras.
Any adjustments to the camera-based motion detection will have to be performed through the
camera’s web interface.

6. Use the Recording Style drop-down list to select a new recording style.
If you select a recording style that includes motion detection, you may need to make

7.

additional selections.

a. Use the Motion Style drop-down list to select a motion style. Options include Camera

and Server.

i. If you select the Camera motion style, use the Camera Event drop-down list to
select the criteria the camera will use to detect motion. Available selections
will vary by camera, and selecting the appropriate event may require some

experimenting.

Refer to the table below for some common ONVIF camera events.

Camera

Type

AXis

Axis

Event

RuleEngine/VMD3/
vmd3_video 1,
VideoSource/
MotionAlarm,
RuleEngine/
MotionRegionDetector/
Motion

VideoAnalytics/
MotionDetection

Axis Device/Sensor/PIR
Axis Device/IO/Port,
Device/IO/VirtualPort
VideoSource/
Hanwha

MotionAlarm
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Description

These three event types will work for camera-side motion
detection. They differ slightly with the data types used in their
message data, but all three use the VMD engine because they
are only available if VMD is installed and running. If in doubt,
select RuleEngine/VMD3/vmd3_video_1.

This is for cameras with built-in motion detection that pre-dates
VMD support. The three Axis events listed above are preferred,
if available.

Use this event type only if you know for certain that PIR sensors
are built into your camera. Almost all cameras report this, even
cameras that are not equipped with PIR sensors.

For cameras using external PIR sensors, this is usually the
event that corresponds to movement (e.g. closed circuit = no
motion, and open circuit = motion). The difference between
Port and VirtualPort depends on how your PIR sensor has been
configured. If unsure, try both.

Use this event type for camera-based motion detection on
Hanwha cameras.
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Both of these sources provide events during motion, with small
differences. VideoSource/MotionAlarm sends a single event
based on all windows configured, while VideoAnalytics/Motion
returns a single event for each configured motion window.

* If your cameras were registered to this Orchid system prior to version 21.3.0, the
system will not recognize the metadata events on the cameras, and therefore,
camera-based motion detection will not be an available option. To remedy this,
perform the Recover Camera procedure on each camera, as needed.

8. If you select the Continuous recording with motion adaptive frame rate recording style,
you will need to set both the Frame Rate During Motion and the Frame Rate During Non-
Motion. (The Frame Rate During Motion will dictate the available settings for the Frame
Rate During Non-Motion. Allowable settings for the Frame Rate During Non-Motion range
from 1 up to a setting that is less than or equal to the Frame Rate During Motion.)

Stream Settings

M aime

Audio Settings

profile_1 h264-Primary

Continuous recording with motion adaptive framerate = Server -

= : - Additional
ieeo settnes Settings
H2u5-1.- - - 4:5-0 [ 3 '-'.I:bf::n'slu:.'s can be manipulated above

Thiess valuss can be manipulated above Main ~  B4A0x480 -

while Matsan Reducton s selected

” gy ——8—

Low-bandwidth Settings

while Migtipn Reduction is selected

Henplor

- 128 = 48 ul

CANCEL UPDATE STREAM
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* If you selected server-based motion detection, you may use the advanced Motion
Detection settings on the Camera Configuration screen to further customize
motion detection.

9. If you are editing a Secondary stream, you will notice that the Recording Style drop-down
list will only offer two options: Recording and Proxy. The Recording setting will provide
continuous recording without motion detection, and the Proxy setting will provide live
video only.

Stream Settings

Mame
stream_fab39946-Secondary

wosns - %~ Secondary
Video Settings Recordfng Style

H264 . 1500 @ 30—
5 e Hoh - .
I.IIII:ECI —lG

Ao Setinge

e - Additional Stream

Advanced v Info

473 2925

Camera Stream RTSP URL

10. Continue to review and change camera stream settings for video, audio and bandwidth as
needed. Refer to the definitions below for help in selecting settings.

o You may need to use the scroll bar to view the additional settings in the lower
portion of the screen.
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Each camera type reports its own default values provided by the camera manufacturer. Use
those default values unless otherwise noted.

A

Encoder: The type of compression used for the camera’s video. In WebRTC mode, Orchid
Core VMS only supports H264 video. In Low-bandwidth mode, Orchid Core VMS supports
JPEG, MPEG4, and H264 (recommended). (Available selections depend on the camera.)
Bit Rate: The target data size (in kilobits per second) of the compressed video. Increasing
this value will typically improve image quality at the expense of increased disk usage and
reduced retention. In WebRTC mode, bitrates of 2000 kbps or less tend to work best. The
default value is recommended.

Frame Rate: The number of frames per second transmitted within the video stream. Most
Orchid Core VMS users are best served by values between 7 and 12. Higher frame rates
provide more video detail at the expense of reduced video retention and increased
bandwidth usage.

GOV Length: When using H264 compression, this value specifies how often the camera
sends a full image frame (instead of a “change frame” which only describes differences
between frames). For example, if this is set to 15, Orchid Core VMS will send a full image
frame once every 15 frames. Be aware of how this setting may impact video quality. As
the GOV length decreases, the system will need to send more keyframes of video (within
the set bit rate). This may result in a loss of quality for those keyframes. The default
value is recommended.

Profile: When using H264 compression, this specifies an H264 Profile of either Baseline,
Main, or High. Higher profiles offer better compression (which means increased retention
and lower bandwidth usage) at the expense of increased CPU utilization when decoding
video. The highest available profile is recommended.

Resolution: The resolution of video transmitted by the camera. Higher values increase
video detail at the expense of reduced video retention and increased bandwidth usage.
Most Orchid Core VMS users are best served by resolutions between 1280%x720 and
1920x1080.

Quality: This value affects how much the video is compressed. Higher values increase
video quality at the expense of increased storage requirements (and thus reduced video
retention). The default value is recommended.

i ttin if rt

Beginning in Orchid Core VMS version 2.8, audio control is no longer supported at the Player/
Stage level. However, the Orchid Core VMS server is still recording audio for those cameras
that support it, and this audio will be available in exported video files. Future versions of Orchid
Core VMS will support audio over WebRTC.

These Audio Settings will appear on the screen only if the camera supports audio and will
determine how the Orchid server records the audio. Each camera type reports its own default
settings. Use those default values unless otherwise noted.

Encoder: The type of compression used by the camera’s audio. Orchid Core VMS supports
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Low-

“None” (audio is disabled), G711, and AAC (recommended if audio is desired).

Bit Rate: The target data size (in kilobits per second) of the compressed audio. The
default value is recommended.

Sample Rate: Affects the quality of recorded sound. The default value is recommended.

ndwidth ttin

Decode all frames: This setting applies to viewing Live video in Low-bandwidth mode.
When Decode all frames is disabled, Orchid Core VMS will display only full frames (per the
configured GOV length) when viewing live video in Low-bandwidth mode. When Decode all
frames is enabled, Orchid Core VMS will display every available frame from the camera
(regardless of GOV length) when viewing live video in Low-bandwidth mode, assuming
sufficient bandwidth exists. Decode all frames is disabled by default because enabling

this setting will increase CPU use on your Orchid Core VMS server. (For more details on
Low-bandwidth mode, please refer to the Advanced Topics section.)

Advanced

The last section on the screen provides additional information about the camera stream. This
includes the Camera ID, the Stream ID, and the URLs, all of which may be helpful for
troubleshooting the camera stream.

11.
12.

13.

14.

Click the Expand icon to view the Advanced stream information.
Click the Condense icon to close the Advanced stream information.

Once the stream settings have been updated, click the Update Stream button to save the
new stream settings. It may take a few seconds for the settings to change based on the
camera being updated.

You may review the impact that the stream settings have on video playback for each
camera. Simply click on the corresponding thumbnail to watch a current live video feed.
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Advanced Settings: Fisheye Dewarping

Starting in Orchid Core VMS version 2.8, the Camera Configuration screen includes Fisheye
Dewarping which allows you to manipulate video from fisheye cameras for display on the
Player. This feature provides three viewing options: Off, Perspective, and Panorama. This means
that you can view the standard fisheye view, or one of two “flattened” views.

For any fisheye camera, the Dewarp Settings allow you to enable or disable the dewarping
features, and set a default view for the associated Player.

Perspective

1. At the Camera Configuration screen, click the camera you want to edit. Then click the
Fisheye Dewarping link to open the Dewarp Settings screen.

2. Select the Perspective tab.

Dewarp Settings

Select the
“Perspective”

PERSPECTIVE PAMORAMA
T . —e caling .
Settings For
b “Perspective” View

Use the Perspective screen to enter settings for the Perspective view of the selected camera.
The Perspective view is a flattened version of the available video from the fisheye camera for
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which you select a portion of the image as the default view to be displayed on the Player. (The
Perspective view can also be changed at the Player, but that will not change the default.)

3. Mark the Enable checkbox to activate the Dewarp Settings (both Perspective and
Panorama) for this camera. (If this is not marked, Dewarping features will not be available
at the Player.)

4. Use the Default Pan slider to move the camera to the right and left to set the default view.

5. Use the Default Tilt slider to move the camera up and down to set the default view. (Be
aware that it is possible to tilt the view beyond the capability of the camera; if this
happens, portions of the screen will appear black.)

6. Use the Default Zoom slider to zoom into or out of the image to set the default view. (Be
aware that it is possible to zoom beyond the capability of the camera; if this happens,
portions of the screen will appear black.)

7. Use the Depth slider to stretch or compress the image height to set the default view. (This
can cause extreme image distortion at the bottom and top ends of the scale. The default
value is likely the best setting.)

8. Use the drop-down list to select the camera’s mounting location as Ceiling, Floor, or Wall.
(This setting will impact how the software displays the camera image.)

9. Press the Save button to save your settings, or Cancel to exit without saving.

Panorama

1. Select the Panorama tab.
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Dewarp Settings b 4

Select the
“Panorama” Tab

PERSPECTIVE PANDRAMA

C.Eilin.g -
Settings For
ble “Panorama” View e

Use the Panorama screen to enter settings for the default Panorama view of the selected
camera. The Panorama view is a flattened version of the available video from the fisheye
camera. This view displays the entire image and cannot be altered at the Player.

2. Mark the Enable checkbox to activate the Dewarp Settings (both Perspective and
Panorama) for this camera. (If this is not marked, Dewarping features will not be available
at the Player.)

3. Use the Aspect Ratio slider to change the amount of Player area the image will fill. You
might take some time to experiment with this setting, but the points below describe how
it works.

a. At the high end of the scale, the image will fill the length of the Player, but the
height of the image will be condensed.

b. At the center of the scale, the image will fill the length of the Player, and the height
of the image will be at its least distorted.

c. As you move from the center of the scale to the low end, the height of the image
will stretch toward the top and bottom of the Player.

d. From the point that the image fills the Player, if you continue to move to the bottom
of the scale, the image width will shrink until the image disappears.

4. Use the Shift slider to adjust the center point of the image. (If there is a certain part of
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the image that you prefer at the center of the Player, use the slider to make this
adjustment.)

5. Use the drop-down list to select the camera’s mounting location as Ceiling, Floor, or Wall.
(This setting will impact how the software displays the camera image.)

6. Press the Save button to save your settings, or the Cancel button to exit without saving.
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Advanced Settings: Motion Detection

Starting in Orchid Core VMS version 2.6, the Camera Configuration screen includes Motion
Detection Settings which allow you to apply camera-specific motion detection settings. The
Motion Detection Configuration screen provides two tools to reduce the number of “nuisance”
motion captures: Motion Mask and Object Size.

* These settings will only apply on cameras that are configured to use server-
based motion detection.

Motion Mask

1. At the Camera Configuration screen, click the camera you want to edit. Click the Motion
Detection link to open the Motion Detection Configuration screen.

2. Select the Motion Mask tab (just underneath the video image). Use this screen to change
the way motion detection is applied to the selected camera.

Motion Detection Configuration x

Edit Motion
Mask Remove
Mask

MOTION MASK

Use the brush to paint the areas of the image that should be ignored when determining if there is motion on this camera. No mask melns
all motion will be detected.

F

40 e
A ciexn

Brush Size Brush Type

By default, all cameras are set to detect motion. When motion is detected, a motion event is
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recorded and will appear on the Timeline Bar (which is intended to make video review easier).
But sometimes, the camera captures too much motion. There may be objects in the video, like
trees, banners, or balloons, that move constantly, increasing the number of motion events to
such a degree that it actually makes video review more tedious.

The Motion Mask tool allows you to “paint” over one or more areas of the video image, making
those areas invisible to motion detection. (You will still see all of the video, but the motion
capture feature will ignore the masked area.)

3. Select the Brush Type.
a. The paint brush will add a masked area to the video image. This area will be ignored
by the motion detection feature.
b. The eraser will remove masked area from the video image. This area will now be
evaluated during motion detection.
4. Adjust the Brush Size using either of the following methods.
a. Click in the Brush Size field and enter a new number or use the up and down arrows
to increase or decrease the size of the brush.
b. Click and drag the slider to increase or decrease the size of the brush.
5. Position your cursor over the video image and you’ll see a blue circle (the mask paint
brush) or a pink circle (the mask eraser). (Adjust the brush size if needed.)
6. Click and drag the brush across the video image to change the masked area.
a. If you selected the paint brush, you will add masking to the image.
b. If you selected the eraser, you will remove masking from the image.
7. To remove the entire mask, click the Clear button.
8. To save the mask (or the cleared image), click the Update Camera button.

* Due to the variability of the video image that comes with PTZ cameras, the
Motion Mask feature should not be used with PTZ cameras.

ot» There are some circumstances that will inhibit motion detection. If the motion
enters and exits the video image very quickly, the system may not see enough
of the frames to detect the motion. If this becomes an issue, you may want to
consider reducing the stream GOV setting (which results in more keyframes), or
enable the Decode all frames option. Keep in mind, however, that this will put
additional load on the server.

Object Size

The Object Size tool allows you to modify motion detection based on area. This tool instructs
the software to ignore the movement of any objects with a smaller area than the selected
object size (like small animals and robot vacuum cleaners). (You will still see all of the video,
but the motion capture feature will ignore the small stuff.)
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1. Select the Object Size tab (just underneath the video image). Notice the blue square in
the center of the video image. This represents the defined object area. Objects of equal or
lesser area will be ignored by motion detection.

For example, if the selected object size (area) is 100, the software will ignore objects with an
area of 100 or less. This includes objects that are 10 x 10, 20 x 5, 30 x 3, 45 X 2 and so on
(each of which have an area of 100 or less).

Motion Detection Configuration x

Sample Object Size

g

Edit'Object Size

MOTION MASK OBJECT SIZE

Usa the slider to change the size of the box. Objects larger than the area of the box will be detected as motion on this camera
9 : 4

N A

Object Size cANCEL

2. Adjust the Object Size using either of the following methods.
a. Click in the Size field and enter a new number or use the up and down arrows to
increase and decrease the area.
b. Click and drag the slider to increase and decrease the area.
3. To activate motion detection for objects of all sizes, set the Size to zero.
4. To save the Object Size settings, click the Update Camera button.

* When selecting the Object Size, it may be better to keep it small. As this
selection gets larger, the system ignores more motion events (which may be
detrimental to your overall objective).
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* The Motion Mask and Object Size tools can be used together to completely
customize motion detection for each camera.
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Add a Stream

=#+ This is the Add icon.

Usually you will not need to add a stream unless your camera does not come configured with
any streams by default.

1. From the Camera Information screen, press the Add Stream button to add a new stream
for the selected camera. Orchid Core VMS will open a screen in which you will need to
enter and modify the settings for the stream.

Stream Settings

Enter New Stream Settings
Name * / ] g

Slream name is li—.“l:]lllrt-![i /
K Sp

Recording Style Motion Style

Continuous recording with motion detection ~ Server =~

Video Settings

Encoder Bit Rate Frame Hale
H264 - 0 O 30 L
GOV Length Profile Resolution

10 @ High *  640x720 -
Quality

50 . 4

B oaass e oone oot el ™ oanfoe e

CANCEL ADD STREAM

2. When all settings have been entered, press the Add Stream button to add the new profile
to the Streams list for the selected camera.
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Copy Stream to Cameras

EEI This is the Copy Streams icon.

This feature is a shortcut you may use if you have multiple, similarly configured cameras to set
up. Once you complete a stream settings profile for one camera, you can copy all (or part) of
that profile to one or more cameras with one click. This shortcut is especially useful if you have

added multiple cameras at once (using Auto mode).

1. From the list of registered cameras on the Camera Configuration screen, click the name of

the camera you want to use as a model.

2. Then add or edit a camera stream that contains the settings you would like to copy to
other cameras.

3. Once your template profile is complete, click the pop-up menu for the stream you want to

copy, then click the Copy Stream to Cameras icon.

Streams

Status

Mode

Name

profile_1 h264-Primary

profile_1 jpeg

stream_fab39946-
Secondary

TestStream

<= ADD STREAM

Configuration

640x480, 15fps, H264
Continuous recording with motion adaptive frame
rate

1920x1080, 30fps, JPEG
Continuous recording with motion detection

1280x960, 30fps, H264 Camera Stream

Secondary: Recording

1920x1080, 15fps, H264 Pop-Up Menu

Continuous recording with motion detection

R

o¥s RTSP cameras have a limited number of settings that can be edited in Orchid
Core VMS. The pop-up menu for these cameras will not display the Copy Stream

icon and are not eligible for the Copy Stream feature.

A screen will appear that will allow you to edit and complete the profile transfer to selected

cameras.
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Copy stream_fab39946-Secondary to Cameras

Copy all settings fj—— Copy AII SEtﬁ”gS

The stream settings will be adapted as shown to work with the chosen cameras.
] show only perfect copies

Camera Besi Match
|_| .Il:.l? 'I.nE_.?I'.I) 0a o B .
N5l 3
D 192.16E8.202.129 Videa:
EMF-20108 Resobution 1 780560 5 1080 1 DB
192,168,202 144 e
D MD-501 2R o P
192.16B.202.174 .
O sosoes » Perieat
o P
= v Perfect

Imperfect
Matches e

Resolution: 12 <3 15201 10E
|_| e Video:
P3T9-PLE Resolution: 12805460 + 14
I:l ?;rgilf_:!ﬁdl:ﬁ:efuse Park o Perfec:
1  Calédu centre d'expérience PTZ Videno:
CAMNCEL C

The screen lists all of the cameras that have been added to the system. It also provides
comments to show which cameras are good candidates for the stream settings (which may
help you decide if you want to copy all of the settings to all of the cameras.) For each camera
that is not a perfect match, Orchid Core VMS will pick the stream setting that is the closest
match and indicate how the stream settings will be modified for that camera.

There are several reasons why profile matches might not be perfect. For instance, maybe the
“model” camera is configured to use a higher resolution than is supported by the target
cameras. In this case, Orchid Core VMS will choose the closest available resolution on the
target cameras.

The appearance of this screen will change as different settings are selected. Depending on how
many cameras have been added and which settings are selected, you may need to scroll down

to see all of the cameras and settings.

4. Mark the Copy all settings checkbox to copy all of the stream settings. (These will be
copied to all of the cameras selected in the lower half of the screen.)
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5. Leave the Copy all settings checkbox unmarked if you want the ability to choose which
settings will be copied.

a. Mark the Setting checkbox if you decide to copy all of the settings anyway.

b. Mark the checkbox for any of the individual categories that you want to copy
(including Recording Style, Video Settings, Audio Settings, and Decode all frames).

c. You may expand the Video and Audio Settings categories to select individual
settings within each, if needed. (Click on the +Show hidden fields link to expand the
list and the -Hide fields link to condense the list.)

Copy stream_fab39946-Secondary to Cameras

[ ] Copy all settings

Setting Value

Copy Video
Settings

|:| Recording Style Continuou

O

Matian Style

Video Settings

Mudia Settings B Show 1 hidden field

D Decode all frames Dizabled

The stream settings will be adapted as shown to work with the chosen cameras,

Perfect
Matches

B show only perfect copies

192.168.202.108
SHV-6013 o I
192,168 702144 n y
: OND-6012R
192.168.202.174 _
SND-5083 Rl
192168 203,224
KNVEAAT1 + Perfect

coce [

6. Mark the Show only perfect copies checkbox if you want the software to list only those
cameras that can implement the new profile settings exactly. (This checkbox will not
appear if there are no camera streams that are a perfect match.)

7. Mark the Camera checkbox if you want to copy settings to all of the cameras in the list.
Leave the Camera checkbox unmarked if you want the ability to choose which cameras
will receive the stream settings.
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Copy stream_fab39946-Secondary to Cameras

8 00 0

I < I < <

L]

L

Zix Poinis
GA505 MK |

Southerly Field
PIT19-PLE

Support Packaging Area
PERITLY

Support Racks

P32 5-LVE ME 1|

Technical Briefing Centre

P31 EPLVE

Technlcal Briefing Centre Exil
P37 BPLVE

Tt Wall Fiihiya
RO T-PLVE

TESTING123

MAZOE-LE

The Deak Camera

AXIS QTTEE-LE

Warahouse South Door
P3719-PLE

PaTIolLE

|:| Overwrite primary stream

w Perfect
" Perfect
w* Perfect

" Perfect

Videa

Resolution: 1280960 4 1 2801720

Videao!
Resolution: 1 280960 4 1 780720

Widea:
K

.. Scroll
“ Bar

w Perfect

Do Not Click (If Copying
Secondary Stream) -

w Hertect

8. Mark the Overwrite primary stream checkbox if you want these stream settings to replace
the existing primary stream settings on every camera selected. Leave the Overwrite
primary stream checkbox unmarked if you simply want to add this as a new stream option
for each of the selected cameras. (Orchid Core VMS will not record from this new stream.)

* IMPORTANT: If you are copying a Secondary stream, leave the Overwrite primary
stream checkbox unmarked. The copied stream will be added to each of the
selected cameras as an inactive stream. You may then reassign the stream as a

Primary or Secondary (active) stream.

9. Once your selections are complete, click the Copy button to send the stream settings to
the selected cameras. It may take a few minutes for the settings to change based on the

number and type of cameras being updated.

10. When the copy process is complete, click the Done button.
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Cameras with Multiple Lenses

There are some camera models that have multiple lenses or offer multiple camera views (such
as 180- or 360-degree cameras). To take advantage of this capability, you will need to do the
following:

1. Add this camera to the system one time for each available lens.
2. Edit the properties for each of the cameras as follows:
a. For ease of identification, provide similar but unigue camera names. (For example:
TowerlEast, TowerlWest, and TowerlNorth.)
b. To ensure that you are able to view video from each of the available lenses, select a
different primary stream for each of the cameras you added.

In the example below, a multi-lens camera has been added to the system 3 times. Each has a
similar (but different) camera name, and each has a different primary stream.

S ~— Same Camera,ﬂ

Comenimomaten | o meesmeres Different Names
R TEADy D TSR MO -
P i »
WTF Sattings Camera Information Outeide South Rollup
i TP s B - R 20en 140, Il P30
ey Wireas BT Ul trcie Losn P
S— '":P - ..l.-. ) __ | camera Information
o — Damas Nume Camara Madal Py Wenam Wby
Recording Statistics ] **° o T ‘
—— Vi dJane
5 -_ PECRE B iiegn limm DHOF serve 2 L -
o e | Recording Statistics | T HImem AT UL r
- SIFeams '-‘llmlff HIFl.m.H'nl.l:.T.HP.\.IH! r
- fia m Recording Statistics »
- ! Stromms =
= ftmhes  Mode  Mams Configuration
- - ' g - &1
) - B e e i N & i
i —— a1
_ - [ T 4 —— i R — E i
- [ " (1] E I
e L . TRERPE L. Cl
Different e .
i e @

Streams
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* If you find a Camera Stream profile called “multiview” (or something similar) in
the list of stream names, select that as the Primary stream if you want to view/
record all of the views as one stream. When you add this Player to the Stage, it

will display all available views as one Player.

A Ll x

& _Quadview
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c This is the Restart icon.

1. To restart a camera stream, go to the Streams List for a given camera and identify the
stream you want to restart. (This will be either a Primary or a Secondary stream.)

& Edit
£ Copy
C Restart

] Delete

2. Click the stream’s pop-up menu, then click the Restart icon. The software will reset the

connection to the camera stream.
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Removing a Stream

]ﬁl This is the Delete icon.

1. To remove a single camera stream, go to the Streams List for a given camera and identify
the stream you want to delete.

Status Mode Name Configuration
640x480, 15fps, H264 Locked .
m profile_1 h264-Primary Continuous recording with motion adapt 3
rate Stream

okiel ke 1920x1080, 30fps, JPEG n

Continuous recording with motion detection

stream_fab39946- 1280x960, 30fps, H264

' Secondary Secondary: Recording D E‘ l e t&'
@  Teststream 19201080, 15fps, H264 Stream \=
Continuous recording with motion detec .

2. Click on the stream’s pop-up menu, then click the Trash Can icon. Orchid Core VMS will
ask you to confirm that you want to delete the stream. Press Delete to confirm. This
cannot be undone.

o¥» A red Lock icon indicates that the stream cannot be deleted. This locked state is
dictated by the camera and cannot be changed.
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Recovering a Camera

," This is the Recover Camera icon.

If someone edits camera settings (including the IP address) directly at the camera, Orchid Core
VMS may be unaware of the new settings and may lose its connection with the camera. Orchid
Core VMS helps fix this problem with the Recover Camera feature.

The Recover Camera tool may also be used to activate features on cameras that were installed
using earlier versions of Orchid. For example, the ability to select either server-based or
camera-based motion detection (on certain cameras) was introduced in Orchid version 21.3.
For cameras that were installed in earlier versions of Orchid, this new ability may not appear
available. Recovering the camera will enable the camera-based motion detection option (by
connecting to the metadata capabilities of the camera). Similarly, camera stream settings for
NTP and Time Zone that were introduced in Orchid version 21.6, may not appear on cameras
that were installed in older versions of Orchid. The Recover Camera feature will remedy this.
Please refer to the Edit Camera Stream Settings for more details about camera-based motion
detection, NTP Settings, and TimeZone settings.

1. To recover a camera, click the name of the camera you want to recover from the list of
registered cameras on the Camera Configuration screen.

2. Press the Recover Camera button at the bottom of the expanded camera entry. The
Connection Settings screen will appear.

Connection Settings

Use this to recover and synchronize your camera when:

e The camera's IP address has changed
e The camera's settings have been changed outside of Orchid Core VMS

ONVIF Discovery URL
http://192.168.204.254/onvif/device_service

Credentials

\Usemame Password

CANCEL RECOVER CAMERA
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3. To refresh the camera settings, simply enter the credentials for the camera, then press
the Recover Camera button. (The software will pull the camera settings directly from the
camera.)

4. To reconnect with the camera, replace the camera’s IP address (with the new one) in the
camera’s URL field. Then enter the credentials for the camera and press the Recover
Camera button. (The software will reconnect with the camera at its new IP address, and
will also pull the camera settings from the camera.)

* Beginning in version 22.6, the Recover Camera feature no longer requires the
replacement camera to have the same MAC address. So if you have to replace a
camera, you may use the Recover Camera feature to add the new camera to the
system.
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]ﬁl This is the Delete icon.

1. To remove a single camera, do either of the following:

a. From the list of registered cameras on the main Camera Configuration screen,
position the cursor over the Up arrow to the left of the camera you want to delete;
the arrow will change into a checkbox. Mark the checkbox, then press the Delete
Selected button at the bottom of the list. Orchid Core VMS will ask you to confirm
that you want to delete the camera. Press Delete to confirm. Once a camera is
removed, it is no longer available for viewing, playback, recording, export, etc. This

cannot be undone.

b. From the camera’s settings screen, click the Delete Camera button (located at the
bottom of the screen). Orchid Core VMS will ask you to confirm that you want to
delete the camera. Press Delete to confirm. Removal may take a few moments.

Mezzanine Stairs
192051080, A0fps, H264

Camera Information

Camera Hame
Mezzanine Stairs &
NTP Settings

Disabled &

Primary Stream RTSP URL

Primary Stream Froxy RTSP URL

I ! 1 rchid=-hybrid. 1f nfigura. mi >l
Recording Statistics »
Streams

Status Mode MName

Actions

[l DELETE CAMERA #& RECOVER CAMERA

Camera Maodel
ANIS PRATS-LY

Time Zone:

Unkncreen Time Zong &

Configuration

tion detection

L 19201089, 30fps, H24
- B e De [e re
[ T
C
Advanced Settings amera
FISHEYE DEWARPING MO DETECTION

tion detectian

Primary Stream Status

munreng

= ADD STREAM
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Removing Multiple Cameras

'@[ This is the Delete icon.

Multiple cameras can be removed from Orchid Core VMS at the same time, if needed.

1. From the list of registered cameras on the main Camera Configuration screen, first select
the cameras you want to delete. (For each camera you want to delete, position the cursor
over the Up arrow to the left of the camera name; the arrow will change into a checkbox.
Mark the checkbox.)

& Orchid Core
W CAMERA CONFIGURATION

=
5 RETENTION POLICY TESTING123

& USERs 000600, Bips, Htid
181 svsTEMsTATUS

[E5 SYSTEM REPORT Se’eCf

A acTIVATION m The Desk Camera

19201089, 301ps, H284, FTZ
£ ADVANCED SETTINGS Cam eras

€ VERSION INFORMATION

uuuuuuuuuuuuuuuuuuu

Watchiower Stairs
10201080, 261ps, HI64

Westerly Engineering Pit

I64BI0GD, 150, HIG4

Select All \ wimw™  Delete Selected m

Cameras 0 EEEm «— Cameras

2. Once your selections are complete, click the Delete Selected button at the bottom of the
list. Orchid Core VMS will ask you to confirm that you want to delete the cameras. Press
the Delete button to confirm. Once the cameras are removed, they are no longer
available for viewing, playback, recording, export, etc. This cannot be undone.

3. To delete ALL of the cameras in the list of registered cameras, mark the Delete Selected
checkbox at the bottom of the list, then click on the Delete Selected button. Orchid Core
VMS will ask you to confirm that you want to delete the cameras. Press the Delete button
to confirm. Once the cameras are removed, they are no longer available for viewing,
playback, recording, export, etc. This cannot be undone.
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Retention Policy

The Retention Policy feature in Orchid Core VMS allows Administrators to manage video archive
retention on a stream by stream basis as well as review current and projected disk utilization.

* An Administrator is the only role with access to the Retention Policy.

Copyright © 2022 IPConfigure Page 79 of 135



IPConfigure Orchid Core VMS Administrator Guide - 22.6_en

About Video File Retention

To maintain a system for video file retention, Orchid Core VMS determines how much disk space
is available on the server. By default, Orchid Core VMS will retain videos until your hard disk is
85% full (the Cleaner Threshold), at which point it will begin deleting the oldest videos to make
room for new videos. The available video storage space is divided among all the cameras that
have been added to Orchid Core VMS based on equal days of retention; however, based on
individual camera settings, this doesn’t mean that each camera will require the same amount
of server storage space.

If no camera-specific retention settings have been entered, Orchid Core VMS will grant each
camera the same number of days of video retention. Since each camera may have different
settings (such as recording style, frame rate, etc.), and those settings impact video file size,
the amount of space required for the same number of days will vary.

In some applications, there may be cameras for which increased file retention is critical. For
these cameras, the Administrator may set specific, minimum retention settings. In these cases,
the retention settings for the remaining cameras will be adjusted automatically to share the
remaining balance of available storage before the Cleaner Threshold is met.

When disk usage reaches the retention limit, Orchid Core VMS will create free space by
removing the oldest archives first. The system will ensure, however, that the minimum desired
retention settings that have been set are maintained, assuming sufficient disk space is
available.

To change the 85% Cleaner Threshold setting, use the Advanced Settings feature.
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Accessing the Retention Policy

1. To access the retention settings for Orchid Core VMS, open the System Menu in the top-
right corner of the screen, then select Retention Policy.

Estimated Retention S ummar y
B 2.9 7B of unavailable space | Max archive threshold at 12.4 TB 200 GB of free space
Camera Estimated Retention Desired Retention
B 192168 202.108 AUTOMATIC
Breakdown
B 192.168.202.129 AUTOMATIC
by Camera
. 192.168.202.144 1U.U oBys (22,2 GY / oay) AUTOMATIC
192.168.202.174 10.0 days (63 GB / day) AUTOMATIC
9 192.168.203.224 10.0 days (22 B GB / day) AUTOMATIC
0 192.168.204.176 10.0 days (22.8 GB / day) AUTOMATIC
.192 168.204.181 LD Aaua CI0LD AR L Amuh AUTOMATIC
B 30xtremes Entry Ramp Use A Utom a rllc or AUTOMATIC
B _Cuadview CUS tom ‘Se ttfn gs AUTOMATIC

At the top of the Estimated Retention section, Orchid Core VMS displays a summary of
estimated server space usage. Use the cursor to hover over the colored regions of the
summary graphic to view the estimated server space usage for each camera.

* Unavailable space: This space on the disk is marked in grey. It is already in use by other
applications and is unavailable to Orchid Core VMS for storing video.

* Video data: This space on the disk is marked in various bright colors representing each
camera. This space is filled with videos that are managed by Orchid Core VMS. To make
space for new video, the oldest videos are continuously and automatically deleted as the
Cleaner Threshold is reached.

* Cleaner Threshold: By default, Orchid Core VMS will attempt to make sure that no more
than 85% of your disk space is used. This threshold is marked on the bar by a red dotted
line. To change the 85% Cleaner Threshold setting, use the Advanced Settings feature.

* Free space: This disk space is not in use by Orchid Core VMS or any other program.
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Changing Desired Retention Settings

If you decide that you need to set some specific retention settings, keep a few things in mind.

* The amount of space in which Orchid Core VMS may store video files is limited, regardless
of what you may attempt to enter as desired retention settings.

* As custom desired retention settings are entered, Orchid Core VMS will automatically re-
distribute the remaining available space to the remaining cameras (that are using the

Automatic retention settings).

* Increasing the cameras’ desired retention settings to inflated numbers may not be
realistic, and may result in an error message.

* Keep it simple and let Orchid Core VMS do most of the work. Instead of decreasing some
settings and increasing others, keep the Automatic settings for most cameras, and
increase the desired retention on cameras that are most critical to the operation.

The following screenshots depict a series of retention scenarios.

Using Automatic

Estimated Retention

@ 152168202108
i 192.168.202.129
B 152168.202.144

192.168.202.174

9 192.168.203.224

. 2.9 TB of unavailable space  § Max archive threshold at 12.4 TB 200 GB of free space

Estimated Retention

10.0 days (21.7 GB / day)

10.0 days (29.7 GB / day)

10.0 days (22.2 GB / day)

10.0 days (63 GB / day)

10.0 days (22 8 GB / day)

Settings

Desii >d Retention

AUTQMATIC
AUTOMATIC
AUTOMATIC
AUTOMATIC

AUTOMATIC
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Estimated Retention Summary

W 2.9 78 of unavailable space | Max archive threshold at 12.4 T8

Camera

COONEIINNN N NN

Estimated Retention

@ 192168.202.108 9.7 days (21.7 GB / day) AUTOMATIC
) 192.168.202.129 Note How 9.7 days (29.7 GB/ day) AUTOMATIC
Custom Settings
@ 192.168.202.144 20.0 days (22.2 GB / day) 200 &
Impact
192.168.202.174 Estimated 9.7 days (63 GB / day) AUTOMATIC
Retention
@ 192.168.203.224 9.7 days (22.8 GB / day) AUTOMATIC
10 192.168.204.176 9.7 days (22.8 GB/ day) AUTOMATIC

200 GB of free space

Desired Retention

Estimated Retention

proceed at your own risk.

Camera

Summary and Warning

Your current configuration is not possible given your maximum archive threshold. You can save these changes, but you must

Estimated Retention

@ 192.168.202.108 0.0 days (21.7 GB / day) AUTOMATIC

w192 Some Custom 0.0 days (29.7 GB / day) AUTOMATIC

9oz Settfngs CannOt 1,000.0 days (22.2 GB / day) 1000 x
Be Supported

192, 0.0 days (63 GB / day) AUTOMATIC

@ 192.168.203.224 0.0 days (22.8 GB / day) AUTOMATIC

0 192.168.204.176 0.0 days (22.8 GB / day) AUTOMATIC

Desired Retention

1. To edit the minimum Desired Retention setting for any given camera, click on the

corresponding Automatic button.

2. Type in a new setting to represent the number of days of video that will be kept for this
camera. The remaining estimated retention will automatically be recalculated for all
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cameras that do not have a manually specified retention setting.

If your new setting requires more storage than is physically available on your disk, Orchid Core
VMS will flag an error (as pictured previously). To fix this, you’ll need to reduce the desired
retention to an acceptable level or add more available storage.

3.
4.

Repeat steps 1 and 2 for each camera that requires custom, minimum retention settings.
To undo the last setting you changed, press the Cancel Changes button at the bottom of
the list. (You can only use this feature before you save the new configuration.)

Once all settings have been entered, press the Save Configuration button at the bottom of
the list.

To quickly change any setting back to Automatic, click the X button next to the setting
and then press the Save Configuration button.
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Reviewing the Current Disk Utilization

The bottom half of the Retention Policy screen displays how the server space is actually being
used. Use the cursor to hover over the colored regions of the summary graphic to view the
actual server space usage for each camera.

Actual Data Video Data
Retention Collection Period

) 2.9 TB of unavailable space . 1.9 MB used by deleted cameras i Max archive threshold at 12.% TB 283 GB of free space

Current Disk Utilization

Camera Actual Retention Retention Span

@ 192.168.202.108 8.7 days (189.7 GB) total 8.7 days
B 192.168.202.129 9.4 days (280.2 GB) total 8.7 days
@ 192.168.202.144 8.7 days (193.9 GB) total 8.7 days

192.168.202.174 8.7 days (550.1 GB) total 8.7 days
. 192.168.203.224 8.7 days (199.3 GB) total 8.7 days
B 192.168.204.176 8.7 days (199.4 GB) total 8.7 days

The Current Disk Utilization section displays a summary of actual server space usage which
includes unavailable space (space used by the operating system and other files), space
occupied by video files, and a buffer of free space. It then provides a usage breakdown by
camera. This information can be very helpful in diagnosing retention issues.

The Actual Retention column shows how many days worth of video is being stored per camera.
It also includes how much disk space each camera is consuming. The Retention Span column
shows the number of days over which the video files have been recorded. This data point is
especially helpful for those cameras that are set to record only when motion is detected. (For
example, look at the “dewarp” camera above. At first glance, the actual retention reading
might cause concern. The Retention Span confirms that the system has been monitoring the
camera for about the same amount of time as the other cameras.)

You may also use this breakdown to determine if any of the cameras are using excessive disk
space. If this is the case, you can then take steps to re-configure the camera (by changing
either the minimum desired retention settings or the camera stream settings) and fix the
problem.
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View the System Status

The System Status feature in Orchid Core VMS provides an overview of the current disk
utilization of the video archives folder and the active streams running in Orchid Core VMS.

* Administrators and Managers are the only roles with the ability to access the
System Status.
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Accessing the System Status Report

1. To access the System Status report, open the System Menu, then select System Status.

WM CAMERA CONFIGLRATION

= RETENTION POLICY

& USERS

SYSTEM STATUS
[95] sYSTEM REPORT
£ aCTIVATION

G5 ADVANCED SETTINGS

Stream
Status

Pop-up
Menu

) VERSION INFORMATION /
Primary g

Disk Utilization /
. & Archives

1) THof unusatie space [ 9 TH of video data | Max avchive thrashold & 12 4 T8 S08.6 G& free out of 126 TA
Primary Stream Status
Camara / Stream Video Bitrate @ Stotus Last Archive

749.9 Kb/s funning 15 minutes, and 35 secands

I';f' 4.8 Mb/s

192 168.202.144 / MOBILE AMD2KDE e lnnin seconds !

192168202174 /H.264

192168204176 / H.264 Z4AMb/s running 4 seconds

192.168.204.181 /

PLUGINFREE 17Meis i, 9 Sseconds

30Kiremas Entry Ramp /
profile_1 264

_me: U"ﬁ"’

1.7Mbis funning 57 secands

The Disk Utilization section summarizes how the server space is being used. If the overall
amount of total disk space appears low, this may indicate that your recording drive(s) have
gone offline and Orchid Core VMS is recording to some other location.

* Unavailable space: This space on the disk is marked in grey and is already in use by other
applications; it is unavailable to Orchid Core VMS for storing video.

* Video data: This space on the disk is marked in green. This space is filled with videos that
are managed by Orchid Core VMS. To make space for new video, the oldest videos are
automatically deleted as the Cleaner Threshold is reached.

* Cleaner threshold: By default, Orchid Core VMS will attempt to make sure that no more
than 85% of your disk space is used. This threshold is marked on the bar by a red dotted
line. To change the 85% Cleaner Threshold setting, use the Advanced Settings feature.

* Free space: This disk space is not in use by Orchid Core VMS or any other program.

By default, the video archives folder can be found in the following locations:

¢ In Linux: /orchives

In Windows: C:\orchives

To change the location of the orchives folder, please refer to the Changing the Orchid Core VMS
Archives Storage Location section in the Orchid Core VMS Installation Guide.
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Reviewing the Primary Stream Status Section

The Primary Stream Status section of the System Status report shows a list of all the active
Primary camera streams in Orchid Core VMS, their current status, and how long ago the last
archive was saved for that stream.

The Video Bitrate field will display the average video bitrate received by Orchid Core VMS over
the last 15 minutes. This provides an indication as to how much video data is being transferred
to Orchid. (This is the same bitrate information available within each camera’s settings.
Providing this data on the System Status screen makes it easier to identify one or more
cameras that may have exceedingly high bitrates which may be causing system errors.)

Available stream statuses are:

* Running: The stream is currently active and running properly without any errors. It is
actively recording and saving video (if configured to do so).

* Restarting: The stream is being restarted automatically and should be active again within
a few seconds.

* |dle: The camera is not responding after being restarted by Orchid Core VMS multiple
times and the camera status should be manually verified.

* Stopping: The camera stream has been shut down and is in the process of writing the
video file. (This will typically happen because another stream has been selected as the
primary stream.)

The Last Archive field will typically display the amount of time that has passed since the last
archive was saved. If Orchid Core VMS has never saved an archive for the camera stream, the
software will display Never in the Last Archive column. Orchid Core VMS writes video archives
every minute, so any camera whose Last Archive is more than a minute old will be flagged in
red, as this indicates video may not be recording.
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Troubleshooting the Camera Stream Status

a
® Thisis the pop-up Menu icon that provides access to the Preview, Restart, and Verify options.

If there are any issues with the streams, you can troubleshoot the issue within Orchid Core VMS
by using the Preview, Restart, and Verify options. At the right end of each of the listed camera
streams, you’ll see a pop-up menu. Click on the Menu icon, then click on any of the available
options.

* Preview: View a live feed of the camera stream. If you are able to see moving video from
the camera’s feed, then the server and the camera are properly connected.

* Restart: Closes and restarts the camera stream. You can then use the Preview button to
verify that Orchid Core VMS is receiving video from the camera stream without having to
navigate back to the Stage.

* Verify: Pings the camera and confirms whether or not Orchid Core VMS can communicate
with the camera successfully. You will receive a message indicating if the system was able
to verify a connection with the camera.

Verify 192.168.202.129

Verified: the camera was reached successfully

Verify Assembly 360

Camera verification failed: Unable to ping camera.

If the ping command is unsuccessful, the camera’s IP address may have been changed directly
at the camera. If this is the case, obtain the new IP address and use the Recover Camera
feature to reconnect.
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(Please refer to the Advanced Topics section for additional help.)
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Viewing the System Report

The System Report feature in Orchid Core VMS allows Administrators and Managers to view
various types of events (such as camera streams starting and stopping) and camera stream
statistics during a specified time period. This report also provides access to the Orchid Core
VMS system log.

* Administrators and Managers are the only roles with the ability to access the
System Report.
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Accessing the System Report

To access the System Report for Orchid Core VMS, open the System Menu in the top-right
corner of the screen, then select System Report.

Time Selection

(S & FEB 5, 2022 - 00:00 \ Select Date Rﬂnge

L & FEB 6, 2022 - 23:59

Select Vertical Bar to
View Server Event

Server Events

Details

stream-starting Erzr{g:‘!ﬂlng Server R piling / profile_4 322225{5{'&
stream-emor - Bipeline stopped due 10 eror E;g“wnq Server Room Ceidling / profile_4 gg.zz:ggiﬂa
stream-starting E;g;neﬁmg Server Room Ceiling / profile_4 ggzz}-u;—u&
stream-emor - Pipeline stopped due 1o eror. E;g“w"ﬂ Server Room Ceiling / profile_4 52?227%%
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Working with the Server Events and Stream
Statistics

By default, the System Report will provide a report for the current date (from 12:00 AM to
11:59 PM).

1. To select a new date range for the report, use the From and To buttons to select the new
dates/times for the report in the pop-up calendar and then press the Go button. As soon
as new dates are chosen, the report will update the Server Events and Stream Statistics
sections.

The Server Events graph displays the date and time along the x-axis and the number of events
that occurred on the y-axis. For each time period on the Server Events graph, a vertical bar will
appear if at least one event occurred during that time frame.

Server events include the following:

» Start: The Orchid Core VMS server was started.

e Stop: The Orchid Core VMS server was stopped.

* License Changed: The Orchid Core VMS license has been added, removed, or updated.

* Entered Degraded State: The Orchid Core VMS server has entered a state in which it will
not operate normally. No new video will be recorded and no existing video will be deleted.
(Refer to the Advanced Topics section for more details.)

* Trusted Issuer Created: This indicates that Orchid Fusion/Hybrid VMS has registered
(added) this Orchid Core VMS server.

* Trusted Issuer Removed: This indicates that the Orchid Fusion/Hybrid VMS server has
detached from this Orchid Core VMS server.

Stream events include the following:

* Stream-starting: The stream was started. (System provides the stream name and time.)

* Stream-error: The stream posted an error. (System provides the stream name, time, and
error message.)

* Failover Failed: The stream encountered a storage device failure. (System provides the
stream name and time.)

2. To view specific details on server events, click on any of the vertical bars. (The selected
bar will appear in red.) The server event details for the selected time period will appear in
a table beneath the graph. Event details include the date and time.

3. If there are multiple events within a selected time period, you may double-click on the
vertical bar to zoom in for more detail on the time frame.

The Stream Statistics section lists each of the active camera streams in Orchid Core VMS. For
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each stream, Orchid Core VMS will show how many megabytes of video was recorded, the
length of the recorded video, and how much of the recorded video contained motion. (The
motion reported here will include both server-based and camera-based motion detection. Keep
in mind, however, that server-based motion detection may be further defined using the
advanced Motion Detection settings.)

Time Selection
U & FEB 15, 2022 - 00:00
AU &5 Fen 15, 2022 - 23:59
Server Events
Stream Statistics
Camera / Stream MB Recorded Video Recorded Motion Recorded
er w Sta t.s 192.168.202.108 / MOBILE 97,803 ;‘q' :::3_;5' minutes; s 12 minutes, and 23 seconds
) 14 hours, 30 minutes, and
for EO'Ch BN 192.168.202.129 / FisheyeView 20,881 51 asconds 31 minutes, and 25 seconds
192.168.202.129 / Testing for 14 hours, 30 minutes, and s aeAnds
Strea‘ l l Customer anm 45 seconds 0 seconds
192.168.202.144 / H.264 13,998 14 hours, and 30 minutes 1 heur, 16 minutes, and &
seconds
192.168.202.174 / H.264 30,889 14 hours, 30 minutes, and 1 hour, 55 minutes, and 45
26 seconds seconds
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Working with the Log Export

The bottom half of the System Report includes the Log Export feature. This feature allows you
to view and export Orchid Core VMS system logs into a compressed file or plain text. These logs
contain advanced troubleshooting information and are useful when trying to diagnose issues
with Orchid Core VMS.

* The Timeline Bar displays the time on the client machine while system reports
and logs are based on the server time. If there is a discrepancy, click the Clock
icon (next to the software name in the image below) to view the time gap.

Log Export

Format:

® qzip / Select Log Format

() text

Specify Range

/Sefect Date Range
To: & FEB 6, 2022 - 23:59

«» EXPORT LOGS

1. Select the format you wish to use for the log export:

a. gzip: This option will download the latest log from Orchid Core VMS into a
compressed file, allowing it to be viewed on other computers. The gzip-compressed
file can be extracted using the gunzip command on Linux or a utility such as 7-zip
on Windows.

b. text: This option will display the log within the browser without downloading any
files. This file is likely to be very large when a narrow date range is not specified.

2. To specify a date/time range for the log, mark the Specify Range checkbox. Then use the
From and To buttons to select the start and end dates/times.
3. Once your selections are complete, click the Export Logs button.
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Advanced Settings

Beginning in Orchid Core VMS version 2.10, Administrators can now edit many of the
configuration file settings from within the software. (This means that you may be able to
eliminate the extra steps that used to be associated with editing the configuration file.)

* An Administrator is the only role with the ability to access the Advanced Settings
feature.
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Accessing the Advanced Settings

1. To access the Advanced Settings screen, open the System Menu in the top-right corner of

the screen, then select Advanced Settings.

The Advanced Settings screen lists all of the supported configuration properties,
and allows you to add and edit properties. A marked checkbox indicates that the
setting is currently in use.

0 Orchid Core
M CAMERA COMFIGURATION

= ReTeENTION POLICY Pro per ty

& USERS

I sYSTEM STATUS Se ar Ch

[F5] SYSTEM REPORT \
& acTivaTion

L1 ADVANCED SETTINGS

€  VERSION INFORMATION

in Use

Properties / N

Add New
Property

archivecleaner.periodic.seconds

cameradiscovery.publisher.uri

capture.latency

/ 4 NEW PROPERTY [l SAVE PRO

Save
Properties

60

tepiflocalhost: 5565

1000

If you scroll down toward the bottom of the list you will find properties that are
unmarked and locked (as in the image below).

An unmarked checkbox indicates that the setting is supported, but is not currently
being used. A locked setting represents a setting that is critical for system reliability
and stability. These settings can only be changed by editing the configuration file

directly.
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0 Orchid Core

B CAMERA CONFIGLRATION
= RETENTION POLICY

& USERS

IB) svSTEM STATUS

[F5 SYSTEM REPORT

& ACTIVATION

€5 ADVANCED SETTINGS

€)  VERSION INFORMATION

Locked /

Properties

webserver.maxqueved

webserver.sessions.remote.max_age

Supported
Properties
(Not in Use)

webserver.sessions. user.max_age

archives.dir

database.type

type 1o be configured by rehid Core VMS server. Note that the only database type currently supported is “sqll
property)

logger.dir

orchid admin.password

* Starting in version 2.14, Administrators have the ability to Lock some of the
properties that would normally be available through Advanced Settings. (See

below.)

For details on how to edit the locked properties, please refer to the How to Edit a Configuration
File section (for the appropriate operating system), and the Orchid Core VMS Configuration
Settings section (both of which are in the Orchid Core VMS Installation Guide).
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Editing Properties

This indicates that the property is in use.

This indicates that the property is supported, but not in use.

This indicates that the property must be changed by editing the Configuration file
directly*.

*For details on how to edit the Configuration file, please refer to the Orchid Core VMS
Installation Guide.

Creating a New Property

The Advanced Settings feature allows Administrators to add new, undocumented properties to
the Configuration file.

1. Click the New Property button at the top of the Advanced Settings screen. A new, blank
property field will appear at the top of the list.

« Orchid Core

M CAMERA CONFIGURATION

% RETENTION POLICY ... ~
< NEW PROPERTY SAVE PROPERTIES

& UsERs

Bl SYSTEM STATUS

"; e . Click New Property

2 ADVANCED SETTINGS then Add Detaﬂs

© VERSION INFORMATION /
O Prpeny o o
archivecleaner. periodic.seconds il De Ie teﬁew
, . Property

cameradiscovery.publisher.uri topuiflocalhost5565

2. Mark the checkbox to activate the new property. (The property must be enabled and
saved in order to be added to the Properties list.)

3. Enter a name for the new property in the Property Name field. [Property names are not
allowed to contain colons (:), equals signs (=), blank spaces, or control characters.]

4. Click the Tab key to move to the Property Value field.
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Enter a value for the property.

Click the Tab key to move to another field.

If you decide not to add the new property, just click the Delete (Trash Can) icon.

If you have no other changes to make, click the Save Properties button. Be sure to
complete the save (as described later).

© N o w

Editing Advanced Properties

1. To change an active property, click into the field displaying the property value.

) Orchid Core
M CAMERA COMFIGURATION

= RETENTION POLICY
- =+ NEw PROPERTY [l SAVE PROPERTIES
&

USERS

IB) SYSTEM STATUS
[FF SYSTEM REFORT
& ACTIVATION

{3 ADVANCED SETTINGS

€  VERSION INFORMATION

archivecleaner. periodic.seconds &

o
N— Edit

dspace percentag ” Property

cameradiscovery.publisher.uri tepi/flocalhost: 5565

capture. latency 1000

2. Type in a new value.

Click the Tab key to exit the field or click into another field.

4. If you have no other changes to make, click the Save Properties button. Be sure to
complete the save (as described later).

w

Editing the Locale Property

Beginning in version 21.6, you may change the user interface language by simply editing the
locale property.

1. First, find the locale property in the list. (We used the Search feature. Learn more about
that in the next section.)

2. Make sure the checkbox for the locale property is marked.

3. Click into the field displaying the property value.
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& Orchid Core

M CAMERA CONFIGURATION

= RETENTION POLICY

& USERs

16 SYSTEM STATUS

[EE] SYSTEM REPORT

" ACTIVATION ocale
€ ADVANGED SETTINGS

€ VERSION INFORMATION

locale

-
=

< NEW PROPERTY SAVE PROPERTIES

Edit Language

/Selection

4. Type in the two-letter language designation that represents the language you want to
use. Orchid Core VMS now supports the following languages: de (German), en (English),
es (Spanish), fr (French), it (Italian), nl (Dutch), pt (Portuguese), and ru (Russian).

5. Click the Tab key to exit the field.

6. If you have no other changes to make, click the Save Properties button. Be sure to

complete the save (as described later).

Activating a New Property

1. To activate an unused property, click the checkbox to add a mark.

2. Click into the field displaying the property value and enter a new value.

3. Click the Tab key to exit the field or click into another field.

4. If you have no other changes to make, click the Save Properties button. Be sure to

complete the save (as described later).

De-Activating a Property

1. To de-activate a property currently in use, click the checkbox to remove the mark.
2. If you have no other changes to make, click the Save Properties button. Be sure to

complete the save (as described below).

Saving Changes to Advanced Properties

Anytime you make changes to these properties, the Orchid Core VMS service must be restarted
in order for the changes to take effect. Be sure to follow this procedure completely to ensure

changes are saved.

1. To save changes, click the Save Properties button. You’ll receive a message that asks you

to confirm changes and begin the restart.
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The Orchid Core VMS service must restart in order 1o save the configuration. Chck to Sa ve

The new configuration must be confirmed within 5 minutes of the service
restarting or the original configuration will be restored

/ Changes

2. Click the Save and Restart button to save your changes. The service will restart (as shown
in the image below.)

The Orchid Core VMS service is restarting in order to save your configuration changes. Once the service starts back
up, you will need to confirm the new settings within 5 minutes or the service will restart once more and the previous
configuration will be restored.

\

3. When the restart is complete, you must instruct the system to keep the changes. (You
must do this within 5 minutes or the changes will be discarded.) Click the Keep Changes
button (shown below) to keep the new settings.

Would you like to keep the advanced settings changes? If you do not confirm, the Orchid Core VMS service
will automatically restart within the next five minutes and the previous configuration will be restored.

C”Ck Wfth"n 5 M’nUtes CONFIRM PROPERTIES
to Keep Changes /
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Property Search Feature

If you need to find a specific property quickly, the Advanced Settings screen includes a search
feature. The Property Name field appears at the top of the screen and supports a single-term
search.

1. Click into the Property Name field to start your search.
2. Type one word that identifies what you’'re looking for. (In the example below, we entered
port as the search term.)

The software will automatically list all of the properties that match the search term.

Signed

% Orchid Core Cmhunt =
M CAMERA CONFIGURATION

= RETENTION POLICY B - =
= NEW PROPERTY [l SAVE PROPERTIES

|;I :::::M STATUS En ter SearCh
[T SYSTEM REPORT :::;”n/ Term )

& ACTIVATION

& ADVANCED NGS orchid max_expart_hours

€)  VERSION INFORMATION rtsp.rip_port_range.max

risp.Fp_pert_range,min \ Vie W Search

webrte stun port Results

webserves port

cameradiscovery publisher.uri tepifflocalhost:5565

capture. latency 1000

3. If the list of results contains the property you are looking for, click on that result. The
selected property will be displayed for review or editing.

0 Orchid Core T =
M CAMERA COMFIGURATION

= RETENTION POLICY
4 NEW PROPERTY SAVE PROPERTIES

& USERS

181 SYSTEM STATUS
[EF] SYSTEM REPORT Property Name

Msp. Mp_port_range, max
& ACTIVATION

4 Selected Property is displayed
ADVANCED SETTINGS
0 VERSION INFORMATION / for rev’ew Or ed’t’ng

45000

rtsp.rip_port_range. max

4. If the list of results does not contain the property you are looking for, enter a new search
term in the Property Name field.
5. To return to the complete Advanced Settings property list, delete the contents of the
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Property Name field.
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Version Information

The Version Information screen provides very specific information about the Orchid Core VMS
software that is installed on your server. It also provides access to the Update Client feature,
help resources, and important information for IPConfigure technology partners.
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Accessing the Version Information Screen

= This is the Hamburger icon.

1. To access the Version Information screen, click on the Hamburger icon in the top-right
corner of the screen, then select Version Information.

@ Orchid Core

B CAMERA CONFIGURATION
= RETENTION POLICY

& USERS

I8 sYSTEM sTATUS

[F5] SYSTEM REFORT

& acTvaTion

€ ADVANCED SETTINGS

€)  VERSION INFORMATION

Orchid Core VMS
Software Version

Version Information
Wersion Infermation 21120
#86_64-linux-gnu-gee-9.3

Build Infarmation 71 02203 157491
Thursday January 13, 2022 ot 1:18:06 PM MST
jrickerson@jnickerson-workstation
Linux 5.11.0-40-generic #44--20,04.2-Ubuntu SMP Tue Oct 26 18:07:44 UTC 2021 xB6_64
#B6_64

Client ;ﬁ_?:g'u?rﬂ,d:.ﬁirErlﬁzs..grs'rrzc'dmmemﬂ% Upda te Ch‘en I—
Feature

Resources User Manuals
User Training
Knowledge Base

Developer Documentation Orchid Core WMS API
Open Source Acknowledgements

/Software Change History

Help Resources

Changelog

vil,12.8 - 3922-81-13
New Features:
- Orchid Core VMS now supports secondary recording streams

- Mdministrators can enable secondary streams on cameras to allow for a better viewing experience.

mhunt =
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Update Client Feature

The Update Client feature is used to select and apply a different Ul Package file to the Orchid
Core VMS client machine. This would allow for a quick and easy user interface update (without
the need for a completely new installer).

Update Client

1. To view available files, use your web browser to navigate to the following location:
https://download.ipconfigure.com/orchid/i18n

2. If you find a file you need to use, download the file. (The version number named in the file
that you download must match the version number of your installed Orchid software in
order for the update to work.)

3. In the Client section of the Version Information screen, click on the Update Client link to
access the Update Ul Package screen.

Update Ul Package

Then Search and

No file chosen Select File in

Downloads

Click éhoose File

Update Ul Package

Choose File | orchid-2.16.0...-2.16.0-en.zip

Click

4. Click the Choose File button.
5. Locate and select the file that you downloaded, then press Open.
6. Click the Update button to apply the new file.

* In order to view Orchid in another language, the locale property must be
modified. For details on modifying the locale property, please refer to the
Advanced Settings section.
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Advanced Topics

As you work with Orchid Core VMS, you may encounter issues that are not typical of daily
operation and should be addressed by an advanced user. Please review these topics if you
need extra help. For in-depth explanations and additional topics, we encourage you to check
our Knowledge Base.
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Degraded State

In rare cases, Orchid Core VMS will experience an event that will cause the system to enter a
degraded state. To protect archive data, while in this degraded state, Orchid does not record
new video or clean out old video archives.

The two subsections below provide details regarding causes and resolutions for the degraded
state.

Orchid Core VMS License Errors

If Orchid Core VMS encounters a license error, it will cause the server to enter a degraded state
(like that pictured below), and an “Entered Degraded State” event will be logged in the System
Report.

™~ Orange-Brown

License error detected

- Color Indicates
Your system is in a degraded state: Host profile does not match
license MID, match percentage: (0.000000) O!’Ch l'd).s De raded
The license of this server is invalid. Orchid Core VMS has stopped all g
recording and cleaning processes until a valid license is configured. Sta te

Error Message Will Appear After Sign-in

This can happen if:

* The Orchid Core VMS database is moved to a different system after installation, or if
multiple hardware components (like hard drives) are replaced on the Orchid Core VMS
server. This causes the licensing information in Orchid Core VMS’s database to no longer
match the system on which Orchid Core VMS is installed. (These actions disrupt the
Machine ID which is an integral part of the license information.)

* A time-limited license expires.

In this degraded state, Orchid Core VMS does not record video but will allow for playback of
existing recordings.

1. If this license error occurs, you will receive an error upon signing in. You can click OKAY to

continue running Orchid Core VMS in this degraded state, but you will see differences in
Orchid Core VMS's appearance and capabilities:
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a. The dialog header will appear in an orange-brown color which indicates Orchid Core
VMS is running in a degraded state.

b. Orchid Core VMS will not record any new video. (Previously recorded video, however,
will be available for playback.)

2. Possible solutions include the following:

a. If the database was moved or there was a hardware failure, contact IPConfigure
Technical Support for a new license. Then follow the Modifying an Existing License
procedure to update your license.

b. If a time-limited license expired, you may apply an old, non-time-limited license (if
you have one), or you may contact IPConfigure to purchase a new license.

Orchid Core VMS Storage Device Errors

Orchid Core VMS has a way to alert Administrators and Users that there is a problem with a
storage device.

During normal operation, Orchid Core VMS periodically checks on the storage device. To do
this, Orchid looks for a specific file (orchid-device.tag) that is saved in the defined “orchives”
directory. If Orchid does not find the file, or if it does not match the original, Orchid interprets
this as a storage error. When this happens, the Orchid Core VMS server will enter a degraded
state (like that pictured below), and an “Entered Degraded State” event will be logged in the
System Report.

e

Orange-Brown Color Indicates
Orchid’s Degraded State

Storage error detected
Your system is in a degraded state: Slorage device change detected: Device tag not present.

The storage device of this s has changed In order to prevent data loss, Orchid Core VMS ha:
original storage device is present again

Ao
Error Message Will Appear After Sign-In

This can happen if:
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* The Orchid Core VMS “orchives” folder is moved to a location different than the one
specified in the properties file. This causes Orchid Core VMS to lose contact with the
orchid-device.tag file (that is stored in the “orchives” folder).

* There is an actual hardware failure, in which case, Orchid Core VMS will lose contact with
the orchid-device.tag file. An alert to the failure of the storage device is critical, especially
if the system is configured to store data in an external hard drive or a RAID device.

1. If this storage error occurs, you will receive an error upon signing in. You can click OKAY to
continue running Orchid Core VMS in this degraded state, but you will see differences in
Orchid Core VMS’s appearance and capabilities:

a. The dialog header will appear in an orange-brown color which indicates Orchid Core
VMS is running in a degraded state.

b. Orchid Core VMS will disable all communication and recording with the cameras.
Neither live streams nor archive video will be available.

2. Possible solutions include the following:

a. If the “orchives” folder was moved, edit the properties file (orchid_server.properties)
so that the archives.dir property points to the actual location of the “orchives”
folder. Then restart the Orchid Core VMS Server service. (For help with these tasks,
please refer to the Orchid Core VMS Installation Guide.)

b. If there was a problem with the storage device, bring the storage device back to
working order (to include the “orchives” folder with all of the media files and the
original orchid-device.tag file).
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Trouble Adding a Camera

If you're having trouble adding a camera to the system, refer to the list of common issues.

* Make sure all of the cameras are connected to the network.

* If you are adding multiple cameras at once, make sure that they all use the same
username and password, and they are all on the same subnet. You may also need to
check to see if there are multiple IP addresses assigned to the Orchid Core VMS computer.
If this is the case, you will likely have to revise the Orchid Core VMS properties. Please
refer to the Knowledge Base article Orchid Not Auto-Discovering Cameras for more
details.

* If you are adding a camera manually, make sure that the IP address is correct.

* If you can’t find a specific camera on the Register Cameras screen, it may not support
ONVIF auto-discovery. Switch to Manual mode and add the camera manually.

e |f the camera is old or unusual, it may not support the ONVIF standard. In this case, you
will need to register the camera manually, and you will need to select the Generic RTSP
driver.

o When you select this driver, Orchid Core VMS will automatically populate the RTSP
Stream URL field. You’ll need to update the IP address portion of that entry. You may
also need to check the camera’s documentation to ensure the syntax is correct.

o If you add a camera using the Generic RTSP driver, you will not be able to configure
the camera settings in Orchid Core VMS. Connect to the camera directly to configure
settings.

o If you need to use the Generic RTSP driver, but it does not appear to be available,
check to see if it has been disabled.

* AXxis cameras require that a special username and password be set on the camera for use
with the ONVIF standard. Please refer to the Knowledge Base article Configure ONVIF User
On Axis Cameras for more details.

e If you are running Orchid Core VMS in WebRTC mode, and a newly added camera doesn’t
produce video, there may be several reasons why the video is not working. (Please refer
to the WebRTC Troubleshooting section for additional help.)
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Trouble Viewing the Camera Stream in Orchid
Core VMS

If Orchid Core VMS is not receiving a live video stream from a camera:

e Try selecting a lower-resolution stream at the Player. (If you haven’'t already configured
Secondary streams, refer to the Multi-stream Capabilities and Edit Camera Stream
Settings sections for more info. Keep in mind that all Primary and Secondary streams, if
they are set to record, will consume additional disk space.)

* Use the System Status feature in Orchid Core VMS to test the camera preview, restart the
camera stream, or verify the network connection between the camera and Orchid Core
VMS. (This may lead you to try the Recover Camera feature.)

* Perform the check associated with packet loss.

* If you are running Orchid Core VMS in WebRTC mode, but one of your Players appears to
be stuck in Low-bandwidth mode, check the camera stream settings. Make sure that the
Encoder is set to H264. (WebRTC mode does not support JPEG or MPEGA4.) (For additional
troubleshooting suggestions, please refer to the WebRTC Troubleshooting section.)

If you have issues with recorded video being unavailable, you may need to check a variety of
things:

* Use the Streams section of Orchid Core VMS's Camera Configuration feature to make sure
that the recording style is set to record video.

* Use Orchid Core VMS’s Retention Policy to see how much video is actually being stored for
any given camera. For critical cameras, you may need to increase the desired retention
setting.

* There may be an issue with the system time setting on the Orchid Core VMS server. This
can occur when the system time is reset (for daylight savings time, for example). To fix
this issue, you should restart the Orchid Server service. (Refer to the Orchid Core VMS
Installation Guide for more details.) If that doesn’t work, you should restart the computer
on which Orchid Core VMS is installed.

* There are a small number of ONVIF compatible cameras that display unusual behavior
(which can prevent Orchid from being able to record video from these cameras). Using the
Recover Camera feature may resolve the issue with these cameras.

 There may be an issue with packet loss due to network infrastructure. If the packet loss
rate is high, Orchid Core VMS may not be able to successfully record the video. There are
a couple of ways to check for packet loss. Please refer to the next topic for more details.
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Checking for Packet Loss

If video in Orchid Core VMS is unavailable or degraded, you may be experiencing packet loss in
one of two locations: either between the camera and Orchid Core VMS, or between Orchid Core
VMS and the viewing client. The diagram below indicates which check methods are available to

test the different connections.

Camera Client
Orchid Core VMS
B0 Server
Recording WebRTC
Statistics Video Stats

80

v

Run a Check Using the Recording Statistics

Beginning with version 2.16, Orchid Core VMS provides a new way to gauge the performance of
the recording stream. The Recording Statistics feature displays packet loss and bit rate
numbers for the video being transmitted from the camera, and also shows when the last video

file was recorded.

1. To view the Recording Statistics, go to the Camera Configuration screen and click on the
Expand icon to view the Recording Statistics section.

Copyright © 2022 IPConfigure Page 114 of 135



IPConfigure Orchid Core VMS Administrator Guide - 22.6_en

Expanded Recording Statistics

Recording Statistics v

The following statistics are based on the primary stream.

Average Window Packet Loss Bitrate
Video: 460.9 Kb/s

Video: 0% 0
" Audio: 1% Audio: 140.6 Kb/s

Total: 601.5 Kb/s
Video: 462.9 Kb/s

- xi:(;g._ ?:Er Audio: 141.1 Kb/s
L Total: 604 Kb/s
e Video: 458.8 Kb/s

Audio: 141.1 Kb/s

Audio: 1% Total: 599.9 Kb/s

Last Video File Written

02/10/2022,09:18:31 AMEST - 4.2 MB

The Recording Statistics will provide the percentage of packet loss at the recording stream,
averaged over three time periods: 1 minute, 5 minutes, and 15 minutes. A comparison of these
averages may give you some indication of the transmission quality both currently and over a
longer period of time.

The goal, of course, is to have 0% packet loss on the recording stream so that the archived
video is not degraded. The presence of packet loss, even a minimal amount, will have some
impact on the quality of the archived video. Video degradation may result in some frames
being unviewable, and some frames being marred by video artifacts. If packet loss is high
enough, the system may not receive enough data to record any video.

When the Recording Statistics show that packet loss is present, review the three averages to
assess the situation. If all of the averages are very low, this suggests that the recording stream
has intermittent problems with minor levels of packet loss. In another example, if the 1-minute
average is high and the 15-minute average is low, this may indicate that the camera stream is
currently having an issue, but over longer periods, is likely transmitting without problems.
However, if the 15-minute average is high and the 1-minute average is low, this may signal
that the camera stream’s connection is not sufficient, which may be a more significant
problem, prompting further investigation.

Run a Check Using Video Statistics
In each of its operating modes, Orchid Core VMS will allow you to access statistics for any of
the Players on the Stage. This may help you in diaghosing issues between the Orchid Core VMS

server and clients.

1. To view Player statistics, position the mouse over the image and click on the Statistics
icon in the header.

Copyright © 2022 IPConfigure Page 115 of 135



IPConfigure Orchid Core VMS Administrator Guide - 22.6_en

In Low-bandwidth mode, the statistics overlay will display a few details about the camera and
performance. A comparison of the frames received and the frames rendered should give some
indication of how well the video is decoded.

AT IVTUUET . | JLass LY

Up time : 0:00:39 WebRTC MOde
Stream:
Resolution : 640 x 480
Framerate : 15.17
Bitrate : 540.56 kbps |
ICE Connection State : connected / COﬂHECfIOn StﬂtUS
Connection State : connected
Packets Received : 2701
Packets Lost : 5
Fraction Packet Loss : 0.00
Frames Received : 578
ecoded : 563
ropped : 15 Selected
ceived : 2766187 .
on:192.168.202.202:38318 (udp, host) -> :65467 (udp, prflx) Cand;date
S State : connected : Pair

65467 (udp, prflx)

- Remote Candidates

Remote Candidates »

WebRTC mode delivers an expanded list of statistics, which include frames received, decoded,
and dropped, plus packets received, and packets lost. If the packets lost stat increases
continuously over a period of 30 seconds or more (versus an isolated burst), there may not be
sufficient bandwidth between the Orchid Core VMS server and the Orchid Core VMS client.

In addition, this mode provides data points that can be used to identify the candidate pair that
is being used to connect the server and the client, as well as the status of this connection. For
more details on these statistics, please refer to the WebRTC Statistics section.
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Local Candidates Vv
165467 (udp, prflx) WebRTC Mode
Remote Candidates >

Advanced v
RTCCertificate_7B:8B:F3:38:F0:A4:D7:ED:94:51:9E:E4:5C:2C:95:C8:9A:7A:5B:25:
E3:C5:D5:2D:8D:8B:75:64:C3:47:CE:B2 ’
RTCCertificate_CB:AD:DE:4C:67:42:6F:E4:AD:70:A2:B2:C4:ED:5E:89:F2:6C:EF:A
F:95:93:69:82:28:08:38:B3:5F:B2:62:B3 >

RTCCodec_video_Inbound_96 »

RTCCodec_video_Outbound_96 »

) _ Advanced
RTClceCandidatePair_Vc/gsB2o_u88JM/k4 >
RTClceCandidate_Vc/gsB2o >
RTClceCandidate_u88JM/k4 »
RTCInboundRTPVideoStream_1985690061 »
RTCMediaStreamTrack_receiver_7 »
RTCMediaStream_orchid_2932_live »

e =1 - -

Statistics

Run a Check Using VLC

This check provides an alternate method to evaluate the video between the Orchid Core VMS
server and the client using a third party utility. Before starting this test, ensure you have VLC
installed on the Orchid Core VMS server. For installation instructions, please visit VLC’s
documentation here: https://wiki.videolan.org/Documentation:Installing VLC/

In this example, we’ll check for packet loss between the Orchid Core VMS server and the
viewing client.

1. To start, you'll need to get the Primary Stream Proxy RTSP URL for the camera that is
giving you trouble. Go to the Camera Information screen and click on the One-click Copy
button to copy the URL.
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Benevolent Meet-up
64040, 15fps, H264, AAC Audio

Camera Information

Camera Name Camera Model Primary Stream Status
Benevolent Meet-up & AXIS PI245LVE Tunming
NTP Settings Time Zone
poolnip.org & Unknown Time Zone  #
Primary Stream RTSP URL
resp: fF192.168,. 203, 16/onvif-media/media.amp?profile=profile 1 h2éd&sessiontims t=6l&straan | &
Primary Stream Proxy RTSP URL
tsp://orchid. ipconfigure.com: 554 /forchid/1ive?id=2923 I
Recording Statistics » One / f l ’- c k
Streams C 0 p y o= ADD STREAM
Status Mode Name Configuration
o 640x480, 15fps, H264 .
profile_1 h264-Primary Continuows recording with motion detection a :

1920:1080, 30fps, JPEG a
Continuous recording with mofion detection

- P profile_1 jpeg

- stream_fab3%946-Secondary g:g:::gfiue?a&r::gﬁ‘

2. Open VLC on the Orchid Core VMS server. When VLC opens, click CTRL+N on the keyboard
to open the Open Media window.

3. In the Please enter a network URL field, enter the Primary Stream Proxy RTSP URL for the
camera you want to stream and enter the camera’s RTSP credentials — these are the
credentials you used when you registered the camera to Orchid Core VMS.
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& Open Media — x

Mee @ox  HFretwok  [f caprepevie

Metwork Protocol
Please enter a network URL:

|rtsp:ﬁordﬂd.mnﬁmn.mm:ss-ﬁfnfd'idﬁveﬁdnﬁzj v

\

Paste URL Here

D Show more options

Play w Cancel

4. Click the Play button to start streaming the camera in VLC.

5. Right-click on the video in VLC (or the blank black area if the video has not started
playing) and select Tools, then Media Information. The Current Media Information window
will open.

6. Click the Statistics tab. Under the video section, it will list the number of decoded blocks,
displayed frames, and lost frames. If the Lost frames count is increasing, the video stream
is dropping frames.
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& Current Media Information

Genera Metadata

Current meda | stream stabstics

ol x

v Audio
Decoded
Played
Lost

¥ Video
Decoded
Displayed
Lost

¥ Input/Read

Media data size

> Input bitrate
Demuxed data size
Content bitrate
Discarded (corrupted)
Dropped (discontinued)

VLC Video
Stats

Video
Lost

3863 blocks
1931 buffers
0 buffers

1156 blocks
608 frames
9 frames

0 KiB
0 kb/s
2456 KiB
501 kb/s
0
6

Locatian: |rtsp:ﬂorchid.ipconﬂgure,mm:554}nfd1ﬁdﬂive?id=2923

In this example, only 9 frames were lost after streaming for a few minutes. This is acceptable
and will not prevent video display. However, if the number of lost frames is steadily increasing
over a period of 30 seconds or more (as opposed to an isolated burst), there is a network issue
that will prevent our software from successfully displaying video.

Once network related issues are resolved and VLC is able to stream video from the server
without significant frame loss, the Orchid Core VMS client will be able to display video.
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About WebRTC

Web Real-Time Communication, or WebRTC, provides users with another method for connecting
an Orchid Core VMS server with a client, so that the client may view good quality, live and
recorded video. One of the main benefits of WebRTC is that it allows for viewing full-bandwidth
video without requiring the client device to download and use a Plugin. In WebRTC mode, the
web browser decodes and renders video using accelerated Graphics Processing Unit (GPU)
technology. This method requires fewer resources than software decoding which allows for
good quality video for a greater number of Players.

Using Interactive Connectivity Establishment (ICE) and a Session Traversal Utilities for NAT
(STUN) server, the system identifies and tests several connection candidates to find the best
way to connect the server and client for direct media transfer. With a successful connection,
WebRTC is able to break through the barriers that sometimes make cross-network
communication difficult.

The diagram below illustrates a simple example of direct media transport. In this case, the
server and the client are both on the same network, so there is no barrier to a direct
connection.

Websocket WebRTC Signaling: HTTP Port 80 == Orchid
Client - Core

A J

VMS
Server

- \

Media: UDP Random Port

192.168.103.16
192.168.103.17

The next diagram illustrates a more complicated situation. The server and the client are on
different networks, and are each protected by a firewall. In this case, ICE identifies the best
path for connecting the server and the client. Then a STUN server identifies the public IP
addresses of the server and the client, and works out a way for them to connect. The media
can then be transported between the server and client using the STUN-negotiated ports.
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STUN Server
| m— O |
—1
R ——— - IS
,&_'1-' stun.ipconfigure.com .‘r-&_
. ~ 9,
7% ]

Orchid

_Websocket WebRTC Signaling: HTTP Port 80 = Core

Client / " https://orchid.demo.ipconfigure.com \ - \/MS
Server

ARl e ia: i
] e W
192.168.103.16 e e 192.168.100.205
NAT NAT
Firewall Firewall

In order to use WebRTC with servers behind a firewall, Orchid Core VMS must have access to a
STUN server. By default, Orchid Core will use stun.ipconfigure.com, which is publicly available
on the internet. For complete details, please refer to the Orchid Core VMS Installation Guide.
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WebRTC Statistics

In WebRTC mode, Orchid Core VMS supplies not only the standard statistics (like those in Low-
bandwidth mode), it also supplies WebRTC statistics. These statistics are available as an
overlay on any Player and can be used in troubleshooting.

* Available statistics will vary depending on the web browser in use.

AT IWUUET . | JLoo LY

Up time : 0:00:39 WEbRTC MOde
Stream:

Resolution : 640 x 480

Framerate : 15.17

Bitrate : 540.56 kbps 1

ICE Connection State : connected / Connecnon Status

Connection State : connected

Packets Received : 2701

Packets Lost: 5

action Packet Loss : 0.00
s Received : 578
Frames Decoded : 563

Selected
ceived : 2766187

C on:192.168.202.202:38318 (udp, host) -> :65467 (udp, prflx) Cand;date
DTLS State : connected Pﬂfr

Local Candidates Vv < Local Candidates

65467 (udp, prflx)

<«— Remote Candidates

Remote Candidates »

The statistics under the Stream heading may include the following:

* ICE Connection State: This indicates the state of the ICE connection. When “connected,”
ICE has identified the best way to connect the server and client.

* Connection State: This indicates if there is a working connection between the server and
the client.

* Packets Received: This represents the number of video data packets that are transferred
from the server to the client.

» Packets Lost: This represents the number of video data packets that are dropped during
the transfer from the server to the client. (If this number continues to increase, video
quality will decrease.)

* Fraction Packet Loss: This represents the number of packets lost divided by the number of
packets expected.

* Frames Received: This is the number of complete video frames that were transferred from
the server to the client.

* Frames Decoded: This is the number of video frames that the client has decoded.
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* Frames Dropped: This is the number of video frames that the client could not decode and
were eliminated.

* Bytes Received: Total number of bytes transferred from the server to the client.

e Connection: This statistic provides the addresses of both the local and the remote
candidates in use, which communications protocol is in use at each candidate, and the
candidate types.

* DTLS State: This provides the status of the attempts to negotiate a secure connection.

Under the Stream group of statistics, Orchid Core VMS displays additional WebRTC statistics
that provide insight into the connection candidates that ICE has found and which ones are
being used to transport video. Individual entries for the local candidate and remote candidate
are presented, and provide the same information as the Connection statistic listed above.

The Advanced group of statistics provides very detailed information regarding the selected
candidate pair, certificates, and video data transport.

Local Candidates Vv
:65467 (udp, prflx) WebRTC Mode
Remote Candidates »

Advanced v
RTCCertificate_7B:8B:F3:38:F0:A4:D7:ED:94:51:9E:E4:5C:2C:95:C8:9A:7A:5B:25:
E3:C5:D5:2D:8D:8B:75:64:C3:47:CE:B2 >
RTCCertificate_CB:AD:DE:4C:67:42:6F:E4.AD:70:A2:B2:C4:ED:5E:89:F2:6C:EF:A
F:95:93:69:82:28:08:38:B3:5F:B2:62:B3 >
RTCCodec_video_Inbound_96 >
RTCCodec_v‘ldeo_Ol{tbound_% > intet
RTClceCandidatePair_Vc/gsB2o_u88JM/k4 >
RTClceCandidate_Vc/gsB2o >
RTClceCandidate_u88JM/k4 >
RTCInboundRTPVideoStream_1985690061 »
RTCMediaStreamTrack_receiver_7 »
RTCMediaStream_orchid_2932_live »

e = .t -

Statistics

For additional details on these and other WebRTC statistics, please refer to documentation that
is readily available online. Here’'s a sample: https://testrtc.com/webrtc-internals-
documentation/

Copyright © 2022 IPConfigure Page 124 of 135


https://testrtc.com/webrtc-internals-documentation/
https://testrtc.com/webrtc-internals-documentation/

WebRTC Troubleshooting

If you encounter trouble as you are running Orchid Core VMS in WebRTC mode, refer to these
troubleshooting tips.

If you don’t have video:

1. Activate the Player statistics to see if the ICE Connection State reads connected.

2. If the Ice Connection State does not read connected, then none of the connection
candidates worked.

3. Make sure that the STUN server is properly setup and configured. (The Orchid Core VMS
properties file uses default settings to configure the STUN server. Review these settings
and make changes, as necessary, using the Advanced Settings feature. More detailed
information about enabling a STUN server is available in the Orchid Core VMS Installation
Guide.)

4. If the connection still fails, the network may be incompatible. Switch to Low-bandwidth
mode. (See also, Incompatible Network later in this topic.)

If you don’t have video, but the ICE Connection State is connected:

1. Check the Bytes Received stat.

If the system is receiving bytes, check for Packet Loss.

If packet loss exists, try lowering the bitrate (by editing the camera stream settings).
Try selecting a lower-resolution stream (if available) to view video.

B wnN

If this error appears, the system was not able to establish an ICE connection:

Could not establish connection (ICE connection failed)

1. You may need to setup a STUN server. (Do this by editing the webrtc.stun.host and
webrtc.stun.port settings using the Advanced Settings feature.)
2. You should also check your network.
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If this pop-up error message appears on a Player, the system may have already
detected a certain level of packet loss:

Poor connection (packet loss)

Try Low-bandwidth Mode

1. Decrease the bitrate (by editing the camera stream settings).

2. Decrease the resolution (by editing the camera stream settings or by selecting a lower-
resolution stream, if available).

3. If neither of these solve the problem, switch to Low-bandwidth mode.

If this pop-up error message appears on a Player, the system may not be
decoding the video properly:

1. Decrease the bitrate (by editing the camera stream settings).

2. Decrease the resolution (by editing the camera stream settings or by selecting a lower-
resolution stream, if available).

3. If neither of these solve the problem, switch to Low-bandwidth mode.

Video encoder:

WebRTC does not support JPEG or MPEG4, so it is important to make sure that the camera
stream is set properly.

1. Open the Stream Settings screen to check the settings.
2. Make sure that the Encoder is set to H264.
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GPU decoding:

The web browser you are using may be utilizing GPU to decode video. Some cameras are not
compatible with GPU.

1. If you have tried other fixes, try disabling GPU decoding in your web browser. (Please
refer to your web browser documentation for details.)

Incompatible Network

When viewing WebRTC on a local network, such as when both Orchid Core VMS and your web
browser are on the same LAN, some browsers require the use of mDNS instead of regular IP
addresses. In certain circumstances, mDNS may fail and streaming video over WebRTC will not
be possible. This can happen when Orchid Core VMS and your web browser are on different
local network subnets, and when an operating system doesn’t natively support mDNS (such as
Windows 7). If this failure occurs, consider disabling the mDNS behavior.

In Chrome, you can disable the mDNS behavior by doing the following:

1. Navigate to chrome://flags.

Search for mDNS.

3. At the Anonymize local IPs exposed by WebRTC setting, use the drop-down list to select
Disable.

N

For a more detailed review of this issue, please refer to the article on the Orchid Core VMS
knowledge base at support.ipconfigure.com.
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Additional Troubleshooting

The following are some additional errors that you may encounter in Orchid Core VMS.

If this error appears, it is taking too long for the system to receive enough video
data to display the video:

Timed out waiting for stream to play

Try L ow-bandwidih Mode

1. Decrease the bitrate (by editing the camera stream settings).

2. Decrease the resolution (by editing the camera stream settings or by selecting a lower-
resolution stream, if available).

3. Switch to Low-bandwidth mode.

If this error appears, the system can no longer see the camera:

Could not create media session - error: (Failed to start media pipeline.)

1. Use the System Status feature to check on the camera.

a. Click the Restart button to attempt to reconnect.

b. Click the Verify button to see if the camera is still connected to the network.
2. Check to see if the camera has power.
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If this error appears, the backend server probably shut down the video stream:

& 192.168.103.33

Websocket closed unexpectedly

1. Go to the System Status screen and use the troubleshooting buttons to check/restart the
camera stream.
(This error is not likely to appear.)

If this error appears, the connection between the client and server has dropped:

02 Orchid Core

Orchid Core VMS Service Unresponsive

It seems that the Orchid Core VMS can not use WebSockets at this time.

If this error persists or you do not know how to proceed, please open a ticket on our support portal.

RELOAD

1. Press the Reload button to refresh the Orchid Core VMS page (which may solve the
problem).
2. If reloading doesn’t solve the problem, contact Support.
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If this error appears, the browser may not have enough resources to draw the
dewarped image:

demo.ipconfigure.com says

The browser is currently unable to perform image dewarping.

The process to display a dewarped image on the Stage requires extra work from the web
browser. If you have more than one dewarped camera on the Stage, that extra work is
multiplied, making it increasingly more difficult to complete all necessary tasks.

1. Consider switching dewarping Off for one or more of the dewarped cameras on the Stage.
2. Consider lowering the number of dewarped cameras on the Stage.

Another possibility is that the web browser does not support the graphics processing unit
(GPU).

1. Try switching to another web browser.
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Comparing Orchid Core VMS Operating

Modes

Orchid Core VMS supports operation in WebRTC mode and the original Low-bandwidth mode.
The benefit of WebRTC mode is that it allows for viewing full-bandwidth, live and recorded
video streams through a web browser without requiring a plugin. The availability of these
operating modes will depend on your web browser and operating system. The table below
provides a high-level comparison of the operating modes.

* Starting with Orchid Core VMS version 2.8, the FBGST plugin will no longer be
supported. The plugin-compatible web browsers (Chrome version 34, and Firefox
version 52) have also reached the end of support. If you were previously using
either of these web browsers, you should upgrade to the latest version available.

Compatible
operating systems

Compatible web
browsers

Network
requirements

Video decoding

Additional
configuration
required for viewing
servers behind a
firewall

Video quality

Supported video file
types
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Low-bandwidth mode

Windows, Linux, macOS,

iOS, Android

Most modern web
browsers
(Microsoft Internet

Explorer is not supported)

Works well even on slow
connections between web
browser and Orchid Core

VMS server

Decoding is done on the
Orchid Core VMS server

None (assuming web
interface is already
accessible)

Frame rate that throttles

to match available
bandwidth

H264, JPEG, MPEG4

WebRTC mode

Windows, Linux, macQS, iOS, Android

The latest versions of Mozilla Firefox, Microsoft
Edge, Safari (desktop and mobile), and Google
Chrome (version 66 or higher on a desktop or
mobile device)

Requires a good connection between web
browser and Orchid Core VMS Server

Decoding is done on the client machine

STUN server

Native, unthrottled frame rate

H264
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Audio support
PTZ camera support
Video statistics

Mode is selectable
(at sign in and per
Player)

Mode indicator
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No
Yes

Yes (Minimal)

Yes

.
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No
Yes

Yes (Overload)

Yes

B
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Additional Support

Orchid Core VMS users with questions or issues should first contact their Company’s Orchid
Core VMS System Administrator. Barring any internal corporate policies, an Administrator may
escalate the technical support request.

e Tier 1 Support: Orchid Core VMS System Administrator
* Tier 2 Support: Integrator or Dealer
* Tier 3 Support: IPConfigure Technical Support Resources

IPConfigure’s Orchid Core VMS Knowledge Base: The Orchid Core VMS Knowledge Base is freely
and publicly available on IPConfigure’s support website, and includes detailed information for a
variety of Orchid Core VMS issues. The Knowledge Base covers everything from basic Orchid
Core VMS usage to advanced installation and configuration scenarios.

IPConfigure’s Email-based Trouble Ticket System: Any Orchid Core VMS customer with a valid
Orchid Core VMS Support Agreement can submit trouble tickets using the IPConfigure support
website at http://support.ipconfigure.com. Orchid Core VMS trouble tickets are resolved over
email by IPConfigure’s highly trained Technical Support Team. (Please see the next topic for
instructions.)

IPConfigure’s Telephone Support Line: Customers with an Orchid Core VMS Express Support
Agreement may call IPConfigure’s Telephone Support toll-free at 855-440-1077, or direct at

757-520-0587 (during the times listed below). Orchid Core VMS Express Support is
complimentary for one year with all new Orchid Core VMS license purchases.

As of December, 2018, IPConfigure’s technical support hours are as listed below. For the most
up-to-date version of the IPConfigure support schedule, please see support.ipconfigure.com.

IPConfigure Technical Support Hours

Sunday Closed

Monday 9:00 AM to 8:00 PM EST

Tuesday 9:00 AM to 12:00 PM, 1:00 PM to 8:00 PM EST
Wednesday 9:00 AM to 8:00 PM EST

Thursday 9:00 AM to 8:00 PM EST

Friday 9:00 AM to 8:00 PM EST

Saturday Closed
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How to Submit a Support Request

1. Visit our technical support site at: http://support.ipconfigure.com

2. Click on the Submit a request link in the top-right corner of the screen.

BE Orhid o VME-Tehakal S X

4B9-Orchid-Core- VWG
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fe-usdcategories

IPCONFIGURE

Access the

Technical Support

Orchid Core VMS

Overview Installation

Orchid Core VMS Documentation

14.04 servers
Release Notes

Orchid Core VMS Hardening Guide

. . o How to edit a Configuration File in Windows
Understanding Retention and Disk Utilization
Changing the Orchid Core VMS Archives Storage
WebRTC Technical Details
Location
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Submit a
Request
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Configuring Camera-side Mation Detection

Rotating Axis camera ONVIF stream (updated 1/13/20)

Rotating ONVIF Streams on Axis Cameras with
Firmware == 9.X

Recording to a MAS /SAN
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3. When the support request screen appears, use the drop-down list to select the product or

issue that best matches your support need.

P Sabmty e -Tedi Sy X | 4

€ (e ] fer-usfrequests/newTticket_form_id=35535

IPCONFIGURE

Submit a request

Flease select the ticket that best matches your IPConfigure preduct orissue below.
Provide as much detail as you can, and our support staff will respond to you via this
system (you will also receive an email).

Qrchid Tickat

Email /
Subject

Description

Picase describe your issus in as much detail as possibile

Contact Name

My activities Subrmit a reguest

Select Category

Enter Contact Info
and Issue Details

Click Submit
(at bottom of screen)

4. Enter your contact information, a description of your question/problem, the version
number of your Orchid Core VMS software, your Orchid Core VMS server type, and
IPConfigure SteelFin server serial number (if applicable). Please provide as much detail as
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possible about the problem and attach screenshots and system logs (if available).

* To find the Orchid Core VMS software version number, go to the System Menu
and select Version Information.

5. When all the available information has been entered, press the Submit button at the
bottom of the screen.

The IPConfigure Technical Support Team will respond to your request as soon as possible.

* For additional help with Orchid Core VMS, please visit our training site at
training.ipconfigure.com.
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