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Introduction

Thank you for your interest in IPConfigure’s Orchid Core Video Management System. This guide should
provide you with everything you need to know as you prepare the system for readiness. We’ll begin with an
overview of the product and the user guide, then we’ll explain how to activate a license, and add users and
cameras to get the system up and running. Once that is done, we’ll cover the reporting features and other
advanced topics to help you manage and understand the system.
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About the Orchid Product Family

Orchid Core VMS is the foundation of IPConfigure’s Video Management System. Orchid Core VMS runs on
a single server to collect, record, and store video from network cameras. Accessible via an intuitive web

browser interface, Orchid Core VMS allows users to view live and recorded video from virtually any web-
enabled device.

Orchid Fusion VMS is an enterprise software developed to integrate multiple Orchid Core VMS servers from
various locations into one seamless management system. Designed to work across a variety of operating
systems, camera types and network topologies, Orchid Fusion VMS is the perfect solution for large
organizations.

Orchid Core VMS and Orchid Fusion VMS have very similar user interfaces, and both systems allow viewing
and exporting video, but there is a key difference between the two. While Orchid Core VMS works on the
camera level, Orchid Fusion VMS now works on the camera level and the server level. In Orchid Core VMS,
the administrator will “register” network cameras, configure camera stream settings, and establish video
retention levels for each camera. Beginning with version 2.2.0, Orchid Fusion VMS has the power to
“register” both cameras and individual Orchid Core VMS servers, resulting in increased management
capabilities to an entire network of Orchid Core VMS servers.
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About the Orchid Core VMS Administrator
Guide

The Orchid Core VMS Administrator Guide is designed for IPConfigure dealers, integrators, or system
administrators and is intended to cover the topics that deal with system administration and features that are

not part of everyday operation.
This guide includes information on the following topics:

+ Signing into the Orchid Core VMS Software
* Getting Started

» Activating the Orchid Core VMS Software

+ Creating and Managing Users

* Adding and Managing Cameras

+ Understanding the Video Retention Policy
* Viewing System Status and System Report
* Advanced Settings

* Advanced Topics

» Additional Support

Beginning with Orchid Core VMS version 2.2.0, the Advanced Topics section has been expanded to include
a variety of topics related to WebRTC. These topics share some general knowledge on WebRTC, how
Orchid Core VMS works in WebRTC mode, and troubleshooting tips.

For details on working with the Stage, Timeline Bar, and viewing/recording video, please refer to the Orchid
Core VMS User Guide.
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How to Sign In

Orchid Core VMS can be accessed easily through most modern web browsers, such as the latest versions
of Chrome or Firefox. The latest version of Chrome is recommended. Your browser choice, however, will
determine the available operating modes for Orchid Core VMS.

* The following web browsers are explicitly not supported: Internet Explorer 11, Firefox 52
ESR, and any Google Chrome version older than version 48.
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A Quick Word on Web Browsers and
Operating Modes

Orchid Core VMS version 2.2.0 marked the start of support for Web Real-Time Communication (WebRTC).
This technology allows for viewing full-bandwidth, live and recorded H264 video streams within a web
browser (without the need to download a plugin). The benefits of WebRTC mode are only available if you
are using Google Chrome, version 66 or higher, in a MacOS, Windows, or Linux desktop environment. This
browser also gives you the option to run Orchid Core VMS in Low-bandwidth mode.

All other web browsers support Low-bandwidth mode only. These include the latest versions of Mozilla
Firefox, Microsoft Edge, and Safari. (For a detailed comparison of the two operating modes, please refer to
the Comparing Orchid Core VMS Operating Modes section.)

* Starting with Orchid Core VMS version 2.8.0, the FBGST plugin will no longer be supported.
The plugin-compatible web browsers (Chrome version 34, and Firefox version 52) have also
reached the end of support. If you were previously using either of these web browsers, you
should upgrade to the latest version available.
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Signing In

1. To open Orchid Core VMS on a client device, type the IP address of the Orchid Core VMS server in

the web browser address bar. If you are opening Orchid Core VMS on the Orchid Core VMS server
itself, you may enter localhost in the address bar, or use the Orchid Core VMS program link in the
system menu or the Desktop icon, if available. (If the default web server port number was changed to
a value other than 80, the IP address or localhost will need to be followed by a colon and the web
server port number. Example: localhost:81)

2. You will be prompted to enter a username and password to sign into Orchid Core VMS. If you are the
Administrator and this is your first time signing in, enter the username admin and the password you
set when Orchid Core VMS was installed. If you are an Orchid Core VMS Manager, enter the
username and password provided by your Administrator.

3. If you are using Google Chrome version 66 (or higher), you will have the option to run Orchid Core
VMS in Low-bandwidth mode. (Mark the Low-bandwidth mode checkbox to run in Low-bandwidth
mode.) In all other web browsers, you will sign in using low-bandwidth mode by default.

4. Mark the Stay signed in checkbox if you wish to remain signed in even if you close your browser
session or reboot your computer. You will remain signed in for approximately 30 days. (If you leave
this box unmarked, the system will automatically sign you out if you close your browser session or
reboot your computer.)

5. Press Sign In.

< Orchid Core

|:| Low-bandwidth mode

D Stay signed in SIGN IN

o¥s The username and password are both case sensitive.

* The Low-bandwidth mode checkbox will only be visible if you are using Google Chrome.
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Getting Started

Once you are signed in, you will be ready to work on activating your Orchid Core VMS license and

configuring the Orchid Core VMS system. You'll learn much more about the user interface in the Orchid
Core VMS User Guide, but for administrative purposes, here’s how to find what you need.

The System Menu (accessible from the top-right corner of the screen) is the primary navigation menu and
will always be available. It allows the Administrator to access all of the software features like the Stage,
Camera Configuration, Retention Policy, etc. For Managers, Viewers, and Live Viewers, the System Menu
will contain only those items for which the user has permissions. (Access to the Stage and Sign Out are
exclusively available on the System Menu and are available to all users.)
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Accessing the System Menu

= This is the Hamburger icon.

1. To open the System Menu, click on the Hamburger icon in the top-right corner of the screen.

anfigure. X | o - 8 x

€ C A Notsecure | 192.168.103.117:81/#)/stage 2 % @
Q) Orchid Core @
V Stzge

Camera Configuration
Retention Policy
Users
System Status

Z  System Report

Activation

5 Advanced Settings

Version Information

Sign Out
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Accessing the Configuration Menu

1. To open the Configuration Menu, go to the System Menu, then click on any of the available selections
except Stage or Sign Out.

The Configuration Menu is a secondary navigation menu that will not be available when the Stage is open. It
allows the Administrator to access all of the software features except the Stage and Sign Out. For users
without Administrator permissions, the Configuration Menu will contain only those items for which the user
has permissions, and will not include the Stage and Sign Out.

When you are using Orchid Core VMS on a PC (and the web browser is set to zero or minimal zoom), once
you access the Configuration Menu, it will remain visible on the left side of the screen until you return to the
Stage.

{i Orchid Cone WMS - IPConfiguee X +

<« G A Notsecure | 192.168.103.117T81/#|/cameras o~ 8 % @

L1 ADVANCED SETTINGS

© VERSION INFORMATION

Configuration
Menu

[ ]
= RETENTION POLICY 192.168.103.33
& 192021080, 15fps, H264, PTZ
USERS
Shortcut to
I8 SYSTEM STATUS
[ svsTEMRERORT the Stage 192.168.103.59
1" ACTIVATION 2880x2830, 30fps, H264

192.168.103.67
1280x720, 15fps, H264

192.168.103.71
1920x1080, 1 5fps, H264, PTZ

* Shortcut: To access the Stage quickly, just click on the “Orchid Core”

(as indicated above).
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Activating Orchid Core VMS

In order to increase the number of cameras and features available in Orchid Core VMS, it must be activated

with a valid Core or Fusion license.

* An Administrator is the only role with the ability to activate Orchid Core VMS.
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About Orchid Core VMS Licenses

There are three main types of licenses available for the Orchid Core VMS software: Trial, Core, and Fusion.

Each license type offers certain capabilities and restrictions.

* Trial License
o When installed on a Windows x86-64 server or a Linux x86-64 server, the Trial license will allow
up to four cameras, and up to 128GB of video archives. The Trial version can also be linked to
Orchid Fusion VMS.
o When installed on a Linux ARM embedded server, the Trial license will allow unlimited cameras
and archives, but cannot be linked to Orchid Fusion VMS.

e Core License
o The Core license offers unlimited archives, but will limit the number of cameras allowed and
cannot be linked to Orchid Fusion VMS.

* Fusion License
o The Fusion license will limit the number of cameras allowed, but offers unlimited archives and
can be linked to Orchid Fusion VMS.

Time-Limited Licenses

IPConfigure also offers time-limited versions of the Core License and Fusion License. Generally, these will
be used for testing large numbers of cameras or high retention settings (that would be impossible with the
standard trial license).

Time-limited licenses are very similar to the standard licenses described above, and allow you to add a
certain number of cameras with unlimited video retention. There is an important difference in the way these
licenses operate, however. With a typical license, when your support expires, Orchid Core VMS will still run,
you just can’t update/upgrade the software with a version of Orchid Core VMS released after your support
expiration. When the time limit expires on a time-limited license, Orchid Core VMS will enter a degraded
mode and stop recording video. Previously recorded video will continue to be accessible in this degraded
mode. (See License Errors for more details.)
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Add a License (Quick Method)

When you purchase a license, you will be given an activation code. As indicated in the diagram below, the

activation code is just the starting point in the process of adding a license. This code, after being paired with
your Machine ID, will generate a license key. With this quick method, most of the work is done behind the

scenes.

* This quick method of activation requires that the Orchid Core VMS server has an internet

connection.

Activation Code

This is the code that you
purchase.

It is good for one
activation only.

Machine ID License Key

This is a code, certified
by IPConfigure, that
allows the software to
run a licensed quantity
of cameras.

A unigue identifier for the
computer on which
Orchid Core VMS is

installed.

Sample code:
B8034-8BEC3-56C2B-88755

Sample ID: Sample key:
eyJtYWNBZGRyZXNzZXMiOlsi eyJhY3RpdmF0aW9uQ29kZSI6
MGMEYzQBNZ2EBYzI6ZDQ6M2 JdFMKILTExXMzMzLTQzRTA1
UiLClwYzpjNDo3Y TpjMjpkNDo LUJFRDZCliwiY2FtZXJhcyl6MT
zZiJdLCJwbGFO0Zm... AOLCJjemVhdGVk...

* When you add, remove, or update a license, a Licensed Changed event will appear on the

System Report.

1. Open Orchid Core VMS and sign in using an administrator level username and password.

2. Once signed into Orchid Core VMS, open the System Menu in the top-right corner of the screen and

select Activation.

«¥s If Orchid Core VMS has not yet been activated, the licensing screen will show that Orchid
Core VMS is using the Trial Edition.

Copyright © 2020 IPConfigure
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Orchid Core VMS Activation

Trial License Info
Orchid Core VMS has not yet been activated. /

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

trial 4/4 128 GB N/A N/A

;
Registered Cameras / License W

Licensed Cameras

3. When the Orchid Core VMS Activation screen appears, click the Add License button to activate a
new license.

Activation

Please provide your Activation Code and a location description.

Activation Code Enter Activation
FFBO-510E1-AD114-A3CC4 Code

Location

1334 Main Street

Activate
License \

4. On the Activation screen, enter your activation code in the Activation Code field. (Sample code:
B8034-8BEC3-56C2B-88755)

5. Then input a location description that specifies where your Orchid Core VMS server will be located.
Common location descriptions are a shop name, number, or location.

6. Click the Activate button to generate your new Orchid Core VMS license. If the license creation is
successful, a screen will appear that indicates success.
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Orchid Core VMS Activation

Orchid Core VMS has been activated 4—-/— Ath Vatl'on Comp,e te

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
. L Saturday, February 13, 2021 7FFBO-510E1-AD114-
fusion 41‘1 6 Unlimited uTC A3CC4
Thank you! /
Registered Cameras / =
’ # UPDATE LICENSE |l Tl REMOVE LICENSE
Licensed Cameras
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Add a License (Offline Method)

Use the Offline Activation method if the Orchid Core VMS server doesn’t have an internet connection. This
activation method is very similar to the original activation method.

* When you add, remove, or update a license, a Licensed Changed event will appear on the
System Report.

1. Open Orchid Core VMS and sign in using an administrator level username and password.
2. Once signed into Orchid Core VMS, open the System Menu in the top-right corner of the screen and
select Activation.

* If Orchid Core VMS has not yet been activated, the licensing screen will show that Orchid
Core VMS is using the Trial Edition.

Orchid Core VMS Activation

Trial License Info
Orchid Core VMS has not yet been activated. /

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

trial 4/4 128 GB N/A N/A

/
Registered Cameras / License W

Licensed Cameras

3. When the Orchid Core VMS Activation screen appears, click the Add License button to activate a

new license.
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Activation ) 4

Activation Code "

XXXXX-XXXXXK-XXXXKR-XXXKX

Please provide your Activation Code and a location description.

Click Offline
Activation

OFFLINE ACTIVATION CANCEL ACTIVATE

4. On the Activation screen, click the Offline Activation button.

Activation Instructions 4

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Copy Machine ID
Machine Id

eyJtYWNBZGRYZXNzZXMiOlsiMDAGZMY EN2UEMWUEMmME 6NZELILCI3NDpkEZToyYjo4ZDplZDowZSIs
IMU0OmMQ103 NkOmQ207 QXOmJImI iwiZjA6ZGU6ZIE6Y Y 6YWQEMzkiXSwicGXhdGZvem0i0i JXaWsSk
b3dzIESUO] YuMiAoQnVpbGQgOT IWMCk6QUIEN] Qi LCIzdGoyYWA1RGV2aWN1 I jp7ImlkIj0iRT IW
MzQyMzNIMEWSOFMiLCIWYXRoIj0iXFXCXCSCXEM6IiwidH1wZSI6IKhERCISLCI2ZXIzaWIuIjol

MS4yInQm=

License Key

CANCEL

5. Copy your Machine ID. (Click and drag from the beginning to the end of the text string, then click
CTRL+C to copy it.)

Copyright © 2020 IPConfigure
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6. Click CTRL+V to paste the ID into a text file on a USB drive that you can use on a computer with
internet access.
7. Using a computer with internet access, go to the following site: https://www.orchidsecurity.com/

activation.

VMS Activation

To generate a license key, enter your Activation Code and Machine 1D. Enter a unique Location Description to associate the license key with a physical location.
Looking to use an add-on, upgrade, or renewal code? Click here.

Activation Code

Enter
Activation Code

EF??B-282OE-AZUEZ-3FBEE4
Machine ID

eyJtYWNBZGRyZXNzZXMiOlsiZmMsYWESMTQEMmUEYmIENDEILC JmYzphYToxNDoyZ Tpi

YjosSMCJdLCIwbGFOZm2ybSiElkxpbnV40jQuMTUUMCOZNS1InZWSlcmljOng4NIS2ZNCisin /_ Paste

NDlehZz\fEZKZp‘f’ZU?OnsiaWQiOiJLSUSHUlRPTIQ]’\u‘i klwI'!F.“zNDExr.‘jBHXzL,‘wMDIZQJc
3N EEwDUExQzUiLC J\'.'\‘XRDIjoiLZRIdiSzZGEinwidleZSIGIkh ERCJ BLCJ}ZXJzaWEquoMS h L
peon Machine ID

Location Description

/—En ter Location
Click Activate

8. Paste your machine ID (from the USB drive) into the Machine ID field.

9. Enter the Activation Code that was provided when you purchased your Orchid Core VMS license into

the Activation Code field. (Sample code: B8034-8BEC3-56C2B-88755)

10. Enter a location description that specifies where your Orchid Core VMS server will be located.
Common location descriptions are a shop name, number, or location.

11. Click the Activate License button to generate your new Orchid Core VMS license. If the license

creation is successful, a screen will appear that indicates success and includes a License Key. (The

License Key looks like a paragraph of random text.)

* If the activation code has already been used for another machine, then the license
generation will fail saying “The provided activation code has already been paired with a

different machine ID.” If this happens, you’ll need to either purchase a new Activation Code,

or submit a ticket to the IPConfigure Technical Support Team.
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VMS Activation

License generation successfull

You will find your license key below. Simply copy it from here and paste it into the VMS activation screen.

P Copy License Key

|4
yIhY3IRpdnF BakWSuQ29kZS161kVGNZ AL TIAMJAZLUEyMDgyL TNGQIVET 1wiY2FtZXIhcy I6MTYs Imiy ZWFOZWQ107 E100gwODI8MjAWMDAS InVkaXRpb24101 IndXNpb24iLCI 1
pHEpCcaV 2z T jcudi jE ZMT e ONDASMDAwL C Tt abQ 1017 1 el patdvid 00 1 pHuin L akiE 56k 1 hNalios 2 1a bUe 2WVd FNK 1LUTZNEVU 21 INKSE RWLMQ8p tWX pwaF 1Ub3 hORGISW] RwaV lgbz VN
Opk TENK 2 JHR BabT 1 5% ININk LreHB i b 1 V8T 2pRAUTLNVIOVMOZ Ay T 1Mxb | pihx jbixq T 25nNES SODI00B ] 2 SWS0MG T 2 SmhaM] 2Pl hac FloyVi ] PbnlpYWdRaUOpSkx TVTVIVTFS
FRSOVRMak13TUZNek4wRXhNak ) [WHPVAe1ESTIRamMz TKVF J@SVRXhRe 1VpTENKd1 1YUmS ) am9p TDISbGRpOXpaROVASK] 3aki 1 bHdaUok 2SHt oRVIDS j 1M08oyW1hKemFXOXV)
OpTVMBeU1uMDO1LC ZaWduYXR1CaU101 11VRZhOTR jNnF 1NmFmZ JUBZ TUINT JkYWU3ING 21 YR hYZgSNTUZMZYSMIMS00d1Z T IKZDF Y2RhYZR1V2Y2NTZhOGI 2Z TkeMmLhNZQ1
IMD,ZH!SZ‘] E2M2UINDRnZ m(SHml iy MTNKM2U 2 ZDEowM2Ux000 2 ZTH1Z GRaNGQ Y JES ZWZm0TZhY2E IM2UWNGF kY 2 YBOGI3Z inZﬂuV:;l ZJZh0G] JY2QwOGMNTQLZ TMxZ j!x
[2Dgz N hicD0K 2 ¥m D keMTQyOT gy Z T EwimE xNDR INDVICNT Q2 NWVINTESZ T TyZDE 100 1 10TE xMMzN2 T 1M 2¥wMmUay TOxZmE 1Mz hich jh FMmE 1Y 2M8Ym D kMDMAMmF kml 37 DUy NDQBODV K
ZVIZDYA00VENTUSN JMINDh ZDVIMTkaY Zlod JloxYzBhNZUAZGRAYZ ZaZ c zMmYy Y TULNOWY JgwzU3 ZDCyMDE 4Y2R 1MTZkYmImN JABYWUBY 20WMGQ 3Y ¥x0TI 12GUBZDKSMTQS
TAWYTAYY jQxYmYIYTRENGI 2YTEZMMQyNTZ JMDUSYZMOZT 1 1MzVOT IxMz g IxMWU3Z VIMIMS0DI LOTQyZWY AYmRuMj hhM2R ) Z Jhm jVi0TgzOMNNZ T 1ZTUY ZnYZ¥YmIINTYS
ZUAMmY 20WY30GR jYTEKNWZhZ §j ZhMmMAMDE Ny T s InVz ZXT 101Mt|b!duliulmy()lvhilﬁl JEuMidSCg=

Thank you for your activation!

12. Highlight the license key text and click CTRL+C or press the Copy to Clipboard button to copy the
License Key to a text file on a USB drive, then take it back to the Orchid Core VMS server.

Activation Instructions x

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Machine Id

eyJtYWNBZGRYZXNzZXMi0lsiZmME6YWE 6MTQEMMUEYMIENDELILCImYzphYToXxNDoy2T
LCIWbGF0ZmOybSI6IkxpbnV40jQUMTUUMCO2NS1InZWS1lemljOng4N182NCIsInNOb3
Y2UiOnsiaWQiOiJLSUSHU1RPT19TViMwMFMzNOEXM]jBHXzUWMDI2Q]jc3NEEWOUEXQz

Ij0iL2R1di9zZGExIiwidHlwZSI6IKhERCIILCI22X JzaW%uljoiMS4yInl=

License Key Paste License Key

DRINDVKNTQ2NWVKNTEOZTTyZDE 10DIIOTEXNWMZNZITM2YWMmUAYTQxZmE 1MzhkNjRjMmET1Y2M0
YmJkMDM4MmFKkNmU3ZDUyNDQOODVKYzVmZDY40DVMNTUON]M1NDhIZDV]MTk4YzkxNjkxYzBhN2
U4ZGRhYzZmZjczNmYyYTUTNjQwYjgwNzU3ZDcyMDE4Y2RIMTZKYmJmNjAOYWUOY2QwMGQ3Y]YxO
TJIZGUOZDKSMTQSNTAWYTAyYjQxYmY3YTRKNGIZY TEZMWQyNTZJMDU4YZMOZ TIiMzVjOTIxM2zgxNjix
MWU3Z}ViMjM50DJIOTQyZWY4YmRmMjhhM2R]ZjhmNjViOTgzOWNhZTk1ZTUyZmYzYmJINTY5NZU4
MmYzOWY30GR]YTBKNWZhZjZhMmM4MDBhNylsInVzZXIiOiJVbmtub3duliwidmVyc2Ivbil6EuMIJICg

CAN ACTIVATE l

13. Click into the License Key field on the Activation Instructions screen. Click CTRL+V to paste the text
into the field.
14. Click the Activate button to activate your new license key.

S Click Activate

If the activation was successful, you will see a message at the top of your screen saying “Orchid Core VMS
has been activated.” The Edition, Cameras Licensed, Archive Retention, and Support Expiration fields will
all be updated to match the license you purchased.

Copyright © 2020 IPConfigure Page 19 of 112



IPConfigure Orchid Core VMS Administrator Guide - 2.12

Orchid Core VMS Activation

Activation Complete
Orchid Core VMS has been activated. /—

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

Saturday, February 13, 2021 EF778-28206-A2082-
uTC 3FBSD

fusion 4/16 Unlimited

n

Thank you! /
Registered Cameras / > =
R UPDATE LICENSE REMOVE LICENSE
Licensed Cameras _ _

Orchid Core VMS Activation :
/ License
. Timed License
Orchid Core VMS has been activated. ACU Vated C t d
n wn

Your core-timed license will expire in 60 days, 3 hours, 49 minutes, and 52 seconds. ou 0

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

core- o Monday, October 8, 59FAD-C92F0-B9559-

timed s Unfirelted 2018 UTC 14D7A

Thank you!

& UPDATE LICENSE [l REMOVE LICENSE

This is an example of a time-limited license.
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Modifying an Existing License (Quick Method)

If you want to add more cameras to the system, upgrade from a Core license to a Fusion license, or simply
extend your support agreement, you will need to modify an existing Orchid Core VMS license.

* A valid support agreement is required to install software updates. If your agreement expires,
you will be able to install versions of the software that were released before your agreement
expired, but you will not be able to install new software updates. (If you attempt to install
software that was released after your support expires, your Orchid Core VMS server will not
function properly; contact your IPConfigure sales representative to purchase an upgrade or
renewal).

If you have an expired, time-limited license, Orchid Core VMS will enter a degraded state and will stop
recording. (See License Errors for more details.)

If you add, remove, or update a license, a Licensed Changed event will appear on the System Report.

1. Open Orchid Core VMS and sign in using an administrator level username and password.
2. Once you are signed into Orchid Core VMS, open the System Menu in the top-right corner of the
screen and select Activation.

Orchid Core VMS Activation

Orchid Core VMS has been activated

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
. Saturday, February 13, 2021 7FFB0-510E1-AD114-
fusion 4/16 Unlimited UTC A3CCA
Thank you!
Update

License A —

3. When the Orchid Core VMS Activation screen appears, click the Update License button.
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3B56-F264-3522-4E7B
Location

1334 Main Streef

Please provide your Activation or Upgrade Code and a location description.

e Enter Upgrade

Code

OFFLINE ACTIVATION

Click Activate \

CANCEL

ACTIVATE

Code field.

When the Activation screen appears, enter your Renewal/Add-On code into the Activation or Upgrade

In the Location field, enter a description that specifies where your Orchid Core VMS server will be

located. Common location descriptions are a shop name, number, or location.

Click the Activate button. The Orchid Core VMS Activation screen should appear and should display

updated license information. (In this case, the number of licensed cameras has increased.)

Orchid Core VMS Activation

Orchid Core VMS has been activated 4—-/_

Renewal/Upgrade Complete

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
i Saturday, February 13, 2021 JFFBO-510E1-AD114-
fusion 4;"1? Unlimited uTC A3CC4
Thank you! /
Registered Cameras /
. , UPDATE LICENSE ﬁ REMOVE LICENSE
Licensed Cameras
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Modifying an Existing License (Offline
Method)

Use the Offline renewal/upgrade method if the Orchid Core VMS server doesn’t have an internet connection.

This renewal method is very similar to the original activation method.

1. Open Orchid Core VMS and sign in using an administrator level username and password.
2. Once signed into Orchid Core VMS, open the System Menu in the top-right corner of the screen and
select Activation.

Orchid Core VMS Activation
Copy Original Code

Orchid Core VMS has been activated.

Edition Cameras Licensed Archive Retention Support Expiration Activation Code

Saturday, February 13, 2021 48642-F2985-FEBOA-

fusion 417 Unlimited uTC 0OEES

Thank you!

Click Update

3. When the Orchid Core VMS Activation screen appears, click and drag over your original activation
code to select it, then click CTRL+C to copy the code. (You will need this code later.)

4. Open a new text file and click CTRL+V to paste the original activation code into the text file.

5. Save this text file on a USB drive that you can use on a computer with internet access.

6. Press the Update License button.
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Activation ) 4

Please provide your Activation Code and a location description.

Activation Code "

XXXXX-XXXXXK-XXXXKR-XXXKX

Click Offline
Activation
OFFLINE ACTIVATION CANCEL ACTIVATE

7. Atthe Activation screen, press the Offline Activation button.

Activation Instructions X

To activate Orchid Core VMS, access the licensing portal. You will need your Machine 1D (shown below) to
generate a license key.

Machine Id

eyJtYWNBZGRYZXNzZXMiOlsiYzg6NjRAEMDAGY2I6MTIEYTUiXSwicGxhdGZvem0i0idMaWSs1leDol
LjAuMCO0zNylnZW51lcml jOngdN182NCIsInNOb3ThZ2VEZXZpY2UiOnsiaWQi0iJDb3JzYW1yX02Zv
cmN1X0dUXzEyMjg30TMyMDAWMDEQOTQWMDA4TIiwicGF0aCI6Ii9kZXYve2RhMiTIsInR5cGUi01iTT
REQifSwidmVyc2lvbiI6IjEuMiJs

License Key

8. When the Activation Instructions screen appears, this is your cue to take your USB drive and find a
computer with internet access. Open a web browser and go to www.orchidsecurity.com/activation.

The VMS Activation screen will appear.
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VMS Activation

To generate a license key, enter your Activation Code and Machine |D. Enter a unique Location Description to associate the license key with a physical location.

Looking to v n add-on, upgrade, or renewal code? Click here

Activation Code

N
Click for Add-Ons,
Upgrades & Renewals

Machine ID

Location Description

Activate License

9. Click on the link that says: “Looking to use an add-on, upgrade, or renewal code? Click here.” The
Renewal/Add-On screen will appear.

Orchid Core VMS Renewal/Add-On

To use a renewalfadd-on code, you will need to enter it, along with your original Activation Code below.

Your original Activation Code can be found in the Activation section of the Orchid Core VMS Configuration page in Orchid Core VMS versions 1.10.0 and later. If you
have an older Orchid Core VMS version and don't know your Activiation Code, submit an Orchid helpdesk ticket and we'll look it up for you.

Renewal/Add-On Code

.—Enter Renewal/Add-On Code

6425-F538-189C-1633

Original Activation Code

. Enter Original Code

48642-F2985-FE89A-09EER

~—Click Renew/Upgrade
5

10. Once you reach the Renewal/Add-On screen, go to the Original Activation Code field and copy the
original code from the USB drive and paste it into this field.

11. Go to the Renewal/Add-On Code field and enter the code you just purchased.

12. Press the Renew/Upgrade License button. If successful, the system will generate a Renewed license
key.
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Orchid Core VMS Renewal/Add-On

Renewal successful!

You will find your renewed license key below. Simply copy it from here and paste it into the Orchid Core VMS activation screen.

License Key Copy the Regewed Key

.4
eyIhY3IRpdmF @aWouQ29kZSI6I JQANJQyLUYYOTg1LUZFOD1BLTASRUMAT iwiY2FtZXIhcy I6MTg
eHBpcmyVZI JoxN jEZMT ceNDAWMDAWLCItakwQi0i ] leUpewvdoQlpHunl 1hNaUgsC2INRFK
QO1z5W1IMEQqSmxPams 1T 21Fd@9qTmt PbV13SH1 3aVpHTTZ0ekU2T1R

eUFST1RCSFF sOVRORVIWVGEZd1RUY3dPRF16T jF JalxDSnd

IvSkipvalhyUmxkaT1126i
aWZRPTE1LCI zakdu¥XR1cmli01T106Q3MOk INWIBZGE 2MWE xZ TQEY2YxNzhhNDkATWM
MTQzOTMSHDZm0WT ZNGE xN 2R kOWYy ZDZsMsl 1N Jk 2YTI2NT1mZ  T10TI JZDZRMWV §
NzFmZDIxYTHMBYmUSNjR 10TH i 0GMwZmY3YWM1Nz(QyNDg SNDE SMjg 1IN jULYW
n'r[}mrnr-l?:ﬂc|'\DFiY?Q]‘?r.-()xrlmv:nrjl,':'lz\W:

NZM2YJUMNTUZODEAY T8 1OWN TH2YANWUXM2Z
0DgLYZNKYWY1YTISYWEYNZKIMNQyZSIsInvzZXI f0iJvbmtub3dul

TEyNDTBMTNIY jc
BNDhhOTYy Y27 IMDAAZGIEY Q3T
keNzQWYmVmZDAZZ

4 jHmD  ZmE

Thank you for your renewal/add-on!

13. Once the renewal is successful, highlight the license key text and click CTRL+C to copy the License
Key text, then paste it (CTRL+V) onto the USB drive.

14. Take the USB drive back to the Orchid Core VMS server.

15. Return to the Activation Instructions screen and click into the License Key field. Copy the Renewed
license key text from the USB drive and paste it into the License Key field.

Activation Instructions b 4

To activate Orchid Core VMS, access the licensing portal. You will need your Machine ID (shown below) to
generate a license key.

Machine Id

License Key [

Paste thf/Renewed Key

JODKTNWJIZThjMJEWOGY2ZDc3ZjlkY TlyNzFmZDIxYTMOYmUSNJRIOTNIOGMwZmY3YWM1NzQyNDg

SNDESMjg1NjU4YWJjNTEYNDIOMTNIYjcOMjVKNZUWZ TgzMTUOYTAyZDQ4Z ThkMjNiIMGQyNWEAZTUx
MmQwY2EzZ TkyMTFhMTBmNzM1ZTc1MDFiY2RjZmQxNmYzODUxM2JhYzI3ZGEwZWNNmJkZmEw
MmRhMjMyZjgONDhhOTYyY2ZIMDA4ZGI0YzQ3ZTdmYmFhOTRIOGRIYJESNWIWNjFjMjFhNTAZZGMxZ
GIzZNzM2YjVmNTUZzODg4Y]BIOWNjN2YANWUXM2ZjMWY20GQwZGQzYjZmMDYyZDRmN2ZIMWNIMD
IhZGFkMTkONzQWYmVmZDAzZjMSMWFhMGM10DE2YTQZMDVmMYzQ2ZGNhM2ZIYWYSNzIOODg1Yz
NKYWY1YTISYWEyNzK3MWQyZSIsInVzZXIi0iJVbmtub3duliwidmVyc2Ivbil6ljEuMiJ9Cg=4]

Click Activate _“‘mm--

16. Click the Activate button to activate your new license key. If the activation is successful, you will see
a message at the top of your screen saying “Orchid Core VMS has been activated.”
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Orchid Core VMS Activation

Orchid Core VMS has been activated.

.~ New License has been Activated

Registered Cameras /
Licensed Cameras

Edition Cameras Licensed Archive Retention Support Expiration Activation Code
. . Saturday, February 13, 2021 48642-F2985-FE89A-
fusion 4;"1 8 Unlimited uTC 09EES
Thank you! /

# UPDATE LICENSE [l [ii] REMOVE LICENSE

The Orchid Core VMS Activation screen should display
match the add-on, upgrade, or renewal you purchased).

Copyright © 2020 IPConfigure
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Creating and Managm Users

Once installation and activation are complete, Orchid Core VMS is configured with one administrator user by
default; this user is created during installation and cannot be removed. Additional users can be created with
varying levels of privileges through the Users option in Orchid Core VMS’s System Menu.

* An Administrator is the only role with the ability to create and manage users.
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About Orchid Core VMS User Roles

There are four different User roles in Orchid Core VMS, each with a different level of access:

» Live Viewer: A Live Viewer is only able to view live video.

+ Viewer: A Viewer is able to view live and recorded video.

* Manager: A Manager can view live and recorded video, export video, view System Reports, and
control PTZ Players. (The Manager is not able to create or manage users or cameras.)

* Administrator: An Administrator is able to do everything within Orchid Core VMS, including activating
Orchid Core VMS, adding new users and cameras, resetting passwords, and viewing System Reports.

User roles are set when you create new users, however, an Administrator may change the role of an
existing user by clicking the Edit pencil icon. Find out more about editing users later in this section.
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Access the Orchid Core VMS Users List

1. Sign in to Orchid Core VMS as the Administrator by entering the username admin and the password
you set when Orchid Core VMS was installed.

2. Open the System Menu in the top-right corner of the screen and select Users.

The Orchid Core VMS Users screen lists all of the users that have been added, their assigned roles, and
descriptions of each of the four possible User roles.

{0 Orchid Core VMS - PCanfigure. X

WM CAMERA CONFIGURATION
= RETENTION POLICY

& USERS

IB) SYSTEM STATUS

[Z5 SYSTEM REPORT

& ACTIVATION

£52  ADVANCED SETTINGS

€) VERSION INFORMATION

Current
Users

Orchid
Roles

< C A Notsecure | 192.168.103.117:81/# /users 8

Q7 Orchid Core o

Signed in as
mhunt

A dd User I SN - /0D USER

min ministrator . f 5
) B Locked Admin User —"
mhunt Administrator I @
Tempio Manager Edit User Settings—#¢ B

Delete User

Orchid Core VMS Roles

A Live Viewer can only stream live video.
A Viewer can stream live video and review archived video,

A Manager can do everything a Viewer can do. They can also view system reports, export archive footage, and control PTZ
cameras,

An Administrator can do everything a Manager can do. They can also configure cameras, manage user accounts, and manage
Orchid Core VMS licensing

Copyright © 2020 IPConfigure
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Adding a New User

=<+ This is the Add icon.

1. Click the Add User button in the top-right corner of the Orchid Core VMS Users screen.
2. A New User screen will open. Enter the username you would like to set for the new user in the

Username field.

New User for Orchid Core VMS

Username " Role

Manager

CANCEL ADD USER

3. Enter the password for the new user into the two fields labeled Password and Confirm Password.
4. Select a role for the new user from the Role drop-down list. (The role can be updated by an

administrator at any time.)
5. Click the Add User button at the bottom of the screen to create the new Orchid Core VMS user.

The new user will now appear in the list of users and will immediately have access to Orchid Core VMS.
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Editing Existing Users

& This is the Edit pencil icon.

Nothing is set in stone for Orchid Core VMS users and almost all of the user settings can be updated, as
needed. The only user that cannot be completely edited is the default admin user (which has a Lock icon in
place of the Trash Can icon). While the password can be updated, the username and role cannot be
changed.

1. To edit a user, click the Edit pencil icon to the right of the user you want to update. The User screen
will open.

2. Edit any of the available fields, as needed.
3. Click the Update User button. All of the changes will be effective immediately.

* If you try to change your own password, Orchid Core VMS will automatically sign you out.
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Deleting Existing Users

'@[ This is the Delete icon.

1. To delete an existing user, click the Delete (Trash Can) icon to the right of the username. Orchid Core
VMS will ask you to confirm that you would like to remove the user. Once you confirm you want the
user removed, it will be permanently erased.
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Adding and Managing Cameras

The Camera Configuration screen is an important part of the Orchid Core VMS setup process. This screen
provides a list of all of the registered cameras (in alphabetical order by camera name) and a preview of
each video stream. It is also the starting point for adding cameras, editing camera settings, and deleting

cameras.

1. To access the Camera Configuration screen for Orchid Core VMS, open the System Menu in the top-
right corner of the screen, then select Camera Configuration.

* An Administrator is the only role with the ability to add and manage cameras.

&

Q7 Orchid Core ©

B ®

w [ B

o

rchicl Cone WIS - IPConfigure

x  +

C A Notsecure | 192.168.103.117:81/#)/cameras

CAMERA CONFIGURATION
RETENTION POLICY
USERS

SYSTEM STATUS

SYSTEM REPORT
ACTIVATION

ADVANCED SETTINGS

VERSION INFORMATION

4/4 Cameras Registered

192.168.103.33
1920x1080, 15fps, H264, PTZ

192.168.103.59
2880x2880, 30fps, H264

192.168.103.67
1280x720, 15fps, H264

192.168.103.71
1920x1080, 15fps, H264, PTZ

Signed in as

System Menu

4+ ADD CAMERA

Camera

Registered
Cameras

Camera / -

Previews

—_— =
Registered Cameras / Licensed Cameras

The Camera Configuration screen will open with a list of cameras that have already been registered, if any.

The process for adding most cameras is typically pretty simple, especially if the camera supports ONVIF
auto-discovery.
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Adding One or More Cameras (using Auto
Mode)

=% This is the Add icon.

1. From the list of registered cameras on the Camera Configuration screen, press the Add Camera
button to access the Register Cameras screen. Orchid Core VMS will open the Register Cameras
screen in Auto mode by default. This screen displays a list of all the cameras Orchid Core VMS was
able to auto-discover.

* In order for Orchid Core VMS to auto-discover cameras, they must support ONVIF auto-
discovery and be located on the same network subnet. If you have cameras that are not
automatically discovered, they can always be added manually.

p Orchid Core VMS - IPCanfigure X |

& € A Motsecure | 1921681031781 %\ /cameras - 8 @ i

Register Cameras

T Select Automatic Mode

Credentials o Model Pl

XIS P1347 192.168.103.18
uRiﬁ’lect Cameras
EK d91 192.168.103.24

to Add

Credentials [0 Peicomezzs 192.168.103.26

GIS Si CTI CAl AS
REGISTER SELECTED CAMERA 0 sony sncxms3t 192.168.103.32

Camera Is Alrea.moes 19216010933
D Sony SNC-VBG4ZD 192.168.103.39

Registered

2. To add a new camera, mark the checkbox next to the camera. (You may select multiple cameras as
long as they all use the same ONVIF username and password.)

3. Enter the ONVIF username and password that is setup on the camera(s) you would like to add.

4. Press the Register Selected Cameras button to add the cameras to Orchid Core VMS.

Depending on the number of cameras being added, it may take a few minutes for Orchid Core VMS to add
them successfully. When complete, Orchid Core VMS will show a list of all cameras that were successfully
and unsuccessfully added. If Orchid Core VMS fails to add a camera, an error message will appear.

Copyright © 2020 IPConfigure Page 35 of 112



IPConfigure Orchid Core VMS Administrator Guide - 2.12

5. Go to each of the newly added cameras and enter a unique, descriptive name for each one. (Good
camera names are important because they are searchable in Orchid Fusion VMS.) You should also
review or edit the camera stream settings.

* If these newly added cameras will use similar stream settings, use the Copy Stream to
Cameras feature to configure multiple cameras at once.

* If you have any trouble adding cameras, please refer to the Advanced Topics section for
additional help.
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Adding a Single Camera (in Manual Mode)

=<+ This is the Add icon.

In the event that Orchid Core VMS cannot auto-discover a camera, it can be added manually.

1. At the Camera Configuration screen, press the Add Camera button to access the Register Cameras
screen. Orchid Core VMS will open the Register Cameras screen in Auto mode.
2. Select Manual mode.

ofp Orchid Core WMS - IPConfigure X = - a Ed

€ C A Notsecure | 192.168.103.117:81/#\/camer:

Register Cameras

AUTO MANUAL
——> Select Manual Mode
Register Camera

ONVIF Discovery URL
http://192.168.103.59/onvif/device_service

e “\- Enter Camera Info

Credentials

/—E nter Credentials

REGISTER

3. Select the appropriate driver (ONVIF or RTSP) from the drop-down list.

* While the Generic RTSP driver is available when adding cameras manually, this is not
always guaranteed to work due to the way different manufacturers handle RTSP streams.
The recommended driver to use with Orchid Core VMS is ONVIF.

4. Enter the ONVIF Discovery URL, or the RTSP Stream URI (depending on the driver you specified) to
match the correct address for the camera being added. Consult with the camera manufacturer’s user
guide, as needed, for the correct syntax of the address.

5. Enter a unique name for the camera. This will allow you to distinguish the camera from other cameras
set up within Orchid Core VMS.

6. Enter the username and password that is setup on the camera being added.
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* For some ONVIF cameras, a separate username and password needs to be created
specifically for ONVIF. (Please refer to the Advanced Topics section for more information.)

7. Press the Register button to add the camera to Orchid Core VMS.

When complete, Orchid Core VMS will add the new camera to the list of registered cameras. If Orchid Core
VMS fails to add a camera, an error message will appear explaining the issue.

8. Once the camera has been added, you should review or edit the camera stream settings.

* If you have any trouble adding cameras, please refer to the Advanced Topics section for
additional help.
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Edit Camera Stream Settings

& This is the Edit pencil icon.

] This is the Camera icon. (Black represents the Primary Stream. Gray represents an available camera
stream.)

After a camera has been added to Orchid Core VMS, settings such as the stream resolution and frame rate
can be updated through the camera stream’s configuration. While this is true for most cameras, cameras
added using the RTSP driver (old cameras and cameras that don’t support ONVIF) cannot be edited through
Orchid Core VMS. You will need to access those cameras directly to edit settings. (Refer to the camera
manufacturer’s documentation for more details.)

1. From the list of registered cameras on the Camera Configuration screen, click the name of the
camera you want to edit. (The list will expand to display all of the information for the selected camera.
This includes the camera name, IP address, and all of the available streams.)

OnCam Fisheye

2144x1944, 15fps, H264

Cam erd Camera Information

Info Camera Name Camera Model Stream Status
oncam Fisheye o Oncam Grandeye EVO-DSNKD running

Camera RTSP URL

Orchid Core VMS Proxy RTSP URL

Primary Streams

Stream

214451044, 15fps, H264

Fisheye2

s » a Copy, Edit,

Advanced 8 rcaring Or Delet

- vanc ngs r e e e
Settmgs\:“l ""s""'“ - Stroam
Delete Recover

Actions
Camera # recove e /Camera

2. To change the camera name, click the Edit pencil to the right of the camera name. Enter a new name
in the Camera Name field and press the Update Camera button. (Remember: The cameras are listed
in alphabetical order by camera name.)

3. This screen also displays the camera model and the status of the camera stream in use. These
settings are informational and cannot be altered here; please refer to the System Status section for
status descriptions.

4. The RTSP URL status fields are typically used for troubleshooting. These allow for a comparison of
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the video coming from the camera and the video as received by Orchid Core VMS to determine where
a problem might be occurring.
a. The Camera RTSP URL (which contains the camera’s IP address) represents the video stream
that Orchid Core VMS is recording.
b. The Orchid Proxy RTSP URL represents the video that Orchid Core VMS is showing on the
Stage. (For more details, please refer to the Advanced Topics section.)

A camera stream is a profile with all of the basic settings used by Orchid Core VMS to record video from the
camera. The stream currently being used by Orchid Core VMS, the primary stream, is indicated by a
darkened camera icon.

5. To select a new stream, click the Camera icon located to the left of the name of the stream you want
Orchid Core VMS to record with.

* Only one stream per camera can be used at a time. However, multiple stream profiles from
the same camera can be used if the camera is added to Orchid Core VMS multiple times.
(This is especially useful for cameras with multiple lenses.)

6. To edit a stream, click the Edit pencil icon (located to the right of the stream name). A screen will
appear with all of the stream settings available for editing.
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Stream Settings X

Name * ] Styls
Fisheyel Continuous recording with motion detection -
Video Settings
Encoder Bit Ra Frame Rate
H264 * 5000 @ 15 ®
15 ® * 2144x1944 v
gp —@ i\
Audio Settings Edff StrECIm
Settings
none -

7. Review or change the stream name so users can easily identify the camera stream.
8. Review or change the Recording Style for the camera stream.

Orchid Core VMS offers five different recording styles. Refer to the descriptions below (and the table that
follows) before making your selection.

+ Continuous Recording with Motion Detection: Orchid Core VMS will continuously record video
from the camera and perform motion detection. This is the default and recommended setting.

+ Continuous Recording without Motion Detection: Orchid Core VMS will continuously record video
from the camera, but will not perform motion detection. This option offers a modest reduction in CPU
load on the Orchid Core VMS server.

+ Continuous Recording with Motion Adaptive Frame Rate: Orchid Core VMS will record at a higher
frame rate while motion is detected, and a different (slower) frame rate while no motion is detected.
These frame rates are user-selectable (as shown in the screenshot following the table). (Due to the
way H264 compresses video, this recording style typically shows significant savings in disk usage
only for inexpensive cameras with noisy sensors, or cameras in low-light environments.)

* Proxy Only: Orchid Core VMS will provide live video from the camera but will not record video.

* Recording Only When Motion Detected: Orchid Core VMS will only record video from the camera
when motion is detected. This may result in a reduction in disk usage on the Orchid Core VMS server,
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however, motion detection accuracy may vary and result in video loss.

«¥s Motion detection can be further customized using Advanced Settings on the Camera
Configuration screen.

Continuous Continuous Continuous Proxy only, Recording
recording with recording recording with no video only when
motion detection  without motion motion adaptive will be motion is
(Default) detection frame rate recorded detected
Recording and Yes (When
playback are Yes Yes Yes No motion is
available detected)
Live view is
available in
low-bandwidth Yes No Yes No Yes
mode
Thumbnail
previews are Yes Yes Yes No Yes
available

If you select the Continuous recording with motion adaptive frame rate recording style, you will need to set
both the Frame Rate During Motion and the Frame Rate During Non-Motion. (The Frame Rate During
Motion will dictate the available settings for the Frame Rate During Non-Motion. Allowable settings for the
Frame Rate During Non-Motion range from 1 up to a setting that is less than or equal to the Frame Rate
During Motion.)
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Stream Settings

T Record ng Style

quality h264 Continuous recording with motion adaptive frame rate ~

0 . o— ~_ Additional
Settings

Video Settings
Hzﬁa - ZDUG # These va ues can bé manipulated above
while Motion Reduction is selected
L
These values can be manipulated above ~  1920x1080 -

while Motion Reduction is selected

70 L

Audio Settings

CANCEL UPDATE STREAM

9. Continue to review and change camera stream settings for video, audio and bandwidth as needed.

Refer to the definitions below for help in selecting settings.

Video Settings
Each camera type reports its own default values provided by the camera manufacturer. Use those default

values unless otherwise noted.

* Encoder: The type of compression used for the camera’s video. In WebRTC mode, Orchid Core VMS
only supports H264 video. In Low-bandwidth mode, Orchid Core VMS supports JPEG, MPEG4, and
H264 (recommended). (Available selections depend on the camera.)

+ Bit Rate: The target data size (in kilobits per second) of the compressed video. Increasing this value
will typically improve image quality at the expense of increased disk usage and reduced retention. In
WebRTC mode, bitrates of 2000 kbps or less tend to work best. The default value is recommended.

* Frame Rate: The number of frames per second transmitted within the video stream. Most Orchid Core
VMS users are best served by values between 7 and 12. Higher frame rates provide more video detail
at the expense of reduced video retention and increased bandwidth usage.

* GOV Length: When using H264 compression, this value specifies how often the camera sends a full
image frame (instead of a “change frame” which only describes differences between frames). For
example, if this is set to 15, Orchid Core VMS will send a full image frame once every 15 frames. Be
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aware of how this setting may impact video quality. As the GOV length decreases, the system will
need to send more keyframes of video (within the set bit rate). This may result in a loss of quality for
those keyframes. The default value is recommended.

Profile: When using H264 compression, this specifies an H264 Profile of either Baseline, Main, or
High. Higher profiles offer better compression (which means increased retention and lower bandwidth
usage) at the expense of increased CPU utilization when decoding video. The highest available profile
is recommended.

Resolution: The resolution of video transmitted by the camera. Higher values increase video detail at
the expense of reduced video retention and increased bandwidth usage. Most Orchid Core VMS users
are best served by resolutions between 1280x720 and 1920x1080.

Quality: This value affects how much the video is compressed. Higher values increase video quality
at the expense of increased storage requirements (and thus reduced video retention). The default
value is recommended.

Audio Settings (if supported)

Beginning in Orchid Core VMS version 2.8, audio control is no longer supported at the Player/Stage level.

However, the Orchid Core VMS server is still recording audio for those cameras that support it, and this

audio will be available in exported video files. Future versions of Orchid Core VMS will support audio over
WebRTC.

These Audio Settings will appear on the screen only if the camera supports audio and will determine how

the Orchid server records the audio. Each camera type reports its own default settings. Use those default

values unless otherwise noted.

Encoder: The type of compression used by the camera’s audio. Orchid Core VMS supports “None”
(audio is disabled), G711, and AAC (recommended if audio is desired).

Bit Rate: The target data size (in kilobits per second) of the compressed audio. The default value is
recommended.

Sample Rate: Affects the quality of recorded sound. The default value is recommended.

Low-bandwidth Settings

10.

+ Decode all frames: This setting applies to viewing Live video in Low-bandwidth mode. When Decode

all frames is disabled, Orchid Core VMS will display only full frames (per the configured GOV length)
when viewing live video in Low-bandwidth mode. When Decode all frames is enabled, Orchid Core
VMS will display every available frame from the camera (regardless of GOV length) when viewing live
video in Low-bandwidth mode, assuming sufficient bandwidth exists. Decode all frames is disabled by
default because enabling this setting will increase CPU use on your Orchid Core VMS server. (For
more details on Low-bandwidth mode, please refer to the Advanced Topics section.)

Once the stream settings have been updated, click the Update Stream button to save the new stream
settings. It may take a few seconds for the settings to change based on the camera being updated.
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11. You may review the impact that the stream settings have on video playback for each camera. Simply
click on the corresponding thumbnail to watch a current live video feed.
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Advanced Settings: Fisheye Dewarping

Starting in Orchid Core VMS version 2.8, the Camera Configuration screen includes Fisheye Dewarping
which allows you to manipulate video from fisheye cameras for display on the Player. This feature provides
three viewing options: Off, Perspective, and Panorama. This means that you can view the standard fisheye
view, or one of two “flattened” views.

For any fisheye camera, the Dewarp Settings allow you to enable or disable the dewarping features, and set
a default view for the associated Player.

Perspective

1. Atthe Camera Configuration screen, click the camera you want to edit. Then click the Fisheye
Dewarping link to open the Dewarp Settings screen.
2. Select the Perspective tab.

Dewarp Settings

PERSPECTIVE

—
80 30 A

0.5 . ¢
o .
Settings For
Enable ((P'Erspectfve” View CANCEL

Use the Perspective screen to enter settings for the Perspective view of the selected camera. The
Perspective view is a flattened version of the available video from the fisheye camera for which you select a
portion of the image as the default view to be displayed on the Player. (The Perspective view can also be
changed at the Player, but that will not change the default.)

3. Mark the Enable checkbox to activate the Dewarp Settings (both Perspective and Panorama) for this
camera. (If this is not marked, Dewarping features will not be available at the Player.)
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4. Use the Default Pan slider to move the camera to the right and left to set the default view.

5. Use the Default Tilt slider to move the camera up and down to set the default view. (Be aware that it is
possible to tilt the view beyond the capability of the camera; if this happens, portions of the screen will
appear black.)

6. Use the Default Zoom slider to zoom into or out of the image to set the default view. (Be aware that it
is possible to zoom beyond the capability of the camera; if this happens, portions of the screen will
appear black.)

7. Use the Depth slider to stretch or compress the image height to set the default view. (This can cause
extreme image distortion at the bottom and top ends of the scale. The default value is likely the best
setting.)

8. Use the drop-down list to select the camera’s mounting location as Ceiling, Floor, or Wall. (This
setting will impact how the software displays the camera image.)

9. Press the Save button to save your settings, or Cancel to exit without saving.

Panorama
1. Select the Panorama tab.

Dewarp Settings b 4

PERSPECTIVE PANORAMA

4
Ceiling

Settings For
9 Enable “Panorama” View -

Use the Panorama screen to enter settings for the default Panorama view of the selected camera. The

Panorama view is a flattened version of the available video from the fisheye camera. This view displays the

entire image and cannot be altered at the Player.

2. Mark the Enable checkbox to activate the Dewarp Settings (both Perspective and Panorama) for this

camera. (If this is not marked, Dewarping features will not be available at the Player.)
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3. Use the Aspect Ratio slider to change the amount of Player area the image will fill. You might take
some time to experiment with this setting, but the points below describe how it works.
a. At the high end of the scale, the image will fill the length of the Player, but the height of the
image will be condensed.
b. At the center of the scale, the image will fill the length of the Player, and the height of the image
will be at its least distorted.
c. As you move from the center of the scale to the low end, the height of the image will stretch
toward the top and bottom of the Player.
d. From the point that the image fills the Player, if you continue to move to the bottom of the scale,
the image width will shrink until the image disappears.
4. Use the Shift slider to adjust the center point of the image. (If there is a certain part of the image that
you prefer at the center of the Player, use the slider to make this adjustment.)
5. Use the drop-down list to select the camera’s mounting location as Ceiling, Floor, or Wall. (This
setting will impact how the software displays the camera image.)
6. Press the Save button to save your settings, or the Cancel button to exit without saving.
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Advanced Settings: Motion Detection

Starting in Orchid Core VMS version 2.6, the Camera Configuration screen includes Motion Detection
Settings which allow you to apply camera-specific motion detection settings. The Motion Detection
Configuration screen provides two tools to reduce the number of “nuisance” motion captures: Motion Mask
and Object Size.

Motion Mask

1. At the Camera Configuration screen, click the camera you want to edit. Click the Motion Detection link
to open the Motion Detection Configuration screen.

2. Select the Motion Mask tab (just underneath the video image). Use this screen to change the way
motion detection is applied to the selected camera.

Motion Detection Configuration x

B ﬁ Masked
Mask / ‘- _ . Area

Brush > =

-
e

Edit Motion  Edit Object

Mask Size Remove
/ Mask
40 —_—e & | &~  TWCLEAR
~_" /
BrUSh Size BrUSh Type CANCEL

By default, all cameras are set to detect motion. When motion is detected, a motion event is recorded and
will appear on the Timeline Bar (which is intended to make video review easier). But sometimes, the camera
captures too much motion. There may be objects in the video, like trees, banners, or balloons, that move
constantly, increasing the number of motion events to such a degree that it actually makes video review
more tedious.

The Motion Mask tool allows you to “paint” over one or more areas of the video image, making those areas

invisible to motion detection. (You will still see all of the video, but the motion capture feature will ignore the
masked area.)
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3. Select the Brush Type.
a. The paint brush will add a masked area to the video image. This area will be ignored by the
motion detection feature.
b. The eraser will remove masked area from the video image. This area will now be evaluated
during motion detection.
4. Adjust the Brush Size using either of the following methods.
a. Click in the Brush Size field and enter a new number or use the up and down arrows to increase
or decrease the size of the brush.
b. Click and drag the slider to increase or decrease the size of the brush.
5. Position your cursor over the video image and you’ll see a blue circle (the mask paint brush) or a pink
circle (the mask eraser). (Adjust the brush size if needed.)
6. Click and drag the brush across the video image to change the masked area.
a. If you selected the paint brush, you will add masking to the image.
b. If you selected the eraser, you will remove masking from the image.

7. Toremove the entire mask, click the Clear button.
8. To save the mask (or the cleared image), click the Update Camera button.

* Due to the variability of the video image that comes with PTZ cameras, the Motion Mask
feature should not be used with PTZ cameras.

o¥s There are some circumstances that will inhibit motion detection. If the motion enters and
exits the video image very quickly, the system may not see enough of the frames to detect
the motion. If this becomes an issue, you may want to consider reducing the stream GOV
setting (which results in more keyframes), or enable the Decode all frames option. Keep in
mind, however, that this will put additional load on the server.

Object Size

The Object Size tool allows you to modify motion detection based on area. This tool instructs the software to
ignore the movement of any objects with a smaller area than the selected object size (like small animals and
robot vacuum cleaners). (You will still see all of the video, but the motion capture feature will ignore the
small stuff.)

1. Select the Object Size tab (just underneath the video image). Notice the blue square in the center of
the video image. This represents the defined object area. Objects of equal or lesser area will be
ignored by motion detection.

For example, if the selected object size (area) is 100, the software will ignore objects with an area of 100 or
less. This includes objects that are 10 x 10, 20 x 5, 30 x 3, 45 x 2 and so on (each of which have an area of
100 or less).
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Motion Detection Configuration b4

Sample Object Size "~

O
- -—

N

Edit Motion Mask Edit Object Size

SIVEN UPDATE CAMERA I

2. Adjust the Object Size using either of the following methods.
a. Click in the Size field and enter a new number or use the up and down arrows to increase and
decrease the area.
b. Click and drag the slider to increase and decrease the area.
3. To activate motion detection for objects of all sizes, set the Size to zero.
4. To save the Object Size settings, click the Update Camera button.

* When selecting the Object Size, it may be better to keep it small. As this selection gets
larger, the system ignores more motion events (which may be detrimental to your overall
objective).

* The Motion Mask and Object Size tools can be used together to completely customize
motion detection for each camera.
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Add a Stream

=<+ This is the Add icon.

Usually you will not need to add a stream unless your camera does not come configured with any streams

by default.

1. From the Camera Information screen, press the Add Stream button to add a new stream for the
selected camera. Orchid Core VMS will open a screen in which you will need to enter and modify the

settings for the stream.
2. When all settings have been entered, press the Add Stream button to add the new profile to the

Streams list for the selected camera.
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Copy Stream to Cameras

E?ﬂ This is the Copy Streams icon.

This feature is a shortcut you may use if you have multiple, similarly configured cameras to set up. Once
you complete a stream settings profile for one camera, you can copy all (or part) of that profile to one or
more cameras with one click. This shortcut is especially useful if you have added multiple cameras at once
(using Auto mode).

1. From the list of registered cameras on the Camera Configuration screen, click the name of the
camera you want to use as a model.

2. Then add or edit a camera stream that contains the settings you would like to copy to other cameras.

3. Once your template profile is complete, click the Copy Stream to Cameras icon for the stream you
want to copy.

Primary Name Configuration

1280x720, 30fps, H264
- profile_1 h264 Continuous recording with motion detection

.'1 Stream_DA96e563 Continuous recording with motion detection

1920x1080, 20fps, H264 Copy Stream S
Continuous recording with motion detection

6 & W
1920x1080, 30fps, H264 @ & Ty
|

m stream_167696fd

o¥s RTSP cameras have a limited number of settings that can be edited in Orchid Core VMS.
These cameras will not display the Copy Stream icon and are not eligible for the Copy
Stream feature.

A screen will appear that will allow you to edit and complete the profile transfer to selected cameras.
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Copy stream_167696fd to Cameras 4

[] Copy all settings gm——""_ COpy A” SE’tﬁngS

Setting

D Recording Style Continuous recording with motion detection

D Decode all frameas Disabled

The stream settings will be adapted as shown to work with the chosen cameras

L1 Show only perfect copies Select All Cameras

Video:
Encoderinterval 0= 1
Profile: Baseline 3 High

D 192.168.103.109
IPC-HFW2300R-Z

CANCEL COPY

The screen lists all of the cameras that have been added to the system. It also provides comments to show
which cameras are good candidates for the stream settings (which may help you decide if you want to copy
all of the settings to all of the cameras.) For each camera that is not a perfect match, Orchid Core VMS will
pick the stream setting that is the closest match and indicate how the stream settings will be modified for
that camera.

There are several reasons why profile matches might not be perfect. For instance, maybe the model camera
is configured to use a higher resolution than is supported by the target cameras. In this case, Orchid Core
VMS will choose the closest available resolution on the target cameras.

The appearance of this screen will change as different settings are selected. Depending on how many
cameras have been added and which settings are selected, you may need to scroll down to see all of the
cameras and settings.

4. Mark the Copy all settings checkbox to copy all of the stream settings. (These will be copied to all of
the cameras selected in the lower half of the screen.)
5. Leave the Copy all settings checkbox unmarked if you want the ability to choose which settings will
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10.

be copied.

a. Mark the Setting checkbox if you decide to copy all of the settings anyway.

b. Mark the checkbox for any of the individual categories that you want to copy (including
Recording Style, Video Settings, Audio Settings, and Decode all frames).

c. You may expand the Video and Audio Settings categories to select individual settings within
each, if needed. (Click on the +Show hidden fields link to expand the list and the -Hide fields
link to condense the list.)

Mark the Show only perfect copies checkbox if you want the software to list only those cameras that
can implement the new profile settings exactly. (This checkbox will not appear if there are no camera
streams that are a perfect match.)

Mark the Camera checkbox if you want to copy settings to all of the cameras in the list. Leave the
Camera checkbox unmarked if you want the ability to choose which cameras will receive the stream
settings.

Mark the Overwrite primary stream checkbox if you want these stream settings to replace the
existing primary stream settings on every camera selected. Leave the Overwrite primary stream
checkbox unmarked if you simply want to add this as a new stream option for each of the selected
cameras. (Orchid Core VMS will not record from this new stream.)

Once your selections are complete, click the Copy button to send the stream settings to the selected
cameras. It may take a few minutes for the settings to change based on the number and type of
cameras being updated.

When the copy process is complete, click the Done button.
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Cameras with Multiple Lenses

There are some camera models that have multiple lenses or offer multiple camera views (such as 180- or
360-degree cameras). To take advantage of this capability, you will need to do the following:

1. Add this camera to the system one time for each available lens.
2. Edit the properties for each of the cameras as follows:
a. For ease of identification, provide similar but unique camera names. (For example: Tower1East,
Tower1West, and Tower1North.)
b. To ensure that you are able to view video from each of the available lenses, select a different
primary stream for each of the cameras you added.

In the example below, a multi-lens camera has been added to the system 3 times. Each has a similar (but
different) camera name, and each has a different primary stream.

Multiview!-1
“ERIN same Camera, .
Camaa tommation wena  Different Names
o,
I. -'-.."m?‘..[j“ if-me Camera Information Multiview!. =
Streams "“ ‘_"j'___":‘ ol camera Information
hosmniyomuiinlponsiP NI [P Comtrs e N
. e Bl Camera BTSP URL
Streams TSR/ /183,168, 108, 50/ onvit-pedia /medis, anpPprofilesprofile 3 hifdissssiontimsquzelidistre. WYy
o h ¢ @
\ / - i1 ey fEl & o
Different © s 8
S \ et 3 g h ¢+ B
treams - R

* If you find a Camera Stream profile called “multiview” (or something similar) in the list of
stream names, select that as the Primary stream if you want to view/record all of the views
as one stream. When you add this Player to the Stage, it will display all available views as
one Player.
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3¢ Multiview1-3

\ 4
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Removing a Stream

]ﬁ[ This is the Delete icon.

1. To remove a single camera stream, go to the Streams List for a given camera and identify the stream
you want to delete.

O ETY Name Configuration
“ H.264 1280x960, 15fps, H264 -
' Continuous recording with motion detection

1280x1024, 5fps, JPEG Locked
Continuous recording with motion detection St ream

MOBILE 320x240, 3fps, JPEG
Continuous recording with motion detection /
Delete

1280x960, 15fps, H264
stream. 10852423 continuous recording with motion detection

MJPEG

&\ & @\ &
S,

Stream

1280x960, 30fps, H264
Continuous recording with motion detection

2289
2 ® @ B P

&
4

o

stream_944eb43e

2. Click the Trash Can icon to the right of the selected stream. Orchid Core VMS will ask you to confirm
that you want to delete the stream. Press Delete to confirm. This cannot be undone.

«%s A red Lock icon indicates that the stream cannot be deleted. This locked state is dictated by
the camera and cannot be changed.
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Recovering a Camera

,(’ This is the Recover Camera icon.

If someone edits camera settings (including the IP address) directly at the camera, Orchid Core VMS may
be unaware of the new settings and may lose its connection with the camera. Beginning with version 2.2.2,
Orchid Core VMS helps fix this problem by adding the Recover Camera feature.

1. To recover a camera, click the name of the camera you want to recover from the list of registered
cameras on the Camera Configuration screen.

2. Press the Recover Camera button at the bottom of the expanded camera entry. The Connection
Settings screen will appear.

Connection Settings

Use this to recover and synchronize your camera when:

* The camera's IP address has changed
» The camera’s settings have been changed outside of Orchid Core VMS

NVIF Discovery URI

http://192.168.103.33/onvif/device_service

Credentials

lUsername Pa

CANCEL RECOVER CAMERA

3. Torefresh the camera settings, simply enter the credentials for the camera, then press the Recover

Camera button. (The software will pull the camera settings directly from the camera.)

4. To reconnect with the camera, replace the camera’s IP address (with the new one) in the camera’s
URL field. Then enter the credentials for the camera and press the Recover Camera button. (The
software will reconnect with the camera at its new IP address, and will also pull the camera settings
from the camera.)
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Removing a Camera

]ﬁ[ This is the Delete icon.

1. To remove a single camera, do either of the following:

a. From the list of registered cameras on the main Camera Configuration screen, position the
cursor over the Up arrow to the left of the camera you want to delete; the arrow will change into
a checkbox. Mark the checkbox, then press the Delete Selected button at the bottom of the list.
Orchid Core VMS will ask you to confirm that you want to delete the camera. Press Delete to
confirm. Once a camera is removed, it is no longer available for viewing, playback, recording,
export, etc. This cannot be undone.

b. From the camera’s settings screen, click the Delete Camera button (located at the bottom of
the screen). Orchid Core VMS will ask you to confirm that you want to delete the camera. Press

Delete to confirm. Removal may take a few moments.

192.168.100.39
7520480, STps, H264, G726 Audio, PTZ

Camera Information
Camera Mame Camera Maodel Stream Status
19216810039 & AXIS Q6042 running

Camera RTSP URL

ETEp: S 194,168 000, 38 onvil-media/medlin . anp FRroiile proiilelipearioncizecut il i DT Ie AR TV E™ E

Orchid Core VMS Proxy RTSP URL

resp:f forchid. ipeanfi gure, com: 554/ archid/ ] iye?ig=] 560 E
Streams 4 ADD STREAM
Primary Hame Configuration
5 - 7042480, 24fps, H264
m stream._4d4124bc Continuous recond ng wilth modion detechion @ f m
: T52wAB0, Sfps, H264
. [ — Continuouws reconding with motion detection @ f

Advanced Settings

FISHEYE DEWARPING De[ete Camera

Actions

= DELETE CAMERA #F RECOVER CAMERA
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Removing Multiple Cameras

'@[ This is the Delete icon.

Multiple cameras can be removed from Orchid Core VMS at the same time, if needed.

1. From the list of registered cameras on the main Camera Configuration screen, first select the cameras
you want to delete. (For each camera you want to delete, position the cursor over the Up arrow to the
left of the camera name; the arrow will change into a checkbox. Mark the checkbox.)

Orchid Core VNS - IPCanfigure. X o - a8 x
€« C A Notsecure | 192.168.103.117:81/#|/cameras
< Orchid Core ©

WM CAMERA CONFIGURATION

£ RETENTION POLICY
4/4 Cameras Registered
& USERS
IB] SYSTEM STATUS
o B 192.168.103.33
[E5] SYSTEM REPORT 192001080, 18fps, K284, FTZ
& ACTIVATION
£  ADVANCED SETTINGS
€ VERSION INFORMATION 192.168.103.59
/ n ZBE02EE0, 30fps, H284
Cameras 192.168.103.67

12805720, 15fps, H264

192.168.103.71

1920x1080, 15/ps, H264, PTZ

Select All
Cameras \

2. Once your selections are complete, click the Delete Selected button at the bottom of the list. Orchid

O BB~ pelete Selected Cameras

Core VMS will ask you to confirm that you want to delete the cameras. Press the Delete button to
confirm. Once the cameras are removed, they are no longer available for viewing, playback,
recording, export, etc. This cannot be undone.

3. To delete ALL of the cameras in the list of registered cameras, mark the Delete Selected checkbox at
the bottom of the list, then click on the Delete Selected button. Orchid Core VMS will ask you to
confirm that you want to delete the cameras. Press the Delete button to confirm. Once the cameras
are removed, they are no longer available for viewing, playback, recording, export, etc. This cannot be
undone.
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Retention Policy

The Retention Policy feature in Orchid Core VMS allows Administrators to manage video archive retention
on a stream by stream basis as well as review current and projected disk utilization.

* An Administrator is the only role with access to the Retention Policy.
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About Video File Retention

To maintain a system for video file retention, Orchid Core VMS determines how much disk space is

available on the server. By default, Orchid Core VMS will retain videos until your hard disk is 85% full (the
Cleaner Threshold), at which point it will begin deleting the oldest videos to make room for new videos. The
available video storage space is divided among all the cameras that have been added to Orchid Core VMS
based on equal days of retention; however, based on individual camera settings, this doesn’t mean that
each camera will require the same amount of server storage space.

If no camera-specific retention settings have been entered, Orchid Core VMS will grant each camera the
same number of days of video retention. Since each camera may have different settings (such as recording
style, frame rate, etc.), and those settings impact video file size, the amount of space required for the same
number of days will vary.

In some applications, there may be cameras for which increased file retention is critical. For these cameras,
the Administrator may set specific, minimum retention settings. In these cases, the retention settings for the
remaining cameras will be adjusted automatically to share the remaining balance of available storage before
the Cleaner Threshold is met.

When disk usage reaches the retention limit, Orchid Core VMS will create free space by removing the oldest
archives first. The system will ensure, however, that the minimum desired retention settings that have been
set are maintained, assuming sufficient disk space is available.

To change the 85% Cleaner Threshold setting, use the Advanced Settings feature.
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Accessing the Retention Policy

1. To access the retention settings for Orchid Core VMS, open the System Menu in the top-right corner

of the screen, then select Retention Policy.

Estimated Retention

Ve Summary

@ 365.7 GB of unavailable space  § Max archive thresholg/t 493.7 GB

Estima’ed Retention

@ 192168.103.18 1.3 days (13.2 GB / day)
@ 192168.103.33 1.3 days (24.9 GB / day)
@ dewarp 1.3 days (9.3 GB / day) *
) OnCam Fisheye 1.3 days (50.6 GB / day)

SAVE CONFIGURATION CANCEL CHANGES

Breakdown
by Camera

1.3 TB of free space

Desired Retention

AUTOMATIC
AUTOMATIC
AUTOMATIC

AUTOMATIC

Use Automatic or Custom

* Retention estimates assume constant motion for streams configured to record motion-only. SE’ ttf.n gs

At the top of the Estimated Retention section, Orchid Core VMS displays a summary of estimated server

space usage. Use the cursor to hover over the colored regions of the summary graphic to view the

estimated server space usage for each camera.

* Unavailable space: This space on the disk is marked in grey. It is already in use by other

applications and is unavailable to Orchid Core VMS for storing video.

* Video data: This space on the disk is marked in various bright colors representing each camera. This

space is filled with videos that are managed by Orchid Core VMS. To make space for new video, the

oldest videos are continuously and automatically deleted as the Cleaner Threshold is reached.

» Cleaner Threshold: By default, Orchid Core VMS will attempt to make sure that no more than 85% of

your disk space is used. This threshold is marked on the bar by a red dotted line. To change the 85%

Cleaner Threshold setting, use the Advanced Settings feature.

* Free space: This disk space is not in use by Orchid Core VMS or any other program.
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Changing Desired Retention Settings

If you decide that you need to set some specific retention settings, keep a few things in mind.

* The amount of space in which Orchid Core VMS may store video files is limited, regardless of what
you may attempt to enter as desired retention settings.

» As custom desired retention settings are entered, Orchid Core VMS will automatically re-distribute the
remaining available space to the remaining cameras (that are using the Automatic retention settings).

* Increasing the cameras’ desired retention settings to inflated numbers may not be realistic, and may
result in an error message.

+ Keep it simple and let Orchid Core VMS do most of the work. Instead of decreasing some settings and
increasing others, keep the Automatic settings for most cameras, and increase the desired retention
on cameras that are most critical to the operation.

The following screenshots depict a series of retention scenarios.

Estimated Retention

, Using Automatic
AN NN Settings

]
@ 365.7 GB of unavailable space E Max archive threshold at 493.7 GB 1.3 TB of free space

Estimated Retention Desired Re’ention
.192.]68.103.18 1.3 days (13.2 GB / day) AUTOMATIC
@ 192.168.103.33 1.3 days (24.9 GB / day) AUTOMATIC
@ dewarp 1.3 days (9.3 GB / day) * AUTOMATIC
. OnCam Fisheye 1.3 days (50.6 GB / day) AUTOMATIC

This example shows that the system will keep approximately 1.3 days worth of video for each camera when all
cameras are using the Automatic (default) retention settings.
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Estimated Retention

-— Summary

]
. 365.7 GB of unavailable space | Max archive threshold at 493.7 G8 1.3 TB of free space

Estimated Retention Desired Retention

@ 192.168.103.18 8.0 days (14.1 GB / day) gl $ 2
- 192.168.103.33 0.2 days (3.7 GB / day) UTOMATIC
B dewarp 0.2 days (9.5 GB / day) * AUTOMATIC
B onCam Fisheye 0.2 days (50.8 GB / day) AUTOMATIC

Note How Custom Settings
SAVE CONFIGURATION CANCEL CHANGES
_ _ Impact Estimated Retention

* Retention estimates assume constant motion for streams configured fo record motion-only.

In this example, the retention setting for the first camera has been increased to 8 days. After an automatic
adjustment, the remaining cameras will have decreased storage capacity at approximately 0.2 days each.

Estimated Retention

ANNN NN BN

Your current configuration is not possible given your maximum archive threshold. You can save these changes, but you must
proceed at your own risk

Summary and Warning

Estimated Retention Desired Retention

.19?_168T03 18 10.0 days (13.2 GB / day) 10| LI

.168.103. 4, H
.192 68.103.33 0.0 days (24.9 GB / day) Some Custom Settlngs
@ cevarp 0.0 days (9.3 GB / day) * Cannot Be Supported
@ OnCam Fisheye 0.0 days (50.6 GB / day) AUTOMATIC

SAVE CONFIGURATION CANCEL CHANGES

* Retention estimates assume constant motion for streams configured to record motion-only.

In the final example, the retention setting for the first camera has been increased to 10 days. This setting will
require so much space that it results in an error. The system estimates that it will not be able to store this much

video for camera 1 (or any video at all for the remaining cameras).
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1. To edit the minimum Desired Retention setting for any given camera, click on the corresponding
Automatic button.

2. Type in a new setting to represent the number of days of video that will be kept for this camera. The
remaining estimated retention will automatically be recalculated for all cameras that do not have a
manually specified retention setting.

If your new setting requires more storage than is physically available on your disk, Orchid Core VMS will
flag an error (as pictured previously). To fix this, you’ll need to reduce the desired retention to an acceptable
level or add more available storage.

3. Repeat steps 1 and 2 for each camera that requires custom, minimum retention settings.

4. To undo the last setting you changed, press the Cancel Changes button at the bottom of the list.
(You can only use this feature before you save the new configuration.)

5. Once all settings have been entered, press the Save Configuration button at the bottom of the list.

6. To quickly change any setting back to Automatic, click the X button next to the setting and then press
the Save Configuration button.

Copyright © 2020 IPConfigure Page 67 of 112



IPConfigure Orchid Core VMS Administrator Guide - 2.12

Reviewing the Current Disk Utilization

The bottom half of the Retention Policy screen displays how the server space is actually being used. Use
the cursor to hover over the colored regions of the summary graphic to view the actual server space usage
for each camera.

Actual Video Data
Data Collection

_ Retention Period

L]
. 365.7 GB of unavailable space E Max archive thresholgl at 493.7 GB 1.3 TB of free space

Current Disk Utilization

Actual Fetention

@ 192.168.103.18 1.4 days (18.1 GB) total 1.4 days
@ 192.168.103.33 1.4 days (34 GB) total 1.4 days
@ dewarp 0.1 days (945.6 MB) total 1.3 days
@ OnCam Fisheye 1.4 days (69 GB) total 1.4 days

The Current Disk Utilization section displays a summary of actual server space usage which includes
unavailable space (space used by the operating system and other files), space occupied by video files, and
a buffer of free space. It then provides a usage breakdown by camera. This information can be very helpful
in diagnosing retention issues.

The Actual Retention column shows how many days worth of video is being stored per camera. It also
includes how much disk space each camera is consuming. The Retention Span column shows the number
of days over which the video files have been recorded. This data point is especially helpful for those
cameras that are set to record only when motion is detected. (For example, look at the “dewarp” camera
above. At first glance, the actual retention reading might cause concern. The Retention Span confirms that
the system has been monitoring the camera for about the same amount of time as the other cameras.)

You may also use this breakdown to determine if any of the cameras are using excessive disk space. If this
is the case, you can then take steps to re-configure the camera (by changing either the minimum desired
retention settings or the camera stream settings) and fix the problem.
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View the System Status

The System Status feature in Orchid Core VMS provides an overview of the current disk utilization of the
video archives folder and the active streams running in Orchid Core VMS.

* Administrators and Managers are the only roles with the ability to access the System
Status.
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Accessing the System Status Report

1. To access the System Status report for Orchid Core VMS, open the System Menu in the top-right
corner of the screen, then select System Status.

o Orchid Core ¥MS « IPConfigure X = = — a x

€ C A& Notsecurs | 1921681031781 #|/system-status a % @

¢Q7 Orchid Core ©

@M CAMERA COMFIGURATION 5 5
Sp———— Disk Utlization Video Archives
- NNNNNNNNNNNNNNNNG
i
I SYSTEM STATUS ;
[55) sYSTEM REPORT W 3 78 of unusabie space B 3.4 68 of video data E Max archive threshold at 32 T8 5527 GB free out of 3.6 T8
& ACTIVATION Active Stream Status
£ ADVANCED SETTINGS
Camera / Stream Status Last Archive
0 VERSION INFORMATION

192.168.103.33 /
1 05 s ESTAR VERIFY
/ S 04B047e unning 50 second: RESTART VERIFY
192.168.103.59 / profile_0 .
t a mera e funning 47 seconds

RESTART VERIFY

e
:

5 tream hf;: I PREVIEW RESTART
S tG‘ tU S hast s PREVIEW RESTART VERIFY
Troubleshooting
Buttons

The Disk Utilization section summarizes how the server space is being used. If the overall amount of total
disk space appears low, this may indicate that your recording drive(s) have gone offline and Orchid Core
VMS is recording to some other location.

+ Unavailable space: This space on the disk is marked in grey and is already in use by other
applications; it is unavailable to Orchid Core VMS for storing video.

» Video data: This space on the disk is marked in green. This space is filled with videos that are
managed by Orchid Core VMS. To make space for new video, the oldest videos are automatically
deleted as the Cleaner Threshold is reached.

+ Cleaner threshold: By default, Orchid Core VMS will attempt to make sure that no more than 85% of
your disk space is used. This threshold is marked on the bar by a red dotted line. To change the 85%
Cleaner Threshold setting, use the Advanced Settings feature.

* Free space: This disk space is not in use by Orchid Core VMS or any other program.

By default, the video archives folder can be found in the following locations:

* In Linux: /orchives
* In Windows: C:\orchives
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To change the location of the orchives folder, please refer to the Changing the Orchid Core VMS Archives
Storage Location section in the Orchid Core VMS Installation Guide.
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Reviewing the Camera Stream Status Section

The Active Stream Status section of the System Status report shows a list of all the active camera streams
in Orchid Core VMS, their current status, and how long ago the last archive was saved for that stream.
Available stream statuses are:

* Running: The stream is currently active and running properly without any errors. It is actively
recording and saving video (if configured to do so).

* Restarting: The stream is being restarted automatically and should be active again within a few
seconds.

+ Idle: The camera is not responding after being restarted by Orchid Core VMS multiple times and the
camera status should be manually verified.

+ Stopping: The camera stream has been shut down and is in the process of writing the video file.
(This will typically happen because another stream has been selected as the primary stream.)

The Last Archive field will typically display the amount of time that has passed since the last archive was
saved. If Orchid Core VMS has never saved an archive for the camera stream, the software will display
Never in the Last Archive column. Orchid Core VMS writes video archives every minute, so any camera
whose Last Archive is more than a minute old will be flagged in red, as this indicates video may not be
recording.
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Troubleshooting the Camera Stream Status

If there are any issues with the streams, you can troubleshoot the issue within Orchid Core VMS by using
the Preview, Restart, and Verify buttons:

* Preview: View a live feed of the camera stream. If you are able to see moving video from the
camera’s feed, then the server and the camera are properly connected.

+ Restart: Closes and restarts the camera stream. You can then use the Preview button to verify that
Orchid Core VMS is receiving video from the camera stream without having to navigate back to the
Stage.

» Verify: Pings the camera and confirms whether or not Orchid Core VMS can communicate with the
camera successfully. This button will turn green after a successful validation. The button will turn red
if the Orchid Core VMS server is unable to communicate with the camera. (If the ping command is
unsuccessful, the camera’s IP address may have been changed directly at the camera. If this is the
case, obtain the new IP address and use the Recover Camera feature to reconnect.)

(Please refer to the Advanced Topics section for additional help.)
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Viewing the System Report

The System Report feature in Orchid Core VMS allows Administrators and Managers to view various types
of events (such as camera streams starting and stopping) and camera stream statistics during a specified
time period. This report also provides access to the Orchid Core VMS system log.

* Administrators and Managers are the only roles with the ability to access the System
Report.
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To access the System Report for Orchid Core VMS, open the System Menu in the top-right corner of the

screen, then select System Report.

Time Selection

Server Events

Select Event to
View Details

stream-starting riCarm Fishaye | Fishye |

View Stats
for Each

Stream Statistics

Camara [ Stream

Stream o= - pr——

192.168.103.18 / quality h@éd Bl

192.168.103.33 7 1328
stream_%48947cc o seconds
dewarp / profile_0 h2é4 413 aoramls

GG Febare L Elabese FLE52

B~ T~ Select Date Range

Video Recorded

14 howrs, 47 minutes, and 15

14 hours, 44 mnuies, and 37

Mation Recorded
3, 8nd 45 B howrs, 20 minutes, and 39
S8C0

1 hhour, 16 minutes, and 15
seconds

SECOMmds

1 bhour, 27 minuies, and 45
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Working with the Server Events and Stream
Statistics

By default, the System Report will provide a report for the current date (from 12:00 AM to 11:59 PM).

1. To select a new date range for the report, use the From and To buttons to select the new dates/times
for the report in the pop-up calendar and then press the Go button. As soon as new dates are chosen,
the report will update the Server Events and Stream Statistics sections.

The Server Events graph displays the date and time along the x-axis and the number of events that
occurred on the y-axis. For each time period on the Server Events graph, a vertical bar will appear if at least
one event occurred during that time frame.

Server events include the following:

« Start: The Orchid Core VMS server was started.

» Stop: The Orchid Core VMS server was stopped.

* License Changed: The Orchid Core VMS license has been added, removed, or updated.

* Entered Degraded State: The Orchid Core VMS server has entered a state in which it will not
operate normally. No new video will be recorded and no existing video will be deleted. (Refer to the
Advanced Topics section for more details.)

» Trusted Issuer Created: This indicates that Orchid Fusion VMS has registered (added) this Orchid
Core VMS server.

* Trusted Issuer Removed: This indicates that the Orchid Fusion VMS server has detached from this
Orchid Core VMS server.

Stream events include the following:

» Stream-starting: The stream was started. (System provides the stream name and time.)

+ Stream-error: The stream posted an error. (System provides the stream name, time, and error
message.)

» Failover Failed: The stream encountered a storage device failure. (System provides the stream name
and time.)

2. To view specific details on server events, click on any of the vertical bars. (The selected bar will
appear in red.) The server event details for the selected time period will appear in a table beneath the
graph. Event details include the date and time.

3. If there are multiple events within a selected time period, you may double-click on the vertical bar to
zoom in for more detail on the time frame.

The Stream Statistics section lists each of the active camera streams in Orchid Core VMS. For each stream,
Orchid Core VMS will show how many megabytes of video was recorded, the length of the recorded video,
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and how much of the recorded video contained motion. (The motion reported here only includes motion that
the camera was instructed to detect. Please refer to Motion Detection for more details.)
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Working with the Log Export

The bottom half of the System Report includes the Log Export feature. This feature allows you to view and
export Orchid Core VMS system logs into a compressed file or plain text. These logs contain advanced
troubleshooting information and are useful when trying to diagnose issues with Orchid Core VMS.

* The Timeline Bar displays the time on the client machine while system reports and logs are
based on the server time. If there is a discrepancy, click the Clock icon (next to the
software name in the image below) to view the time gap.

Log Export

Format: Select Log Format

® gzip /

O text Select Date Range
Specify Range 04

[LCUH A JAN 9, 2020 - 00:00

To: B3 JAN 9, 2020 - 10:30

«J EXPORT LOGS

1. Select the format you wish to use for the log export:

a. gzip: This option will download the latest log from Orchid Core VMS into a compressed file,
allowing it to be viewed on other computers. The gzip-compressed file can be extracted using
the gunzip command on Linux or a utility such as 7-zip on Windows.

b. text: This option will display the log within the browser without downloading any files. This file is
likely to be very large when a narrow date range is not specified.

2. To specify a date/time range for the log, mark the Specify Range checkbox. Then use the From and
To buttons to select the start and end dates/times.
3. Once your selections are complete, click the Export Logs button.
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Advanced Settings

Beginning in Orchid Core VMS version 2.10, Administrators can now edit many of the configuration file
settings from within the software. (This means that you may be able to eliminate the extra steps that used to
be associated with editing the configuration file.)

* An Administrator is the only role with the ability to access the Advanced Settings feature.
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Accessing the Advanced Settings

1. To access the Advanced Settings screen, open the System Menu in the top-right corner of the screen,
then select Advanced Settings.

The Advanced Settings screen lists all of the supported configuration properties, and allows
you to add and edit properties. A marked checkbox indicates that the setting is currently in use.

0 Orchid Core VMS « IPConfigure X o

<« C A Notsecure | 192.168.103.117:81/#|/advanced-settings a % a :

Signed in as

Q7 Orchid Core o admin

:t CAMERA COMFIGURATION Properfy
f zz:rlaw poLIcy Search / SAVE PROPERTIES
/ Add New
IB) SYSTEM STATUS
[E5] SYSTEM REPORT . Property Save
£ ACTIVATION Properties
ﬁ ADVANCED SETTINGS
€ VERSION INFORMATION
archivecl period d %
Properties / srehivect fepace percent 8s

in Use Maximorn disk

cameradiscovery.publisher.uri tep://localhost:5565

If you scroll down toward the bottom of the list you will find properties that are unmarked and
locked (as in the image below).

An unmarked checkbox indicates that the setting is supported, but is not currently being used.
A locked setting represents a setting that is critical for system reliability and stability. These
settings can only be changed by editing the configuration file directly.
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o Orchid Core VMS - IPConfigure. X + - a o
& © A Notsecure | 192.168.103.117:81/#|/advanced-settings o~ @ % @

¢Q7 Orchid Core ©

CAMERA CONFIGURATION

RETENTION POLICY

e (0 @

USERS

Bl SYSTEM STATUS

SYSTEM REPORT
& ACTIVATION
€15 ADVANCED SETTINGS

ﬂ VERSION INFORMATION

Properties

Locked ~.

Signed in as

admin
[[] webserver.sessions.remote.max_age
Supported
Properties

(Not in Use)

[[] webserver.sessions.user.max_age

Maximum age (seconds) of user session. (Default 1 year

D webserver.ssl.ciphers

&  archives.dir

Full pa

created

database.type

Database type to be configured by ODE

& loggerdir

For details on how to edit the locked properties, please refer to the How to Edit a Configuration File section

(for the appropriate operating system), and the Orchid Core VMS Configuration Settings section (both of
which are in the Orchid Core VMS Installation Guide).
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This indicates that the property is in use.

This indicates that the property is supported, but not in use.

This indicates that the property must be changed by editing the Configuration file directly. (For details on

how to edit the Configuration file, please refer to the Orchid Core VMS Installation Guide.)

Creating a New Property

The Advanced Settings feature allows Administrators to add new, undocumented properties to the

Configuration file.

1. Click the New Property button at the top of the Advanced Settings screen. A new, blank property field

will appear at the top of the list.

0 Orchid Core VMS « IPConfigure X | o

Q2 Orchid Core ©

WM CAMERA CONFIGURATION

= RETENTION POLICY

& USERs

I8 sYSTEM STATUS

2 svSTEM REPORT
ACTIVATION

2% ADVANCED SETTINGS

€ VERSION INFORMATION

< C @ Notsecure | orchid-bum-linuxipconfigure.com/#|/advanced-settings

archivecleaner.periodic.seconds

archi

cameradiscovery. publisher.uri

rlimit.openfiles. max

4 nEw PROPERTY [l SAVE PROPERTIES

A

Click New Property
then Add Details
¥’

o

. ~

Delete New
85 Property

tepflocalhost: 5565

65535

2. Mark the checkbox to activate the new property. (The property must be enabled and saved in order to

be added to the Properties list.)

3. Enter a name for the new property in the Property Name field. [Property names are not allowed to

contain colons (:), equals signs (=), blank spaces, or control characters.]

4. Click the Tab key to move to the Property Value field.

5. Enter a value for the property.
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6. Click the Tab key to move to another field.

7. If you decide not to add the new property, just click the Delete (Trash Can) icon.

8. If you have no other changes to make, click the Save Properties button. Be sure to complete the
save (as described later).

Editing Advanced Properties

1. To change an active property, click into the field displaying the property value.

0 Orchid Core VMG « IPConfiguee X o - a x
€« © @ Notsecure | 192.168.103.117:81/#|/advanced-settings a o« @
Q7 Orchid Core © Sepesins
@M CAMERA CONFIGURATION
= RETENTION POLICY —
& USERS
IB) SYSTEMSTATUS
[E5] SYSTEM REPORT
& ACTIVATION
ﬁ ADVANCED SETTINGS
€ VERSION INFORMATION
4 archivecleaner.periodi d 6O —
S Edi
It
archivect dspace. percent 85 Property

cameradiscovery.publisher.uri tep://localhost:5565

2. Typein a new value.

3. Click the Tab key to exit the field or click into another field.

4. If you have no other changes to make, click the Save Properties button. Be sure to complete the
save (as described later).

Activating a New Property

To activate an unused property, click the checkbox to add a mark.
Click into the field displaying the property value and enter a new value.
Click the Tab key to exit the field or click into another field.

o Dd -~

If you have no other changes to make, click the Save Properties button. Be sure to complete the
save (as described later).

De-Activating a Property

1. To de-activate a property currently in use, click the checkbox to remove the mark.
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2. If you have no other changes to make, click the Save Properties button. Be sure to complete the
save (as described below).

Saving Changes to Advanced Properties

Anytime you make changes to these properties, the Orchid Core VMS service must be restarted in order for
the changes to take effect. Be sure to follow this procedure completely to ensure changes are saved.

1. To save changes, click the Save Properties button. You'll receive a message that asks you to
confirm changes and begin the restart.

o Orchid Cone VMS - IPConfigure. X | =

€ > C A Notsecurs | 192.168.103.117:81/#)/advanced-settings a * @

The Orchid Core VMS service must restart in order to save the configuration. The new configuration must be confirmed
within 5 minutes of the service restarting or the original configuration will be restored.

Click to Save
Changes CAMCEL  SAVE AND RESTART

2. Click the Save and Restart button to save your changes. The service will restart (as shown in the

image below.)
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The Orchid Core VMS service is restarting in order to save your configuration changes. Once the service starts back
up, you will need to confirm the new settings within 5 minutes or the service will restart once more and the previous

configuration will be restored.

3. When the restart is complete, you must instruct the system to keep the changes. (You must do this
within 5 minutes or the changes will be discarded.) Click the Keep Changes button (shown below) to
keep the new settings.

Click Within 5 Minutes
to Keep Changes

Would you like to keep the advanced settings changes? If you do ng#confirm, the Orchid Core VMS service
will automatically restart within the next five minutes and the lous configuration will be restored.

CONFIRM PROPERTIES
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Property Search Feature

If you need to find a specific property quickly, the Advanced Settings screen includes a search feature. The
Property Name field appears at the top of the screen and supports a single-term search.

1. Click into the Property Name field to start your search.
2. Type one word that identifies what you’re looking for. (In the example below, we entered port as the

search term.)

The software will automatically list all of the properties that match the search term.

{0 Orchid Core VM5 « IPConfigure. X o - a x

€ © A Notsecure | 192.168.103.117:81/#|/advanced-settings a * @

tQ7 Orchid Core © Sopatio s

M CAMERA COMFIGURATION

= RETENTION POLICY
& NEW PROPERTY SAVE PROPERTIES
&

USERS
I8 sYSTEMSTATUS En ter SearCh
[E5] SYSTEM REPORT Praperty "/ Ter m
& ACTIVATION por
ﬁ ADVANCED SETTINGS 1 webserver port
i

YERSION INFORMATIOM orchid. max_sxport_hours \
View Search

rtsp.rp_port_range. max

rtsp.rtp_port_range.min Res UItS
syslog.port

qe percentage be
cameradiscovery.publisher.uri tep://localhost:5565

3. If the list of results contains the property you are looking for, click on that result. The selected property
will be displayed for review or editing.
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&

e (0 ®

|+
~

i}

o Orchi

id Core WM - IPConfigure. X

C A Notsecure | 192.168.103.117:81/#|/advanced-sattings

Q) Orchid Core o

CAMERA CONFIGURATION
RETENTION POLICY
USERS

SYSTEM STATUS

Property Name

rtsp.rtp_port_range.max|

SYSTEM REPORT

== NEW PROPERTY SAVE PROPERTIES

ACTIVATION

L1 ADVANCED SETTINGS

WVERSION INFORMATION

[C] rtsp.rtp_port_range.max

senenannireness " Selected Property is displayed

for review or editing

4. If the list of results does not contain the property you are looking for, enter a new search term in the

Property Name field.

5. To return to the complete Advanced Settings property list, delete the contents of the Property Name

field.
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Advanced Topics

As you work with Orchid Core VMS, you may encounter issues that are not typical of daily operation and
should be addressed by an advanced user. Please review these topics if you need extra help. For in-depth
explanations and additional topics, we encourage you to check our Knowledge Base.
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Degraded State

In rare cases, Orchid Core VMS will experience an event that will cause the system to enter a degraded
state. To protect archive data, while in this degraded state, Orchid does not record new video or clean out
old video archives.

The two subsections below provide details regarding causes and resolutions for the degraded state.

Orchid Core VMS License Errors

If Orchid Core VMS encounters a license error, it will cause the server to enter a degraded state (like that
pictured below), and an “Entered Degraded State” event will be logged in the System Report.

License error detected

Your system is in a degraded state: Host profile does not match

license MID, match percentage: (0.000000) Orange_BrO wh
The license of this server is invalid. Orchid Core VMS has stopped all .
recording and cleaning processes until a valid license is configured. COIO{‘ I n d icates
Orchid’s
Degraded State

Error Message Will Appear After Sign-in

This can happen if:

» The Orchid Core VMS database is moved to a different system after installation, or if multiple
hardware components (like hard drives) are replaced on the Orchid Core VMS server. This causes the
licensing information in Orchid Core VMS’s database to no longer match the system on which Orchid
Core VMS is installed. (These actions disrupt the Machine ID which is an integral part of the license
information.)

» A time-limited license expires.

In this degraded state, Orchid Core VMS does not record video but will allow for playback of existing
recordings.

1. If this license error occurs, you will receive an error upon signing in. You can click OKAY to continue
running Orchid Core VMS in this degraded state, but you will see differences in Orchid Core VMS’s
appearance and capabilities:
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a. The dialog header will appear in an orange-brown color which indicates Orchid Core VMS is
running in a degraded state.
b. Orchid Core VMS will not record any new video. (Previously recorded video, however, will be
available for playback.)
2. Possible solutions include the following:
a. If the database was moved or there was a hardware failure, contact IPConfigure Technical

Support for a new license. Then follow the Modifying an Existing License procedure to update
your license.

b. If a time-limited license expired, you may apply an old, non-time-limited license (if you have
one), or you may contact IPConfigure to purchase a new license.

Orchid Core VMS Storage Device Errors

In version 2.4.0, Orchid Core VMS now has a way to alert Administrators and Users that there is a problem
with a storage device.

During normal operation, Orchid Core VMS periodically checks on the storage device. To do this, Orchid
looks for a specific file (orchid-device.tag) that is saved in the defined “orchives” directory. If Orchid does
not find the file, or if it does not match the original, Orchid interprets this as a storage error. When this
happens, the Orchid Core VMS server will enter a degraded state (like that pictured below), and an “Entered
Degraded State” event will be logged in the System Report.

p

Orange-Brown Color Indicates
Orchid’s Degraded State

Storage ermor detected
Your system is in a degraded state: Slﬂragt device change detected: Device tag not present.

The slo = device of this server has changed In order lo prevent data loss, Orchid Core VMS has stopped all recording and cleaning processes until the
original age device is present again

N
Error Message Will Appear After Sign-In

This can happen if:

* The Orchid Core VMS “orchives” folder is moved to a location different than the one specified in the
properties file. This causes Orchid Core VMS to lose contact with the orchid-device.tag file (that is
stored in the “orchives” folder).

» There is an actual hardware failure, in which case, Orchid Core VMS will lose contact with the orchid-
device.tag file. An alert to the failure of the storage device is critical, especially if the system is
configured to store data in an external hard drive or a RAID device.
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1. If this storage error occurs, you will receive an error upon signing in. You can click OKAY to continue
running Orchid Core VMS in this degraded state, but you will see differences in Orchid Core VMS’s
appearance and capabilities:

a. The dialog header will appear in an orange-brown color which indicates Orchid Core VMS is
running in a degraded state.

b. Orchid Core VMS will disable all communication and recording with the cameras. Neither live
streams nor archive video will be available.

2. Possible solutions include the following:

a. If the “orchives” folder was moved, edit the properties file (orchid_server.properties) so that the
archives.dir property points to the actual location of the “orchives” folder. Then restart the
Orchid Core VMS Server service. (For help with these tasks, please refer to the Orchid Core
VMS Installation Guide.)

b. If there was a problem with the storage device, bring the storage device back to working order

(to include the “orchives” folder with all of the media files and the original orchid-device.tag file).
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Trouble Adding a Camera

If you’re having trouble adding a camera to the system, refer to the list of common issues.

* Make sure all of the cameras are connected to the network.

+ If you are adding multiple cameras at once, make sure that they all use the same username and
password, and they are all on the same subnet. You may also need to check to see if there are
multiple IP addresses assigned to the Orchid Core VMS computer. If this is the case, you will likely
have to revise the Orchid Core VMS properties. Please refer to the Knowledge Base article Orchid
Not Auto-Discovering Cameras for more details.

» If you are adding a camera manually, make sure that the IP address is correct.
» If you can’t find a specific camera on the Register Cameras screen, it may not support ONVIF auto-
discovery. Switch to Manual mode and add the camera manually.
 If the camera is old or unusual, it may not support the ONVIF standard. In this case, you will need to
register the camera manually, and you will need to select the Generic RTSP driver.
> When you select this driver, Orchid Core VMS will automatically populate the RTSP Stream
URL field. You’ll need to update the IP address portion of that entry. You may also need to
check the camera’s documentation to ensure the syntax is correct.
o If you add a camera using the Generic RTSP driver, you will not be able to configure the
camera settings in Orchid Core VMS. Connect to the camera directly to configure settings.
» Axis cameras require that a special username and password be set on the camera for use with the
ONVIF standard. Please refer to the Knowledge Base article Configure ONVIF User On Axis Cameras

for more details.

* If you are running Orchid Core VMS in WebRTC mode, and a newly added camera doesn’t produce
video, there may be several reasons why the video is not working. (Please refer to the WebRTC
Troubleshooting section for additional help.)
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Trouble Viewing the Camera Stream in Orchid
Core VMS

If Orchid Core VMS is not receiving a live video stream from a camera:

If you

Use the System Status feature in Orchid Core VMS to test the camera preview, restart the camera
stream, or verify the network connection between the camera and Orchid Core VMS. (This may lead

you to try the Recover Camera feature.)

Perform the check associated with packet loss.

If you are running Orchid Core VMS in WebRTC mode, but one of your Players appears to be stuck in
Low-bandwidth mode, check the camera stream settings. Make sure that the Encoder is set to H264.
(WebRTC mode does not support JPEG or MPEG4.) (For additional troubleshooting suggestions,
please refer to the WebRTC Troubleshooting section.)

have issues with recorded video being unavailable, you may need to check a variety of things:

Use the Streams section of Orchid Core VMS’s Camera Configuration feature to make sure that the

recording style is set to record video.
Use Orchid Core VMS’s Retention Policy to see how much video is actually being stored for any given

camera. For critical cameras, you may need to increase the desired retention setting.

There may be an issue with the system time setting on the Orchid Core VMS server. This can occur
when the system time is reset (for daylight savings time, for example). To fix this issue, you should
restart the Orchid Server service. (Refer to the Orchid Core VMS Installation Guide for more

details.) If that doesn’t work, you should restart the computer on which Orchid Core VMS is installed.
There may be an issue with packet loss due to network infrastructure. If the packet loss rate is high,
Orchid Core VMS may not be able to successfully record the video. There are a couple of ways to
check for packet loss. Please refer to the next topic for more details.

Copyright © 2020 IPConfigure Page 93 of 112


https://www.ipconfigure.com/manuals/orchid-core-vms-installation-guide?l=en

IPConfigure Orchid Core VMS Administrator Guide - 2.12

Checking for Packet Loss

If video in Orchid Core VMS is unavailable or degraded, you may be experiencing packet loss in one of two
locations: either between the camera and Orchid Core VMS, or between Orchid Core VMS and the viewing
client. The diagram below indicates which check methods are available to test the different connections.

Camera Client
Orchid Core VMS
8. Server

.. 4

WebRTC Video Stats

Orchid Proxy RTSP
(VLC)

Camera RTSP
(VLC)

.!

Run a Check Using VLC

Before starting this test, ensure you have VLC installed on the Orchid Core VMS server. For installation
instructions, please visit VLC’s documentation here: https://wiki.videolan.org/Documentation:Installing_VLC/

1. To start, open VLC on the Orchid Core VMS server. When VLC opens, click CTRL+N on the keyboard
to open the Open Media window (shown below).
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A Open Media - >

@ File '.E:) Disc B network R Capture Device

Metwark Protocol
Please enter a network LIRL:

[] show more options

| By |+ | Conce

For this example, we’ll check for packet loss between a camera and the Orchid Core VMS server.

2. In the Please enter a network URL field, enter the Camera RTSP URL for the camera you want to
stream and enter the camera’s RTSP credentials — these are the credentials you used when you
registered the camera to Orchid Core VMS. [You can copy and paste the URL from the Camera
Information screen (circled in the next image), or consult the manual provided by the camera’s
manufacturer for the exact RTSP URL to use for your camera.]

Copyright © 2020 IPConfigure Page 95 of 112



IPConfigure

Orchid Core VMS Administrator Guide - 2.12

Camera Name
19216810218 #

192.168.103.18
1920x1080, 20fps, H264

Camera Information

Camera Model Stream Status
AXIS P1347 running

[ Camera RTSP URL

resp://192.168.103.

18/ onvif-medi

Orchid Core VMS Proxy RTSP URL

reap:/f/jfoyrik-workstation. ipeconfigure.com: 9555 //orchid/l1ive?id=29 E .
One-click
Streams CO p y &= ADD STREAM
Primary Name Configuration

balanced h264

balanced jpeg

bandwidth h264

J

1280960, 15fps, H264
Continuous recording with motion detection

1280w%60, 15fps, JPEG
Continuous recording with motion detection

12800960, 15fps, H264
Continuous recording with motion detection

rF & &
LN SR N
B 2 &

3. Click the Play button to start streaming the camera in VLC. Right-click on the video in VLC (or the

blank black area if the video has not started playing) and select Tools, then Media Information. The

Current Media Information window will open.
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A Current Media Information - X
General  Metadata  Codec  Statistcs
Current media | stream statistics
¥ Audio
Decoded 0 blocks
Played 0 buffers
Lost 0 buffers
v Video
Decoded 181 blocks
Displayed 348 frames
Lost b frames fj—
¥ |nput/Read
Media data size 0 Kig
» Input bitrate 0 kb/s
Demuxed data size 2301 KiB
Content bitrate 573 kb/s
Discarded (corrupted) 0
Dropped (discontinued) 0
v Output/Written/Sent
Sent 0 packets
Sent 0 KiB
Upstream rate 0 kbys
locaion: 92, 168, 103, 18/onvif-media/media. amp?profile =quality_h2648sessiontmeout=1208streamtype =unicast |

4. Click the Statistics tab. Under the video section, it will list the number of decoded blocks, displayed
frames, and lost frames. If the Lost frames count is increasing, the video stream is dropping frames.

In this example, only 9 frames were lost after streaming for about five minutes. This is acceptable and will
not prevent video from recording. However, if the number of lost frames is steadily increasing over a period
of 30 seconds or more (as opposed to an isolated burst), there is a network issue that will prevent our

software from successfully recording video from the camera.

Once network related issues are resolved and VLC is able to stream video from the camera without
significant frame loss, Orchid Core VMS will be able to record the camera successfully.

o¥s To check for packet loss between the Orchid Core VMS server and a client, run this same
check using the Orchid Proxy RTSP URL address.

Run a Check Using Video Statistics

In each of its operating modes, Orchid Core VMS will allow you to access statistics for any of the Players on
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the Stage. This may help you in diagnosing issues between the Orchid Core VMS server and clients.

1. To view Player statistics, position the mouse over the image and click on the Statistics icon in the
header.

In Low-bandwidth mode, the statistics overlay will display a few details about the camera and performance.
A comparison of the frames received and the frames rendered should give some indication of how well the
video is decoded.

2% 192.168.103.33 Low-Bandwidth Mode < Ll %

Camera Driver : ONVIF
Camera Make : AXIS

Camera Model : AXIS M5065 Camera

Up time : 0:00:21 !
nfo
Stream:
Player Size : 819 x 460

Resolution : 817 x 460 \ Camera

Framerate : 0.80

Bitrate : 130.76 kbps Stream
Bytes Received : 2950777

Frames Received : 23 Stats

Frames Rendered : 19

WebRTC mode delivers an expanded list of statistics, which include frames received, decoded, and
dropped, plus packets received, and packets lost. If the packets lost stat increases continuously over a
period of 30 seconds or more (versus an isolated burst), there may not be sufficient bandwidth between the
Orchid Core VMS server and the Orchid Core VMS client.

In addition, this mode provides data points that can be used to identify the candidate pair that is being used
to connect the server and the client, as well as the status of this connection. For more details on these
statistics, please refer to the WebRTC Statistics section.
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8¢ 192.168.103.18 WebRTC Mode

Camera Driver : ONVIF
Camera Make

Info

Stream:
Resolution : 2048 x 1536
Framerate : 0.00
001.78 kbps
ion State : new
nnection State : connected Camera

ets Received : 12947

s Stream
Statistics

: 192.168.103.16:58719 (udp, host) = 192.168.103.76:61233 (udp, host)
connected

Local Candidates  <— WebRTC

Remote Candidates » Statistics
Advanced S
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About WebRTC

Web Real-Time Communication, or WebRTC, provides users with another method for connecting an Orchid

Core VMS server with a client, so that the client may view good quality, live and recorded video. One of the
main benefits of WebRTC is that it allows for viewing full-bandwidth video without requiring the client device
to download and use a Plugin. WebRTC in Chrome decodes and renders video using accelerated Graphics
Processing Unit (GPU) technology. This method requires fewer resources than software decoding which
allows for good quality video for a greater number of Players.

Using Interactive Connectivity Establishment (ICE) and a Session Traversal Utilities for NAT (STUN) server,
the system identifies and tests several connection candidates to find the best way to connect the server and
client for direct media transfer. With a successful connection, WebRTC is able to break through the barriers
that sometimes make cross-network communication difficult.

The diagram below illustrates a simple example of direct media transport. In this case, the server and the
client are both on the same network, so there is no barrier to a direct connection.

Websocket WebRTC Signaling: HTTP Port &O Orchid
Client “ >

- -
- '
Media: UDF Random Fort

The next diagram illustrates a more complicated situation. The server and the client are on different
networks, and are each protected by a firewall. In this case, ICE identifies the best path for connecting the
server and the client. Then a STUN server identifies the public IP addresses of the server and the client,
and works out a way for them to connect. The media can then be transported between the server and client
using the STUN-negotiated ports.
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STUN Server

Crehid
_ Waebsockst WebRTC Signaling: HTTF Pore 80 Core

- 1 [
https rchid,demo. ipconfigure, com

Madia: STUN Megotiated Port

'

-+

. Ig

Firewall

NAT NAT
Firewall

In order to use WebRTC with servers behind a firewall, Orchid Core VMS must have access to a STUN
server. By default, Orchid Core will use stun.ipconfigure.com, which is publicly available on the internet. For
complete details, please refer to the Orchid Core VMS Installation Guide.
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WebRTC Statistics

In WebRTC mode, Orchid Core VMS supplies not only the standard statistics (like those in Low-bandwidth

mode), it also supplies Chrome WebRTC statistics. These statistics are available as an overlay on any
Player and can be used in troubleshooting.

B¢ 192.168.103.18 WebRTC Mode

Up time © UU 12Ul

Stream:
Resolution : 2048 x 1536
Framerate : 5.94
Bitrate : 1080.23 kbps F
CE Connection State : connected /_ ConneCtJOﬂ Status
n State : connected
ceived : 7015
Lost:0
Packet Loss - 0.00

Received - 369 Selected Candidate

ih Pair
ived : 9212435 /
n - 192.168.103.16:49539 (udp, host) -> 192.168.103.76:58341 (udp, host)

DTLS State : connected

Local Candidates v <+— Local Candidate

192.168.103.76:58341 (udp, host)

Remote Candidates v
192.168.103.16:49539 (udp, host)

Advanced »

Remote Candidate

The statistics under the Stream heading include the following:

* ICE Connection State: This indicates the state of the ICE connection. When “connected,” ICE has
identified the best way to connect the server and client.

+ Connection State: This indicates if there is a working connection between the server and the client.

» Packets Received: This represents the number of video data packets that are transferred from the
server to the client.

+ Packets Lost: This represents the number of video data packets that are dropped during the transfer
from the server to the client. (If this number continues to increase, video quality will decrease.)

* Fraction Packet Loss: This represents the number of packets lost divided by the number of packets
expected.

* Frames Received: This is the number of complete video frames that were transferred from the server
to the client.

* Frames Decoded: This is the number of video frames that the client has decoded.

* Frames Dropped: This is the number of video frames that the client could not decode and were
eliminated.

+ Bytes Received: Total number of bytes transferred from the server to the client.

+ Connection: This statistic provides the addresses of both the local and the remote candidates in use,
which communications protocol is in use at each candidate, and the candidate types.
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+ DTLS State: This provides the status of the attempts to negotiate a secure connection.

Under the Stream group of statistics, Orchid Core VMS displays additional Chrome WebRTC statistics that
provide insight into the connection candidates that ICE has found and which ones are being used to
transport video. Individual entries for the local candidate and remote candidate are presented, and provide
the same information as the Connection statistic listed above.

The Advanced group of statistics provides very detailed information regarding the selected candidate pair,
certificates, and video data transport.

%¢ 192.168.103.18 WebRTC Mode

Remote Candidates v
192.168.103.16:49539 (udp, host)

Advanced v
RTCCertificate_62:F9:35:C5:6F:49:C8:7A:57:BF:7A:9B:B1:72:E2:8F:CC:4B:BB:71:3C:56:6A:ED:31:B
8:72:BB:C8:70:ED:E2
RTCCertificate_EE:56:3E:EE:88:D3:E5:D1:2A:06:7B:2F:F3:B1:ED:20:16:F8:B6:DF:D9:BE:69:9E:93:6D:
80:43:95:4A:4F:79 |

RTCCodec_video_Inbound_96 »

RTCCodec_video_Outbound_96 »
RTClceCandidatePair_I0XKda4G_T73H90SU »
RTClceCandidate_I0XKda4G » Advanced
RTClceCandidate_T73H90SU » .
RTCInboundRTPVideoStream_2073221123 » Statistics
RTCMediaStreamTrack_receiver_3 »
RTCMediaStream_orchid_29_live »

RTCPeerConnection »

RTCTransport_video_1 »

For additional details on these and other WebRTC statistics, please refer to documentation that is readily
available online. Here's a sample: https://testrtc.com/webrtc-internals-documentation/
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WebRTC Troubleshooting

If you encounter trouble as you are running Orchid Core VMS in WebRTC mode, refer to these
troubleshooting tips.

If you don’t have video:

1. Activate the Player statistics to see if the ICE Connection State reads connected.

2. If the Ice Connection State does not read connected, then none of the connection candidates worked.

3. Make sure that the STUN server is properly setup and configured. (The Orchid Core VMS properties
file uses default settings to configure the STUN server. Review these settings and make changes, as
necessary, using the Advanced Settings feature. More detailed information about enabling a STUN
server is available in the Orchid Core VMS Installation Guide.)

4. If the connection still fails, the network may be incompatible. Switch to Low-bandwidth mode. (See
also, Incompatible Network later in this topic.)

If you don’t have video, but the ICE Connection State is connected:

1. Check the Bytes Received stat.
2. If the system is receiving bytes, check for Packet Loss.
3. If packet loss exists, try lowering the bitrate (by editing the camera stream settings).

If this error appears, the system was not able to establish an ICE connection:

Could not establish connection (ICE connection failed)

1. You may need to setup a STUN server. (Do this by editing the webrtc.stun.host and
webrtc.stun.port settings using the Advanced Settings feature.)
2. You should also check your network.
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If this pop-up error message appears on a Player, the system may have already
detected a certain level of packet loss:

Poor connection (packet loss)

Try Low-bandwidth Mode

1. Decrease the bitrate (by editing the camera stream settings).
2. Decrease the resolution (by editing the camera stream settings).
3. If neither of these solve the problem, switch to Low-bandwidth mode.

If this pop-up error message appears on a Player, the system may not be
decoding the video properly:

1. Decrease the bitrate (by editing the camera stream settings).

2. Decrease the resolution (by editing the camera stream settings).
3. If neither of these solve the problem, switch to Low-bandwidth mode.

Video encoder:

WebRTC does not support JPEG or MPEG4, so it is important to make sure that the camera stream is set
properly.

1. Open the Stream Settings screen to check the settings.
2. Make sure that the Encoder is set to H264.
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GPU decoding:

Chrome (in Windows) uses GPU to decode video. Some cameras are not compatible with GPU.

1. If you have tried other fixes, try disabling GPU decoding in Chrome. (Please refer to Chrome
documentation for details.)

Incompatible Network

When viewing WebRTC on a local network, such as when both Orchid Core VMS and your web browser are
on the same LAN, Google Chrome requires the use of mMDNS instead of regular IP addresses. In certain
circumstances, mDNS may fail and streaming video over WebRTC will not be possible. This can happen
when Orchid Core VMS and your web browser are on different local network subnets, and when an
operating system doesn’t natively support mDNS (such as Windows 7). If this failure occurs, consider
disabling Chrome’s mDNS behavior.

1. Navigate to chrome://flags.
2. Search for mDNS.
3. At the Anonymize local IPs exposed by WebRTC setting, use the drop-down list to select Disable.

For a more detailed review of this issue, please refer to the article on the Orchid Core VMS knowledge base
at support.ipconfigure.com.
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Additional Troubleshooting

The following are some additional errors that you may encounter in Orchid Core VMS.

If this error appears, it is taking too long for the system to receive enough video
data to display the video:

Timed out waiting for stream to play

Try Low-bandwidih Mode

1. Decrease the bitrate (by editing the camera stream settings).
2. Decrease the resolution (by editing the camera stream settings).
3. Switch to Low-bandwidth mode.

If this error appears, the system can no longer see the camera:

Could not create media session - error: (Failed to start media pipeline.)

1. Use the System Status feature to check on the camera.

a. Click the Restart button to attempt to reconnect.

b. Click the Verify button to see if the camera is still connected to the network.
2. Check to see if the camera has power.
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If this error appears, the backend server probably shut down the video stream:

& 192.168.103.33

Websocket closed unexpectedly

1. Go to the System Status screen and use the troubleshooting buttons to check/restart the camera
stream.
(This error is not likely to appear.)

If this error appears, the connection between the client and server has dropped:

Q7 Orchid Core

Orchid Core VMS Service Unresponsive

It seems that the Orchid Core VMS can not use WebSockets at this time.

If this error persists or you do not know how to proceed, please open a ticket on our support portal.

RELOAD

1. Press the Reload button to refresh the Orchid Core VMS page (which may solve the problem).
2. If reloading doesn’t solve the problem, contact Support.
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Comparing Orchid Core VMS Operating

Modes

Beginning with version 2.2.0, Orchid Core VMS supports operation in WebRTC mode in addition to the

original Low-bandwidth mode. The benefit of WebRTC mode is that it allows for viewing full-bandwidth, live

and recorded video streams through a web browser without requiring a plugin. The availability of these

operating modes will depend on your web browser and operating system.

* Starting with Orchid Core VMS version 2.8, the FBGST plugin will no longer be supported.
The plugin-compatible web browsers (Chrome version 34, and Firefox version 52) have also
reached the end of support. If you were previously using either of these web browsers, you
should upgrade to the latest version available.

The table below provides a high-level comparison of the two operating modes.

Compatible operating systems

Compatible web browsers

Network requirements

Video decoding

Additional configuration
required for viewing servers
behind a firewall

Video quality

Supported video file types
Audio support

PTZ camera support
Video statistics

Mode is selectable (at sign in
and per Player)

Mode indicator

Copyright © 2020 IPConfigure

Low-bandwidth mode

Windows, Linux, macQOS, iOS, Android

Most modern web browsers
(Microsoft Internet Explorer is not
supported)

Works well even on slow connections

between web browser and Orchid Core

VMS server

Decoding is done on the Orchid Core
VMS server

None (assuming web interface is
already accessible)

Frame rate that throttles to match
available bandwidth

H264, JPEG, MPEG4
No
Yes

Yes (Minimal)
Yes (In Google Chrome only)

.

WebRTC mode

Windows, Linux, macOS

Google Chrome (version 66 or
higher in a desktop environment)

Requires a good connection
between web browser and Orchid
Core VMS Server

Decoding is done on the client
machine

STUN server

Native, unthrottled frame rate

H264
No
Yes

Yes (Overload)

Yes (In Google Chrome only)

B
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Additional Support

Orchid Core VMS users with questions or issues should first contact their Company’s Orchid Core VMS
System Administrator. Barring any internal corporate policies, an Administrator may escalate the technical
support request.

» Tier 1 Support: Orchid Core VMS System Administrator
» Tier 2 Support: Integrator or Dealer
» Tier 3 Support: IPConfigure Technical Support Resources

IPConfigure’s Orchid Core VMS Knowledge Base: The Orchid Core VMS Knowledge Base is freely and
publicly available on IPConfigure’s support website, and includes detailed information for a variety of Orchid

Core VMS issues. The Knowledge Base covers everything from basic Orchid Core VMS usage to advanced
installation and configuration scenarios.

IPConfigure’s Email-based Trouble Ticket System: Any Orchid Core VMS customer with a valid Orchid Core
VMS Support Agreement can submit trouble tickets using the IPConfigure support website at
http://support.ipconfigure.com. Orchid Core VMS trouble tickets are resolved over email by IPConfigure’s

highly trained Technical Support Team. (Please see the next topic for instructions.)

IPConfigure’s Telephone Support Line: Customers with an Orchid Core VMS Express Support Agreement
may call IPConfigure’s Telephone Support toll-free at 877-207-1112 (during the times listed below). Orchid
Core VMS Express Support is complimentary for one year with all new Orchid Core VMS license purchases.

As of December, 2018, IPConfigure’s technical support hours are as listed below. For the most up-to-date
version of the IPConfigure support schedule, please see support.ipconfigure.com.

IPConfigure Technical Support Hours

Sunday Closed

Monday 9:00 AM to 8:00 PM EST

Tuesday 9:00 AM to 12:00 PM, 1:00 PM to 8:00 PM EST
Wednesday 9:00 AM to 8:00 PM EST

Thursday 9:00 AM to 8:00 PM EST

Friday 9:00 AM to 8:00 PM EST

Saturday Closed
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How to Submit a Support Request

1.

Visit our technical support site at: http://support.ipconfigure.com

2. Click on the Submit a request link in the top-right corner of the screen.

Rl -t L v -

"
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IPCONFIGURE

3. When the support request screen appears, use the
best matches your support need.

- Access the Submit a
ORCHID CORE VM35 .
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™~ Select Category

“~——— Enter Contact Info

and Issue Details

Click Submit
(at Bottom of Screen)
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4. Enter your contact information, a description of your question/problem, the version number of your
Orchid Core VMS software, your Orchid Core VMS server type, and IPConfigure SteelFin server serial
number (if applicable). Please provide as much detail as possible about the problem and attach

screenshots and system logs (if available).

«¥s To find the Orchid Core VMS software version number, go to the System Menu and select
Version Information.

5. When all the available information has been entered, press the Submit button at the bottom of the

screen.

The IPConfigure Technical Support Team will respond to your request as soon as possible.

* For additional help with Orchid Core VMS, please visit our training site at
training.ipconfigure.com.
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