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1. Gravio Architecture and Terminology

Gravio can be installed and operated on cloud services such as AWS, Azure, GCP, etc. (hereinafter
described as “cloud”) starting from version 5 . Gravio can now be installed and operated on these
services as well.

A node on which the Gravio HubKit is installed is called a [“Node hub” or “node” starting with Gravio
version 5.

By installing the Gravio HubKit package on the cloud service, this server can be used as a Node hub
server to aggregate data .

This Node hub server is referred to as the “Main server”.

Note: To operate a Main server, you need a “Main License” granted by your Gravio Business or
Bussiness Pro service contract.

Gravio Business/Bussiness Pro customers can also use the Gravio Cloud servers we provide.

Modules running on Gravio Main server

The following modules included in the HubKit package reside on the Gravio Main server as a server.

Module Name Description

encompasses the management of the Node hub and the aggregate database of
sensor data.

Gravio Coordinator

a set of modules for collecting and managing sensor data and other data,
including action engines

Gravio HubKit

Gravio Configuration Provides HubKit settings and initial configuration functions for Gravio
Manager coordinators.

modules that work with the Gravio Node Hub

The following modules included in the HubKit package reside as servers in the Gravio Node Hub.

Module Name Description

A set of modules for collecting and managing sensor data and other data,
including action engines

Gravio HubKit

Gravio Configuration Provides HubKit settings and initial configuration functions for Gravio
Manager Coordinators, etc.

HubKit configuration and Action Flow editing tools

In Gravio, “Action Flows” (or “Actions” ) You can run a user-created data flow program called (marker-
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blue) on HubKit.

A GUI application called “Gravio Studio” is available for Windows and Mac as a tool for editing HubKit
settings and action flows.

Module Name Description

Gravio Studio HubKit configuration and action flow editing tool

Gravio Studio can be used to manage and configure the following

*Setup of physical sensor devices. Mapping of where they are located within the physical space.
*Management, monitoring and maintenance of sensors.

*Creating and configuring actions triggered by the sensor network.

*Creating and editing action flows.

*Data display of raw sensor data.

Gravio.com

There is a portal site for viewing and managing your Gravio subscription information and license usage.
When you log in to Gravio.com from Gravio Studio, you can use various file backup services from Gravio
Studio’s configuration panel to gravio.com.

Remarks

Gravio HubKit consists of several server modules.

Server L
Description
Name
Gravio
Control Server that controls communication with Gravio Studio
Manager
Gravio A server that receives various sensor data from each device management manager server
Triager (Serial Port, Bluetooth, Video, etc.) and saves the sensor data. It also checks incoming data
ri
Magnga or values for conditions specified in the trigger settings and, if applicable, requests the Gravio
g Action Manager to execute them.
Gravio
Action Server that executes the action and saves the sensor data.
Manager
Gravio . . . . . . . :
Serial Port Responsible for managing the connection with physical sensors via serial ports and sending
data acquired from sensors to Gravio Trigger Manager.
Manager
Gravio . . . . .
Bluetooth Manages connections with physical sensors connected via Bluetooth and sends data acquired
u
from sensors to Gravio Trigger Manager.
Manager
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Gravio

Video This service manages the connection to the Onvif Camera, stores images/video from the
i

Service camera, and sends data acquired from image inference to the Gravio Trigger Manager.

Gravio

MQTT Responsible for sending data acquired from MQTT to Gravio Trigger Manager.

Service

Gravio

Image Responsible for sending data acquired from image processing servers such as IVAR to Gravio

Processing Trigger Manager.

Manager

Gravio

App A server with auxiliary functions for executing components

Service
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2. Upgrade Instructions for Gravio 5.0 from
Gravio 4.x

This section provides instructions for upgrading from Gravio 4.x to Gravio 5.0.

Gravio 5.0 simplifies the process of deploying license files, and now allows users to obtain licenses in
the Gravio Configuration Manager.

For this reason, customers with Gravio 4.x licenses will need to change their license format to that for
Gravio 5.0.

Please login to gc1.gravio.com to change your license format to 5.0 and then install the HubKit package
for each platform.

Copyright © 2023 ASTERIA Corporation Page 10 of 580
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2.1. Set Gravio 4.x license format for 5.0

Before upgrading your HubKit package, please configure your 4.x license format to 5.0. You can do this
in your online portal.

Log in to https://gc1.gravio.com/ui/login.

After logging in, in the “Account” tab, find this license tile:

Gravio Standard £ v4.5

Bill Start Date; 2020-07-31

Status: In Contract

Click on the green cogwheel in order to change the license version. The “Change License Version”
dialog box will appear. Press “Set” to change the license version to 5.0.

Copyright © 2023 ASTERIA Corporation Page 11 of 580
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2.2. Upgrading Gravio on Windows

How to upgrade HubKit

Backup your folder /Program Data/HubKit/

Uninstall HubKit via the Windows uninstaller

Download HubKit Windows 5.0 version from https://www.gravio.com/en/download
Install the downloaded Gravio HubKit using the installer

Follow the steps in Initial Setup

ok b~
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2.3. macOS version

upgrade HubKit.

Stop HubKit in the Gravio HubKit Menubar app that appears on the menubar
Quit the Gravio HubKit Menubar app.

Backup /Library/Application Support/HubKit.

Move the Gravio HubKit4 in the Applications folder to Trash and empty the trash.
Download HubKit Mac version from https://www.gravio.com/en/download.
Double-click the downloaded GravioHubKit.dmg file to open it.

Drag and drop the Gravio HubKit icon into the Applications folder.

Double-click Gravio HubKit in the Applications folder to launch it.

Click on the “Gravio Initial Settings” menu from the Gravio HubKit toolbar application menu that
appears on the toolbar.

Follow the steps in Initial Setup.

© N>R N

—
©
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2.4. Gravio Hub 2

Upgrading HubKit

Please upgrade HubKit following the steps below. If the upgrade is successfully completed, you will not
use the backed-up data.

1. Log into Update Manager

When the Update Manager is updated to the latest version with the automatic update at midnight, the
Upgrade to Gravio Version 5 button is displayed on the Gravio settings tab, so please check.

Gravio Configuration

Gravio HubKit / Gravio Coordinator Status

Gravio HubKit Running .
Gravio Coordinator Running .
Check Updates Upgrade to Gravio version 5
Gravio HubKit Software Update

When a new version of Gravio HubKit is available, please select that version Gravio HubKit Version: = 4.6.1 C Install
and click the "Install” button.

Coordinator Software Update

When a new version of the Coordinator is available, please select that version Coordinator Version:  4.6.1 z Install
and click the "Install" button.

Zigbee Software Update Version:  0.10.5.1 Install

~

2. Backup from HubKit / Coordinator Data Backup

Please back up your HubKit data.

3. Upgrade to Gravio Version 5

Please press the Upgrade to Gravio Version 5 button. After the confirmation dialog is displayed, it will
automatically restart.
After rebooting, the Update Manager will be displayed as the Configuration Manager.

Please refer to here as the initial setup of Gravio will be done from the Gravio Configuration Manager.
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2.5. Linux (Ubuntu AMDG64) version

Upgrading HubKit

Please follow the steps below to upgrade HubKit.
If the upgrade is completed successfully, you will not need the data you backed up.

1. Log into Update Manager

When the Update Manager is updated to the latest version with the automatic update overnight, the
Gravio settings tab will display a button labeled “Upgrade to Gravio Version 5.” Please check this.

Gravio Configuration

Gravio HubKit / Gravio Coordinator Status

Gravio HubKit Running .
Gravio Coordinator Running .
Check Updates Upgrade to Gravio version 5
Gravio HubKit Software Update

When a new version of Gravio HubKit is available, please select that version Gravio HubKit Version: = 4.6.1 C Install
and click the "Install” button.

Coordinator Software Update

When a new version of the Coordinator is available, please select that version Coordinator Version:  4.6.1 z Install
and click the "Install" button.

~
~

Zigbee Software Update Version: = 0.10.5.1 Install

2. Back up from HubKit / Coordinator Data Backup

Please back up your HubKit data.

3. Upgrade to Gravio Version 5

Please press the “Upgrade to Gravio Version 5” button. After the confirmation dialog is displayed, it will
automatically restart.
After rebooting, the Update Manager will be displayed as the Configuration Manager.

Please refer to here for the initial setup of Gravio from the Gravio Configuration Manager.
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2.6. Linux (Ubuntu ARM64/ Raspberry Pi)
Version

Upgrading HubKit

Please follow the steps below to upgrade HubKit.
If the upgrade is completed successfully, you will not need the data you backed up.

1. Log into Update Manager

When the Update Manager is updated to the latest version with the automatic update overnight, the
Gravio settings tab will display a button labeled “Upgrade to Gravio Version 5”. Please check this.

Gravio Configuration

Gravio HubKit / Gravio Coordinator Status

Gravio HubKit Running .
Gravio Coordinator Running .
Check Updates Upgrade to Gravio version 5
Gravio HubKit Software Update

When a new version of Gravio HubKit is available, please select that version Gravio HubKit Version: = 4.6.1 z Install
and click the "Install” button

Coordinator Software Update
When a new version of the Coordinator is available, please select that version Coordinator Version:  4.6.1 ° Install
and click the "Install” button.

Zigbee Software Update Version: = 0.10.5.1 Install

2. Backup from HubKit / Coordinator Data Backup

Please back up your HubKit data.

3. Upgrade to Gravio Version 5

Please press the “Upgrade to Gravio Version 5” button. After the confirmation dialog is displayed, it will
automatically restart.
After rebooting, the Update Manager will be displayed as the Configuration Manager.

Please refer to here for the initial setup of Gravio from the Gravio Configuration Manager.
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3. Installation and Setup

Gravio operates with two pieces of software installed: the server software, the “Gravio HubKit” package ,
and a client application called “Gravio Studio” that operates the server software. as a client application to
operate the server software.

Gravio HubKit is available on Linux, Windows, and Mac. They can be downloaded from
https://www.gravio.com/jp/download.
Please download the installer for your operating system.

Gravio Studio is available from the MS Store app for Windows and the App Store app for Mac, so please
search for “Gravio Studio” there and install the application.

Note : If you are installing the Windows version of the Gravio HubKit package, be sure to install Gravio
Studio from the MS Store first.
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3.1. Determining how to operate the Gravio
Hub 2 and the steps to set it up

Please decide first on how to operate Gravio Hub 2.

Please decide whether you will operate Gravio Hub 2 as a (marker-blue) “server for node management
or as a (marker-blue) “Node hub”.

The settings are made from a browser on the screen of the Gravio Configuration Manager.

1. Set the WiFi settings for Gravio Hub on the Gravio Hub Settings screen to connect Gravio Hub 2
to the internet.
2. Obtain a Gravio license on the Initial Settings screen

* To make Gravio Hub 2 a server for node management, obtain a MAIN license and perform initial
setup of the Gravio coordinator
Note: Even if you set it as a server for node management, this management server can also
operate as one of the nodes, allowing you to acquire sensor data and execute actions.

« If you want to use Gravio Hub 2 as a Node hub, obtain a NODE license and register this Node hub
under the control of the Gravio coordinator

With this, the setting of the operation environment is complete.
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3.1.1. Gravio Hub 2 Installation

This section describes the installation of Gravio Hub 2.

To use Gravio Hub 2, the following three points are necessary:

1. Connect Gravio Hub to LAN
2. Gravio Hub Settings

3. Initial Settings

Gravio Hub 2 operates on a Linux OS based on Ubuntu 2004. It is designed to allow you to log in to
Linux OS as needed. For this reason, in the initial settings of the Gravio Configuration Manager to
enhance security, you will be forced to change the password of the login account for logging into Linux.
Please prepare the settings for the WiFi network (the network name to be connected and the password)
and the new password for the login account.

Note: Please store the login account name and password safely. If you lose the password, you will not
be able to log in to the Linux machine again and may have to reset it, which may cause data loss.

The following accessories, including Gravio Hub, are included with Gravio Hub 2 package:

* The Gravio Hub 2 device:

» Gravio USB-C cable
* The power adapter

Gravio Hub 2 has one USB-A connector, USB-C connector, wired LAN connector, and HDMI connector
each.
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3.1.2. Connecting the Gravio Hub to a LAN

For wired LAN connection

Connect the wired LAN cable to the LAN connector on the Gravio Hub2.

Note: Please use a wired LAN that can provide an IP address via DHCP.

Boot up the Gravio Hub2

Connect the USB-C cable to the USB-C connector on the Gravio Hub2 and start it up.

For wireless LAN connection

Boot up the Gravio Hub2

Connect the USB-C cable to the USB-C connector on the Gravio Hub2 to boot up.
Configure Wifi settings on Gravio Hub2
Connect the Gravio Hub to a power source and start it up.

When the light at the front of the Gravio Hub appears blue, connect to the SSID named
GravioHUbXXXXXXXXXXXXX from your PC’s Wifi.

The WiFi password is “graviohub”.
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—
=

Gravio Configuration Manager

Login

Username

Username

Username can not empty.
Password

Password [

Gravio must undergo an initial setup, which is done
with this Configuration Manager.

To securely manage Gravio-enabled machines or
computers, the Configuration Manager comes with an
account ready for initial access:

Username: gravio
Password: gravio

After first login, you will be prompted to set a new
password.

@ English v

After connecting, open the Gravio Configuration Manager by typing “http://192.168.100.1:8080” in your

browser.

Then go to the “Gravio Hub configuration” and proceed to configure the time and date settings, the

regional settings, and Gravio Hub Internet settings.
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3.1.3. Gravio Hub Settings

The Gravio Configuration Manager is a web application bundled with HubKit.

—t
=

Gravio Configuration Manager

Login

Username

Username

Username can not empty.
Password

Gravio must undergo an initial setup, which is done
with this Configuration Manager.

To securely manage Gravio-enabled machines or
computers, the Configuration Manager comes with an
account ready for initial access:

Username: gravio
Password: gravio

After first login, you will be prompted to set a new
password.

@ English v

Therefore, in order to manage this system securely, the Gravio Configuration Manager has a dedicated

account.

Open the Configuration Manager by typing “http://192.168.100.1:8080” in your browser.

Username: “gravio
Password: “gravio

Copyright © 2023 ASTERIA Corporation

Page 22 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

Change 'gravio' account password

Old Password: = Password [
New Password: = Password [
Confirm New Password: | Password >

When you log in for the first time, you will see a panel forcing you to change your password. Enter your
current and new passwords and press the “Change password” button. The new password will be used
from then on.

After logging in, the Gravio Hub Settings screen will open.
This menu will not appear on HubKit Windows/Mac/Linux/RaspberryPI.

time settings

If you are using Gravio Hub on a network connected to the Internet, this time setting is not required, so
please skip the time setting procedure below.

If the network on which the Gravio Hub is installed is not connected to the Internet, select Manual
Settings to set the date and time.

Time Setting
Time Zone Asia/Tokyo 9 Set
Date and Time Gravio Hub machine time: 2023-07-19 16:27:44

Sync via NTP: | Ex: time.google.com
(® use NTP Y R .

Date:
Manual

Time:

Use this machine as a local NTP Server

(NOTE : If you are using NTP and only want to change the time zone, please do so after the network
configuration is complete.)

If the Gravio Hub is not connected to the Internet, time synchronization with the outside world will not be
performed during manual configuration.

regional settings
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Region Setting
Region Japan Set
Set Hostname

Hostname Hostname: = gravio

Set Hostname

Then, select a region and set the hostname in the Host Name setting. The screen will be set to “gravio”
so that it can be accessed at “gravio.local”.

WAN settings for Gravio Hub

Gravio Hub WAN Settings

Use WAN(LTE)

APN

<>

WAN Status x

Current WAN-side IP address

Network Port Setting Gravio Coordinator Port(443) )
Gravio HubKit Port(29442) )
MQTT Port(8883) )

Configuration Manager Port(8080)

Gravio Hub2 also supports communication using LTE (LTE mode). You can connect directly to the
Internet by inserting a nano SIM of the following carriers into the slot and enabling the WAN settings.

To enable the WAN setting, turn on “Use WAN (LTE)” and reboot.

After rebooting, the Gravio Hub2 network will be “192.168.96.1” with wifi router mode enabled.

The DHCP server will also be enabled, so the IP address assignment by DHCP will also be enabled at
“192.168.96.x".

When you connect to the “GravuiHub-XXXXX” via wifi, an IP address will be assigned automatically.
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If you do not use DHCP, please set a fixed IP address at “192.168.96.x/24” for the device connecting to
Gravio Hub2.

Then select and set the APN and reboot again.

You will be automatically connected to the WAN after rebooting, but you can also switch manually by
pressing the “Disconnect” and “Connect” buttons.
When connected to the WAN, network information will be displayed on the current WAN-side IP address.

Note: If the Gravio Hub was assigned an IP address as a DHCP client using DHCP in a network
environment connected via a wired LAN,

When LTE mode is turned on, the DHCP server on the wired LAN side conflicts with the DHCP server on
the Gravio Hub, so please do not connect to the network environment connected by wired LAN.

You can also set the port to allow access to the Gravio Hub from the WAN side in the WAN-side
incoming port settings.

Service Name Port number
Gravio Coordinator 443
Gravio HubKit Port 29442

MQTT port for node-to-node communication MQTT port for inter-node communication 8883

Configuration Manager port 8080

This completes the WAN configuration.

h3. Internet Settings for Gravio Hub

Gravio Hub Internet Settings
Access Point Name Set
Access Point Password Password & Set

Current LAN-side |P address

If LTE mode is on, you can change the WIFI network name (SSID) and WIFI password for the Gravio
Hub.
If connected to a LAN, the IP address of the Gravio Hub on the LAN side will be displayed.
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Gravio Hub Internet Settings

Wireless LAN
WiFi Discovered Wi-Fi (@) Input SSID
Network Name(SSID):
Password: [
(® use DHCP Static IP Address

Current LAN-side IP address

Apply

Finally, configure the network to be used. (It is recommended to use a fixed IP address.)

*If a LAN cable is connected to the wired LAN terminal, the settings will be those for wired LAN.

*If a LAN cable is not connected to the wired LAN terminal, wireless LAN settings will be used.

*If a wired LAN cable is connected and a fixed IP is set, the wired LAN will always be used. (Even if a
fixed IP is set for WiFi, WiFi will not be available unless the fixed IP setting for the wired LAN is canceled
and the DHCP setting is set).

If you wish to use a static IP address, turn off “‘Use DCHP” and enter the static IP address, default

gateway, and DNS server in the Static IP Address field.

Click the “Configure” button to complete the settings.

Click the “Configure” button.

Network Setup

After the new Wifi settings have been applied, you will need to connect
your computer to the same Wifi network and use your browser to open
http://gravio.local:8080

Cancel 6

A message dialog box will appear when the wireless and wired LAN settings are complete.
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Use of SSH

Use SSH

Enable SSH [ ]

Turn on Use SSH when connecting to Gravio Hub via SSH. (If you turn it on, you need to restart Gravio
Hub.)

Bluetooh setting

Gravio Hub Bluetooth Settings

Paired Devices

Available Devices

Connect to the Bluetooth device (e.g. speaker) to be used with the Gravio Hub.

First put the device in pairing mode to pair with a Bluetooth device and press the “Scan” button.

After a short wait, the Bluetooth device will appear in the Available Devices and press the “Pair” button.
After pairing is complete, press the “Connect” button to connect to the device.

Auto stop setting

Automatic Stop Setting

Set Automatic Stop

Stop Time Time: 00 ¢ 00 < | 00

Set the Gravio Hub to automatically shut down and turn off at a set time. Use this setting when the main
power is turned off every day in a factory, etc.

If you are using a wireless LAN, set the WiFi connection point again, and then enter “.local” in your
browser.
If you are using a wired LAN, enter “.local” in your browser.

This completes the installation.
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3.1.4. Initial Settings (Gravio Configuration
Manager)

Open the Configuration Manager using a browser. You will reach the Configuration Manager by entering
the URL http://<IP of your HubKit>:8080 . Note, if you are connecting to your HubKit via the
Access Point Mode, the address will be http://192.1601.100.1:8080

——
=

Gravio Configuration Manager

Login
Username
Username
Username can not empty.
Password
Passwo »

Gravio must undergo an initial setup, which is done
with this Configuration Manager.

To securely manage Gravio-enabled machines or
computers, the Configuration Manager comes with an
account ready for initial access:

Username: gravio
Password: gravio

After first login, you will be prompted to set a new
password.

In the browser, enter “.local:8080” configured in the previous chapter.

—~ 9 — . '
== Gravio Configuration Manager Initial Settings ~ Gravio Configuration  Gravio Hub Settings

Initial Settings

Acquisition of Gravio License keys

a License key acquisition status Not obtained
v

o~

After logging in, the Gravio Hub Settings screen will open and the initial menu will open.
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Deploying your License

You must first obtain a license to use Gravio. This applies also if you are using the free Gravio version.

Acquisition of Gravio License keys

= License key acquisition status Not obtained
&

o= Al

Install the license associated with the Gravio user into HubKit.

Gravio.com connection information X

Email Address

Email Address

Email address verification failed.

Password

Password

Cancel

Click the “Obtain License” button to open the connection information panel to Gravio.com and enter your
Gravio username and password under which you have registered your online account.

Choose LC X

Gravio Business 0 Gravio Business Pro V50

n Main License ﬁ Node License n Main License " Node License

Cancel

After you have entered your username and password, you will be authenticated and your associated licenses
will be displayed. Select the license you like to install on the device you are currently logged in. The license
file will be installed onto your device over the internet.

Apart from the different service levels are two types of licenses. “Main Licenses” including the Gravio
Coordinator, and “Node Licenses” for HubKits.
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Acquisition of Gravio License keys

License
License key acquisition status Gravio Business
(v—-> Pro
: L]

Main License
Release the License

The acquired license will be displayed. Select Release License to release it. You might like to do that to install

the license on a different device.

Register your Gravio HubKit Node with the Coordinator

Node registration to the Gravio coordinator

= Registered with Gravio Goordinator Gravio Coordinator Server Address: | DNS name or 1P Address
9 9 9
Feee

If you have a Gravio coordinator, you can register your HubKit on the Coordinator by entering the server
address of the Coordinator and clicking the Register button.

To complete the registration of HubKit in the Coordinator, approval by the Coordinator is required.

Initialization of the Coordinator

Initial Setup for Gravio Coordinator

s P ) Gravio Coordinator Account Setup
. L If you want to use this machine's Gravio Coordinator, you can initialize this Initial Setup

machine's Gravio Coordinator

Upon the first launch, you have to create your Gravio Coordinator account. This will be used to manage
all your HubKits.
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Initial Setup for Gravio Coordinator X

Email Address

Email Address

Organization Name

Organization Name

First Name

First Name

Last Name

Last Name

Password

Password

Confirm Password

Password Confirm

Cancel

Enter the account information and press the Create Admin Account button to create the Coordinator
account.

You can use this account to log in to the Coordinator. Please keep this information safe.

Initial Setup for Gravio Coordinator

2 i ) Gravio Coordinator Account Setup
L If you want to use this machine’s Gravio Coordinator, you can initialize this @

machine's Gravio Goordinator

To initialize the created account, press the Reset button.

Reset X

This operation will reset your coordinator and delete all data on your coordinator, please
make sure you have backed up the data. Type 'reset’ in the input box below, and then you
can do this.

Cancel

A confirmation panel will appear so you can confirm and initialize.

Change Password for the Gravio Configuration Manager
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Change Configuration Manager Password

8 o
O ol

Old Password: = Password &

New Password: = Password o

Confirm New Password: = Password

[

Change Password

This is used to change the configuration manager password. The change will be effective from the next login.
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3.1.5. Other Settings
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3.1.5.1. Gravio Settings

Open the Configuration Manager using a browser. You will reach the Configuration Manager by entering
the URL http://<IP of your HubKit>:8080 . Note, if you are connecting to your HubKit via the
Access Point Mode, the address will be http://192.1601.100.1:8080

@ English v

—
=

Gravio Configuration Manager

Login

Username

Username

Username can not empty.
Password

Passworc [

Gravio must undergo an initial setup, which is done
with this Configuration Manager.

To securely manage Gravio-enabled machines or
computers, the Configuration Manager comes with an
account ready for initial access:

Username: gravio
Password: gravio

After first login, you will be prompted to set a new
password.

Or, in the browser, enter “.local:8080” configured in the previous chapter.
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%: Gravio Configuration Manager Initial Settings ~ Gravio Configuration ~ Gravio Hub Settings Gravio R v

Gravio Configuration

Gravio HubKit / Gravio Coordinator Status

Gravio HubKit Running o
Gravio Coordinator Running o
Check Updates

Gravio HubKit Software Update
n of Gravio HubKitis available, please select that version Gravio HubKit Version: | 500  Insi
I" button.

When
and cl

Coordinator Software Update
When a new version of the Coordinator is available, please select that Coordinator Version: 500 nstal
version and click the *Install” button.

Zigbee Software Update Version:  0.10.5.1 [

After logging in, the Gravio Hub Settings screen will open, and open the Gravio Settings menu.
Note, the coordinator menu will not appear on HubKit Windows/Mac.

Gravio HubKit / Gravio Coordinator Status

You can check the status of HubKit and Coordinator services.

Gravio HubKit / Gravio Coordinator Status
Gravio HubKit Running [ )

Gravio Coordinator Running .

Use the toggle to start/stop HubKit and Coordinator services respectively.

Software Updates

You can update the software of the coordinator and HubKit over the internet.

Check Updates

Gravio HubKit Software Update
When a new version of Gravio HubKit is available, please select that version Gravio HubKit Version: = 5.0.0 Install @
and click the "Install" button.

<>

Coordinator Software Update
When a new version of the Coordinator is available, please select that Coordinator Version:  5.0.0
version and click the “Install” button

<>

Zigbee Software Update Version:  0.10.5.1

Select the version of the HubKit and Coordinator software to be updated and press the “Install” button.
When the installation is complete, click the “Reboot” button.

You can also update the Zigbee firmware. Select the firmware to be updated with and press the “Install”
button. Once the installation is complete, you can use the device as is.
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h3. Changing the Coordinator’s Certificate

The coordinator has a standard self-certificate installed, but you can change it to a certificate for your
own domain.

Prepare the key file and the certificate file in advance.

SSL Certificate Settings
Use SSL [ )
SSL Certificates Key File: | No file chose Sl

Certificate File:  No file chose Choose File

Upload the key file and certificate file to the SSL certificate with “Use SSL” turned on in the certificate
settings.

When the upload is complete, the certificate will be renewed.

Manage Gravio Studio Connections Using Client Certificates

Gravio communicates securely between Gravio Studio, the HubKits and the Coordinator using
certificates. To set up a client certificate for Gravio Studio to connect to HubKit.

Prepare the certificate files in advance, and upload them here.

Certificate for connection restriction of Gravio Studio
Use Client Certificates

Client Certificates

Proxy Settings
Proxy Setting (This setting can be edit at stopping Hubkit.) m
Use HTTPS Proxy Proxy URL:
Use HTTP Proxy Proxy URL:

Set these credentials if HubKit needs to go through a proxy server when using Internet services.
Click the “Edit” button to display the configuration screen. Enter the account information (proxy URL,
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account, and password) for the proxy server to be used for HTTPS and HTTP protocols, respectively.

Proxy Setting X

Use HTTPS Proxy
Proxy URL:

Username:

Password: »®
Use HTTP Proxy

Proxy URL:

Username:

Password: )

Cancel Save

Note that HubKit must be stopped during this update.

HubKit / Coordinator Data Backup

HubKit / Coordinator data can be backed up to a local PC and restored.

HubKit and Coordinator Data Backup

HubKit and Coordinator Data Export

HubKit and Coordinator Data Import Import Backup File:  No file chosen Choose File

To backup HubKit / Coordinator data, press the Backup button. After a few moments, the backup will be
completed and you can download the backup file to your local PC by pressing the “Export” button.

To restore the backed-up data, press the “Select File” button in the Import File section and select the file.
After a few moments of pressing the Import button, the file will be uploaded and processed.

Notes:

1. Please ensure that the file you are importing was previously backed up by the Gravio
Configuration Manager.

2. Please ensure that the Zigbee firmware version of the Gravio Hub is the same for the backup
source and the restore destination.
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Gravio HubKit Support Log

You can download the HubKit and syslog log files in a zip file.

Gravio Hub/PC Support

Support log output

Press the “Export” button to download the log files.

Gravio Hub Power Management

You can power off the Gravio Hub here.

Gravio Hub/PC Power Management/Initialization

Initialization Initialization

Press the “Power Off” button to turn off the Gravio Hub.

Pressing the “Reboot” button will reboot the Gravio Hub.

Pressing the “Initialize” button will return the Gravio Hub to its factory settings and delete all
configuration information and data. Please use this function carefully.
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3.1.5.2. Performance Tuning

When using the Gravio Hub for inference computer vision detection, please consider the following:

Processing Performance

* When an inference is selected as a “layer as a soft sensor” on a Gravio Hub, only one model
should be used per Gravio Hub.

» Depending on the complexity of the model file, the load on memory and CPU may vary.

» For a typical TensorFlow model, we recommend that you use no more than two cameras
connected and that you run the model at intervals of about one minute.

* Make sure to run the camera images at least 15-20 seconds apart.

* In the case of the Lite TensorFlow model, it is recommended that no more than two cameras are
connected at any given time, and that the recognition runs at intervals of 30 seconds.

* To keep the Gravio Hub at optimum performance, log into the Gravio Hub via SSH and use the to
p command to see the average load. For ideal performance, please keep the load average below
2.

If you plan to operate the HubKit at a rate exceeding this recommendation, please install the HubKit on a
dedicated PC with higher processing power.
Disk Space

» The disk capacity of Gravio Hub is 16GB, including the OS.
* The available space for operation is approximately 6GB.
* If you have enabled image output during inference, please be careful not to exceed this capacity.

Coral.ai Support

* The Gravio Hub supports the Coral USB Accelerator by Google if you require extra power for your
Gravio Hub. (Not included in the package).
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3.2. Installation and initial setup of the
Windows version

HubKit for Windows can be operated as a Gravio HubKit
Node.

* Follow the instructions from the windows installation manual . Note, if you already have Gravio
Studio, and just need to install the HubKit software, you can download this from
https://www.gravio.com/en/download

* Open the Initial Setup screen to deploy your Gravio license.

* Register your Gravio HubKit Node with the Coordinator

T— Node registration to the Gravio coordinator
i - Registered with Gravio Goordinator Gravio Coordinator Server Address: = DNS name or IP Address
o o o
9 0 _0
oo

If you have a Gravio coordinator, you can register your HubKit on the Coordinator by entering the server
address of the Coordinator and clicking the Register button.

To complete the registration of HubKit in the Coordinator, approval by the Coordinator is required.

This completes the setup of the operating environment.
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3.2.1. Installing the Windows version

Using Gravio with Windows

To use Gravio, you will need to install two pieces of software.

Gravio Studio for Windows, the software to manage your infrastructure. You can get Gravio Studio from
the App Store. Secondly, you will need Gravio HubKit, the actual node server software that runs as a
daemon on your machine.

Installing Gravio Studio for Windows and HubKit

 Install Gravio Studio from the Microsoft Store.

» Start Gravio Studio.

« If you do not already have an account, fill out this form to agree to the Terms of Use and create an
account.

Gravio Studio = o X

Hubs {2} Compatible Devices o3

g
S
+
Q

— Email language English v
. By signing up you confirm that you
Data Collection accept: Terms of Service and privacy

Policy.

Gravio gathers data from connected d
methods such as Bluetooth, serial Login

@0®

» If you already have an account, please login.

» If you have signed up, you will receive an authorization code by e-mail. Check your e-mail. When
you log in, you will be asked for the verification code, please enter it together with the verification
code described in the email.

* |Initially, if you have not yet installed the Gravio HubKit server, the server list will be empty.
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{2} Compatible Devices jey

st
=

Welcome to Gravio Studio
Your server list is empty, click "+" to connect to one.

If you haven't installed Gravio HubKit yet,
Please go to the following website to download and install it.

@ Gravio HubKit Information

However, if you have Gravio HubKit instances running in the same network they will appear here.
« To install HubKit locally, click the “Download HubKit” button.
* A browser will open and ask for permission to download. Download “GravioHubKit4.msi” and

install it.

+ After installation is complete, HubKit will start automatically, so start GravioTools from the

application.

* When GravioTools starts, GravioTools will be resident in the task tray, so right-click to display the

context menu.

Gravio HubKit is stopped
Start Service

Stop Service

Initial Setup

Settings

Check for updates

About Services
Quit

Important: After the installation, be sure to select Gravio “Initial Settings” to install the license and

perform other initial settings.
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The Gravio Configuration Manager is a web application that resides locally on the PC on which the
HubKit is installed.

Therefore, a dedicated account related to this node needs to be created for the Gravio Configuration
Manager to manage this system. This is due to Gravio’s Edge computing aspect.

See here for instructions on configuring Gravio’s initial settings.
» Once you have completed the HubKit installation, launch Gravio Studio again; you should see the
local server on the Hub list.

Note: If your servers are on different network segments, Gravio will not be able to retrieve them
automatically. In this case, use the “+” symbol to manually add a new server using its IP address.

*This completes the installation of Gravio Studio and HubKit.
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3.2.2. Initial Settings (Gravio Configuration

Manager)

Open the Gravio Configuration Manager screen in your browser using Gravio Tools from Windows Tray.

Pick the “Initial Setup” menu option.

®

Or, in the browser, enter <Hostname>.local: 8080 configured in the previous chapter.

=<;= Gravio Configuration Manager

Initial Settings

—t
=

Gravio Configuration Manager

Login

Username

Username

Username can not empty.
Password

Passwor: »

Gravio must undergo an initial setup, which is done
with this Configuration Manager.

To securely manage Gravio-enabled machines or
computers, the Configuration Manager comes with an
account ready for initial access:

Username: gravio
Password: gravio

After first login, you will be prompted to set a new
password.

English v

Initial Settings ~ Gravio Configuration  Gravio Hub Settings

Acquisition of Gravio License keys

License key acquisition status Not obtained

Obtain a License

After logging in, the Gravio Hub Settings screen will open and the initial menu will open.
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Deploying your License
You must first obtain a license to use Gravio. This applies also if you are using the free Gravio version.

Acquisition of Gravio License keys

License
F License key acquisition status Not obtained
2
4

Obtain a License

Install the license associated with the Gravio user into HubKit.

Gravio.com connection information X

Email Address

Email Address

Email address verification failed.

Password

Password

Cancel

Click the “Obtain License” button to open the connection information panel to Gravio.com and enter your
Gravio username and password under which you have registered your online account.

Choose LC X

Gravio Business V20 Gravio Business Pro V50

n Main License h Node License n Main License ﬂ Node License

Cancel

After you have entered your username and password, you will be authenticated and your associated licenses
will be displayed. Select the license you like to install on the device you are currently logged in. The license
file will be installed onto your device over the internet.

Apart from the different service levels are two types of licenses. “Main Licenses” including the Gravio
Coordinator, and “Node Licenses” for HubKits.
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Acquisition of Gravio License keys

License
License key acquisition status Gravio Business
(v—-> Pro
: L]

Main License
Release the License

The acquired license will be displayed. Select Release License to release it. You might like to do that to install

the license on a different device.

Register your Gravio HubKit Node with the Coordinator

Node registration to the Gravio coordinator

M Registered with Gravio Goordinator Gravio Coordinator Server Address: | DNS name or 1P Address
9 9 9
Feee

If you have a Gravio coordinator, you can register your HubKit on the Coordinator by entering the server
address of the Coordinator and clicking the Register button.

To complete the registration of HubKit in the Coordinator, approval by the Coordinator is required.

Initialization of the Coordinator

Initial Setup for Gravio Coordinator

2 ) Gravio Goordinator Account Setup
. L If you want to use this machine’s Gravio Coordinator, you can initialize this Initial Setup

machine's Gravio Coordinator

Upon the first launch, you have to create your Gravio Coordinator account. This will be used to manage
all your HubKits.
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Initial Setup for Gravio Coordinator X

Email Address

Email Address

Organization Name

Organization Name

First Name

First Name

Last Name

Last Name

Password

Password

Confirm Password

Password Confirm

Cancel

Enter the account information and press the Create Admin Account button to create the Coordinator
account.

You can use this account to log in to the Coordinator. Please keep this information safe.

Initial Setup for Gravio Coordinator

2 i ) Gravio Coordinator Account Setup
L If you want to use this machine’s Gravio Coordinator, you can initialize this @

machine's Gravio Goordinator

To initialize the created account, press the Reset button.

Reset X

This operation will reset your coordinator and delete all data on your coordinator, please
make sure you have backed up the data. Type 'reset’ in the input box below, and then you
can do this.

Cancel

A confirmation panel will appear so you can confirm and initialize.

Change Password for the Gravio Configuration Manager
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Change Configuration Manager Password

8 o
O ol

Old Password: = Password &

New Password: = Password o

Confirm New Password: = Password

[

Change Password

This is used to change the configuration manager password. The change will be effective from the next login.
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3.3. Installation and initial setup for macOS
version

HubKit Mac version can be operated as a hub in your Node
Computing network.

* Follow the instructions from the mac installation manual . Note, if you already have Gravio Studio,
and just need to install the HubKit software, you can download this from https://www.gravio.com/

en/download
* Open the Initial Setup screen to deploy your Gravio license.
* Register your Gravio HubKit Node with the Coordinator

Node registration to the Gravio coordinator

o]

i - Registered with Gravio Goordinator Gravio Coordinator Server Address: = DNS name or IP Address
-
o 0 _0
¢eee

If you have a Gravio coordinator, you can register your HubKit on the Coordinator by entering the server
address of the Coordinator and clicking the Register button.

To complete the registration of HubKit in the Coordinator, approval by the Coordinator is required.

This completes the setup of the operating environment.
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3.3.1. Installing the macOS version

Using Gravio with a Mac

Two software installations are required to use Gravio.

Gravio Studio, which you can get from link.gravio.com/studio for Mac, and HubKit, which you can get

from https://www.gravio.com/en/download.

Installing Gravio Studio for Mac and HubKit

* Install Gravio Studio from the App Store: https://link.gravio.com/studio
» Launch Gravio Studio.
+ If you do not already have an account, fill out this form to agree to the Terms of Service and create

an account.

Email Language English <

By signing up you confirm that you accept:

Terms of Service and Privacy Policy

Data Processing

Gravio can process the raw sensor data, store it, visualise it or pass it

on to third party systems for further processing. login

» If you already have an account, please login.

+ If you signed up, you will receive an authorization code by e-mail. Check your e-mail. When you
log in, you will be asked for the verification code, please enter it together with the verification code
described in the email.

+ Initially, if you have not yet installed the Gravio server, the server list is empty.
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= C =

Welcome to Gravio Studio

Your Hub list is empty, click "+" to create one.

If you haven't installed Gravio HubKit yet,

please visit the following website and download the appropriate
server for the device you wish to operate Gravio from and install
the server. If you have questions, please consult the online
documentation or join our Slack community to ask us questions
directly.

&) Gravio HubkKit Overview and Download

* To install the HubKit locally, click the “About Gravio HubKit” button.
* A browser will open, click on the “Products” menu and click on the Download Gravio HubKit for
Mac button at the bottom of the page that appears.

» A screen will open asking for permission to download. Download “GravioHubKit4.dmg” and
double-click it to open and install.

Gravio HubKit

i"‘";ﬁi

/
Gravio HubKit.app
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« After installation is complete, double-click Gravio HubKit4 in the Applications folder to launch it.
You will be prompted to enter the password for administrative privileges.
* When HubKit starts, an icon will appear in the Mac upper menu.

® Gravio HubKit services are running

Start Services

Stop Services
Initial Setup

Settings...
About Gravio HubKit

Quit

» Once you have completed the HubKit installation, launch Gravio Studio again; you will see your

local server on the Hub list.
Select Gravio Initial Setup and perform the initial configuration, including license installation, etc.

For more information on Gravio Initial Setup, see here.

Note: If your servers are on different network segments, Gravio will not be able to retrieve them
automatically. In this case, use the “+” symbol to manually add a new server using its IP address.

» This completes the installation of Gravio Studio and HubKit.
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3.3.2. Initial Settings (Gravio Configuration

Manager)

Open the Gravio Configuration Manager screen in your browser using Gravio Tools from Windows Tray.

Pick the “Initial Setup” menu option.

®

Or, in the browser, enter <Hostname>.local: 8080 configured in the previous chapter.

=<;= Gravio Configuration Manager

Initial Settings

—t
=

Gravio Configuration Manager

Login

Username

Username

Username can not empty.
Password

Passwor: »

Gravio must undergo an initial setup, which is done
with this Configuration Manager.

To securely manage Gravio-enabled machines or
computers, the Configuration Manager comes with an
account ready for initial access:

Username: gravio
Password: gravio

After first login, you will be prompted to set a new
password.

English v

Initial Settings ~ Gravio Configuration  Gravio Hub Settings

Acquisition of Gravio License keys

License key acquisition status Not obtained

Obtain a License

After logging in, the Gravio Hub Settings screen will open and the initial menu will open.
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Deploying your License
You must first obtain a license to use Gravio. This applies also if you are using the free Gravio version.

Acquisition of Gravio License keys

License
F License key acquisition status Not obtained
2
4

Obtain a License

Install the license associated with the Gravio user into HubKit.

Gravio.com connection information X

Email Address

Email Address

Email address verification failed.

Password

Password

Cancel

Click the “Obtain License” button to open the connection information panel to Gravio.com and enter your
Gravio username and password under which you have registered your online account.

Choose LC X

Gravio Business V20 Gravio Business Pro V50

n Main License h Node License n Main License ﬂ Node License

Cancel

After you have entered your username and password, you will be authenticated and your associated licenses
will be displayed. Select the license you like to install on the device you are currently logged in. The license
file will be installed onto your device over the internet.

Apart from the different service levels are two types of licenses. “Main Licenses” including the Gravio
Coordinator, and “Node Licenses” for HubKits.
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Acquisition of Gravio License keys

License
License key acquisition status Gravio Business
(v—-> Pro
: L]

Main License
Release the License

The acquired license will be displayed. Select Release License to release it. You might like to do that to install

the license on a different device.

Register your Gravio HubKit Node with the Coordinator

Node registration to the Gravio coordinator

M Registered with Gravio Goordinator Gravio Coordinator Server Address: | DNS name or 1P Address
9 9 9
Feee

If you have a Gravio coordinator, you can register your HubKit on the Coordinator by entering the server
address of the Coordinator and clicking the Register button.

To complete the registration of HubKit in the Coordinator, approval by the Coordinator is required.

Initialization of the Coordinator

Initial Setup for Gravio Coordinator

2 ) Gravio Goordinator Account Setup
. L If you want to use this machine’s Gravio Coordinator, you can initialize this Initial Setup

machine's Gravio Coordinator

Upon the first launch, you have to create your Gravio Coordinator account. This will be used to manage
all your HubKits.
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Initial Setup for Gravio Coordinator X

Email Address

Email Address

Organization Name

Organization Name

First Name

First Name

Last Name

Last Name

Password

Password

Confirm Password

Password Confirm

Cancel

Enter the account information and press the Create Admin Account button to create the Coordinator
account.

You can use this account to log in to the Coordinator. Please keep this information safe.

Initial Setup for Gravio Coordinator

2 i ) Gravio Coordinator Account Setup
L If you want to use this machine’s Gravio Coordinator, you can initialize this @

machine's Gravio Goordinator

To initialize the created account, press the Reset button.

Reset X

This operation will reset your coordinator and delete all data on your coordinator, please
make sure you have backed up the data. Type 'reset’ in the input box below, and then you
can do this.

Cancel

A confirmation panel will appear so you can confirm and initialize.

Change Password for the Gravio Configuration Manager
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Change Configuration Manager Password

8 o
O ol

Old Password: = Password &

New Password: = Password o

Confirm New Password: = Password

[

Change Password

This is used to change the configuration manager password. The change will be effective from the next login.
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3.4. Installation and initial configuration of
Linux (Ubuntu AMDG64) version

HubKit for Linux can be operated as a Gravio HubKit Node.

* Follow the instructions from the Linux installation manual. Note, if you already have Gravio Studio,
and just need to install the HubKit software, you can download this from https://www.gravio.com/
en/download

* Open the Initial Setup screen to deploy your Gravio license.
* Register your Gravio HubKit Node with the Coordinator

I Node registration to the Gravio coordinator

Registerad with Gravio Goordinator Gravio Goordinator Server Address: | DNS name or

If you have a Gravio coordinator, you can register your HubKit on the Coordinator by entering the server
address of the Coordinator and clicking the Register button.

To complete the registration of HubKit in the Coordinator, approval by the Coordinator is required.

This completes the setup of the operating environment.
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3.4.1. Installing Ubuntu (AMD64) version

Download the installer for your operating system from https://www.gravio.com/en/download.

* Connect to Ubuntu 20.04 Server LTS using SSH. (Desktop and Core are not supported, use the
Server version)

« Transfer the downloaded deb package (setup_-XXXX_amd64.deb for AMD64 ) to Ubuntu.

+ Execute the following Command from Console.

sudo apt update
sudo apt upgrade

Next, install the deb package that you downloaded.

sudo apt install -y ./setup -XXXX XXX64.deb

After installing this deb package, the following Linux account will be created

username : gravio
password : gravio
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3.4.2. Initial Settings (Gravio Configuration

Manager)

Open the Gravio Configuration Manager screen in your browser using Gravio Tools from Windows Tray.

Pick the “Initial Setup” menu option.

®

Or, in the browser, enter <Hostname>.local: 8080 configured in the previous chapter.

=<;= Gravio Configuration Manager

Initial Settings

—t
=

Gravio Configuration Manager

Login

Username

Username

Username can not empty.
Password

Passwor: »

Gravio must undergo an initial setup, which is done
with this Configuration Manager.

To securely manage Gravio-enabled machines or
computers, the Configuration Manager comes with an
account ready for initial access:

Username: gravio
Password: gravio

After first login, you will be prompted to set a new
password.

English v

Initial Settings ~ Gravio Configuration  Gravio Hub Settings

Acquisition of Gravio License keys

License key acquisition status Not obtained

Obtain a License

After logging in, the Gravio Hub Settings screen will open and the initial menu will open.
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Deploying your License
You must first obtain a license to use Gravio. This applies also if you are using the free Gravio version.

Acquisition of Gravio License keys

License
F License key acquisition status Not obtained
2
4

Obtain a License

Install the license associated with the Gravio user into HubKit.

Gravio.com connection information X

Email Address

Email Address

Email address verification failed.

Password

Password

Cancel

Click the “Obtain License” button to open the connection information panel to Gravio.com and enter your
Gravio username and password under which you have registered your online account.

Choose LC X

Gravio Business V20 Gravio Business Pro V50

n Main License h Node License n Main License ﬂ Node License

Cancel

After you have entered your username and password, you will be authenticated and your associated licenses
will be displayed. Select the license you like to install on the device you are currently logged in. The license
file will be installed onto your device over the internet.

Apart from the different service levels are two types of licenses. “Main Licenses” including the Gravio
Coordinator, and “Node Licenses” for HubKits.
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Acquisition of Gravio License keys

License
License key acquisition status Gravio Business
(v—-> Pro
: L]

Main License
Release the License

The acquired license will be displayed. Select Release License to release it. You might like to do that to install

the license on a different device.

Register your Gravio HubKit Node with the Coordinator

Node registration to the Gravio coordinator

M Registered with Gravio Goordinator Gravio Coordinator Server Address: | DNS name or 1P Address
9 9 9
Feee

If you have a Gravio coordinator, you can register your HubKit on the Coordinator by entering the server
address of the Coordinator and clicking the Register button.

To complete the registration of HubKit in the Coordinator, approval by the Coordinator is required.

Initialization of the Coordinator

Initial Setup for Gravio Coordinator

2 ) Gravio Goordinator Account Setup
. L If you want to use this machine’s Gravio Coordinator, you can initialize this Initial Setup

machine's Gravio Coordinator

Upon the first launch, you have to create your Gravio Coordinator account. This will be used to manage
all your HubKits.
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Initial Setup for Gravio Coordinator X

Email Address

Email Address

Organization Name

Organization Name

First Name

First Name

Last Name

Last Name

Password

Password

Confirm Password

Password Confirm

Cancel

Enter the account information and press the Create Admin Account button to create the Coordinator
account.

You can use this account to log in to the Coordinator. Please keep this information safe.

Initial Setup for Gravio Coordinator

2 i ) Gravio Coordinator Account Setup
L If you want to use this machine’s Gravio Coordinator, you can initialize this @

machine's Gravio Goordinator

To initialize the created account, press the Reset button.

Reset X

This operation will reset your coordinator and delete all data on your coordinator, please
make sure you have backed up the data. Type 'reset’ in the input box below, and then you
can do this.

Cancel

A confirmation panel will appear so you can confirm and initialize.

Change Password for the Gravio Configuration Manager
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Change Configuration Manager Password

8 o
O ol

Old Password: = Password &

New Password: = Password o

Confirm New Password: = Password

[

Change Password

This is used to change the configuration manager password. The change will be effective from the next login.

Copyright © 2023 ASTERIA Corporation Page 64 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

3.5. Installation and initial configuration of
Linux (Ubuntu ARM64/Raspberry Pi) version

HubKit for Linux can be operated as a Gravio HubKit Node
on a Raspberry Pi.

* Follow the instructions from the Linux ARMG64 installation manual. Note, if you already have Gravio
Studio, and just need to install the HubKit software, you can download this from
https://www.gravio.com/en/download

* Open the Initial Setup screen to deploy your Gravio license.
* Register your Gravio HubKit Node with the Coordinator

T— Node registration to the Gravio coordinator
o)

Registered with Gravio Goordinator Gravio Coordinator Server Address: = DNS name or

If you have a Gravio coordinator, you can register your HubKit on the Coordinator by entering the server
address of the Coordinator and clicking the Register button.

To complete the registration of HubKit in the Coordinator, approval by the Coordinator is required.

This completes the setup of the operating environment.
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3.5.1. Installation of Ubuntu (ARM64) version

Download the installer for your operating system from https://www.gravio.com/en/download.

* Connect to Ubuntu 20.04 Server LTS using SSH. (Desktop and Core are not supported, use the
Server version)

» Transfer the downloaded deb package (setup_-XXXX_arm64.deb for ARM64 ) to Ubuntu.

+ Execute the following Command from Console.

sudo apt update
sudo apt upgrade

Next, install the deb package that you downloaded.

sudo apt install -y ./setup -XXXX XXX64.deb

After installing this deb package, the following Linux account will be created

username : gravio
password : gravio
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3.5.2. Initial Settings (Gravio Configuration

Manager)

Open the Gravio Configuration Manager screen in your browser using Gravio Tools from Windows Tray.

Pick the “Initial Setup” menu option.

®

Or, in the browser, enter <Hostname>.local: 8080 configured in the previous chapter.

=<;= Gravio Configuration Manager

Initial Settings

—t
=

Gravio Configuration Manager

Login

Username

Username

Username can not empty.
Password

Passwor: »

Gravio must undergo an initial setup, which is done
with this Configuration Manager.

To securely manage Gravio-enabled machines or
computers, the Configuration Manager comes with an
account ready for initial access:

Username: gravio
Password: gravio

After first login, you will be prompted to set a new
password.

English v

Initial Settings ~ Gravio Configuration  Gravio Hub Settings

Acquisition of Gravio License keys

License key acquisition status Not obtained

Obtain a License

After logging in, the Gravio Hub Settings screen will open and the initial menu will open.
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Deploying your License
You must first obtain a license to use Gravio. This applies also if you are using the free Gravio version.

Acquisition of Gravio License keys

License
F License key acquisition status Not obtained
2
4

Obtain a License

Install the license associated with the Gravio user into HubKit.

Gravio.com connection information X

Email Address

Email Address

Email address verification failed.

Password

Password

Cancel

Click the “Obtain License” button to open the connection information panel to Gravio.com and enter your
Gravio username and password under which you have registered your online account.

Choose LC X

Gravio Business V20 Gravio Business Pro V50

n Main License h Node License n Main License ﬂ Node License

Cancel

After you have entered your username and password, you will be authenticated and your associated licenses
will be displayed. Select the license you like to install on the device you are currently logged in. The license
file will be installed onto your device over the internet.

Apart from the different service levels are two types of licenses. “Main Licenses” including the Gravio
Coordinator, and “Node Licenses” for HubKits.
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Acquisition of Gravio License keys

License
License key acquisition status Gravio Business
(v—-> Pro
: L]

Main License
Release the License

The acquired license will be displayed. Select Release License to release it. You might like to do that to install

the license on a different device.

Register your Gravio HubKit Node with the Coordinator

Node registration to the Gravio coordinator

M Registered with Gravio Goordinator Gravio Coordinator Server Address: | DNS name or 1P Address
9 9 9
Feee

If you have a Gravio coordinator, you can register your HubKit on the Coordinator by entering the server
address of the Coordinator and clicking the Register button.

To complete the registration of HubKit in the Coordinator, approval by the Coordinator is required.

Initialization of the Coordinator

Initial Setup for Gravio Coordinator

2 ) Gravio Goordinator Account Setup
. L If you want to use this machine’s Gravio Coordinator, you can initialize this Initial Setup

machine's Gravio Coordinator

Upon the first launch, you have to create your Gravio Coordinator account. This will be used to manage
all your HubKits.
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Initial Setup for Gravio Coordinator X

Email Address

Email Address

Organization Name

Organization Name

First Name

First Name

Last Name

Last Name

Password

Password

Confirm Password

Password Confirm

Cancel

Enter the account information and press the Create Admin Account button to create the Coordinator
account.

You can use this account to log in to the Coordinator. Please keep this information safe.

Initial Setup for Gravio Coordinator

2 i ) Gravio Coordinator Account Setup
L If you want to use this machine’s Gravio Coordinator, you can initialize this @

machine's Gravio Goordinator

To initialize the created account, press the Reset button.

Reset X

This operation will reset your coordinator and delete all data on your coordinator, please
make sure you have backed up the data. Type 'reset’ in the input box below, and then you
can do this.

Cancel

A confirmation panel will appear so you can confirm and initialize.

Change Password for the Gravio Configuration Manager
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Change Configuration Manager Password

8 o
O ol

Old Password: = Password &

New Password: = Password o

Confirm New Password: = Password

[

Change Password

This is used to change the configuration manager password. The change will be effective from the next login.
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3.6. Past HubKit installation and upgrade
procedures
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3.6.1. Upgrading to HubKit 4.3 on Linux /
Raspberry Pi

To upgrade HubKit or Coordinator, please follow the procedure below. In a nutshell, we have migrated
from a docker-based installation to a . deb package.

This document guides you through the process of upgrading HubKit 4.2 version to 4.3 on Linux /
Raspberry Pi.

Update installation of HubKit 4.3 series and Coordinator 2.6 series

Download the server for the appropriate platform from the download site.

+ Use SSH to connect to your Ubuntu 18.04/20.04 LTS machine.
» Transfer the downloaded deb package (setup_XXXX.deb) your machine.
» Execute the following Commands in the console:

Ensure you have the latest packages:

sudo apt update
sudo apt upgrade

Stop your current HubKit that is running”

cd <home directory which you run Gravio>

sudo docker-compose down

Delete the gravio user directory that has been created.

sudo rm -rf /home/<youraccoutforgravio>/

Install Update Manager, Coordinator, and HubKit

sudo apt install -y ./setup XXXX.deb

Check Update Manager’s running.
Open a browser and access port 8080 of the IP address of Ubuntu 18.04/20.04 LTS.
https://(ip address):8008/

You will see a holding screen while the Update Manager processes the Coordinator and HubKit. Please
wait until the login screen appears to proceed with the next step.
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Migrating the data of the running Coordinator and HubKit.

(The directory of the newly installed HubKit 4.3 is backed up to hubkitrepo4_bak just in case.)

cd /home/gravio
sudo mv hubkitrepo4 hubkitrepo4 bak
sudo mv /home/ (Username where HubKit 4.2 is installed)/hubkit/hubkitrepod

sudo chown -R gravio:gravio hubkitrepo4

Now that the configuration is complete, reboot Ubuntu.

sudo reboot

Logging in to Update Manager

After rebooting Ubuntu, open a browser and access port 8080 of the Ubuntu 18.04/20.04 LTS IP
address.

https:// (ip address) :8080/

For instructions on how to use Update Manager, please refer to here.
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3.6.2. Setup HubKit 4.3 on Linux / Raspberry
Pi

Linux / RaspberryPI

Installation of HubKit 4.3 and Coordinator 2.6

We have created a .deb package for the installation. This makes the installation of HubKit 4.3 very easy
on Linux.

Please note that if you use a Raspberry Pi, you must have a 64bit Raspberry Pi. This means it has to be
a Raspberry Pi 4. We suggest 4 GB RAM or more. The Raspberry Pi 4 uses the ARM64 processor
version. We currently do not support 32bit OSes such as Raspbian. To install on a Raspberry Pi, we
recommend the Raspberry Pi Imager and install the Ubuntu Server 20.04.2 LTS on your SD Card.

e0® Raspberry Pi Imager v1.6.2

Operating System X

Ubuntu Server 20.04.2 LTS (RPi 2/3/4/400)
@ 32-bit server OS with long-term support for armhf architectures

Ubuntu Server 20.04.2 LTS (RPi 3/4/400)
@ 64-bit server 05 with long-term support for arm64 architectures

Ubuntu Core 18 (RPi 2/3/4)
Ubuntu Core 18 32-bit loT 0S for armhf architectures

Once you have Ubuntu installed and connected, download the Gravio HubKit server for the appropriate
platform from the download site.

* Use SSH to connect to Ubuntu 18.04 or 20.04 LTS. (Gravio requires Ubuntu LTS only)
+ Transfer the downloaded deb package (setup -XXXX amd64.deb for AMD64, setup -XXXX a
rm64 .deb for ARM64) to Ubuntu.
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» Execute the following commands in your console:

Ensure your apt package manager is up to date:

sudo apt update
sudo apt upgrade

Install Update Manager, Coordinator, and HubKit. Very important: After the installation do not reboot.
Do the next step first. Why not reboot? After the installation, Gravio might be downloading some updates
from the internet. If you reboot during that process, the installation may break. Install by entering:

sudo apt install -y ./setup -XXXX XXX64.deb

If you happened to reboot after the installation, and or your installation is corrupted in any way, please
use this command to re-install: sudo apt --reinstall install -y ./setup -XXXX XXX64.de
b

Login to Update Manager

Open a browser and access port 8080 of the IP address of your Ubuntu 18.04/20.04 LTS machine.
http:// (ip address) :8080/

You will see a holding screen while the Update Manager processes the Coordinator and HubKit.
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Gravio is Starting

O downloading... 43%

This process may take several minutes. Please wait for a
while and do not restart your machine.

Version: 4.3.1324
Copyrigh 21 Asteria Corporation. Asteriﬂ¢

Once the Coordinator and HubKit are set up, you will see a login screen where you can log in. Please
refer to here to learn how to use the Update Manager.

Copyright © 2023 ASTERIA Corporation Page 77 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

3.6.3. License Management in Gravio 4.5

From Gravio 4.5, a license management feature has been added for customers with a Standard contract
or higher. If you are using Gravio 4.5 or higher, please follow the steps below to register your license.

*Please note that the contract content of Gravio Enterprise Al Edition Platinum is used as an example on

the screen. Depending on your contract, there may be differences in Gorilla licenses and other
restrictions.

License Management Process
From Gravio 4.5, you register the Hub ID on Gravio.com and manage the license.

- If you are using the Coordinator in an environment connected to the internet, please follow the steps: 1.
Register Hub on Gravio.com — 3. Manage Hub License with Gravio Coordinator

- If you are using the Coordinator in an offline environment, please refer to here and use Gravio’s license
file.

- If you are not using the Coordinator and the Hub is running in an environment connected to the
internet, follow the steps: 1. Register Hub on Gravio.com — 4. Manage Hub License with Gravio Studio

- If you are not using the Coordinator and the Hub is running in an offline environment, follow the steps:
1. Register Hub on Gravio.com — 2. Download the Hub license file — 4. Manage Hub License with
Gravio Studio

1. Registering Hub on Gravio.com

Log in to Gravio.com and open the Hub license.

Press the Register Hub ID button and register the Hub ID of the Hub for which you want to register the
license.

Register New Hub

Hub ID

Hub ID

Commnet

Comment

Cancel Register

The Hub ID is displayed in the HubKit Information on the Settings panel when you open the Hub from
Gravio Studio, so please copy and register it.
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o HubkKit Information

Hub ID {|2d27cce7-

[T

® Backup/Restore

Feature Package ULt SR
& Base Property Profile Server IP[IPv4] :
=: Image Inference Models Server IP[IPv6] :

B  Disk Management EdgeTPU Status:  Not Ready

License : Gravio Free (Valid)

Clear Acquire license via gravio.com Upload a license file

The registered Hub ID will be displayed in the list.

License Management

SERVICE MENU

Gravio Enterprise Contract ID:

Gravio Enterprise  [v45 Al Edition Platinum

Status: In contract
Purchase date:
Subscription start date:

Gorilla License File:  Download

Number of used License: 1/4

# HubID Register Date License File Actions
1 2d27cce7 1 LicenseFilelic @ Revoke
2 Register New Hub

To delete a registered Hub ID, press the Invalidate button.

2. Downloading the Hub License File

When the Hub is connected to the internet, the license is regularly checked on Gravio.com. However, if
the Hub is offline, you cannot check automatically, so you need to register the license file to the Hub.

If you are using the Hub offline, click on the LicenseFile.lic of the corresponding Hub ID to download the
license file.

3. Managing Hub License with Gravio Coordinator

If you are using Gravio Coordinator and connected to the internet, you can update the license file from
Gravio.com.
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= Accounts Hub  Hub Statistics  Calendars  Inference Models  License 2 v

License
Gravio License Information
There is no Gravio Enterprise License installed on the server
Please install the license within 31 days

If your Gravio Coordinator is connected to the internet, you can update the license automatically by connecting to your Gravio.com account. Please
enter the connection settings below.

First, press the Settings button in Gravio.com connection information to register your account ID and
password.

Auto License Update X

Username

Username

Password

Password

Gravio Version

4

When the connection status of Gravio.com connection information becomes Connection OK, press the
Update license from Gravio.com button displayed in Gravio license information. The contracted license is
displayed, so select it and press the Apply button to update.

Please select the LC X

Gravio Enterprise vas

The license is updated from Gravio.com and displayed.
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License

Gravio License Information Update license via Gravio.com HublID registration on Gravio.com

Contract ID: LC
Number of registered Hub ID: 1/4

Hub Registration Status Hub ID License File

@ Yes 2d27cce7- LicenseFilelic @

In case you are using Gravio Coordinator in an offline environment not connected to the internet, please
refer to here and update the Gravio license file from the upload.

4. Managing Hub License with Gravio Studio

If the Hub is connected to the internet, you can update the license file from Gravio.com.

o HubKit Information

Hub ID : 2d27cce7-
‘2 Backup/Restore
B3 Feature Package HubKit Version:

Server IP[IPv4] :

A

Base Property Profile

:: Image Inference Models Server IP[IPv6] :
B Disk Management EdgeTPU Status:  Not Ready
License :
Clear Acquire license via gravio.com Upload a license file

When you press the Update license from gravio.com button, the license file is obtained and displayed.

o HubKit Information

Hub ID : 2d27cce7-
® Backup/Restore
TR HubKit Version:

Server IP[IPv4] :

]
+

Base Property Profile

:: Image Inference Models Server IP[IPv6] :
B  Disk Management EdgeTPU Status:  Not Ready

License : Gravio Enterprise Al Edition Platinum

Clear Acquire license via gravio.com Upload a license file

If you are using the Hub in an offline environment, specify the license file you downloaded in 2.
Download the Hub License File by pressing the Upload License File button. The license file is loaded
and displayed.
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4. Using Gravio Cloud

Gravio Business and Gravio Business Pro customers have access to Gravio Cloud servers.
The Gravio Cloud servers are AWS-based cloud servers that Asteria provides for each MAIN server
license for one hosting server by using the MAIN license included in your Gravio contract. The MAIN

server license is a one MAIN server license per MAIN server license.

Please follow the instructions in the “Server Build Request” section below to create and use a server.
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4.1. Request to establish Gravio Cloud
Server

How to use Gravio Cloud

With Gravio 5.0, Business and Business Pro license holders have a MAIN license to use Gravio in the
cloud.

Gravio Cloud allows you to run Gravio 5.0 on your own dedicated server.

If you are already using a MAIN license in your local environment, you can release the license to use the
Cloud service.

For Gravio Free licensees

Gravio Free licensees can apply for a functional evaluation license, which will allow them to use Gravio
Cloud for a 3-week trial.

For more information on the components that can be run with a Business Pro license, please see here.
For more information on the components that can be run with a Business Pro license, please refer to
here.

Building a Gravio Cloud server

For information on how to build a Gravio Cloud server, please see here if you have a Business or
Business Pro license, or here if you have a Gravio Free license. “:#gravio-free-gravio-cloud.
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4.1.1. For use by Business and Business
Pro purchasers

obtain a license
Follow the steps below to obtain a Business or Business Pro license.

For Gravio Hub2, open the Configuration Manager and go to the Preferences tab to obtain a license.
For HubKit, open the configuration menu for the respective platform and acquire the license.

For details on the initial settings of Gravio Hub2 configuration manager, please refer to here.
*For the initial settings of HubKit's configuration manager, please refer to Windows macOS Linux
LINK+gravio-amd64-init} Linux

FIHARRE

GravioZ 1> AF¥—DEIS

= TV AF—OBRERR REUS
[543

Sy 2%

— Graviod—7 « XR—4¥ =D/ — N&i%
o _
BRFECravio 1 —T 1 R—F — Graviod—7 ¢ R—% —H—/\—F RLRA: DNSZZE/EIPF K L2
o 0 _0
®@ © @ © Er
Gravio.com 3515 4R e
A—=)L7RLZ
Email Address

A—=)F7 RLADBAENTEXEATU
INZT—R

Password

vl

Enter the account information you signed up with on Gravio.com.
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Sty RBHDRIR X
Gravio Business 30 Gravio Business Pro el
Lc LC

n Main License ’ Node License ﬂ Main License ﬂ Node License

Frotl

Select and obtain the Node License among the licenses displayed.

Request Gravio Cloud server installation!

HHARTE

Gravio 7 £ XF¥— DG

= TV AF—ORIFRR Gravio Business Pro
& s

o~
L] $  Node License
STEVRERIK
e Graviod—7 1 R—4% =D/ — R &%
i BEECravio—F 1 K5 — Graviod—F 4 %—¥ —H#—/\—F RLR: DNSZZ/EP7 KL
o 0 (4 )
® & & o Gravo Cloud " —/\— DB (KIS 3 | B

Once you get the license, Reload your browser screen once. Then you will see a button to request
installation of a Gravio Cloud server in the section for node registration with the Gravio coordinator.
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Gravio Cloud k 5 77)LEREE X
PITRAA Y
Subdomair gravio.cloud
X=J)L7 KL
Email Address
stz
Organization Name
%
First Name
%
Last Name
JXRT—R
Password
JXRT—R(BAA)
Password Confirn
Froell

Clicking on the Request button will display a panel where you can enter the necessary information for
the request.

Once your request is accepted, an email will be sent to your registered email address.

Start using Gravio Cloud server
Once the server construction is complete, an email will be sent to you with the server information. Once

you have received the email confirming the completion of the construction, you will be able to access the
input panel for information necessary for your request with the host name you have registered.

Connection from Gravio Studio

When connecting to the Gravio Cloud server from Gravio Studio, be sure to connect using Login to
Gravio Coordinator at Gravio Studio Login Ul.

Start Gravio Studio and [Login to Gravio Coordinator to display the login screen,
Enter the Coordinator’s URL, email address and password to login.

The URL of the Coordinator is the host name of the Gravio Cloud server. (https://{Gravio Cloud server

host name})
Please use this email address and password when accessing the Gravio Coordinator WebUI.
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4.1.2. Gravio Free users use the Gravio
Cloud server for evaluation purpose

Obtain a license
Follow the steps below to obtain a license for Gravio Free.

For Gravio Hub2, open the Configuration Manager and go to the Preferences tab to obtain a license.
For HubKit, please open the configuration menu for each platform and acquire the license.

For details on the initial settings of Gravio Hub2 configuration manager, please refer to here.
*For the initial settings of the configuration manager of HubKit, see Windows macOS Linux LINK+gravio-

amd64-init} Linux

FIHARRE

GravioZ 1> AF¥—DEIS

= TV AF—OBRERR REUS
[543

o=
— Graviod—7 « XR—4¥ =D/ — N&i%
o _
BRFECravio 1 —T 1 R—F — Graviod—7 ¢ R—% —H—/\—F RLRA: DNSZZE/EIPF K L2
o 0 _0
®@ © @ © Er
Gravio.com 3515 4R e
A—=)L7RLZ
Email Address

A—=)F7 RLADBAENTEXEATU
INZT—R

Password

vl

Enter the account information you signed up with on Gravio.com.
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51t ZREBHDER X

Gravio Free 30
LCS

ﬁ Node License

FroEIL

Select the Node License to obtain the license displayed.

Request Gravio Cloud server installation

FIHARRE

GravioZ - £ AF—DEUS

= TV 2F—OBISIRIA Gravio Free
t:’} Lc

£ Node License

AERFI S 1 > R DG T RERR

e Graviod—7 1 R—% —~0D ./ — K&

BRFEGravioN — T K= — Graviod—F 1 #—5—H—/\—F KLR: | DNS& /P 7 L2
)
coee o

After obtaining the license, %(marker-red)reload your browser screen once. Then you will see a button to
apply for a functional evaluation license.

The evaluation license allows you to evaluate the functionality of Business Pro for a period of 3 weeks.
IR E

GravioZ 1 > AF —DEE

License
B FA Y AF—OBUFRIR Gravio Evaluation
% L

o~
L] £ Node License
i Graviod—7 1 X—4% —~0D ./ — N &R
e ERECravio T~ X -5 — Graviod— 7 #—4 —H—/\—F KLA: | DNS% & /P77 1L 2
o 0 0
§&e

After you have completed your request for a functional evaluation license, %(marker-red)reload your
browser screen again. A button to request installation of a Gravio Cloud server will appear in the
%Register a node with the Gravio Coordinator section.
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Gravio Cloud k 5 77)LEREE X
PITRAA Y
Subdomair gravio.cloud
X=J)L7 KL
Email Address
stz
Organization Name
%
First Name
%
Last Name
JXRT—R
Password
JXRT—R(BAA)
Password Confirn
Froell

Clicking on the “Request” button will display a panel where you can enter the necessary information for
the request.

When your request is accepted, an email will be sent to your registered email address.

Start using Gravio Cloud servers
Once the server build process is complete, an email will be sent to you regarding your server

information. Once you have received the email about the completion of the build, you can access the
input panel for the information necessary for your request with the host name you registered.

Connecting from Gravio Studio

When connecting to the Gravio Cloud server from Gravio Studio, be sure to connect using Login to
Gravio Coordinator at Gravio Studio Login Ul.

Start Gravio Studio and [Login to Gravio Coordinator to display the login screen,
Enter the Coordinator’s URL, email address and password to login.

The URL of the Coordinator is the host name of the Gravio Cloud server. (https://{Gravio Cloud server

host name})
Please use this email address and password when accessing the Gravio Coordinator WebUI.
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9. Account types for Gravio operations

Several accounts are required to use Gravio.

Depending on the functionality of the Gravio system, you may need to create several accounts to access
different features.

1. Gravio User Account

This account is created by signing up in Gravio Studio or by creating an account on Gravio.com at
Create Account.

Once you are a registered Gravio User, you will be able to configure your Gravio Hub and Hub PC in
Gravio Studio.
The purchased license will be associated with and managed by this Gravio User.

h3.2 Gravio Configuration Manager Account

When you install the HubKit package, a dedicated account called Gravio Configuration Manager is
automatically created after installation to configure the HubKit environment for your PC.
The user name is fixed and will be named “gravio” .

The |default password is “gravio” . The first time you log in, you will be asked to change the initial
password.

This Gravio Configuration Manager account will be the Linux account “gravio” for the Linux version and
the GravioHub for the installed OS. h3. 3.

h3.3 Gravio Coordinator Account

The Gravio Coordinator is used to manage users who have access to the NodeHub.

The first Gravio Coordinator account with Admin rights can be created in the Gravio Configuration

Manager under |nitial Settings.

Gravio coordinators can create accounts with the following user privileges in the “Accounts”
administration: {#404.

Available Screens Admin Developer Maintainer AppUser
Account o A (only myself) A (only myself) A (only myself)
HubManagement o o o X

Statistics o o o A (view only)
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Calendar o o o X
Inference Model o o o X
AL — o o o X
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6. Using Gravio Studio
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6.1. Hub Configuration View

If you double click on the upper half of the Server card, you will get to the Hub Configuration view:

o
*

Localhost - Gravio Studio 4

7
i
<

< Localhost + 4 W [

[0} % il L] - ]

Devices Triggers Data Viewer Log Settings

At the top you can find a number of buttons such as:
* A plus sign button to create new physical Areas to group your Layers
* An edit button to edit an Area or Layer

» A trash bin to delete Areas or Layers

Separated from that, you find:

A MQTT Cloud to connect to an MQTT Broker. This will behave like an input device.
* A Bluetooth icon to connect new Bluetooth devices
* A xyz icon to connect to hardware sensors or serial port dongles

* In the far right, you see the Actions Editor icon, where you can jump straight to one of your
actions.

At the bottom you find a tab bar, containing 5 tabs:

+ Devices — where you set up your sensors and place them on areas and layers.

» Triggers — where you set triggers to execute Actions (see Actions).

+ Data Viewer — where you can find current sensor data. The sensor values are visible in this tab.
» Log Viewer — where you can find the Gravio Server logs for debugging and optimisations.

» Settings — where you can find server-related settings and perform backups.

The big middle section is split into the left side, for the Areas and the right side, for the Layers and
devices.
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6.1.1. Device Tab

In the Devices tab, you manage the devices connected to a HubKit by adding, removing and configuring
them, including their physical location.

In order to keep the data stores organised and efficient, Gravio features two dimensions how to place
and assign sensors:

1. The Areas
2. The Layers

Adding Areas to the Server

Areas define a physical location, such as for example “3rd Floor West”, “Seminar Room”, “Entrance
Area” etc.

Areas can have multiple Layers, which are used to group sensor information according to their
functionalities, e.g. “Temperature Layer” or the “Camera Devices Layer”. All layers must contain the
same sensor device types.

Localhost - Gravio Studio 4 - [ hd

< Localhost Adq drea i o= b N B

B f' il B o

Adding an Area is easy, simply click on the “+” mark at top right and you can add a new Area.
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Localhost - Gravio Studio 4

< Localhost

Entrance Area

7

Take Photo

ChoosT\Photo

Devices Triggers Data Viewer Settings

Localhost - Gravio Studio 4

< Localhost

Entrance Area

j;
g

Take Photo

Choose Photo

Devices Triggers Data Viewer Settings

We suggest you add a photo to identify the Layer easily in the future.

Adding Layers to the Areas

Next, let’'s add a few layers to an area. Give the Layer a meaningful name ...
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Localhost - Gravio Studio 4
< Localhost

Layers
Entrance Area

Add Layer

Name Doors Layer

SENSING DEVICE TYPE

-, I

Aqara-Temperature
Agara-Humidity
Aqara-Pressure

Agara-Occupancy

Devices Triggers Data Viewer Log Settings

... and choose the type of sensors the Layer should incorporate.
Depending on what device you choose, you have different options. Gravio supports:
- Physical Sensor Devices

- Software Sensors
- MQTT Subscriptions

Copyright © 2023 ASTERIA Corporation Page 96 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

6.1.1.1. Adding Physical Sensor Devices

Gravio is built in a way that allows us to easily extend new sensor families. On the website
https://www.gravio.com/product#Gravio-Rent you can see a range of hardware sensors Gravio supports
off the shelf. If you require other sensors to be connected, please do not hesitate to get in touch via
Slack or e-mail under support@gravio.com

As of today, we support two types of widely known sensor standards:

» Zigbee devices (Zigbee specification)
* Bluetooth devices
» Energy harvesting EnOcean devices (EnOcean specification)

Using Zigbee

In order to use the Zigbee devices, you need to either use the Gravio Hub or use the below depicted
Gravio Zigbee USB receiver dongle with your PC/Mac that will run the Edge Server:

The Bluetooth devices need to be supported by Gravio. Please ask us in the Slack channel if a device is
supported.

The EnOcean sensors do not require any additional driver as the EnOcean driver is built into the Gravio
HubKit application. If you have Gravio HubKit and the EnOcean dongle connected, you are ready to
connect to your sensors out of the box. For more details how to use EnOcean, please refer to Adding
EnOcean Devices and Sensors

Adding Devices to the Layers

Now that you are ready to connect to the sensors, you need to bind the receiver(s) to the layers you
want to receive the data to. In order to do this, start Gravio Studio for Mac or PC, connect to your Gravio
HubKit and start adding your sensor devices. In this example, we are adding a Zigbee Single Button
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sensor as illustration:

Click the devices icon on the top right:
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Localhost
v -..] evice rigger ata o ettings = )
(L3 Tigg Dat log | Seting =N
Areas Layers On  Devices &
Select the Zigbee section on the devices list, and click the Pairing button:
[coe® Localhost
. = Trigger Data Log Settings a=a <
Areas Layers L o)

 Device List

Zighee

_|_

Serial

No available Devices

Bluetooth Scan
No available Devices

Camera

Sany

IODATA TS-NA220

Zigbee (ED-7E-A7-FE-FF-57-0B-00)

Please click the "Pairing" Button.

Reset Pairing

Close

A countdown will start in which you can pair your sensors. Click the pairing buttons on the sensor a few

times until it appears in the list:
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(coe® Localhost
# v

Trigger Data Log Settings

e

Areas Layers

Device List

Zighsa Zigbee (ED-7EJ#/-FE-FF-57-0B-00)

+

Pairing... 50 sec €

Serial

Sensor Type: lumi.remote.blacn01
Device ID: E5-14-90-02-00-8D-15-00
Display Name:

No available Devices

Bluetoath Scan
No available Devices

Camera

Sany

IODATA TS-NA220

Once you have added all your sensors, you can close this view and add an Area where you want to add
the sensors:

(@ece® Localhost
B | B Trigger Data Log Settings =] v}
Areas Layers On  Devices ¥

All data types are in a specific data layer. These layers have to match the type of sensors you are
adding. In this case, we are adding a button, therefore you have to add a button layer. All sensors in this
layer have to be buttons of the same type because the layer defines the character of the incoming data.
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(coe® Localhost
[ & | 5 | _ Trigger Data Log Settings | |2} ¢ |
Areas Layers B T ®
e J New Layer Name: Demo Layer L h
Choose Layer Sensor Type:
r e L e
(@) @ Agara-Pressure '
? @ Agara-SingleButton ‘
0 !E Agara-Temperature
O @ Agara-TwoButton
(1 tnt Aaara-Vibration-Fallina. = = -
Cancel Add
Now add the sensors you have previously paired to this layer:
(@ece Localhost
(&% || | Trigger Data Log Settings | =N e
Areas  Layers On  Devices @;

@ Demo Layer

Sensor Type: Agara-SingleButton

Ensure you are adding the right type to the right layer:
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(coe® Localhost
o -] Trigger Data Log Settings =] &
Areas Layers . L &)
= | Please select the sensor to bind to this layer
Demo Area 7| @ Demo Layer
7 B [umi.remote.blacn01-sensor2  E6-14-00-02-00-8D-15-00 lumi.remote.b1acn01
i/ 4
Close Binf
Now enable the sensor device:
(@ece Localhost
#| 3 Trigger Data Log Settings = [v]

Areas Layers On | Devices ®
Demo Area ” @ Demo Layer

E&__ ‘M lumiremote.blacn01-sensor2 E5-14-90-02-00-8D-15-00
Sensor Type: Agara-SingleButton /

At this point the data is coming in and being processed by Gravio. You can check that by opening the
Data tab and hitting the “live” button to see the incoming data in real-time:
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(@ece® Localhost
Device Trigger Log Settings
Area: | Any B e Ay B oeice Ay B
Area Layer DataKind Device Sender ID Data D Date Time Attribute
No Records.

Incoming sensor data will create new lines in this view:

(@ece Localhost
Device Trigger Leg Settings

Area: C‘ Layer: |Any n Device: |Any '

Area Layer DataKind Device Sender ID Data ID Date Time Attribute
Demo Area  Demo Layer e2233655-dadc-... lumiremote.blac... E5-14-90-02... d660cc7ff19d474081f6560a... 15/12, 23:21:52.49 1

Demo Area Demo Layer e2233655-dadc-... lumiremote.blac... E5-14-90-02... 88ed5c20a08345eb97bcdd... 15/12, 23:21:4791 1

Show data up to: ~

Congratulations, you have now connected sensors to Gravio and the incoming data is ready to be

processed in triggers and actions.
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We also rent out EnOcean energy harvesting sensors, that are getting powered by the energy
surrounding them, such as solar panels, or by kinetic energy, e.g. when buttons are pushed.

We have two types of sensors:

1. The temperature sensors, identifiable by the small slot on the side:

2. The door/window open/close sensor that comes with a magnetic counterpart:

Note that due to frequency regulations, these sensors come in localised variants.

When using these Gravio sensors, please choose the layer type Gravio-Door or Gravio-Temperatu
re. If you are using the devices in Japan, please use the same layer types but suffixed with -JPp.

1. Once you have added the layers, click on the Serial Interface Settings button to open the
dialogue and connect and pair the EnOcean USB Dongle with the sensors:
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Gravio Studio

< raspberry

Layers Devices
test 7
4 !E Layer 1

Agara-Temperature

® % fa © il B

Devices Triggers Cloud Trigger Timer Data Viewer Log
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2. If your EnOcean Dongle is connected correctly, you will see it in the following list:

Gravio Studio

- =] X
% W O @ 3
®
&
Settings
- X

Binding Devices

EnOcean

Zigbee (Firmware version : 0802)
No sensor attached

3| r =Y T Ll

Devices Triggers  Cloud Trigger Timer Data Viewer Log

Settings

3. Once you have confirmed the receiver is correctly connected, close the window and add the

sensors to the layer:

Gravio Studio

< raspberry
Devices

test

Layer 1

Aqara-Temperature

Layer 2

Gravio-Temperature-JP

O % fa © il L]

Devices Triggers Cloud Trigger Timer Data Viewer Log

4. At this stage press the learn button on the sensor:
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5. This will show the sensor ID in the list of sensors:

Gravio Studio

-
g W €]
X
Please select the sensor to bind to this layer
C9-CF-2F-02-00-8D-15-00
05-02-E7-EC (Last pressed LNR Button) EnOcea
If you want to add the device ID manually, please fill the following field and click the "Add" button
EnOcean v
6. Select the sensor you want to connect to this layer and press “Set”:
4
X

Gravio Studio

Gravig

E
5
2
i =3
g
=
=
=

Binding Devices

Binding Devices
Please select the sensor to bind to this layer

C9-CF-2F-02-00-8D-15-00 7

05-02-E7-EC (Last pressed LNR Button) &

If you want to add the device ID manually, please fill the following field and click the "Add" button
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This concludes the pairing process and you can close the window.
7. Don’t forget to enable the newly connected sensor(s):

Gravio Studio - X
< raspbery + @ W 3
Devices
test ®
Layer 1 & 05-02-E7-EC [EnOcean] @
Aqara-Temperature
Layer 2
Gravio-Temperature-JP
e % fa () il B ]
Devices Triggers Cloud Trigger Timer Data Viewer Log Settings

To check if the sensor data is received correctly, you can switch to the “Data Viewer” tab, select “Live
View” at the top right and trigger the sensors.
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6.1.1.1.2. Zigbee Driver Installation on

Windows

Once you have installed and started the GravioTools that come with your Gravio HubKit installation, the
Windows drivers for your dongle are automatically installed in most cases. But if your drivers are not
installed and you see an error in your “Device Manager”, please follow the instructions below to install

the drivers manually:

Firstly, download the latest driver from FTDI website
vcp-drivers/

Download this file:

. The direct link is here: https://ftdichip.com/drivers/

E @ VCPDrivers- FTDI x =B
C 1 https://ftdichip.com/drivers/vcp-drivers/
i3 FTDI HOME  PRODUCTS~  APPLICATIONS
2@ Chip
Processor Architecture
e Release X86 (32- X64
Operating System Date Bit) (64-Bit) PPC ARM MIPSII
Windows* 5321 05 5192861 212361 - - -
Linux - = B = - -
Mac 0S X 10.3t0 10.8 ?312—03— 2218 2218 2218 - -
Mac OS X 10.9 to
10.14 2018-12-  _ _ B ~
24 224
Mac OS X10.15 and 2021-05- Fas
macOS 11 18 —

Once downloaded, extract the file and run the setup:
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DRIVERS ~ SUPPORT~  ABOUTUS v c;- CHINA /\‘;Q L 9= [EI

MIPSIV

M 78 = @ (5-wur\ 3)

SH4 Comments

WHQL Certified. Includes VCP and D2XX
Available as a
- setup executable
"Ise read the Release Notes
d Installation Guides.

All FTDI devices now supported in Ubuntu 11.10, kernel 3.0.0-19
Refer to TN-101 if you need a custom VYCP VID/PID in Linux
- VCP drivers are integrated into the

kernel.

- Refer to TN-105 if you need a custom YCP VID/PID in MAC OS

This driver is signed
by Apple

a
w
E
Iy
H
z

This is a Beta driver release and the installer should be run from the
{Applications folder on your machine
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® F 101 COM Drivers *

FTDI CDM Drivers

Chick Extract’ to unpack version 2. 12.36. 1 of FTDI's Windows
driver package and launch the installer.

www fidichip com
| exdd | cance
Install the driver.
I Device Driver Installation Wizard |
| e Aot >

- To continue. accept the following icense agreement. To read the entire
% agreemerit, use the scroll bar or press the Page Down key.

IMPORTANT MOTICE: PLEASE READ CAREFULLY BEFORE A
INSTALLING THE RELEVANT SOFTWARE

This icence agreement (Licence) is a legal agreement between you
(Licensee or you) and Future Technology Devices intemational Limited

of 2 Seaward Place, Centurion Business Park, Glasgow G41 THH.
Scotland (UK Company Number SC136640) (Licensor or we) for use of
driver softwane provided by the Licensor{Softwane)

BY INSTALLING OR USING THIS SOFTWARE YOU AGREE TO THE w

#®) | accept this agreement Save As Print

() | don't accept this agreement

coak [ Tets ] | Conce

Read the terms and accept them if you are ok with them.



Device Driver Installation Wizard

Completing the Device Driver
Installation Wizard

The drivers wene successfully installed on this computer

The changes will not take effect until you restart your computer

Driver Name Status
v FTDI CDM Driver Packa... Device Updated
s FTDI CDM Driver Packa... Device Updated

L';glsh Cancel

Confirm that the drivers have been successfully installed.

Microsoft Windows x

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs

Restart quw Restart Later

Reboot your machine.
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6.1.1.1.3. Adding EnOcean-enabled devices

We have a Gravio USB dongle that can work with EnOcean sensor devices. On this page, we learn how
to add those devices to Gravio

1. Under “Devices”, select the type of EnOcean sensor you want to use (DataKind) and add a new
area and layer.

surface - Gravio Studio 4 -

‘\
| o
!

< surface + & W

LA1y—-

LA P-eh X
L1v-4% L1v-1

BUAV-TEVTFvLEWNT -9 OBEEER L TS, GravioF 1 MPAV-IISIBEDTIF1
I-9-DBER LIV -BBEBVEE A, INSOT-FETIYIVTRIEENET,

SENSING DEVICE TYPE NG NUa

([[]) Gravio-Door

g Aqara-Temperature

Gravio-Temperature

Watty-Temperature

)

Aaara-Humidity.

7%

712 rUA- F-5¢a-7 b BE

2. In order to receive sensor data from EnOcean-enabled devices, you must first pair the sensor with
a sensor receiver. Press the button below to display the configuration screen for the sensor
receiver connected to the serial port.
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surface - Gravio Studio 4

- [m] X
< surface + 4 m P ©@ @ . &5 v
BT
IU71 i @
© & il B
TIMA ~UA- 7-5¢1-7 i RIE
surface - Gravio Studio 4 - o x
< surface + I o [9) @ = &
LAv-
IU71
O #rz—g
Serial
REERINTVNST /M ABYER A
Camera
|IODATA TS-NA220W
Bluetooth
BIEEHEINTNST M ARBVEEA
£V
TIMR ~UA- 7-9€1-7 s RE

3. Press the button on the EnOcean-enabled device. After a while, the sensor will appear on the

serial port.
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surface - Gravio Studio 4 - m] X
< surface + 4] i [9) el Gar =N..
LA-
IU71
O #r1z2—%
Serial

Gravio Temperature-sensor2
Camera
IODATA TS-NA220W

Bluetooth

RIEERINTVST /M AEBYEEA

TIAZ ~UA- T-9Ea1-7 oy RE
surface - Gravio Studio 4 — [m] e
< surface + 4 mw ) v 2 ®=Hv
LAP-
IU71
O #rz—g
Serial

¥EFN{ZID 00-00-04-01-1A-90
Gravio Temperature-sensor2

Camera WET\M24% | Gravio Temperature-sensor2

|IODATA TS-NA220W

Bluetooth

BEEGINTWST N ABYEEA

TIMR ~UA- 7-9€1-7 s RE

4. Next, click on the circled “+” symbol in the upper right corner of the window.
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surface - Gravio Studio 4 - [m] X
< surface + E4 m P ® & F BH-
B TR ‘@]
(4] % il L
FIAR Us- F-5¥a-7 g BiE

5. Select the sensor you want to connect to the layer and configure it.
surface - Gravio Studio 4 - m]
< surface + 4 i () G = v
T 1 2 BT ®
L1v-
JE Gravio-T:mperature
X

WEBT DRIV F
ZOVIP-ICMYRT BV Y -ERIRL TSN

oy BE

TIAZ

When you have finished the settings, close this screen and.

6. You will see a screen similar to the one below. Finally, turn on the switch to receive data from this
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surface - Gravio Studio 4 m] X
< surface + g w 9 ® @& T H.v
RET I
71 - ®
_ @ L-Gravio Temperature-sensor2 00-00-04-01-1A-90 Q
&) u il L] od
TIMR ~UB- 7-9¢1-7 oy RE

Now you can start receiving data from the sensor.
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6.1.1.1.4. Adding a compatible Bluetooth
device

Use Gravio Studio to connect the sensor receiver and layer of a Bluetooth-enabled device.

1. Under “Devices”, select the type of Bluetooth sensor you want to use (DataKind) and add a new
area and layer.

surface - Gravio Studio 4

{ a 4 m @ N &

LA P-miEhn X
L1Y-4 Lrv-1

SENSING DEVICE TYPE e T
& Agara-lemperature
B Temperature-2iCiEBLOT

8 Temperature-CC2650

0 Agara-Humidity

As a sample, use OMRON’s 2JCIE-BUO1 to get temperature data.

1. To receive sensor data from a Bluetooth-enabled device, you must first pair the sensor with a
sensor receiver. Press the button below to display the sensor receiver configuration screen.
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surface - Gravio Studio 4

- m} X
{ surface + & il G v
FIAZ
Iu71 7 ®
e f il B bod
FIAZ uti- F-9E€1-T o7 BE
surface - Gravio Studio 4 m} X
< surface + [E4 m bt N =
O Fra—x
Serial
BAEERENTOAT M ALBYELA
Camera
RAHEFEENTUAT I ARBIELA
Bluetooth
BEERENTVITIMAGBYEEA
FIAR Fus- 5

T-9€1-TF

1.
minute.

Copyright © 2023 ASTERIA Corporation

Click the right arrow in the Bluetooth row and press the Scan button. The scan mode is on for one
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surface - Gravio Studio 4

- [m] X
¢ surface

4 1] @& RN O E-

() Frea—%
Serial

RAEEESNTVAT I ARBYER A

Camera

BREEEENTVWAT I ARBYER A

Bluetooth A¥vrp. 27

REEHSNTNSTIUARBYZ A

2. If a sensor is found while in scan mode, the following screen will be displayed:

surface - Gravio Studio 4

<

4 1] @& RN O E-

() Frea—%

Serial

_ Device ID | 5d6ic344d9cIba60a8b0f493F79349e9 ‘
RAEESSNTVATITARBYERA

Camera

Display Name | Omron 2JCIE-BUO1-sensor-1 ‘

BREEEENTVWAT I ARBYER A

Bluetooth

Omvron 2JCIE-BUD1-sensor-1

The sensor pairing process is now complete. Close the dialogue.

3. Next, click on the circled “+” mark in the upper right corner of the window.

Copyright © 2023 ASTERIA Corporation Page 117 of 580



ASTERIA Corporation

Gravio Documentation - The Node Computing Platform - 1_en

surface - Gravio Studio 4 - [m] x
< surface -+ @4 g Eair B
71 7z FIAA @
) % il L] ]
FIAR kui- T-9¥1-7 oy BE
4. Select the sensor you want to connect to the layer and configure it.
surface - Gravio Studio 4 - [m] x
< surface + B O @ B -
TP L1 FIAA @
5 LAY-1

Temperature-2JCIEBLOT

FIAADIAIE

ZOLAP=I2T Y FF By -ERIRL TS

(3]

TIAA

T-8€1-T oJ BE

When you have finished the settings, close this screen.
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5. You will see a screen similar to the one below. Finally, turn on the switch to receive data from this
sensor receiver.

surface - Gravio Studio 4 - [m] x

£ surface -+ “4 W @ N O
G L 1v- FIAR

Y71 i 7 ®

. Omron 2JCIE-BUO1-sensor-1 5(16(344019[9!}4603BIJEIMBETTBE«HGSQ

O £ Al

FIAR kU= 7-5¥1-T7 o4 BE

This will start receiving data from the sensor.
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Using Gravio Studio to link a barcode reader to a layer

Gravio allows you to use a barcode reader (barcode reader with USB COM port emulation function) as a

device that can input data as one layer.

Currently, there are three types of barcode readers that have been confirmed to work: BC-NL1100U, BC-

NL2200U, and BC-NL3000U from BUSICOM, and NLS-FM430 from NewLand.

barcode reader connection check

To check the connection of the barcode reader, in Windows 10, check if COMx (COM5 in this case) is

displayed in the device manager.

& FIMAVH-Tr-
TrOVE)  BEA  RRV) AVTH)
& T EHm B EX®

v & surface
> 9 Bluetooth
> Class for rockusb devices
> | A-FAOANBLUHA
> @ nx5
> F-h-F
> E avea-5-
> I YUYR T US4 IV O-5-
> B3 YATLTIMA
> 07 t*1UF1 FIMR
> @ wvy-
> B VoboI7 g-Rb
> B YIRIIT TR
> - TART 54T
> @ 74TV 79T 59—
> @ rykI-9 7HTH-
> BTy
> 1NV AVH-TIMR TIMA
> B oLy
> [ 7ouyy
v i -k oM & LT
i USB YUTIL 7/ (COMS)
> @) RYRLZOEHORAVT AT FIUA
v @ £=45-
[ PnP-Monitor Lock (Standard)

T Civvfama Nicmlan,

adding a barcode reader

1. in “Device”, select the Barcode (DataKind) you want to use and add a new area and layer.
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surface - Gravio Studio 4

< surface

V71

LAP-

LAY-0iEmm X
L1y vav-1

BUAV-THRv T FrLENT - DBEERIRL TSN, GravioT 1 MPAY-F ST BEDTIF1
I-9-DBEE LIV EBESYEE Ao INEOT-FRTIYV TRIFENET,

SENSING DEVICE TYPE NG UEN

Pressac-CO2

$0$  Aqara-Vibration-Falling

$0%8  Aqara-Vibration-Inclination

308 Aqara-Vibration-Movement

RE

FIAA hUB- 7-5€1-7 o0J RE

Here is an example where the barcode reader uses BC-NL2200U from BUSICOM to retrieve the barcode

data.

Note: The BC-NL2200U can switch between the USB HID-KBW function, which is simulated as a USB
keyboard input, and the USB COM port emulation function, which allows the host to receive data as if it were
a serial port. For details, refer to the BC-NL2200U. For details, please refer to the BC-NL2200U manual.

To receive barcode data, connect the barcode reader to the USB port, and then press the button below
to display the barcode setting screen.
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surface - Gravio Studio 4 - [m] X
< surface + 4 o @ Gair -
7 BEFA2
Y71 " ®
© £ il L
FIMR tUSH- 7-9¢1-7 oy RE
surface - Gravio Studio 4 - a X
< surface + 4 m ® &« 2 BH.
U7 1 LA— REFIMA ®
P V7 o S |

O Fr1z—%

Serial

Zigbee Firmware Version : 0.9

BUSICOM BC-NL2200U-sensor3

Camera

REERINTNST M ARBYEEA

Bluetooth

BEEFEINTNST MM ARBY A

EL3
FIM2R hUA- T-9¢a-7 oy BE

Note: If BUSICOM BC-NL2200U does not appear, please make sure that the barcode reader is properly
connected to the USB port and restart HubKit.

If the BUSICOM BC-NL2200U is displayed, you are done. Close the dialog. 3.

Next, click on the circled “+” mark in the upper right corner of the window.
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surface - Gravio Studio 4 - o X
< surface + 4 g 9 @ ZF B
4 BETIR @ |
e & il =
FIMR tUSH- F-9€1-7 oy RE
4. select the barcode reader you want to connect to the layer and configure it.
surface - Gravio Studio 4 - a X
< surface + 4 o @ Gar =2 B
Y71 LAv- WETINMA @
...... =
[ﬁ] t:arcode1
X

MET 2DV E
ZOVAV-ICMY RS20 T -EFIRL TS

S
a3

FIAR hUA- 7-9€1-7 oy

After finishing the settings, close this screen. 5.
You will see a screen like the one below. Finally, turn on the switch to receive data from this barcode reader.
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< surface

IU71

- a X

+ @& w ® @ T B

#EFIUR )
@ L-BUSICOM BC-NL2200U-sensor3 COMS5 o

(0] %

FIAR ~uA-

58
s

Now you can read the barcode with the barcode reader, and it will start receiving data.
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Using Gravio Studio to link GPS devices to layers

Gravio allows GPS devices ((colour-red) USB COM port emulation enabled GPS devices) to be used as

a data input layer similar to other data input devices.

Please visit the officially supported sensor list to find out which devices are supported.

Check the connection of the GPS device

To check the connection of the GPS device, in Windows 10, check whether COMx (in this case COMb5) is

displayed in the device manager.

& FIMAVH-Tr-
TrOVE)  BEA  RRV) AVTH)
& T EHm B EX®

v & surface
> 9 Bluetooth
> Class for rockusb devices
> | A-FAOANBLUHA
> @ nx5
> F-h-F
> E avea-5-
> I YUYR T US4 IV O-5-
> B3 YATLTIMA
> 07 t*1UF1 FIMR
> @ wvy-
> B VoboI7 g-Rb
> B YIRIIT TR
> - TART 54T
> @ 74TV 79T 59—
> @ rykI-9 7HTH-
> BTy
> 1NV AVH-TIMR TIMA
> B oLy
> [ 7ouyy
v i -k oM & LT
i USB YUTIL 7/ (COMS)
> @) RYRLZOEHORAVT AT FIUA
v @ £=45-
[ PnP-Monitor Lock (Standard)

T Civvfama Nicmlan,

Adding a GPS device

1. Under ‘Devices’, select the GPS (DataKind) you want to use and add a new area and layer.
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< surface
U7 1 o
LA v-0iein
L1v-%

L=

SENSING DEVICE TYPE

Pressac-CO2

BUAV-THRv T FrLENT - DBEERIRL TSN, GravioT 1 MPAY-F ST BEDTIF1
I-9-DBEE LIV EBESYEE Ao INEOT-FRTIYV TRIFENET,

G

$0%8  Aqara-Vibration-Inclination

308 Aqara-Vibration-Movement

§EI§ Agara-Vibration-Falling

UEN

RE

TIAR

o0J

2. to receive GPS data, connect the GPS device to the USB port and then press the following button to
display the GPS device settings screen.

surface - Gravio Studio 4

< surface

IU71

RETIM

e

FIAA

I,

o X
+ BT @ @ B
®

[=]
3
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surface - Gravio Studio 4 -
< surface —+ 4 m 9 &
LAv- HETIMR
IY71
fwn A=
O Fr12—%
Serial
Zigbee Firmware Version : 0.9
BUSICOM BC-NL2200U-sensor3
Camera
REEEINTNST MM ARBY A
Bluetooth
REERINTNST M ARBYEEA
L%
TIAR kA= T-9¢1-7 oJ RE

If the BUSICOM BC-NL2200U is displayed, you are done. Close the dialogue.

3. next, click on the circled ‘+’ symbol in the top right-hand corner of the window.

surface - Gravio Studio 4

< surface + o @ Gar
WETIMA
Y71 i
0] & il L
FIAR rUA- F-9¢1-7 o0J BRE

4. select the GPS device you wish to connect to the layer.
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surface - Gravio Studio 4 - a X
< surface + 4 m ? @ g ®Ev
071 LAv- REFIM ©)
&g L1v-1
Barcode
BT IAADNKIVF X
ZOLAY—-[CMYF T P -ZBIRL TKREE L
Ee)
FIAR ~UAH- F-Ht1-7 oy BRE
When you have finished the settings, close this screen and
5. switch on the device to receive data from this GPS device:
surface - Gravio Studio 4 - a X
< surface + 4 o @ Gar = B
o LA BEF/UR ®
_ - L-BUSICOM BC-NL2200U-sensor3 COM5 o

I,

N
=
o
3
2
#

o]

FIMR
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This will automatically start receiving GPS data from the GPS device.
6. The format of the GPS data is as follows.

Filtering the incoming data

This is used to extract only results that match the conditions from the inference results.

Data Description

The device’s direction of movement (number from 0° north to 359.9° clockwise) if the value
is -1, the direction is invalid

Course

SpeedKm Speed at which the device is moving (km/h)
SpeedKn Device movement speed in knots
LatitudeDeg  Latitude (DEG format)

LongitudeDeg Longitude (DEG format)

LatitudeDeg  Latitude (DEG format)

LongitudeDir  Longitude (DEGM format)

LatitudeDir Latitude direction (N or S)

LongitudeDir  Azimuth in longitude (E or W)
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6.1.1.2. Software Sensors

Gravio also supports software sensors. An example for a software sensor could be a camera that
detects how many people are in a room and triggers certain Actions if certain thresholds are reached.
These sensors are created using software and artificial intelligence (with inference files) using
TensorFlow.

Creating a Software Sensor

Adding a Camera

First you need to add a ONVIF compatible camera to the network. Gravio supports the ONVIF standard (
need to provide Profile T), which is very common in security camera settings. For this, please find the
camera in your devices window:

graviedhub.local - Gravio Studio 4 - [ *

< graviodhublocal =+ & U [ 1 ! .. ]

8 e il B L

Devices Triggers Data Viewer Log Settings

You will see ONVIF compatible camera(s) in your network. Please note that Gravio can detect ONVIF
cameras that adhere to the ONVIF discovery standard. If you don’t see your camera, please check your
network or camera setting:
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graviedhub.local - Gravio Studio 4 - [ *

¢ | : 3 -

In this case we connect to a IODATA TS-NA220 and to a Sony IPELA camera.

In the following screen you can set the parameters of the camera:

* The Device ID is fixed and needed to identify all information associated with this camera. It
typically consists of the word Camera followed by the IP address

* You can choose the display name to make sense for your setting

* Pick either Picture or Video depending on what you like to capture. We recommend picture as it
uses less space.

* The interval sets how often a picture should be taken. Note again, the less often, the less space
you need on your hard drive.

+ Both the above items are relevant if you decide to save the picture. The Save image tickbox
determines if the picture should be saved after it has been processed. Leave it blank to save
space, leave it ticked, to verify if the computer is doing the right thing

» If you save the picture, you can also draw a box around the detected area. For example, if you are
detecting people in a picture, it will draw a line around the detected people. This helps to verify if
the visual recognition model works correctly. Here you see where the images get stored. Note, if
you store the images, your hard disk might fill up very quickly. You may therefore go to “Settings”
and under “Disk Management” set an auto-delete of the media files after a suitable amount of
days.

* The username and password are the authentication details to access your camera.
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graviodhub.local - Gravio Studio 4 - =2 >
£ graviodhubloca + @ @ 3 [N B
() Devices
Serial
Device ID Camera192.168.1.19 |
Zigbee Firmware Version : 0.5
Display Name ‘ Front Cameral |
Camera
Capture type Picture ~ l
IODATA TS-NA220 g %
Picture capture interval ‘ 1 I |
Sony
D Save image

D Draw detected area frame

User | admin |
Password LTIy |
Close
= ol — = had
Devices Triggers Data Viewer Log Settings

Adding the Al/lmage Recognition Model

Now that you have added the camera, you can add the Image Recognition models to Gravio that the
camera should process. You can find the available models in the Settings tab of Gravio Studio, then in
the “Image Inference Models” section:

a

Devices

% il L]

Triggers Data Viewer Logs

Localhost - Gravio Studio 4 — = x
< Localhost @ B~
o HubKit Information
Available Image Inference Model
‘#)  Backup/Restare
CongestionRecognition_16FeetTensorFlow Deploy
Feature Package
CE CongestionRecognition_16FeetTensorFlowLite Depl
Base Property Profile @} g °9 = el
l— {@} CongestionRecognition_32FeetTensorFlow Deploy
B Disk Management CongestionRecognition_32FeetTensorFlowLite Deploy
:@} CongestionRecognition_32Feet_rev2_TensorFlow Deploy
{Ef)} CongestionRecognition_48FeetTensorflow Deploy
CongestionRecognition_48FeetTensorFlowLite Deploy
@ CongestionRecognition_48Feet_revd4_TensorFlow Deploy
{5} NumberOfPeopleTensorFlow -
I:@:I NumberOfPecpleTensorFlowLite Deploy
10F WeatherTansorFlow Denlov

On the right-hand side, you will see all the available models. Make sure your Gravio has access to the
internet, then just press the “Deploy” button to the right of the model you require. It will download the
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necessary model files and make them available for the final setup. Please note, that each model file can
easily reach 200-300 megabytes in data, so be aware of this when downloading and storing the models.

<
(v}

Tl
en B

B

graviodhub.local - Gravio Studio 4

gravio4hub.local

HubKit Information
Backup/Restore

Base Property Profile
Image Inference Models

Disk Management

Available Image Inference Model

I:I CongestionRecognition_16Feet

{;} CongestionRecognition_16FeetTensorFlow

Success

Success

Camera Inference Model successfully imported

Iil NumberOfPeople
{Q} NumberOfPeopleTensorFlow
{;j: Weather

@ WeatherTensorFlow

(0]

Devices

£

Triggers

Data Viewer

- [ X
B
Deploy
Deploy
Deploy
Deploy
[
Deploy
Deplay
Deploy
Deploy
Deploy
Log Settings

You can also create your own models, however, this is more advanced, and needs a bit more bespoke
work. Please don’t hesitate to get in touch with us in our slack channel if you are interested in doing this:
Join Gravio Slack

Adding the Layer and connecting the device and trigger

Now that you have installed and connected the camera and deployed the Al model, you have a new
layer available that you can add in the Area section of the Gravio Devices tab. Just add the layer as you
would any layer and pick the layer named after the Al model. This will then behave like any other
hardware sensor.

Add a layer to the area:

Copyright © 2023 ASTERIA Corporation

Page 133 of 580


https://bit.ly/gravioslack

Gravio Documentation - The Node Computing Platform - 1_en

ASTERIA Corporation

Localhost - Gravio Studio 4 = b
< Localhost Add Area m @& T B
Layers
Example Area i ‘E’d Layer
Example Vibration Layer

i Aqara-Vibration-Movement

B &

a f- il
Devices Triggers Data Viewer Logs Settings

Give it a meaningful name. You now have a new Sensing Device Type from the Al model, choose it and

save it:

|
o
X

2,
I
i |

=
Localhost - Gravio Studio 4
< Localhost
Layers

Example Area
Example Vibration Layer
V.
X

108 Agara-Vibration-Movement
Add Layer /

People Counting Layer

MName
nE  ua

SENSING DEVICE TYPE

i ARIPM

O People Counting

L

@ Gravio-Laser

©  wmartsson

Devices Triggers Data Viewer Logs Settings

Pick the camera feed you want to use with this model. These camera devices will automatically appear

here if they are using the standard ONVIF and its discovery protocol (see above):
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Localhost - Gravio Studio 4
< Localhost

Layers Devices
Example Area

Binding Devices

Please select the sensor to bind to this layer

Cameral192.168.1.2 IODATA TS-NA220 TODATA TS-NA220

d

rey
bl

Devices Triggers Data Viewer Logs Settings

Enable the layer:

Localhost - Gravio Studio 4
< Localhost

Devi
Example Area evices

Example Vibration Layer B Sony Camera192168.1.14
Aqara-Vibration-Movement

e £ il B o

Triggers Data Viewer Logs Settings

Now let’s add a trigger to the software sensor. Pick the trigger tab and create a new trigger. Give it a
sensible name and pick the right Area that contains the software sensor layer:

Copyright © 2023 ASTERIA Corporation Page 135 of 580



ASTERIA Corporation

Gravio Documentation - The Node Computing Platform - 1_en

Localhost - Gravio Studio 4

- = x
¢ Localhost y @ B
Add Device Trigger X
Trigger Name / Status
Trigger Name People Counting Trigger %
Area Example Area ~
When Conditions Action
Calendar I None ~ I
[T Active Time fom | 8 | 00 To| 17 | 00
Interval (milliseconds) | 5000 |
[ se Threshold
[ ] skipstill running
Devices Triggers Data Viewer Logs Settings
“ s ” .
Under “Conditions” select the layer and the camera:
Localhost - Gravio Studio 4 — =) >
< Localhost ¥y @ F.
Add Device Trigger X
Trigger Name Status
Trigger Name | People Counting Trigger |
Area | Example Area ~ l
When Conditions Action

If the following conditions are met

Conditions: 0/5
pa
Key Layer: Device ID:

People Counting Layer ~ q}SDny (Camera192.168.1.14)

NumberOfPeopleTensorFlow

]

Devices Triggers Data Viewer Logs Settings

Then set the condition under which the trigger should fire:
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Localhost - Gravio Studio 4 - b
< Localhost f+ @+ 5
Add Device Trigger X
Trigger Name Status
Trigger Name | People Counting Trigger |
Area | Example Area ~ l
When Conditions Action
If the fellowing conditions are met
Conditions: 0/5
Key Layer: Device ID
I People Counting Layer ~ | [ Sony ~ ]
NumberOfPeopleTensorFlow
Devices Triggers Data Viewer Logs Settings
And an action it should execute:
Localhost - Gravio Studio 4 — =) >
< Localhost ’+ @ [ o ... I
Edit Device Trigger X
Trigger Name Status
People Counting Trigger Trigger Name | People Counting Trigger |
Area | Example Area ™ l

When Conditions Acii_oLg

Action

NewAction ™ I
Trigger Properties: 0/5
Trigger Property Name Value

m

Settings

Devices Triggers Data Viewer Logs

Don’t forget to enable the trigger
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Localhost - Gravio Studio 4 — = >

< Localhost £ @ .
Trigger Name 4 Action 4 status §
’ People Counting Trigger No Settings

/?

(] % il B &

Devices Triggers Data Viewer Logs Settings

You are now ready to go and have created a camera vision layer and trigger. You can find more info
about creating triggers under the section Trigger Tab

You can find more about how to setup a ONVIF Camera by watching this video:
https://www.youtube.com/watch?v=8dkSIz_5810

You can find out where the images are stored here
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6.1.1.2.1. Inference Models

Gravio can infer camera images using TensorFlow , a Google system used for Artificial Intelligence and
Machine Learning. Two types of TensorFlow files are available:

e TensorFlow and
 TensorFlowLite.

There is a difference in the number of deep learning layers in the inference process:

* TensorFlow has 32 layers and
» TensorFlowLite has 16 layers

While TensorFlow is more accurate in inference, it requires more processing time and memory. We

suggest that you verify with your environmental conditions such as lighting, contrast, camera resolution
etc. if the TensorFlowLite model is sufficient.

Available Inference Files

The following inference files can be used in Gravio per default:

Recognition of congestion

Approximate distance Inference file name

16Feet CongestionRecognition_16FeetTensorFlow
32Feet CongestionRecognition_32FeetTensorFlow
48Feet CongestionRecognition_48FeetTensorFlow

Recognizes the degree of congestion in the area (range) captured by the camera.
16Feet, 32Feet, and 48Feet are approximate distances to the area recognized by the camera.
48Feet is a wider range than 16Feet, so please use the larger number to identify people in the distance.

Outputs: Integer of number of people detected (counting heads, optimised for an indoor setting.)

Number of people counting

NumberOfPeopleTensorFlow
This inference counts the number of people recognized by the camera.
Outputs: Integer of number of people detected (counting full bodies, optimised for an outdoor setting.)

Weather recognition

WeatherTensorFlow
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Recognizes the weather in the sky recognized by the camera.
Outputs: windy, thunder, cloudy, typhoon, snowy, sunny, rainy, unknown

If you have a free or basic subscription, you get the people counter and weather models in the bundle. If
you have the Enterprise subscription, you can upload your own Al/ML models to your Coordinator back
end and push them to the Gravio HubKits. Note, the models are general purpose models and they may
not work specifically for your circumstance. If you need more accurate models, we recommend training
them specifically for your setting.
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6.1.1.3. MQTT Subscriptions

You can subscribe to topics from an MQTT broker. These incoming messages would then be treated like

sensor input data.

To create an MQTT layer, click on the MQTT button on the top right of the screen:

Localhost - Gravie Studio 4

< Localhost

e

Devices

£

Triggers

Data Viewer

Log

o

Settings

— = pd

+@E-*Nﬁv

This will open the overview of your available MQTT Brokers. You can add your brokers by clicking on the

“List” button in the Broker row:
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Localhost - Gravio Studio 4

< ocalhost

MQTT Settings
MQTT BROKER TOPIC ENTRY LIST

Broker Topic

SETTING MQTT BROKER TOPIC ENTRY

Broker

Topic Please enter Topic
Timeout(milli sec) 0
Client ID Please enter Client ID

Qos QoS50

Clear Session O

Clicking on that button will open the dialogue to add new brokers. Note, for encrypted connections, prefix

the URL with ss1://:

Localhost - Gravio Studio 4

< Localhos

MQITT Settings

< Back

Braker Name
URL
Port
User

Password

Client Certificate

Private Key

Private Key Password

Root CA

Edit Broker

Mosquitto Broker
192.168.1.4

1883

Please enter user name
Please enter password

Not set

Mot set

Please enter Private Key Password

Not set

Upload

Upload

Upload

Fill in all the details of your broker and upload the necessary certificates, keys and key passwords.

After you have added this, your Broker will appear in the drop-down menu:
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Localhost - Gravia Studio 4

MOTT Settings

< Localhost

MOTT BROKER TOPIC ENTRY LIST

Broker

SETTING MQTT BROKER TOPIC ENTRY

Broker ’ Masquitto Broker
Topic Please enter Topic
Timeout(milli secy 0

Client ID Please enter Client ID
Qos QoS0

Clear Session O

Choose your broker, and enter the topic, QOS and timeout you’d like to use to subscribe to a topic. Once
you’'ve added these details, your entry will appear in the list above:

Localhast - Gravio Studio 4

¢ Localhost MITT Settings
MQTT BROKER TOPIC ENTRY LIST

Broker

SETTING MQTT BROKER TOPIC ENTRY

Broker Masquitte Broker

Topic gravio/example
Timeout(milli secy 100

Client I Pleass enter Client ID
Qos QoS2

Clear Session O

Once it’s added there, you will be able to add it as a layer, similar to adding a sensor layer:
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Localhast - Gravia Studio 4

< Locahost ¥ U @ 3% N |

Add Layer X

Name Layer1
SENSING DEVICE TYPE nE
A, VAR PEOpIE LOUNTING
Th ONVIF Camers
©F MarTISoN [
O MOTT String |

(¥ Barcode

And subsequently, after clicking on the plus sign on the top right, you can subscribe the layer to a topic
that you have created in the previous steps:

Localhast - Gravie Studio 4

©) Layer1
i MOTT ISON

Binding MQTT Topics x

Please select the mqtt entry to bind to this layer

Mosquitto Broker

If you have a MQTT broker installed such as for example Mosquitto you can also use a program such as
mosquitto pub from the command line or MQTT Explorer to send a command and see if it appears in
the Gravio Data log:
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Localhost - Gravio Studio 4 - =) >

< Localhost Area | Any v| Layer ‘ Any v| Device | Any vl From| 10/29/2020 @@ H 0o 00 | To ‘ 10/29/2020 @ || 23 | 59 | B

Area Data kind Device Sender 1D Data ID DateTime Attribute

(0] % il e L

Triggers Data Viewer Log Settings
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6.1.1.4. Gorilla IVAR

In Japan, Gravio works with the Gorilla IVAR image recognition system and receives the data recognized

by IVAR.

Creating an IVAR

In Device, select the IVAR type (DataKind) and add a new area and layer.

IVAR will receive data in the following formats: face recognition, area monitoring, vehicle recognition,

headcount, and general-purpose.

surface - Gravio Studio 4

LAv-

=]

UAY-%  vav-1
BEUAV-TFrTFrLEWT S OBFETRLTEEN, GravioT 1 MPAV-FTTIBEDTIF1
I-9-DBER. LIV-BRBESYELA. TNEDT-F BT I3V THIFENET,

SENSING DEVICE TYPE el N

I8 VAR ERE

LA v-mien X

TE VAR KEER
T VAR B
T4 VAR AEHIVE

R

TIRAR ~UA- 7-9€1-7 oJ RE

Press the following button to display the IVAR setting screen.
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Enter the IVAR and click the Add button. copy the HubKit URL to the clipboard to register it to the Gorilla

IVAR server and register it to IVAR.

The URL of the HubKit that you want to register to the Gorilla IVAR server should be copied to the
clipboard and registered to IVAR. For more information on how to register, please refer to the

Coordinator’s Setting up Gravio and IVAR integration.
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surface - Gravio Studio 4 - [m] X
< surface + 4 o [9) Garr 2 BB
. B E
71 L1 RETIM ©)
e LAY-1
IVARAY - I DHRTE X
Gorilla IVARY—/\~(C&$}t ZHubKitOURL
HubKitTY FR4 > b: https://192.168.68.102:29448/ivar/event [l
IVARUZ b
Y-1-% DNS#/IP7FLA #-1\-ID Fral
IVARY = /-0 B %
ZE ivar
DNS%/IPPELA  192.168.68.26
IVARY—/{-ID {c54ac30f-348e-4375-b01f-85b8e92e16fe}
Frrl# 4
FIMA RUH- F-9¢2-7 o7 ®E
The saved IVAR information will be displayed in the list.
surface - Gravio Studio 4 - [m) X
< surface [E4 g [9) Gl g =
Y71 LAv- T/ ®
Gou_ [ARP=1l
IVARAY - DHRTE X
Gorilla IVARY—/\~(Z& #F ZHubKitDOURL
HubKitTY R4V b: https://192.168.68.102:29448/ivar/event (I}
IVARUZ b
Y-N-% DNS£/IPTFLA #-1-1D FrRIVE
ivar 192.168.68.26 {c54ac30f-348e-4375-b01f-t 4 i)

IVARY - /(-0 & %
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Click the + button to display the Bind Settings screen.

surface - Gravio Studio 4

[m]
< surface + 4 m @ o) Gar =2 B

BT @

7]

o % il O
FIMR rUH- F-9¢1-7 o7 BE
1. Bind the configured IVAR channel to the layer.
surface - Gravio Studio 4 - [m] X
< surface + ] o ) el G =
B LAv— HEFIMR @
fm AT
N gEFRcEE X
LAY-CRET 3T -N-ERIRL TS
Channel 1
Channel 2
B
ivar
Channel 3
B
ivar
Channel 4
B
ivar
£3072)
TIMA ~UB- F-9€1-7 os RE
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Finally, turn on the sensor acquisition.

surface - Gravio Studio 4 Y
< surface + e i ) D G g v
— EATES
i LA HIEF IR @
_ M L-Chanel1@ivar c39c5220-b63-4921-93a3-284dcad0145¢ [ o]
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6.1.1.5. i-PRO Computer Vision and Gravio

i-PRO is a surveillance camera sold by i-PRO Corporation , which is part of Panasonic. Gravio
coordinates with i-PRO and receives data recognized by Al.

Setting up i-PRO

1. In ‘Devices’, select the type of i-PRO (DataKind) and add a new area and layer.
i-PRO chooses from Al crowd detection facial recognition, Al motion detection, and general purpose for

the format of the data it receives.

Iu71

UAt-

L1Y-0Em X

L1v-%& bv-1

ELIP-THeTFoLEVT-FORBERIRL TS, Gravio31 M AV-NT57BEDTIF1
I-5-0B&kR. LIY-RAESYERA. INS0T-F377 73U TRIESNET.

SENSING DEVICE TYPE Nt

O ipro AR

O iprO AIBYESIES

O irroRA

© wmartison

G varT x5
o) ] il L] o
FIAAR rUA- 7-9€1-7 o7 BE

2. Press the following button to display the i-PRO settings screen.
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- Gravio Studio - o X
< + & ® & @ 7 @ ®-

Uy

78 & vl
iPRO ALEFE#5]

IU71

e % il L] o

FIAR rUB- 7-9€1-7 o7

3. Enter the name of the i-PRO camera and the Mac address, and press the add button. The URL of the
HubKit to register with i-PRO is copied to the clipboard and registered with i-PRO.
For the registration method, please refer to How to set up i-PRO camera.

- Gravio Studio - o X
< + B W ® & @ 7 O® ®-
O LAr-

78 L1r-1
/ {C} iPRO ALEZE5]

"/ | Manager IPro Cameras X

71

HubKit URL to use for IPro camera configuration

29448/ipro/info/WV-XAE207W 18]
HubKit Endpoints:
:29448/ipro/info/WV-XAE200WUX LO
IPro List
Name MAC Address
i)

Register IPro Camera

Name Name
MAC Address ~ 00:00:00:00:00:00

Add

e % il L]

FIAR rUB- F-9€a-

e

]
o
3

4. Click the + button to display the binding settings screen.
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- Gravio Studio - [m] X
< + BT @ 6 @ F O H
U717 i LAY~ #2712 @
| LAr-1
:4?’4 © onmmen
v i
[} % il L]
FIAR FH- 79617 o7 BE
5. Bind the set i-PRO camera to the layer.
- Gravio Studio - o X
< + g o P ® @ 7 0O B
71 REFIMR ®
b1v-1
iPRO AR5
Binding IPro Camera X
Please select the camera to bind to this layer
i-pro B
[} % il L]
FIAR MA- -7 07 BE

6. Finally, turn ON sensor acquisition.
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< + B m P ® @ 7 ©® =B
s Vet BB )
@ b1v-1 @ Li-pro o)
iPRO AIIEFE#H]
[} £ il L o
FIAR rUH- 7-9€1-7 o7 BE
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6.1.1.6. Physical Device List

Displays the list of physical devices connected to Gravio, and the list can be downloaded in a CSV
format.

1. Press the following button to display the Physical Device List screen.

® ©® @ Localhost @. = Device Trigger Data Log Settings P '.? = @ (@
Areas Layers On  Logical Device @
Example Area 7 . People Counting
S A
sar Type
Door Sensors
oIy

sor Type

!E Temperature Sensors
sor Type

Laser Distance Sensors
sor Type

MQTT Input

Sensor Type: MQ

.1 Barcode Scanners
[ﬁ] sor Type

Vibration Sensors
sor Type

® Button Sensors
sor Type

(@) F)ccup?ncy Sensors
Sensor Type

.. CO2Layer
Sensor Type

O Humidity Sensors

i

2. The area/layer to which the physical device is bound (empty if not bound), the physical device
type, the physical device name, and the physical device ID will be displayed in the list.
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Laser Distance S
Sensor Type: Grawi

MQTT Input
Sensor Type: MQT

Barcode Scanner
Sensor Type: Barc

Vibration Sensors
Sensor Type: Agar

Button Sensors
Sensor Type: Agar

Occupancy Sensi
Sensor Type: Agar

CO2 Layer
Sensor Type:

o

Humidity Sensors

™
@ @ @ Localhost @. = Device Trigger Data Log Settings @ @ 2 ¢ 0
Areas Layers On  Logical Device @
Example Area .~ People Counting al
L sensorType: WUl @ @ @ Device List @ Localhost L3 = C
a gonr S:nst_mf.
nsorType: A9SE are - Layer Tyne Physical Device Device ID
!E Temperature Sen === Camera USB Live Camera Camera0C45.6366.SN0001T
Sensor Type: A NES Camera  IODATATS-NA220  Cameral92.168..14

3. Click the following button to output the physical device list to CSV.

()

&

Laser Distance S
Sensor Type: Grawi

MQTT Input
Sensor Type: MQT

Barcode Scanner
Sensor Type: Barc

Vibration Sensors
Sensor Type: Agar:

Button Sensors
Sensor Type: Agari

Occupancy Sensi
Sensor Type: Aqaf:

CO2 Layer
Sensor Type:

Humidity Sensors
O ty

coo T
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~
@ @ @ Localhost @ v /= Device Trigger Data Log Settings Gt '-@ = G ®
Areas On  Logical Device @
Example Area People Counting o
Sensor Type: Numi ¢ @ @ Device List @ Localhost = C
L3
Door Sensors [ B
Sensor Typs: Ad Area - Layer Type Physical Device Device ID
JE Temperature Sen --- Camera USB Live Camera Camera0C45.6366.SN0001
Sensor Type: Ao Camera IODATA TS-NA220 Camera192.168.1.14
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6.1.2. Trigger Tab

In order to have a trigger, it makes sense to have an action first, that you want to trigger with your
trigger. You can see how to make actions here.

Once you have an action, you can start triggering it using sensor data. There are three types of triggers:

1. Triggered by events identified by sensor data
2. Triggered by time

3. Triggered by variable and property conditions
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6.1.2.1. Sensor Event Trig_gers

Sensor Triggers

Click on the icon on the top right with the plus in the square to create a sensor-based trigger:

Localhost - Gravio Studio 4

. = > ]
< Localhost n @ & o &

Trigger Name % Action 4 Status 4

@ Regular Trigger NewAction o

a % il B &

Devices Triggers Data Viewer Logs Settings
This will open the trigger popup:

Localhost - Gravio Studio 4 — [ *
< Loc h & & T =
Add Device Trigger X
Trigger Name Status

Regular Trigger Trigger Name | hnt\tled event trigger 1 X |
Area [ A l
When Conditions Action
Calendar | None ~ |
[ Active Time Fom 8 | 00 | | 17 | 00
Interval (milliseconds) | 5000 |

[ ] use threshatd

D Skip still running

s

= = ——

Devices Triggers Data Viewer Logs Settings
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Give your trigger a sensible name, we recommend to name it after the condition that triggers the trigger.
Assign it to the correct area.
You have three tabs:

1. When: At which point in time the trigger should get triggered

2. Conditions: Under which conditions the trigger should get triggered
3. Action: Which action should be triggered and with which parameters

When
Localhost - Gravio Studio 4 — [ *
< . o -
Add Device Trigger X
Regular Trigge Trigger Name | Juntitled event trigger 1 * |
Area l A |
When Conditions Action
Calendar | None ~ |
[ Active Time Fom 8 |00 To | 17 | 00
Interval (milliseconds) | 5000 |
[ ] use threshatd
D Skip still running
e —
L ] Log

The Calendar function is reserved to enterprise customers who can create very detailed calendars in
Gravio Coordinator. These calendars will then appear in this drop-down list.

If you tick the “Active Time” the trigger will be active during the times specified here. If Active Time is not
ticked, the trigger will trigger around the clock.

The interval is specified in seconds and determines how long the trigger should wait until it can be
triggered again. This is useful if you for example don’t want a motion to be detected multiple times if the
sensors send multiple signals in short succession.

The “Use Threshold” tickbox means that the trigger should only be triggered if the threshold of the
sensor data is changed. For example, rather than triggering when reaching 20 degrees, you could tell
the trigger to activate every time the temperature changes.

The tickbox “Skip still running” means that the trigger will only be activated if the associated action has
finished.
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ASTERIA Corporation
Conditions
Localhost - Gravio Studio 4 — [ b
< 5 6 =
Add Device Trigger X
Trigger Name atu
Regular Trigger Trigger Name | Untitled event trigger 1 |

Area [ Example Area e
When Conditions Action
If the fellowing conditions are met
Conditions: 0/5

And Vv Add
Key Layer: Device D
[ exampte vibration Layer | | lumivibrationagisensor |
Slight movement < l:l

&

Devices Triggers T g

Under the Conditions tab you can set the conditions under which the trigger should be triggered. This is
depending on the nature of the sensor layer type that you have picked. For example if it's a door sensor,
you will have “open” and “close” as parameters. But if it's a temperature sensor you might have a

temperature field and “more”, “less

, “equal’, etc.

You can also combine conditions by choosing the “and” or “or” item in the dropdown and chaining the

conditions up.

In the above example, it’s a vibration sensor that is triggered.

Action
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Localhost - Gravio Studio 4 . = >
{  Localhost £ @ = 0 -
Add Device Trigger X
Trigger Name Status
Regular Trigger .
Trigger Name Untitled event trigger 1
Area | hd l
When Conditions Action
Action I NewAction ~ |
Trigger Properties: 1/5
Trigger Property Name Value ﬁ
tp,[ | Vl‘l - | x
KeyAreaName
KeyLayerName
TriggerName
-
Devices Triggers Data Viewer Logs Settings

Finally, the “Action” section allows you to set the action that should be triggered. You need to have an
action available for this. You can also pass arguments and values to those actions if required.

You can use trigger properties as parameters to pass on. You can find more details under Trigger

Variables and Properties

After clicking the Save button, the trigger will appear in the triggers list:

( Localhost - Gravie Studio 4 - [ x
< Localhost fa fa [ o &
Trigger Name % Action 4 Status §
ﬁ| Button is pressed Button Action @
L
a £ i} L] L
Devices Triggers Data Viewer Logs Settings
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Don’t forget to switch the trigger on on the far right side:

Localhost - Gravio Studio 4

< Localhost

Trigger Name

A
5

ﬁ- il L L

Triggers Data Wiewer Logs Settings

You're done. Your sensors are now connected to the actions.
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6.1.2.1.1. Trigger Parameter Examples

Setting the valid time period for triggers

Device triggers execute when data arrives, that matches the set conditions. You can specify an interval
so that the next execution will not take place until this interval has elapsed from the previous execution
time.

This is useful for example, if data arrives from the device once every 2 seconds, but you want the trigger
to run every 10 seconds. In this case specify 9000ms (about 10% lower than 10 seconds) as the interval.

By doing so, the received being received every 2 seconds will be triggered at the following timings:

* Received data 1 (trigger execution)
* Received data 2 (no action)
* Received data 3 (no action)
* Received data 4 (no action)
* Received data 5 (no action)
* Received data 6 (trigger execution)
* Received data 7 (no action)

Threshold

This parameter accommodates sensors that constantly transmit state data (e.g., temperature sensors,
door/window open/close sensors, wireless switches).

Example 1: If a temperature sensor is set to trigger by threshold and the trigger is set to >20°, then after
the sensor sends data above 20° and the trigger is executed, it will not be executed until the temperature
drops below 20° and then above 20° again. If threshold triggering is off, the trigger will always be
executed when the sensor sends data above 20°.

If the sensor sends data at 21°, 22°, 18°, and 23°:

» Threshold trigger is set, it will be executed at: 21° and 23°
+ |If threshold trigger is not set, it will executed at: 21°, 22°, and 23°

Example 2: If the threshold triggering setting is on for a door/window sensor and the trigger is setto clo
se, the sensor will send close data and the trigger will not be executed until it is opened once. If
threshold is set to off, the trigger will always be executed when the sensor sends close data.

If the sensor sends close, close, open, close:

» Threshold trigger is set, it will be executed at: close, close
 If threshold trigger is not set, it will executed at: close, close, close

Example 3: If threshold triggering is on for a wireless button, and the trigger is set to c1ick, the trigger
will only be executed if the state changes. If the threshold is set to off, the trigger will always execute
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upon a receipt of a click.
If the sensor sends click, click, double click, click:

* Threshold trigger is set, it will be executed at: click, click
 If threshold trigger is not set, it will executed at: click, click, click

Setting trigger execution conditions

Key Layer and Layers

The condition in a Key Layer needs to be specified. When the condition is met, the respective action is
executed. You can have additional layers and conditions that can be connected via AND or OR
condition.

Example 1: When the trigger condition of the door/window sensor is set to close in the key layer

Receive data open from door/window sensor.
Receive the data close of the door/window sensor << Trigger is executed here
Receive data open of the door/window sensor

Ao Dbd =~

Receive data close from door/window sensor << Trigger is executed here

Example 2: When the key layer is set to close for the door/window sensor and the layer is setto 20° o
r higher for the temperature sensor (if you have selected to use threshold triggering):

Receive data open from door/window open/close sensor

N =

When the temperature sensor condition is set to 20° or higher (when trigger by threshold is
selected)

Temperature sensor data 20.0° received

Receive door/window sensor data open

Receive data 19.8° from temperature sensor

Receive data close from door/window sensor (trigger not executed)

Receive data open from door/window sensor

Temperature sensor data 20.1° received

Receive data close of door/window sensor << Trigger is executed here

© 0 x®x NGO~

—_—

Receive temperature sensor data 20.2°

Important Note: the two sensor data packets need to be received within the set interval time

Example 3: If the key layer is set to close for the door/window sensor and the layer is setto 20° or h
igher for the temperature sensor (if you have not selected to use threshold triggering)

» Door/window sensor data open is received

» Door/window sensor data close is received (trigger is not executed)
« Temperature sensor data 20.0° received

* Receive data open from door/window sensor

* Receive data 20.1° from temperature sensor
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* Receive data close from door/window sensor << Trigger is executed here
* Receive data open from door/window sensor

» Temperature sensor data 20.2° received

* Receive data close from door/window sensor << Trigger is executed here
» Temperature sensor data 20.1° received

Example 4: If the door/window sensor condition is set to close in the key layer, the temperature sensor
condition is setto 20° or higher in the layer, and the humidity sensor condition is set to 30% or hi
gher in the layer

(When AND is selected):

* Receive data open from door/window sensor.

* Receive data close from door/window open/close sensor (trigger is not executed)
» Temperature sensor data 20.0° received

* Receive data open from door/window sensor

* Receive data 20.1° from temperature sensor

* Receive data close from door/window sensor (no trigger is executed)

* Receive data open from door/window sensor

* Humidity sensor data 35% received

* Receive data close of door/window sensor << Trigger is executed here

* Receive data 20.1° from temperature sensor

Example 5: If the door/window sensor condition is set to close in the key layer, the temperature sensor
condition is setto 20° or higher in the layer, and the humidity sensor condition is set to 30% or hi
gher in the layer

(When OR is selected)

* Receive data open from door/window sensor

* Receive data close from door/window sensor (trigger is not executed)

* Temperature sensor data 20.0° received

* Receive data open from door/window sensor

* Receive data 20.1° from temperature sensor

* Receive data close from door/window sensor << Trigger is executed here

* Receive data open from door/window sensor

* Humidity sensor data 35% received (no trigger is executed as door/window, the key layer, is still o
pen)

* Receive data close from door/window sensor << Trigger is executed here

» Temperature sensor data 20.1° received

Example Equations

You can also set an expression which has to be met in order to execute the trigger.
Example 1: When the temperature of the temperature sensor is greater than 25°.

Expression: tv.Data >= 25
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Example 2: When the temperature of the temperature sensor is between 20 and 25 degrees Celsius

Expression: tv.Data >= 20 && tv.Data <= 25

Example 3: IVAR face recognition receives FR_UNKNOWN (For Gorilla Face Recognition module)

Event type: Any event

Expression: tv.Data.common.type == "FR_UNKNOWN"

Example 4: IVAR face recognition receives unmasked data

Event type: Any event

Expression: tv.Data.iod.mask == "NONE"

Example 4: If you have arbitrary data coming from MQTT (e.g. “aircon=0ff"), you can have that as a

matching condition:

Event type: Any event

Expression: tv.Data.aircon == "off"

Event Trigger Name:  Turn on air conditioner

Reference Calendar: None

- ~

[ Active Time:  From: 00:00 _  To: 00:00

[ skip if still running

- Conditions  Action

Interval(msec): 5000 || Use Threshold Trigger

Runson @ AND ' OR condition

Area: Demo

Key Layer: MQTT

Physical Device ID:

Payload  Expr [ Itv.Dala.aimon == "off"

Area: Demo B  valid Period (msec):
Layer: Temperature a

Physical Device |D:

Temperature

In this case, the trigger gets executed if the aircon data from MQTT is of £ and the temperature is higher

than 25 degrees celsius.
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Example of trigger conditions for key layers and layers with additions

Example: If you want to trigger only when CO2 exceeds 1000ppm and when there is a person in the

room using the motion sensor.

* In the key layer, specify the condition when the CO2 layer value exceeds 1000ppm

* Add the motion sensor layer

» Since the motion sensor does not send any data when nobody is present, we need to limit the
validity of the last value. In this example we set the “Validity Period” to 60,000 milliseconds (1

minute).

» This results in the trigger not being executed, even if CO2 exceeds 1000ppm, if no motion has

been detected within the last minute.

The “Validity Period” can also be set to 0. In this case, the conditional judgement will be made based on

the most recent value of the sensor.

Event Trigger Name:  CO2 Levels High AND Person Present

Reference Calendar: MNone

-~ -~

[ Active Time:  From: 00:00 < To: 00:00 (T

|| Skip if still running

Conditions ~ Action

Interval(msec): 5000 || Use Threshold Trigger

Runson @ AND  OR condition

Area:

Example Area

Key Layer:

CO2 Layer

Physical Device ID:

Area:

Example Area Valid Period (msec):

Layer:

Motion I 60000'

Physical Device ID:

Motion Detected =
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6.1.2.2. Time Based Triggers

You can create triggers that are based on times on time-related parameters such as intervals, weekdays,
day-of-month, etc.

To create a time-based trigger, open the +-icon with the clock on the trigger tab:

Localhost - Gravio Studio 4 - (= x

< Localhost £ @ 5.
L
Trigger Name % Action Status 4
a % il L} o
Devices Triggers Data Viewer Logs Settings

You will see the following dialogue box:
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( Localhost - Gravio Studio 4 - = >
{ Lo Create Schedule % £ @ &
Trigger Name L}nm
[] Active Time Fom |8 | 00 | 17 | o
[j Skip still running
Schedule Action

carml
- . -

Give your trigger a meaningful name.

If you are an enterprise customer, you can choose a calendar which you would like to use. You can
create calendars in your Gravio Coordinator dashboard.

Select within which timeframe the trigger should be active.

Tick the “Skip” tickbox if you want the trigger to skip if the trigger action is still running from a previous

trigger.

You will see two Tabs: Schedule and Action

Schedule Tab

In the dropdown menu of Schedule, you have the following options:

* None: If you there is no schedule
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Localhost - Gravio Studio 4
< Localhost

Trigger Name

Create Schedule

Timer Name Regular Trigger
Calendar None
Active Time From | s 0w | w| 17| w |
Skip still running
Schedule [:action

Repeat

II
X

I

None

Status

» Interval: if you want the trigger to fire in a certain interval (for example every 10 minutes)

Localhost - Gravio Studio 4
< Localhost

Trigger Name

Create Schedule

Skip still running

Schedule
Repeat

Interval (minutes)

II
X

Timer Name Reqular Trigger
Calendar Nenhe
Active Time mel 8 00 ‘ Tn| 17 |

>
2
Q
=1
Ly

Interval

I

. -

5 @ .

Status

» Hourly: If you want the trigger to fire every hour on a specific minutes/seconds setting
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( Localhost - Gravio Studio 4 = =) b
< Localhost Create Schedule * £ @ .
Trigger Name Status
Active Time mel & 0 ‘ Tu| 17 | oo |
Skip still running
Schedule Action
Start dme [0 ] minues seconds
e
« Daily: If you want the trigger to fire on specific weekdays at specific times
. =) x

Localhost - Gravio Studio 4
< Localhost

Trigger Name

» Monthly: If you want the trigger to fire on specific days of a month at specific times

Copyright © 2023 ASTERIA Corporation

Create Schedule

X

Timer Name
Calendar None
Active Time From | 8 00 ‘ To | 170 |
Skip still running
Schedule Action
Start time [ 0 v } hour { 0 v l minutes [ 0 hd w seconds

5 @ .

Status
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Trigger Name

+ Custom: Use a syntax that is similar to crontab to fire a trigger at specific times

II
X

Timer Name Regular Trigger
Calendar None
Active Time From | & 0  To| 17 | 0 |
Skip still running
Schedule Action
Start time [ 0 hd ‘ haur { o hd w minutes [ 0 hd ‘ seconds

Specified Day of

e

Localhost - Gravio Studio 4 - B x
< Localhost Create Schedule £ @ B
Status

4

Trigger Name

The positions are:

II
X

Timer Name Reqular Trigger
Calendar None
Active Time From | 8 0  To| 17 | 0 |
Skip still running
Schedule Action
Custom input | N

Cancel Save

Localhost - Gravio Studio 4 = [ x
< Localhost Create Schedule ¥ @ =
Status

Unit Required Acceptable Values Available special characters (see cron syntax)
Seconds required  0-59 e/, -
Minutes required  0-59 e/, -
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Hour required
Day required
Month required

Day of the week required

0-23

1-31

1-12 or JAN-DEC

0-6 or SUN-SAT

Gravio Documentation - The Node Computing Platform - 1_en

./, -
.« /=7
./, -
-

Example: Once a year February 4th 14:23:51 “51 231442 *

Action Tab

In the Action Tab you can pick which Action the trigger should fire. Please make sure you have built at
least one action before you create a trigger, so you can choose your action in the dropdown menu:

Localhost - Gravio Studio 4

{

Trigger Name

Create Schedule

Timer Name

Calendar

Skip still running

Schedule

Action

Trigger Property Name

Active Time From | 8 0 | To

Regular Trigger

None

g

i
=
=3

I I
1 X

Action
No Settings

NewdAction

L

caml
- .

o

You can also set up to 5 trigger properties as arguments when executing the action:

Trigger Properties can be set to the following three predefined properties and any property name:

tp.KeyAreaName: Sets the selected area name.

tp.KeyLayerName: Sets the first key layer name specified in the condition.

tp.TriggerName: Sets the name of the trigger to be executed.
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Localhost - Gravio Studio 4
< Localhost

Trigger Name

Create Schedule

X

Timer Name Regular Trigger

B Active Time Fom| & 00 | To| 17 uol

Skip still running

Schedule _ Adion

Action NewAction v |

Trigger Properties: 1/5
Trigger Property Name Value ﬁ
o — E

TriggerName

-

Status

By specifying an arbitrary property name and value other than the above three, that value can also be

referenced without action.

Don’t forget to enable the new trigger by toggling the switch to green.
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6.1.2.3. Trigger Variables and Properties

Device / timer triggers allow you to pass trigger properties and trigger variables as arguments when
performing an action.

Trigger variable

The trigger variable is a variable in tv., which is passed to the action as tv. In an event-driven trigger
by receiving sensor data.

Trigger properties

The trigger property tp. Can be defined in the trigger settings dialog, and even if the same action is
called, the behavior can be changed by using conditional branching by the value of tp.

Trigger properties can be set to the following three predefined properties and any property name.
tp.KeyAreaName: Sets the selected area name.

tp.KeyLayerName: Sets the first key layer name specified in the condition.
tp.TriggerName: Sets the name of the trigger to be executed.
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6.1.3. Data Viewer Tab

The Data Viewer Tab allows you to investigate incoming sensor data in real-time (press the “live” button
on the top right for real-time live data). This is useful if you want to set up the system and test its
functionality. Please click on the “Live” button on the top right to see the live incoming data. The view is
updated every 5 seconds.

This view is also useful to identify the sensor’s IDs in the Sensor ID column.

You can filter the data for various aspects such as timeframes, areas, layers or devices.

( Localhost - Gravio Studio 4 - (= x 1
< Localhost Area | Any | Layer | Any v | Device | Any | From I 10/30/2020 @ [ 0 00 l To 10/30/2020 [@ [ 23 59 I ... S
Area Layer Data kind Device Sender ID Data ID DateTime Attribute
New Area Button Layer Aqara-SingleButton Sensor2 E5-14-90-02-00-8D-15-  a3432fb3a10b4%edbfc1  2020/10/30 16:55:00 Long Press Release
New Area Button Layer Aqara-SingleButton Senscr2 ES-14-90-02-00-8D-15-  e39bdaaa42124a8ab89.  2020/10/30 16:54:58 Long Press Start
New Area Button Layer Agara-SingleButton Sensor2 E5-14-90-02-00-8D-15 04f50f7a58184db08d0c  2020/10/30 16:54:46 Single press
New Area Button Layer Agara-SingleButton Sensor2 E5-14-90-02-00-8D-15-  689ac1f7fecdd653bcber 2020/10/30 16:54:36 Single press
New Area Button Layer Aqara-SingleButton Sensor2 E5-14-90-02-00-8D-15-  836e238b-aB29-4e14-9  2020/10/30 11:34:40 Double press
New Area Button Layer Agara-SingleButton Senscr2 E5-14-90-02-00-8D-15-  29649e62-b15e-4cc3-a°  2020/10/30 11:34:35 Single press

e £ i} e g

Devices Triggers Data Viewer Logs Settings
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In the Log Viewer tab you can access or download the log files that Gravio produces. They are mainly
used for debugging. The logs include:

* Actmgr — containing any logs the Actions and Steps produce
* Blemgr — Bluetooth related logs
« Ctrlmgr — Control manager related logs such as sensor management or maintenance tasks
* lvarmgr — IVAR, the third party visual detection engine related logs
* Mqgttmgr — Log events related to MQTT functionalities of Gravio

+ Spmgr — Serial Port related log files

* Trimgr — Trigger related logs

* Vidmgr — Logs produced by the video manager

<

se
a9
a8
a7
46
as
a3
a3
a2
a1
a8
39
38
37
36
35

2a

Localhost - Gravio Studio 4

Localhost

[2828-10-38 16:55:36.055]
[20828-108-3@ 16:55:36.855]
[20820-18-3@ 16:55:36.855]
[2828-10-38 16:55:36.055]
[2828-10-38 16:54:47.018]
[2828-18-3@ 16:54:47.818]
[2828-18-3@ 16:54:47.818]
[2828-18-3@ 16:54:47.818]
[2020-18-3@ 16:54:36.286]
[28208-10-3@ 16:54:36.286]
[2828-10-38 16:54:36.286]
[20828-18-3@ 16:54:36.286]
[2028-18-3@ 13:27:17.674]
[2028-10-3@ 13:27:17.674]
[2820-10-3@ 13:27:17.674]
[2828-10-3@ 13:27:17.673]

r728724-1A-3@ 12:74:30 &GR1

actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr

artmar

INFO

ERROR

INFO

INFO

INFO

ERROR

INFO

INFO

INFO

ERROR

INFO

INFO

INFO

ERROR

INFO

INFO

THEA

[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]

Fartinnl

4 Actmgr

[@a69d317] Action Ended

[@a69d317] comp: SlackPostMessage: property
[@a89d317] Starting Action: Button Action
receive API action

[3ced9187] Action Ended

[3c@d9187] comp: SlackPostMessage: property
[3c@d9187] Starting Actien: Button Action
receive API action

[57778c35] Action Ended

[5777@c35] comp: SlackPostMessage: property
[57778c35] Starting Action: Button Action
receive API action

[eblfdcef] Action Ended

[eblfdcef] comp: SlackPostMessage: property
[eblfdcef] Starting Actien: Button Action
receive API action

r77a%a5421 drtinn Endad

O] £

Devices Triggers

Data Viewer

~ | From | 10/30/2020 [@ | 0 00 To

23

59

"Token":

“Token":

"Token":

"Token":

Logs

the value must be not empty

the value must be not empty

the value must be not empty

the value must be not empty

- N

Settings

You can also download the logs by clicking on the downwards arrow.
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Localhost - Gravie Studio 4

< Localhost

58 [2820-10-38 16:
49 [2828-10-38 16:
48 [2828-10-38 16:
47 [2828-10-38 16:
46 [2020-10-3@ 16:
45 [2028-10-3@ 16:
43 [2820-10-3@ 16:
43 [2828-10-38 16:
42 [2828-10-38 16:
41 [2020-10-3@ 16:
48 [2020-10-3@ 16:
39 [2828-10-38 16:
38 [2828-10-3@ 13:
37 [2828-10-38 13:
36 [2828-18-3@ 13:
35 [2828-18-3@ 13:

a ara-1a-1a 13-

27:

8-

136

136

136

136

147

147

147

147

:36.

:36.

:36.

136,

117

117

117

17

EL

.855

.855

.855

.855

.ele

.el8

.ele

.ele

674

674

.674

.673

286

286

286

286

a1

actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr
actmgr

artmar

INFO

ERROR

INFO

INFO

INFO

ERROR

INFO

INFO

INFO

ERROR

INFO

INFO

INFO

ERROR

INFO

INFO

THER

[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]
[action]

Fartinnl

& Actmgr | From | 10/30/2020 ] | 0 W | To 23 59
[@as Selectlog files to download |
|
[0a6' e gy age: property "Token": the value must be not empty
|
[eas Blemgr tton Action
|
rec Ctrimgr |
[3ce
Ivarmgr |
[3c@ age: property "Token": the value must be not empty
[3ce Ry tton Action
|
rece Spmgr ‘
|
577 5 |
[ Trimgr ;
[577 age: property "Token": the value must be not empty
Vidmgr |
[577 tton Action
rece  Deselect All [
(ors [ E
[eblfdcef] comp: SlackPostMessage: property "Token": the value must be not empty

[eblfdcef] Starting Action: Button Action
receive API action

1272%384%1 8r+inn Endad

a8 % il e

Devices Triggers Data Viewer Logs

You can also find the log files under

/Library/Logs/HubKit/ on Mac
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6.1.5. Settings Tab

In the Settings tab you can manage various settings aspects such as view the hubkit’s versions, backup
or restore, set the base property profiles, deploy image inference models or view the disk usage space.

If you have the enterprise version, you can also connect to your Gravio Coordinator here and set up and
manage the blockchain functionalities.

HubKit Information

Here you can see the various aspects of the HubKit that you are connected to. This information is also
important when reporting bugs so the Asteria team know which version you are operating.

Localhost - Gravio Studio 4 — =) >

< Localhost @ @

U Hubkit lnfonnatRa

Hub ID : 16ce157a-5bd5-4444-8e68-6a31d3e24125
Backup/Restore

£ Feature Package HubkKit Version: 4.3.5774.0

Base Property Profile Server IP[IPv4] : 192.168.1.7

27 Image Inference Models Server IP[IPv6] : fe80::44b5:9029:d003:c6b5

El  Disk Management
9 Setting Mail Server Information

Mail server Mail Server

Port 0
SMTP Username SMTP Username
Password SMTP Password
From Mail address Sender Mail Address
To Mail address Target Mail Address
5] £ il B <
Devices Triggers Data Viewer Logs Settings

B e

At the bottom you can also set the mail server parameters that will be used to send you notifications via
e-mail. These notifications can be info about low disk space or issues with the hubkit.

[Gravio 4.5 or higher] — If periodic communication from the sensor of a Zigbee device (about 60 minutes)
is not received, and if data is not received for a period of time in that state (90 minutes), the system will
notify the email address set in the notification settings that communication from the device has been lost.
CO2 is sent out when no signal is received for 1 minute.

Backup & Restore
You can backup device configuration settings to your Gravio Cloud account, whether it's the Asteria

hosted one or the one hosted on your own local Gravio Coordinator. From there you can restore these
settings back into your home folder on your Gravio account.
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Localhost - Gravio Studio 4 = =) >
< Localhost @ .. I

o HubKit Information
Action backups Backup Now

Feature Package

o

A

Base Property Profile

Image Inference Models

am
«n

B Disk Management

e % il B o

Devices Triggers Data Viewer Logs Settings

Base Property Profile

These are re-usable settings that will not be included in actions or backups. Examples for such settings
are authentication tokens, passwords, login details, secret keys, mail server settings etc. This allows you
to re-use them in your actions where needed.

Localhost - Gravio Studio 4 = x

< Localhost ® ...l

Base Property Profile Add

Name Category

U  HubKit Information
‘a)  Backup/Restore
Feature Package
.

m. Image Inference Models

B Disk Management

a % il B <

Devices Triggers Data Viewer Logs Settings
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A feature package is a set of configurations including areas, layers, triggers, actions that you can export
as a Zip file to be imported on either your cloud account, or, if you have the Enterprise edition of Gravio,
to your coordinator for distribution to your edge nodes.

<
o

[
-

1]

Localhost - Gravio Studio 4

Localhost

HubKit Information
Backup/Restore

Feature Package

Base Property Profile
Image Inference Models

Disk Management

Feature Package

New Package

a

Devices

— (=] x

@ @~

Q\pply o Eubkigl [ m

% il L] o

Triggers Data Viewer Logs Settings

B

Attention: that we recommend that you put all confidential data such as tokens, usernames, passwords
for third party services into a base property profile (see above) so those details are not exported
included in the package, if you tick the appropriate checkbox during the export process.

Copyright © 2023 ASTERIA Corporation

Page 181 of 580



ASTERIA Corporation

Gravio Documentation - The Node Computing Platform - 1_en

Localhost - Gravio Studio 4

HubKit Informatio

Ul Feature Packagel
Feature Package
Base Property Profile

Disk Management

Image Inference Models

Create Feature Package

Feature Package Name

OQutput empty values for fields used in Base Property.
Select which Triggers and Actions should be included in this Feature Package

TRIGGERS

O

ACTIONS

O =

O =
(W=

f New Event Trigger 1

D §  Temperature Trigger

SendTemperature

SetLightToRed

SampleAction

Namd

Select All Deselect All

Select All Deselect All

In this section, you can deploy the available image inference models to your local HubKit for use. There

are two ways of deploying computer vision models:

1. Locally, via Gravio Studio (which is available for all versions including Free, Basic and Standard)
2. Via the Gravio Coordinator backend (which is only available for Enterprise licenses)

There are also a few standard models that come from our Gravio Cloud. They include a pre-trained

people counting model.

To upload a new computer vision model locally via Gravio Studio, press the “Create” button, select your
.tflite file package containing and upload it.

Alternatively, click the “Import” button and import a previously exported z1ip file.

Once you click the “Create” button, you will see the following dialogue box:
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Create Custom Inference Model Package

Recognition Task Object Detection v

. Model Type

O TensorFlow 'O TensorFlow Lite

Model package Name Only alphanumeric
' TensorFlow Metafile Browse
. TensorFlow pb File Browse
Method Count v
' Output Format v

! D Include Detection Values

Confidence Threshold 0.5

Upload to HubKit Cancel

Select the Recognition Task you would like to conduct. You can either focus on detecting objects or to
classify an image. For Image Classification you will need to use TensorFlow Lite.

For TensorFlow prepare the following files:

File
TensorFlow meta file

TensorFlow pb file

In the dialogue box:
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Form Field Explanation
Model Package Use alphanumeric characters to describe your package. This name will appear as
Name “Sensor”.

TensorFlow metafile  Select the prepared file

TensorFlow pb file Select prepared file
Method Select Count to output a number or Group By to return a string
Output format Select JSON to output detailed information, or select Value to output only the value.

Include detected
values

Select this checkbox to include detected values

Set between 0.0 and 1.0 to define at which threshold level the “sensor” should be

confidence threshold
fired

*If you pick the TensorFlow Lite method, you will see the following screen instead. *
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Create Custom Inference Model Package

' Recognition Task Object Detection +
Model Type

O TensorFlow o TensorFlow Lite

' Model package Name Only alphanumeric

. Litetflite File Browse
LiteEdge.tflite File Browse

 Labels File Browse
Method Count v
Output Format M

D Include Detection Values

Confidence Threshold 0.5

Lt

Upload to HubKit Cancel

In this case prepare the following files:

File
Lite.tflite file
LiteEdge.tflite file

labels file

In the dialogue box:
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Form Field

Model Package
Name

Lite.tflite file

LiteEdge.tflite
file

Labels File

Method

Output format

Include
detected
values

confidence
threshold

Explanation

Use alphanumeric characters to describe your package. This name will appear as
“Sensor”.

Select the prepared file

Select prepared file

The file containing the labels to be detected

Select Count to output a number or Group By to return a string (Note: this cannot be
specified if “Image Classification” is selected.

Select JSON to output detailed information, or select Value (or Name of you selected

“Image Classification) to output only the value.

Select this checkbox to include detected values

Set between 0.0 and 1.0 to define at which threshold level the “sensor” should be fired

Gravio Documentation - The Node Computing Platform - 1_en

Disk Management

In Disk Management you can view the health status of your disk and set the various parameters to keep

the disk space used optimally.

Localhost - Gravio Studio 4 — [ x
< Localhost ® B
©J)  HubKit Information
Backup/Rest :
ackup/Restore BRCarsE

Feature Package
Base Praperty Profile Free space Media data 0.008B
=: Image Inference Models —— Log file Sensor data 2.15MB

Clean-up Setting

Start time

3 00

Next scheduled clean-up date: Saturday, June 26, 2021 3:00 AM

Media data retention period 30

Log files retention period 30

a % &
Devices Triggers Data Viewer Logs Settings

S S —
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6.2. Gravio HubKits Overview

The Gravio’s HubKit Lists view in Gravio gives you an overview of all connected Edge HubKits available.
These can be software servers from Linux, Windows or Macs where you have installed the Gravio
HubKit, or they can be Gravio Hub devices. For information on how to set up a server, please see
Installation and Setup.

Gravio Studio - [m} X

Servers E{} Compatible Devices _ -+ O

GravioServerPC
https://10.0.1.123

Area 2

0] m @

Each Server has three views:

1. The Server Configuration view, where you configure and connect the sensors

2. The Actions Configuration view, where you configure the actions and steps that are triggered by
the sensors

3. The Server Settings view, where you configure the server, the IP address or the image displayed

» To enter the Server Configuration View, double click on the top half, i.e. the main image of the
card.

* To enter the Actions Configuration View, double click on the middle actions icon at the bottom
edge of the card.

* To enter the Server Settings View, double click on the right side pencil icon at the bottom edge of
the card.
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6.3. Action Configuration View

The Gravio HubKits can trigger Actions. You can think of an Action like a small and simple computer
program, that’s made up of Steps. Actions can be created in the Action Editor which can be opened by
clicking on the Action Editor icon:

You can find these icons in various places, including the HubKit overview, the Devices view and on
macOS also in the trigger view for example.

If you click on these, you will see the overview of available actions of this HubKit:

Localhost - Gravie Studio 4 - [ *

< Act.i-cns. B = + E;

Hubkit Local Folder

At the bottom, you can choose between HubKit, which are the actions installed on that HubKit, or the
Local Folder, which are actions that you can edit on your local computer to be deployed or used in other
HubKits. Note that local actions will run on the HubKit you are currently connected to, without them being
deployed on the HubKit.

Click the plus sign at the top right to create a new action. A name field will pop up where you can give it
a name. Note, action files can be shared and they have the . acs suffix. We recommend giving the
action the name of the expected outcome (rather than what triggers the action), so you know always
know what it is supposed to be doing.
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Localhost - Gravio Studio 4

<

Actions

Please input new Action Filename
e | Send Message to Slack] Lacs

Lacal Folder

Once created, the actions will appear in the Action Overview and now they can be triggered from the

Triggers:

Localhost - Gravio Studio 4

<

Double-Click the action to edit it.

Each Action also has 2 buttons on it:

Actions
Localhost

Send Message to Slack

File Name: Send Message to Slack.acs

Hubkit Local Folder

1. One button is to export the action to a file, ready to be uploaded to Github or shared with
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somebody
2. The other button is to lock the action so it can’t be edited accidentally.

The button at the top allows you to import action files with the . acs ending:

Open

x - 5 X
& 3 This PC » Pictures > v U Search Pictures o tions = -
‘Organize ~ New folder E- W 0 [
logs 2

@ OneDrive

= This PC

3D Objects

Camera Roll Saved Pictures

I Desktop

[ Documents

4 Downloads

& Music

=/ Pictures

[ videos

L. Windows (C)

File name: | v |Allfiles v
Hubkit Local Folder

This will open the local browser file where you can select your . acs file.

Local Folder
The Local Folder tab allows you to set a local folder where you can create your own local actions without

having to deploy them to the Gravio HubKit. The first time you open the local folder, you need to set the
location of the folder. Choose a folder where you will be keeping your Gravio Actions.
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Localhost - Gravio Studio 4 - =) >

< Actions BOOm + E’;

Local host

R

ACTION

Set Location

Setlocation 2 . Folder Location: <folder not set>

e (2]

Hubkit Local Folder

Once you’ve chosen your folder, you will see this view, and clicking the + symbol on the top right will
create a local action:

Localhost - Gravie Studio 4 - =3 >
Actions B i G
< Local host = i + G
File Name |
|:] v Gravio Actions
L3

Set Location 2 Folder Location: C:\Users\gravi\Desktop\Gravio Actions

=] =]

Hubkit Local Folder
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Localhost - Gravio Studio 4

<

File Name

~ Gravio Actions

Set Location 2

Actions

New Local A

Action Name:

ction

My new local action| |

coer

C\Users\gravi\Desktop\Gravio Actions

Hubkit

Double-click on the action file in order to edit the action locally.

Localhost - Gravio Studio 4

<

Actions

Local host

File Name

D v Gravio Actions

D ® My new local action.acs

Set Location 2 Folder Location: C\Users\gravi\Desktop\Gravio Actions

e

Hubkit
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6.3.1. Writing an Action

Double-clicking on your Action in the Actions Overview will open your Action Editor. This is where you
put your actions together. Actions consist of separate steps which you can string together, create
“decision trees” and create inputs and outputs.

The general view of an Action Step looks like this:

Example Action@Localhost - Gravio Studio 4 [ x

< Actions

oo Example Action

Add Step

+

=

= Properties Show Property Variable Names 'a Pre Mappings

No Pre Mappings have been added for this component

B Post Mappings + o

No Component has been selected

No Post Mappings have been added for this component

We can split that view into separate parts which you will recognise in the step editor:
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Example Action@Localhost - Gravio Studio 4 - [ x

< Actions

oo Example Action

Add Step

+

G H

No Component has been selected

Show Property Variable Names 'a Pre Mappings

No Pre Mappings have been added for this component

B Post Mappings + o
J

No Post Mappings have been added for this component

This button will open the available Action Variables, which are prefixed with . ap. More details about
various variable and property types can be found under Available Variables in Actions

This button will open the property inspector. Properties are prefixed with . cp and specific to properties.
B More details about various variable and property types can be found under Available Variables in
Actions

C This is the button to run the Action manually. Note, not all actions may run without any sensor input.
D This button opens or closes the console, where you can see debug information while running the Action.
E This button takes you back to the device editor where you can set and configure devices and sensors.

This is where you can add the Steps (consisting of components) to your Action. You can also drag and
drop the components back and forth inside this row. Steps will be processed from left to right.

The properties part shows the settings of the properties in the currently selected step component. These
vary significantly between different components.

With this button you can toggle the various component property variable names. More details about
various variable and property types can be found under Available Variables in Actions

| Pre-mappings are happening before the component runs. They represent and process the data input.

Post-mappings are happening after the component has run. They represent and process the data
J output. Please ensure that the input of the next step is always in line with the outputs of the previous
step.
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6.3.2. Available Variables in Actions

Think of the Action Steps as connectable parts that have an input and an output pipe. Each Step waits
for incoming objects (in cv.Payload) it can then process and pass on through the output pipe to the
next Step. Before processing the Step, you can Pre-Map and after processing the Step you can Post-
Map the cv.Payload variable.

To inspect the action variables coming through, you can enable debugging (see below) and inspect the &
ctmgr logfile. In the example here, you can see the tv. variables outputted by a temperature sensor:

Localhost - Gravio Studio 4 - 7 Ee

£ Localhost 4 Actmgr v | From | 1772021 E] o | o0 'ro‘ 23 | 5o | neo | B FF

442 [2821-01-87 actmgr INFO [MQTTPublishl] [746ccfdc] * av

441 [2821-91-87 17 actmgr INFO [MQTTPublishl] [746ccfdc] * ap

440 [2021-91-67 17:16:28 actmgr INFO [MQTTPublishl] [746ccfdc]  VirtuslDeviceld: 7e@8flBa-c5d9-4c81-89b9-4dal6d2leced(string)
439 [2021-81-87 17:16:28.891] actmgr INFO [MQTTPublishl] [746ccfdc]  TriggerType: Event(string)

7:16:28.891] actmgr INFO [MQTTPublishl] [746ccfdc] Timestamp: 2021-@1-87T@9:16:28.85277Z(string)

437 [2021-91-87 17 28.891] actmgr INFO [MQTTPublishl] [746ccfdc] PhysicalDeviceName: lumi.weather-sensor7(string)

436 [2821-91-87 17:16:

actmgr INFO [MQTTPublishl] [746ccfdc]  PhysicalDeviceld: 33-C1-38-e2-9@-8D-15-e@(string)
435 [2821-81-87 17:16:28.891] actmgr INFO [MQTTPublishl] [746ccfdc] LayerName: Temperature(string)
434 [2021-81-87 17:16:28.891] actmgr INFO [MQTTPublishl] [746ccfdc] Layerld: acedec5-f42b-48e7-9b89-f26c2c36e5d8(string)

433 [2021-91-87 17:16:28.891] actmgr INFO [MQTTPublishl] [746ccfdc]  KindMame: Agara-Temperature(string)

" L .
432 [2021-91-87 6:28.291] actmgr INFO [MQTTPublishl] [746ccfdc] » KindId: 24ce6ddd-ffes-4sb5-abbec-dafddseeeass(string)
.

431 [2021-91-87 17:16:28.891] actmgr INFO [MQTTPublishl] [746ccfdc] : Datald: d@ecb5ff5c83488ebb3lceflefisece(string)

430 [2821-81-87 actmgr INFO [MQTTPublishl] [746ccfdc] rData: 23.54(floated)

429 actmgr INFO [MQTTPublishl] [748ccfdc] e AreaName: Example Area(string)

428 actmgr INFO [MQTTPublishl] [746ccfdc]m Areald: 1ffedcfo-be74-4cd?-bd37-70504e5fe25c(string)
427 actmgr INFO [MQTTPublishl] [?4E:cfd:i bl 3%

426 actmgr INFO [MQTTPublishl] [746ccfdc] * tp

(& y il L] o

Devices Triggers Data Viewer Logs Settings

You can therefore access the values of these variables using tv.ArealId, tv.AreaName, tv.Data, t
v.KindId etc. read from down to up chronologically.

There are 6 broad categories of Variables in Gravio:

Action Property

Referred to by adding a prefix of ap.
Action Properties can be defined as a property passed from the outside the Action when the Action is
executed.

Action Variable

Referred to by prefixing av.
Action Variables are variables that can be referenced within an action. This could be for example Sensor
Data.
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Component Property

Referred to by prefixing cp.

A Component Property is a value that determines the behaviour of a component. They differ vastly
between different types of components.

For example, the POST component might have an URL as property, whereas the Gravio Light
component has some color and illumination settings of the Gravio Light.

Component Variable

Referred to by prefixing cv.

Some variables are implicitly declared in the component.

For example, the cv.StatusCode contains the HTTP status code and response headers of the
HTTPRequest Component.

To find out what the respective Component’s cv. values are, please refer to the documentation of the
respective Component.

Trigger Property

Trigger properties set by event triggers and timer triggers can be referenced in actions.
Referenced by prefixing it with tp.
For example tp.KeyAreaName

Trigger Variable

Referenced by adding a prefix of tv.
The data sent by the sensor can be referenced in the Action program with the following trigger variables

Trigger Variable Description

tv.Areald Area ID
tv.Layerld Layer ID
tv.Kindld Data Kind ID

tv.PhysicalDeviceld Device ID of the sensor
tv.Timestamp The time when the data was output from the sensor. The format is RFC3339Nano.
tv.Datald This sensor data unique 1D

The value of the sensor data. tv.Data will be the same as the first component’s ¢

tv.Data
v.Payload
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Value (type)

Variable L
Description

Type
Int Integer
Float floating point number
Stri String , Strings can be concatenated with +, for example "The value from the sensor

rin

g is " + tv.Data

Bool true/false

DateTime Date Time

Byte
Byte sequence
sequence
Array Array
Object Object

Type Example
literal [1, 2, 3]
Array ["abc", "def", "hij"] ["abc", 123, cv.variable]

Obiect {"keyl":123, "key2":"abc", "key3":cv.variable, "key4":[1, 2, 3], "key
ecC
) 5": {"subkeyl":"def"}}

Type Conversion

It is possible to convert from each type to each type.

Type Example

* The numeric system is false when it is 0 and true otherwise.

« If the date and time is 0 in Unix time, it is false, otherwise it is true.
Boolean * True if the string is “true”/“1”, false otherwise.

» Byte strings follow string rules after being converted to strings

» false for any other type.

* Boolean is 1 when it is true, 0 otherwise.
» Floating decimals are a Go language casting rule
« At the time of the date and time, the Unix time is a number.

Int
» For strings, follow the rules of strconv.Parselnt
» Byte strings follow the string rules after being converted to strings. The other types
are 0
Float * Booleanis 1.0 if it's true, 0.0 otherwise
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* Integer is a Go language casting rule

» At the time of the date and time, the Unix time is a number.

* In the case of a string, the rules of strconv.ParseFloat are followed
» Byte strings follow string rules after being converted to strings

» 0.0 for all other types.

» Boolean is “true” if it is true, otherwise it is “false”.
» Convert integers to strings using strconv.Formatint and floats to strings using
strconv.FormatFloat
String » Ifitis a date and time, fix it as a string in time.RFC3339Nano format.
* Byte sequence is regarded as a string of utf-8 bytes. If there is an error, an empty
string
» Array and Object are made into a string by multiplying by json.Marshall

* Numeric systems and Boolean are converted to integers by a rule that converts them
to integers, and then converted to date and time by a rule that converts them to Unix

time
« For the string, if the following formats are tried in order, they are considered to be
DateTime date and time, otherwise they are 0 (0 for date and time is 1 January 1, 00:00:00).

time.RFC3339Nano, “2006-01-02T15:04:05.999 MST”, “2006-01-02T15:04:05.999”,
“20060102T150405.999 MST”, “20060102T150405.999”,

* The same rules as for strings

» Otherwise, zero.

* Boolean, numeric system and date/time are changed to strings and made into a utf-8
byte string
* The string should be a utf-8 byte string
* Array, Object can write json.Marshal and make the string a byte string
byte * Array, Object numeric system and the date and time should be an array containing
sequence one of its values
* Unmarshal the string as JSON string. In case of an error, an array of size 0
+ Byte strings are rewritten as strings, same rules as strings The array and objects are
still in the
* Any other type is an array of size 0

Debugging

You can easily dump the value of all variables by activating the “debug” button on the top left corner of
the step. If you enable it, Gravio will dump all variables to the console at the bottom:
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= Example Action

Add Step

== Profjerties Show Variable Names B> Pre Mappings o

B> Post Mappings I

ENGINE C

11 action [65445bcc] Starting Action: Example Action
Sleep-1 [65445bcc] ———-

11 Sleep-1 [65445bcc] * tp

11. 6 Sleep-1 [65445bcc] * tv
Sleep-1 [65445bcc] * ap

11. Sleep-1 [65445bcc] = av

Sleep-1 [65445bcc] cp

Sleep-1 [65445bcc]  Time: 1@0@(float64)
Sleep-1 [65445bcc] * cv

Sleep-1 [65445bcc] Payload: [1([luint8)
action [65445bcc] Action Ended

The variable values are also dumped in the actmgr logfile, which you can inspect in the logfile area of
Gravio.

The variable handling in Gravio follows the schema according to github.com/PaesslerAG/gval



https://github.com/PaesslerAG/gval

ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

6.3.3. Referring to the value of a Object
variable in an Action

If you like to refer to the value of a variable of type Object available in an action, you can access the
element with a selector or square brackets connected to the variable with a dot.

As an example of an Object type variable, if you use IVAR’s face recognition feature and execute an
action in the Trigger Manager, you will receive the following JSON data in your action. (Partial Data)

This data can also be referenced by any component as tv.Data (TriggerVariable.Data) when the action
is executed. It can also be referenced as cv.Payload in the first component, as it is also the Payload of
the first component.

{
"id": "XXXXXX",
"source": {

"channel":4,

"bacId" : "YYYYYY",
"taskId" : "ZzZZZ7Z",
"ivarId" : "000000"

s

"common" : {
"description":"Face Recognition",
"presentImageTime":"2019-06-17T07:53:22.9862",
"time":"2019-06-17T07:53:22.9862",

"type":"FR"
y
"iod": {
"age" :"MIDDLE",
"ageRange": [
38,
53

1y
"faceAvailable":true,
"frSuitable":"NA",
"gender" :"MALE",
"glasses":"REGULAR",
"groupId":0,
"liveness":"NO RESULT",
"livenessProbability":"0.0000",
"mask":"NA",
"objectId":649,
"objectType":"FACE",
"occlusion":"NA",

llracell o "NA"
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1
"fr":{
"candidates": [
{
"customId":"00001",
"displayName":"Person B",
"id":"6",
"indentityGroup":"Company A",

"similiarityScore":"0.7272"

1,
"fdrVersion":"60032084",

"indentityGroup":"Set2",

"mmsReturn" :"OK"

For example if you are referring to: fr -> candidates -> displayName

tv.Data.fr.candidates[0] .displayName

It is written as

IVAR JSON is a simple key name, so you can refer to it using the dot-connected selector, but if a space
or hyphen is used in the key name, you can also refer to it as follows (if the display name contains a
space). fr and candidates can be mixed and matched by connecting them with dots.

tv.Data["fr"] ["candidates"] [0] ["display Name"]

tv.Data.fr.candidates[0] ["display Name"]

The above is only for referencing and retrieving values, but it can be used in the same way to insert
conditional expressions in Filter components.

cv.Payload.fr.candidates[0] .displayName == "Person B"

These features can be used in addition to actions, where you can write trigger conditions and
expressions.

You can also enter an expression in the IVAR condition of a trigger, and if you want to trigger an action
only for men, you would write the following expression

tv.Data.iod.gender == "MALE"
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6.3.4. Action Component Behavior

The action component has two component variables (cv.): the input payload (cv.Payload) and the
output payload (cv.Payload).

You can use it as the input payload (cv.Payload) when used in Pre-Mapping and as the output payload
(cv.Payload) when used in Post-Mapping.

Input Payload

The “Input Payload” is the same as the previous component’s “output payload” (cv.Payload).
The first component placed in the action has a (color-blue) trigger variable (tv.Data) passed from the
trigger that is the input payload (cv.Payload).

Output Payload

The “Output Payload” is the input payload of the next component.

The output payload is defined in each component as it is created by the operation of each component.
For a description of what the “output payload” looks like, see the individual action component
descriptions, see Action Components .

Payload

The Payload of the actions are always a JSON document format and can contain one or more JSON
arrays or JSON objects. The next component will be executed for each JSON object individually in cv. P

ayload.

Some components like Filter and Join typically have more cv.Payload inputs than outputs. And others
such as ReadCSYV are likely to have more outputs than inputs (if any).
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6.3.5. How to write expressions in Pre
Mappings / Post Mappings

Each action component in the Action Editor has a pre Pre Mappings / Post Mappings area on the right

side of the screen:

=5 Example Action

GravioLight-1 Add Step

Gravio Light

= Properties | Show Variable Names |

Base Property: Device

Naone
Deviceld: (cp.Deviceld)
This property is required.

On (cp.On)
This property is required.

Color: {cp.Color)
Red
This property is required.

Brightness: (cp.Brightness)

100 <
This property is required.

B> Pre Mappings

Action Editor - Example Action @ Localhost [ 2 m

B> Post Mappings

Press the “+” button to add a new line to either the Pre-Mappings or the Post-Mappings. Pre Mappings
are executed before the main function of the component is conducted. Accordingly, Post Mappings are
executed thereafter. Clicking on the + icon will add a new line:
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[ NON ] Action Editor - Example Action @ Localhost » [

= Example Action

GravioLight-1 Add Step
wio Light

== Properties | Show Variable Names | B2 Pre Mappings + I

AR DL =
None

Deviceld: (cp.Deviceld)

This property is required.

On (cp.On) B> Post Mappings +
This property is required.
Color: {cp.Color)
Red
This property is required.
Brightness: (cp.Brightness)
1002

This property is required.

You can write the name of the variable on the left side and the expression or value to be assigned to the
variable on the right side. In this example, we are in the Gravio Light component and assign a color to
the light:

[ NoN ] Action Editor - Example Action @ Localhost > !

T3 Example Action

Add Step

= Properties | Show Variable Names | B2 Pre Mappings +
Base Property: Device L cp.Color c "BIU"-"1

Naone
Deviceld: (cp.Deviceld)

This property is required.

On (cp.On) B> Post Mappings —+
This property is required.

Color: {cp.Color)
Red
This property is required.

Brightness: (cp.Brightness)
100 3

This property is required.

Note the cp. prefix which refers to the Component Parameter variable. By clicking on the “Show
Variable Names” button you can see how the variables in the component are being referred to.

Note that the sequence of execution is from top to bottom
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Expression Description

The expressions on the right-hand side can be written as quadratic operations (+/-/>*// ) or
functions. You can also describe variables with prefixes such as tp. /tv. /ap./av./cp./cv. as
variables.

When you assign the evaluation result of a right-hand expression to the left-hand side, the type of the
right-hand value ( Int , Double, String, Bool, DateTime ) is converted to the type of the left-hand
side.

If you write an expression that is not an assignment (e.g., cv.Payload > 10 ), it will return a value of
type Bool.

To return a Bool value, you can perform a comparison operation on a number or string.

Example formula
cv.Payload > 10
cv.Payload == "abc"

true

Ternary Operators

You can also write conditional or ternary operators to set values, such as tv.Data == 0 ? 'up'
'down'

Debugging

You may want to find out, what certain variable’s values are, especially if they are coming from sensors.
You can do that by enabling the icon “debug” toggle icon in your step:

FileWrite-1 Add Step
File Yvrite

F,

Enable/Disable Action Debug Information.

This will show you the variables and the respective values in the Action Manager Log:
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Device Trigger Data

Level Category Message

No Logging Informatio

Log

Settings uve &

Show data up to: 07/04/2021, 23:59 ;

You will see the values of the available variables there, reading upside down (as new logfile content is
appended at the top):

1214

1213

1212

1211

1210 [202

1196

1195

1194

1193

1192

This shows you, the variables prefixed with tv (trigger variable) are:

0] actmgr INFO [Filewritel] [9flelbc
021-04-07 17:38:20.050] actmgr INFO [Fileritel] [9flelbc

[2021-04-07 17:38:20.090] actmgr INFO [Filewritel] [9f1elbcs)

actmgr INFO [Filewritel) [9f1elbes)

] actmgr INFO [Filewritel] [$flelbcs|

actagr INFO [FileWritel) [ﬁl-)bd'

Payload: @(floatéd)
* v
Filename: doorstatus2.txt(string)
Append: true(bool)

p

* v

VirtualDeviceld: 88d62d12-b9ce-46c2-995¢-1bcd9b12791b(string)
TriggerType: Event(string)

Timestamp: 2021-04-07 ©9:38:20.0671642 +0000 UTC(time.Time)

17:3: 90] actmgr INFO [FileWritel] (‘Nlelhcsl *ep
[2021-04-07 17:38:20.050] actmgr INFO [FileWritel] [9flelbcs
[2021-94-07 17:38:20.090] actmgr INFO [FileWritel] [9flelbcS
2021-04-07 17:35:20.050] actagr INFO [FileWritel) [9flelbes
[2021-04-07 17:38:20.050] actmgr INFO [FileWritel] [9flelbcs

actagr INFO [FileWritel] [9flelbcs
actagr INFO [FileWritel) [9f1elbcS

actmgr INFO [Filewritel] [9flelbcS

actmgr INFO [Filewritel] [9flelbcs
7:38:20.090] actmgr INFO [FileNritel] [9flelbcs
[2021-04-07 17:38:20.090] sctmgr INFO [FileWritel] [9flelbcS
[2021-94-07 17:38:20.090] actagr INFO [FileWritel] [9flelbcs.
[2021-24-07 17:38:20.090] actmgr INFO [FileWritel] [9flelbes
[2021-04-07 17:38:20.050] actmgr INFO [FileWritel] [9flelbcS]
[2021-84-07 17:39:20.090] actmgr INFO [FileNritel] [9flelbcs)

[2021-04-67 17:38:20.098] actmgr INFO [Filewritel] (9flelbes

PhysicalDeviceName: lumi.sensor_magnet.aq2-sensor8(string)
PhysicalDeviceld: 83-53-43-02-00-8D-15-0@(string)
LayerName: Door(string)

Layerld: béed3-737c-468f-815.

string)
KindName: Agara-Door (string)

KindId: 927fa2al-1fcc-4eal-9b39-8c9e7263dedd(string)
Datald: 9af7bdfe742847008f1b327bdSbabco4(string)
Data: 9(floatss)

Are : Localhost(string)

Areald: fa37-41c7-bcas string)
JEACVS tv.Data=0
ttp

e
[2021-04-07 17:38:20.090] actmgr INFO [Filewritel] [9flelbcS] ----

[2021-94-07 17:39:20.090) actmgr INFO [action]) [9flelbcS) Starting Action: WriteToCSV

tv.Arealdis 98ca-fa37-41c7-bc45-285429%9e2eab51 (string)

tv.AreaName iSs Localhost (string)
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tv.Datais 0 (float64)
... and so on.

Therefore you can access this data in the Gravio action for example like in this File Write step here:

[ NON ) Action Editor - WriteToFile @ Localhost 2 »

=5 WriteToFile pa

FileWrite-1 Add Step
File Write

_|_

== Properties

B> Pre Mappings +
Eilename: (cp.Filename) 1 cv.Payload = Now+""+tv.Data+"\r"
SomeCSVFile.csv
Append (cp.Append)
This property is required.
£ Post Mappings +
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6.3.6. Functions available in the Pre
Mappings / Post Mappings expressions

You can use the following functions on the right side of the expressions in Pre Mappings / Post
Mappings.
See Functions for a detailed explanation of each function.

String

Len Contains RuneCount HasPrefix HasSuffix Index Join LastIndex Repeat Replace Spli

t ToLower ToUpper Trim TrimLeft TrimRight TrimPrefix TrimSuffix

Type conversion

ToBool ToInt ToFloat ToString ToDate ToBinary ToJSON

Encoding

URLPathEscape URLPathUnescape URLQueryEscape URLQueryUnescape MD5 SHA1 SHA256 BAS
E64 DecodeBASE64 BASE64URL DecodeBASE64URL

Date Time

Now Year Month Day Hour Minute Second Weekday ToLocal ToUTC ToTimezone DateFormat Da

teParse

Environment Variable

Env

Regular Expression

RegExpMatch RegExpFind RegExpFindSubmatch RegExpFindAll RegExpReplace UUID

Example

An example usage of the Now function looks like this:
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[ ON ) Action Editor - WriteToFile @ Localhost 2 »

T3 WriteToFile

FileWrite-1 Add Step
File Write

== Properties &> Pre Mappings +
Filename: (cp.Filename) 1 cv.Payload = Now+""+tv.Data+"\r"
SomeCSVFile.csv
Append (cp.Append)
This property is required.
B> Post Mappings +
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6.3.7. Debug Log

Press the button at the top left of the component to output the debug log.

Template-1
Template

By nature, components run independently and in parallel, but when executing an action while outputting
debug logs, they are synchronized within the action engine.

The debug log outputs the properties and variables of tp. (trigger properties) / tv. (trigger variables) /
ap. (action properties) / av. (action variables) / cp. (component properties) / cv. (component
variables) in that order.

The action program is processed in the following order.

Get the component variables including Payload from the queue

Assignment is performed if there is a value of PostMappings passed from a previous component.
PreMappings expression evaluation and value assignment are conducted.

The Component’s main functionalities are executed according to the set properties.

A the component variable cv.Payload is updated to the new content, depending on the result of

ok =

the component’s output.

6. PostMappings is evaluated only as an expression and the resulting value is stored in a component
variable containing the new cv.Payload.

7. The newly filled cv.Payload is sent to the next component’s input queue.

8. For the next component, the process starts over from number 1 above.

If you turn on the debug log function, in the processing procedure of the above-mentioned component,

the content of the variable after the expression evaluation and assignment of PreMappings of 3 is printed
in the console log.
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6.3.8. Using the File Viewer

Some action components in HubKit are able to read files in the actmgr/data directory and save files in
that directory.

Files stored in this directory can be retrieved by Gravio Studio, and local files can be uploaded to the
directory by Gravio Studio.

Use the following Ul to do this.

Opening the Finder View

Open the Actions view:

DESKTOP-3VI 15DV - Gravio Studio 4 — [ *
< D Z\KAC-tLIU'n\i sDV LW = + E;
™ v

SetLightToGreen SetLightToRed

File Mame: Controllight acs File Name: SetlightToRed acs

Control Gravio Lights

- -
% & (mus] % @
,
Hubkit Local Folder

Once in there, open the file viewer at the top right:
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DESKTOP-3VI 15DV - Gravio Studio 4

— [ *
< Action Data Folder - @DESKTOP-3VI15DV - Gravio Studio 4 — [} x - = + ﬂ
1 BhlhhiBOf ) Ny g
~ [Action Data Folder]

SetLightToRed

File Mame: SetlightToRed.acs

an &% &

A new window will open. This represents the files located on your HubKit in your actmgr/data folder in
tree format.

Create Folders

To create a subfolder, select the parent folder:

DESKTOP-3VI15DV - Gravio Studio 4

- o x
¢ | Action Data Folder - @DESKTOP-3VJ15DV - Gravio Studio 4 b o X m B = + 5
1 Bhhlhd BOf r—

SetLightToRed

File Name: SetlightToRed.acs

ﬂl
[ |
o
2]

And click on the “Create Folder” icon:
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DESKTOP-3V)15DV - Gravio Studio 4 _ = %
& | Action Data Folder - @DESKTOP-2VI15DV - Gravio Studio 4 - = % M B = + &5
B ::0co| S
™ [Action Data Folder]
SetLightToRed

File Name: SetlightToRed.acs

an &% &

S ———

Pick a good name for your folder

DESKTOP-3VI15DV - Gravio Studic 4 - la] X
< Action Data Folder - @DESKTOP-3VJ15DV - Gravio Studio 4 — ] i TN ) = =+ (5
B B e oOf p—
W [Action Data Folder]
SetLightToRed

File Name: SetlightToRed.acs

- .
Please enter the name of the folder to be created under [Action Data | m B ﬁ
MyNean\derl
oK E} Cancel

It will be created in your parent folder.

Uploading a file

Select the folder you like to upload a file into, and click the “file upload” button:
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DESKTOP-3VI15DV - Gravio Studio 4 _ = %

< Action Data Folder - @DESKTOP-2VJ15DV - Gravio Studio 4 Upload file - [} x g

1 ﬁlm&@mo* P

A [Action Data Folder]

o
il
+
5]

SetLightToRed
> MyNewFolder

File Mame: SetlightToRed.acs

an % @

Pick your file on your local machine:

DESKTOP-3VJ 15DV - Gravio Studio 4 — o b
< [ orn x| x ®m e = + B
1 & » ThisPC > Downloads » ~ O | Search Downloads AR D " a
A
Organize * New folder E- @
A g . -~
Name Date modified
# Quick access SetLightToRed
[ Desktop -*  Today (1)
& Downloads  # B ExampleData.csv 3/1/2021 10:55 AM File Mame: SetlightToRed.acs
= Douments # ~ Last manth (6)
= Pictures~ # P GravioHubKitd (12).msi 2/18/2021 459 PM
TN, i graviostudio (41) zip 2/18/2021 458 PM j—(
S050063s i graviostudio (40) zip 2/8/2021 12:55 PM m 5 @
ﬂ' GravioHubKit4 (11).msi 2/8/2021 12:18 PM
20200727 o
graviostudio (41) 2/18/2021 11:18 PM
Gravio Studio 4( graviostudio (40) 2/8/2021 12:56 PM
I
i ~ Earlier this year (12) -
& OneDrive v < >
File name: |ExampleData.csv ] Al iles (1) v
=

After confirmation you will see a message:
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DESKTOP-3VI 15DV - Gravio Studio 4

- 0 x
| Action Data Folder - @DESKTOP-2VJ15DV - Gravio Studio 4 - o x M B = + &5
& O Nov o4
s [Action Data Folder]
SetLightToRed
> MyNewFolder

File Mame: SetlightToRed.acs

- -
File ExampleData.csv has been uploaded successfully. m B ﬁ

Ok

Click on the “Expand all” button or on the expand arrow next to your folder to see the file:

DESKTOP-3VI15DV - Gravio Studic 4

= =) »
| Action Data Folder - @DESKTOP-3VJ15DV - Gravio Studio 4 - O x B OB = + 3
= = b 1) 3 o
|,,[a,u,\_@@§§ s
N [Action Data Folder]
SetLightToRed
> MyNewFolder

File Name: SetlightToRed.acs
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DESKTOP-3VI 15DV - Gravio Studio 4

< Action Data Folder - @DESKTOP-2VJ15DV - Gravio Studio 4

e [Action Data Folder]
~ MyNewFolder

D ExampleData.csv

= [m] x

BB E BO|

[

B

Renaming a folder or file

- g X
B B = + §
Nov b

SetLightToRed

File Name: SetlightToRed.acs

an % @

You can rename a folder or file by selecting it and clicking on the rename button:

DESKTOP-3VI15DV - Gravio Studic 4

< Action Data Folder - @DESKTOP-3VI15DV - Gravio Studio 4

e [Action Data Folder]
~ MyNewFolder

D ExampleData.csv

= [m] x
s no eo|

Make sure you give the file a meaningful name:
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DESKTOP-2V) 15DV - Gravio Studio 4

- 0 x
| Action Data Folder - @DESKTOP-2VJ15DV - Gravio Studio 4 - o x m B = + &5
1 el 1 @ OF Ny s
N [Action Data Folder]
SetLightToRed
MyNewFolder

File Mame: SetlightToRed.acs
D ExampleData.csv

- -
Please enter new file name. n = ﬁ

ExampleData-2Jesv

oK I Cancel

Deleting a file or folder

Pick the file or folder you like to delete

DESKTOP-3VI15DV - Gravio Studic 4

- 9 X
¢ | Action Data Folder - @DESKTOP-3VJ15DV - Gravio Studio 4 - 0o X m B = + [
1 RBRhlhhd &O| S
~ [Action Data Folder]
SetLightToRed
~ MyNewFolder

File Name: SetlightToRed acs
D ExampleData-2.csv [

oo 5 a

Click the trash can to delete it:
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DESKTOP-3VJ15DV - Gravio Studio 4 - 0 x
| Action Data Folder - @DESKTOP-2VJ15DV - Gravio Studio 4 - 0 X m B = + &5
s Gff@e o) v
e [Action Data Folder]
SetLightToRed
~ MyNewFolder

File Name: SetlightToRed.acs
D ExampleData-2.csv

an % @

B

You will be prompted to confirm the deletion:

DESKTOP-3VI15DV - Gravio Studic 4 - la] X
< Action Data Folder - @DESKTOP-3VJ15DV - Gravio Studio 4 — ] e ¥ B — + &
e 6 W & Nov b
v [Action Data Folder]
SetLightToRed
MyNewFolder

File Name: SetlightToRed.acs
D ExampleData-2.csv

- .
o 5 a

Deletes the selected item ExampleData-2.csv. Is it OK?

Ok Cancel

Downloading a file

To download files created by Gravio HubKit from the HubKit to your computer, follow the steps here:

Select the file you like to download:
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DESKTOP-3VJ15DV - Gravio Studio 4

< Action Data Folder - @DESKTOP-3VJ15DV - Gravio Studio 4

A [Action Data Folder]

v MyNewFolder

[ exampleData.csv

Click the “Download button”:

DESKTOP-3V)15DV - Gravio Studio 4

< Action Data Folder - @DESKTOP-3VJ15DV - Gravio Studio 4

v [Action Data Folder]

N MyNewFolder

[ exampleData.csv

Pick a destination and name on your computer, and after confirmation you shluld see the following
message:
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DESKTOP-3VJ15DV - Gravio Studio 4 _ = %
& | Action Data Folder - @DESKTOP-3VJ15DV - Gravio Studio 4 - o x m B = + &
e 6 I B T N b
[Action Data Folder]
SetLightToRed
MyNewFolder
File Name: SetlightToRed.acs
D ExampleData.csv
- -
File pleData.csv has been downloaded successfully. m B ﬁ
Ok

Refreshing the view

As Gravio HubKit can create new files at any time, you may want to refresh the files view every now and
then. You can press the button in the top right to do so:

DESKTOP-3VJ15DV - Gravio Studio 4 B = "
< Action Data Folder - @DESKTOP-3VI15DV - Gravio Studio 4 - o X M B = + &5
Tk @B E—
A [Action Data Folder]
SetLightToRed
v MyNewFolder
File Name: SetLightToRed acs
[ exampleData.csv
- -
5 @
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6.3.9. Action Components

An action consists of one or more steps. Each step can be populated with action components and define
inputs and outputs.

This section describes the different components available and explains how to use them.

Copyright © 2023 ASTERIA Corporation Page 221 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

6.3.9.1. Amazon Polly Speech

The AWS Polly Speech Action Component is to read out text using AWS Polly text-
to-speech. Amazon Polly converts input text into life-like speech. This functionality
can also be useful for debugging purposes.

[ ] [ ] Action Editor - Example Action @ Localhost » B

= Example Action

AWSPollySpeec... Add Step
AWS Polly Speach

o +

o
= Properties Show Variable Names 2> Pre Mappings +
Text: (cp.Text)
Hello
This property is reguired
Voice: (cp.Voice)
Joanna English(US)-Female
This property is reguired
Timeout: (cp.Timeout) B Post Mappings +

60000 °
This property is required

Base Property: AWS Session

None

Access Key Id: (cp.AccessKeyld)

ENGINE CONSOLE

Note that this functionality may not be available for your operating system. Playing sounds is currently
supported under Windows and Linux, but not yet on macOS.

Component Properties

Name Required Description

Specify the message text you want to speak. If you like to include sensor data, you
Text True can set this message using Pre-Mapping, for example, using cp.Text = "The cur

rent temperature is"+cv.Payload+"°C"

Specify the type of voice of the speaker. Select a voice type in the same language
as the text language. If you want to set it by cp.Voice value, you can use “Zeina”,
“Zhiyu”, “Naja”, “Mads”, “Lotte”, “Ruben”, “Nicole”, “Russell”, “Amy”, “Emma”, “Brian”,
“Aditi”, “Raveena”, “Ivy”, “ Joanna”, “Kendra”, “Kimberly”, “Salli”, “Joey”, “Justin”,
“Kevin”, “Matthew”, “Geraint”, “Celine”, “Mathieu”, “Chantal”, “Marlene”, “Vicki”, “
Hans”, “Aditi”, “Dora”, “Karl”, “Carla”, “Bianca”, “Giorgio”, “Mizuki”, “Takumi”,

“Seoyeon”, “Liv”, “Ewa”, “Maja”, “Jacek”, “Jan”, “Camila”, “ Vitoria”, “Ricardo”, “Ines”,
“Cristiano”, “Carmen”, “Tatyana”, “Maxim”, “Conchita”, “Lucia”, “Enrique”, “Mia”,

Voice True
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Method True
Filename False

Timeout True

AWS
. False
Session
Access
True
Key Id
Secret

Access True
Key

Region  True
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"«

“Lupe”, “Penelope”, “Miguel”, “ Astrid,” “Filiz,” or “Gwyneth.”
Play Audio or Save Audio File
Specify the file name in case of file saving

Specify the transmission timeout time (ms)

AWS Session from the Base Property Profile

Access Key Id if not taken from the Base Property Profile

Secret Access Key if not taken from the Base Property Profile

Region if not taken from the Base Property Profile

You can find you access keys on your Amazon console.
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6.3.9.2. AgaraSmartPlug

The Agara Smart Plug Action Component is to control an Agara smart plug device. To use this device,
you must have the Agara Smart Plugs paired in advance.

[ NoN ] Action Editor - Example Action @ Localhost > B

= Example Action

AqaraSmartPlug-1 Add Step

Aqara Smart Plug

= Properties Show Variable Names > Pre Mappings
Deviceld: (cp.Deviceld)

This property is required.

on (cp.On)
This property is required.

> Post Mappings

ENGINE CONSOLE

Output Payload Description

cv.Payload Outputs the output payload of the previous component as is. (Pass-through)

Component Properties

Name Required Description

Device IDs to be turned on/off. If none are configured, all Agara smart plugs are

Deviceld True
addressed. Multiple IDs can be separated by commas.

On True On. The value specified for cp.On is “true” or “false”.
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6.3.9.3. AWS S3 Download

The AWS S3 Download Action Component is to download content from Amazon AWS S3.

[ ] [ ] Action Editor - Example Action @ Localhost »
=5 Example Action

AWSS3Downloa... Add Step
AWS 53 Download

a

£ +

o

== Properties Show Variable Names > Pre Mappings ==

Output: (cp.Output)

Payload

This property is required.

Filename: (cp.Filename)
Bucket: (cp.Bucket) > Post Mappings +

This property is required.

ObjectKey: (cp.ObjectKey)

This property is required

Timeout: (cp.Timeout)

ENGINE CONSOLE

Component Properties

Name Required Description
Specify whether to keep the content in the Payload variable of the Action or as a
Output True i , . “ y et m
file. cp.Output is set to either “Payload” or “File
Filename False File name when downloading as a file
Bucket True Bucket name in AWS S3
ObjectKey True Object key in AWS S3
Timeout True Specifying the transmission timeout time in ms
AWS .
. False AWS Session
Session
Access .
True Access key obtained from AWS
Key Id
Secret
Access True Secret access key obtained from AWS
Key
Region True Specify the AWS region to use
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Use the base Base Property Profile property to read the values from the settings rather than specifying
the details within the component.

You will need your AWS Key and Secret, which you can obtain from your Amazon console.
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6.3.9.4. AWS S3 Upload

The AWS S3 Upload Action Component is to upload content to amazon aws s3.

[ ] [ ] Action Editor - Example Action @ Localhost »

=5 Example Action

AWSS3Upload-1 Add Step
AWS §3 Upload

a

1) -+
o
== Properties Show Variable Names > Pre Mappings ==
Input: (cp.Input)
Payload
This property is required.
Filename: (cp.Filename)
Bucket: (cp.Bucket) > Post Mappings +
This property is required.
ObjectKey: (cp.ObjectKey)
This property is required
ACL: (ep.ACL)

ENGINE CONSOLE

Component Properties

Name Required Description
Upload a payload or a file. To set the value of cp.Input, use either “Payload” or

Input True —
File”.

Filename False The input file name

Bucket True Bucket name to upload to in AWS S3

ObjectKey True Object key in AWS S3
ACL permissions settings on AWS S3. To set the value in the cp.ACL, use one of

ACL True the following: “private”, “public-read”, “public-read-write”, “authenticated-read”,
“aws-exec-read”, “bucket-owner-read”, “bucket-owner-full-control”. owner-full-
control”.

Storade Storage type in AWS S3. When set by the value of cp.StorageClass,

Classg True “STANDARD”, “REDUCED_REDUNDANCY”, “GLACIER”, “STANDARD _IA”,
“ONEZONE_IA”, “INTELLIGENT_TIERING”, “DEEP_ARCHIVE “one of”.

Timeout True Specifying the transmission timeout time in ms

AWS .

. False AWS Session
Session
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A
ceess True Access key obtained from AWS
Key Id
Secret
Access True Secret access key obtained from AWS
Key
Region True Specify the AWS region to use

Use the base Base Property Profile property to read the values from the settings rather than specifying
the details within the component.

More details on Access Control List ( ACL ) Permissions and Storage Class.
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6.3.9.5. Camera Take Photos

Save photos from the connected camera at the timing of the execution of the action.

ATy T OiEM

CameraTakePhotos

= Properties 1 Pre Mappings

HEFI1AID (cp.Deviceld)

‘ Camera192.168.68.140

tas {cp.Shots) No Pre Mappings have been adde:

FARR(EY) (cp.Interval)
B> Post Mappings

[10

RIFE (cp.SaveTo)

‘ camera No Post Mappings have been adde

Check the device list in advance to note down the physical device ID of the connected camera.

O sz—x
Serial
Zigbee Firmware Version : 0.10.5.1
Camera Bm BT/ (A%  IODATA TS-NA220W
ODATA T5-NA220W FrTFv-fieat [ Picture & ]
R R FvTF - ‘ 10 |
Default Folder
Blustooth RO
BEEGINTVAT IR EBYELA I L-LO¥HiE
a-4- admin
JAT-F esscccsccce |
77
Output Payload Description
cv.Payload Outputs an array of file names of saved photos

component properties

property name Description

Physical device

D Specifies the physical device ID of the camera connected to the device list.

Number of Specify the number of pictures to be saved when the component is executed (up to 5)
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pictures
Interval - .
Specifies the interval to save photos
(seconds)
o Specify a subfolder of actmgr/data as the file destination. The photos will be saved in this
Destination

subfolder.

* The execution of the component requires a time specified by the number of pictures* interval, so
please avoid settings that are too long. Example: If you set the number of photos to 5 and the
interval to 6 seconds, the estimated execution time of the component will be 5*6=30 seconds.

Example of taking an image and sending it via e-mail

[ CN ) Action Editor - SendAMail-With-Image @ Christophs-iMac ® » ®
@) SendAMail-With-Image Vi Y

CameraTakePhot... MailSend-1 Add Step
Camera Take Photos Mail Send

[

== Properties 2> Pre Mappings drag and drop to reorder mappings. @

Physical Device ID: (cp.Deviceld)
Camera046D.082D.E1A2BADF

Photos taken: (cp.Shots)

~

1+
This property is required.

Interval(s): (cp.Interval)
10 C
Save to: (cp.SaveTo) > Post Mappings drag and drop to reorder mappings. @

camera
This property is required.
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[ XN ) Action Editor - SendAMail-With-Image @ Christophs-iMac ® » m

@) SendAMail-With-Image ya

CameraTakePhot... Split-1 MailSe Add Step
Camera Take Photos Split Mail Send

M —|—
== Properties > Pre Mappings drag and drop to reorder mappings. @ m
Expr: (cp.Expr)
Encoding: (cp.Encoding)
utf-8

This property is required.

2> Post Mappings drag and drop to reorder mappings. @ m
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Q@ SendAMail-With-Image

CameraTakePhot...
Camera Take Photos

Split-1
Split

Properties

To: (cp.To)

christoph.burgdorfer@asteria.com

This property is required.

Cc: (cp.Cc)

christoph.burgdorfer@builtwithgravio.c¢

(cp.Bcc)

Subject: (cp.Subject)

Thanks for visiting the Gravio Booth

This property is required.

From: (cp.From)

2> Post Mappings

Christoph Burgdorfer <christoph.burgdc
This property is required.

Attachments: (cp.Attachments)

ISHTML (cp.ISHTML)
Base Property: SMTP Server

None
Host: (cp.Host)

smtp.gmail.com
This property is required.

5> Pre Mappings

2 | cv.Payload

Gravio Documentation - The Node Computing Platform - 1_en

Action Editor - SendAMail-With-Image @ Christophs-iMac

MailSend-1
Mail Send

Add Step

® m
"ChristophBurgdorfer.vcf;NicholasLim.vcf;"+cv.Payload

drag and drop to reorder mappings.

LN cp.Attachments

"<b>Thanks for visiting the Gravio booth</b><br><br>We are looking forward to discuss
your requirements at:<br><br>Christoph
Burgdorfer<br>christoph.burgdorfer@asteria.com<br>+6586603360<br><br>Nicholas
Lim<br>nicholas.lim@asteria.com<br>+6590106657<br><br>Visit our website under <a
href="https://www.gravio.com'>www.gravio.com</a>."

@

drag and drop to reorder mappings.
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6.3.9.6. Chatwork

The Chatwork component can post messages specified in the component properties using Chatwork.
This is handy for notifying individuals about information from sensors.

* Please note that in order to use the Chatwork component, the administrator must initially configure
it in the service integration and obtain an API token.

Step 1 Add Step
Chatwork

= Properties %4 Pre Mappings
Base Property Profile (cp.BaseProperty)
Room ID (cp.RoomID)

No Pre Mappings have been add

This property is required

Text (cp.Text)

B> Post Mappings

Initial Setup

You can obtain the API token from the service integration screen of Chatwork.

> I

Profile

Preferences

L Account settings

"My Chat" is
al stuff. You ¢
(CIEUVEIER|  Admin Settings

Integrations

Upgrade

Logout

Select service integration from the account menu.
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® Chatwork Logout

| Integrations

3rd-Party Integrations API Token
Authorized OAuth Service

Copy Regenerate

| API
» API Token
OAuth @ « Chatwork APl documentation is available here.
« Please do not share your API token with third parties.
Webhook

« We may prohibit the use of the API if there is an unusually high volume of requests and excessive
load on our servers.

« By accessing or using our APlIs, you are agreeing to the Chatwork AP| Terms of Use (Japanese).

Obtain the value of the API token in the API menu. This will be used in the component property.

EME] o

Description Mark all messages as read

No descriptior  Group Chat Setting

Leave this group chat
Tasks

Add Task +

The Chatwork component posts in group chat, so open that group chat and choose group chat settings
from the settings menu.

Group Chat Setting X

Group Chat Info ‘ Mute H Invitation Link H Permissions

Group Chat Name:

Group Chat

a

m Description:

Add chat description, notes, or links here.

[ Cancel ‘

Obtain the room ID displayed on the group chat settings screen. This will be used in the component
property.
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With this, the initial setup is complete.

Component Properties

Property L.

Description Example
Name
Basic Specify the basic properties of the

Properties ‘Chatwork Token’ category

The Room ID of the group to post

Room ID . C
(obtained during initial setup)

) Example) "The current temperature is
Text The message string to post on Chatwork
"+cv.Payload+" degrees"

File Name The file to send
Timeout APl timeout

Token API Token (obtained during initial setup)

+ If both text and file are specified, both text and file will be sent.
 If the file path is not specified, the file reference will be actmgr/data, but for the notation of the file
name specifying the file path, please refer to here.
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6.3.9.7. Chromecast

The Chromecast component is a component that plays the video and audio specified by the Filename
property on the Chromecast device.

Add Step

Chromecast

= Properties 3 Pre Mappings

Base Property Profile (cp.BaseProperty)

: (none) - ]

Device (cp.Device) No Pre Mappings have been adde:

Filename (ep.Filename)

B> Post Mappings

Component Properties

Property Name Description
Device IP address of the Chromecast device

Filename File name of the file to be read (supported file mp4/webm and mp3/ogg/wav formats)

*The reference for files that do not specify a file path is actmgr/data, see here for how to write a file
name that specifies a file path.
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6.3.9.8. CSVRead

The CSV Read component takes CSV data as input, parses it and creates an output payload in the
format specified by the Output Format component property (cp.Output).

CSVRead has an “Input” property (cp. Input), which allows you to select the data source. If you select
[Payload], the input payload (cv.Payload) from the previous component is used as the source data of
CSV, and if you select [File], the file specified by the [File name] property (cv.Filename) is used as the
source data of CSV.

If the input payload (cv.Payload) is a byte sequence or a string, it becomes the source data of CSV as
it is, but for other types, it is converted to a string and processed as the source data of CSV.

If “Array” is selected for the “Output Format” component property (cp.Output), an array of strings of
CSV fields is put into the output payload (cv.Payload) for each line of the CSV and passed to the next
component.

If you select “Object” in the “Output Format” component property (cp.Output), the first line of the CSV
is considered as the key, and a JSON Object is generated, and the object is put into the output payload
for each function and passed to the next component.

[ NoN ] Action Editor - Example Action @ Localhost » <]

T Example Action

CSVRead-1 Add Step
CSV Read

o
= Properties | Show Variable Names | E&% Pre Mappings -
Input: {cp.Input)
Payload
This property is required
Filename: (cp.Filename)
Encoding: cp.Encodiny
9 (cp 9) > Post Mappings +
utf-8
Qutput: {cp.Output)
Array

This property is required

Start: (cp.Start)
[Vl

Component Properties

Name Required Description

Specify either payload or file for input. To set the value of cp.Input, use either

Input True i
“Payload” or “File”.
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Filename False Specify the filename for file input
Encoding False Specify the encoding of the file output (utf-8, shift_jis, euc-jp,iso-2022-jp)

Specify either array or object as the output format. cp.Output value can set “Array”
Output True

or “Object”.
Start False Specify the start line to read as CSV data
Length False Specify how many lines to read. If -1 is specified, read all lines.
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6.3.9.9. CSVWrite

CSV Write generates a comma-separated string with the input payload as input. It is not meant to create
CSV files for further processing as writing the output to a file will not append, but overwrite it. If you want
to populate a CSV file appending new lines of data after every incoming sensor data, you can use the

File Write component and follow the example there.
The input payload can be an array of JSON arrays or an array of JSON objects. Otherwise, it will be
converted to a string and output as a CSV with one line and one column.

Input Payload Example

JSON array payload

[[123, “abc”, “xxx], [456, “def”, “yyy”], [789, “hij”, “zzz™]]
example

JSON Object payload  [{field1, “field2”:"abc”, “field3”:"xxx”}, {field1, “field2”:“def”, “field3”:"yyy”}, {field1,
example “field2”:*hij”, “field3":“zzz"}]

The “Output” property allows you to select the output destination as file or payload.

Output payload Description
When you choose “File” for the The generated CSV is written to a file and the output payload
“Output Destination” property passes the input payload. (Pass-through.)

When you choose “Payload” for the

. ., Put the generated CSV byte sequence into the output payload.
Output to” property

[ NoN ] Action Editor - Example Action @ Localhost » m|m

=5 Example Action

CSVWrite-1 Add Step
i

Vrite

== Properties | Show Variable Names = E&+ Pre Mappings ==

Output: (cp.Output)
File
This property is required.

Filename: (cp.Filename)

Encoding: cp.Encodiny
9 (ep 9 > Post Mappings +

utf-8
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Component Properties

Name Required Description

Specify either File or Payload as the output destination. cp.Output is set to either

Output True .
“Payload” or “File”.

Filename False Specify the file name for file output

Encoding False Specify the encoding of the file output (utf-8, shift_jis, euc-jp,is0-2022-jp)
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CSVFileWrite generates CSV with the input payload as input.

The input payload (cv.Payload) accepts input as an array of JSON arrays or an array of JSON

Objects. Otherwise, it converts it to a string and outputs it as a one-line, one-column CSV file.

Input

Example
payload

Example of
JSON array [[123, "foo", "bar"], [456,
payload

Example of [{"fieldl™: 123, "field2": "abc",
JSON Object 6, "field2": "def", "field3":

payload ij", "field3": "zzz"}]

L JON Action Editor - WriteToCSV @ Localhost

™ WriteToCSV

Add Step

"jane" ,

"field3":
{"fieldl":

[789, "john", "doe"]]

"xxx"}, {"fieldl": 45

789, " field2": "h

@ »r @ 0

Write the sensor database data to a CSV file /"

== Properties B> Pre Mappings

Filename: (cp.Filename)

members.csv

Append (cp.Append)
This property is required
Output Keys: (cp.OutputKeys)
field3,field1
Encoding: (cp.Encoding) &> Post Mappings
utf-8

drag and drop to reorder mappings @

drag and drop to reorder mappings. @

component properties

Property
hame

Description

File Name Specify the file name in case of file output
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Append If true, appends data to the file if it already exists; if false, overwrites the file

Output If the input payload is a JSON Object, list the field names to be output in the order you want
Keys them to be output, separated by commas.

Encoding Specify the encoding of the file output.

If the file path is not specified, the file is saved in actmgr/data. For how to refer to a file path, refer to
this part.

How to use the Output Keys
The output keys specify the order, in which the data will be written to the CSV if you use keys.
For example, when the payload of JSON Object is as follows

[{"fieldl": 123, "field2": "abc", "field3": "xxx"}, {"fieldl": 456, "field2":
"def", "field3": "yyy"}, {"fieldl": 789, "field2": "hij", "field3":" zzz"}]

and you specify field3, fieldl as the output field order, the CSV output will be:

xxx,123

YYYY,456
zzz, 789
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6.3.9.11. Exec

The RunScript component allows you to run OS standard scripts.

If Gravio Server is running on Windows it can run batch files, Linux, Raspbian and macOS can run shell
scripts.

If it is not Windows, you need to give execute rights to the uploaded file. The uploaded file is placed in
<Gravio data folder>/actmgr/data/, SO

For the Gravio Folder in your operating system, consult the documentation about Path Handling

You can also pass variable values to the scripts, for example, to pass sensor values.

[ NoN ) Action Editor - Example Action @ MacBook Pro [ 3 [« ]

5 Example Action

== Properties | Show Variable Names | B2 Pre Mappings ar
Command:
This property is required
Output:
Stdout
This property is required.
Timeout:
B> Post Mappings +
60000
This property is required
OutputType:
String
This property is required.

Command Required The command you like to execute
Output Required The output of the command. cp.Output is set to either “stdout” or “combine”.
Timeout Required Timeout

OutputType Required Set the output type. cp.OutputType can be either “string” or “binary”.
The output of the component is passed on to the cv.Payload
Macintosh Users
Macintosh users must give Gravio HubKit 4 full harddisk access in the security settings if they want to
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access files outside the Gravio folder. Please find the appropriate settings in your system preferences
under the Privacy and Security settings:

o0 < i1 Security & Privacy Q, search
General  FileVault  Firewall  Privacy
n Camera
Allow the apps below to access data like Mail,
0 . Messages, Safari, Home, Time Machine backups
- Microphone and certain administrative settings for all users on
this Mac.

i Speech Recognition

Accessibility s Disk Utility

Input Monitoring @ Final Cut Pro.app
- Full Disk Access gl Terminal
Files and Folders . Gravio HubKit 4.app

S R di
@ creen Recording + —
Media & Apple Music

{+ HomeKit

)

N
B8 Click the lock to prevent further changes. Advanced... ?

Example: Playing an MP3 File

Place an mp3 file in your /actmgr/data folder and use the command afplay (on mac) followed by the
filename to play it:
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¢ ExecuteScript

Add Step

Properties &> Pre Mappings drag and drop to reorder mappings.

@

Command:
afplay r2d2.mp3
This property is required.

&> Post Mappings drag and drop to reorder mappings. () [
Output: cp.Output)

Stdout

INFO  action [25292dee] Starting Action: ExecuteScript
INFO  action [25292dee] Action Ended

e @
Favourites Heta =
E5 Workbench e — S ey
B3 CrashReporter actmgr > actions [ icons

iiehnseen jj :tion Support > [ GarageBand > 3 blemgr 0 bases H r2d2.mp3
4 Applicati... 7 Google > 3 cert T data 3
@ Airbrop b 3 Gravio [ clientcert [ devices

ickers £ Gravio.20190630 3 conf
@ Recents = 2

yne ] Gravio.20190630-1 ctrimgr
=l beslop ments 7 Gravio.20190725 [ ivarmgr
On My Mac sitions T HubKit > 3 mediadata
B3 screensh... _

I Macintosh HD > B8 Library > B Application Support > B8 HubKit > B8 actmar > B8 data > @ r2d2.mp3

E3 DeleteMe...

® 1 of 2 selected, 17.38 GB available

Linux

Note, in Linux Gravio is running in a Docker container. This means that you may not be able to access
the same environment as the shell script. This also means you will need to use different paths. You can
see the relevant paths here. To recap: the folder /home/gravio/hubkitrepod/data/actmgr/dat
a/ on the host system is mounted on /var/opt/hubkit/actmgr/data/ on the guest system
(Gravio).

If you run a Python script that relies on libraries, you may have to install those libraries first. In our
example, we want to trigger a Python script that talks to the serial port. This requires the serial
package. In order to install that, you must run this shell script called install pyserial on guest.s
h within the Gravio environment first:

#/bin/bash

# install pip3
if ! command -v pip3 &>/dev/null; then

apt update

apt install python3-pip
else

echo "pip3 found"
fi

# install pyserial

python3 -c "import serial"
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if [ $? -ne O ]; then

pip3 install pyserial
@lse

echo "pyserial found"

fi

You need to run this within your Gravio Exec component prefixed by bash -c, i.e. bash -c "/var/op
t/hubkit/actmgr/data/install pyserial on guest.sh"

oeoe® Action Editor - TVLouder @ ubuntu & » @ @

B Tviouder £

== Properties B Pre Mappings drag and drop to reorder mappings :_)

Command: (ep.Command)

bash -¢ "[varfopt/hubkit/actmgr/datafinstall_pyserial_on_guest.sh" |
This property is required.

Output: (cp.Output)
Stdout and Stderr
This property is required.
Post Mappings drag and drop to reorder mappings. (1)
Timeout: (cp.Timeout) i PRing x)
60000 &

This property is required
OutputType: (cp OutputType)

String 2]

This property is required

ENGINE CONSOLE

41] INFO action [3356f29c] Starting Action: TVLouder
INFO  action [3356f29¢c] Action Ended

That may take a little while, but after that, you can trigger your python scripts that rely on those libraries:



[ ] [ ] Action Editor - TVLouder @ ubuntu & » m &

B Tviouder £

Add Step

_|_

= Properties > Pre Mappings i_)
Command: (cp.Command)
python3 fvarfopt/hubkit/actmgr/data/tv_louder.pyl |
This property is required.
Output: (cp.Output)
Stdout and Stderr
This property is required

Post Mappings drag and drop to reorder mappings )

Timeout: (cp.Timeout) i RRos et
60000 T

Ll

is property is required

QutputType: (cp.OutputType)

String 8

This property is required.

INFO  action [3356729c] Starting Action: TVLouder
INFO  action [335629c] Action Ended

Using Named Pipes

You can also use Named Pipes (FIFOs) that are mounted on both, the docker as well as the host
system, to pass trigger commands on the host system from the docker system. You can then use eval
on the host system to receive the commands coming from Gravio through the named pipe.

Step 1: Create a named pipe “file” (FIFO) by using the mkfifo command somewhere in your mounted

folder. For example, on the host system, enter:
sudo mkfifo /home/gravio/hubkitrepod/data/actmgr/data/namedpipe

Step 2: Listen on the host system for the command to be executed. Move to the folder you just created

the namedpipe file and write:

while true; do eval "$(cat namedpipe)"; done



® [ ] christoph — ubuntu@ubuntu: /home/gravio/hubkitrepo4/datajactmgr/data — ssh ubuntu@192.168.1.30...

$ while true; do eval "$(cat namedpipe)"; done

This will wait for anything that comes through the named pipe and execute it. Please bear in mind the
necessary security restrictions for that.

Step 3: Simply echo the command you want to execute on the host system to the Named Pipe from

Gravio.

[ ] [ ] Action Editor - PlayRandomSound @ XTC Gelato @) | 2 ®

O PlayRandomSound

Add Step

== Properties &> Pre Mappings drag and drop to reorder mappings. @

Command: (cp.Command)

‘echo "/path/to/your/script/playRandomSound.sh" > /var/opt/hubkit/actmgr/data/namedpipe ‘
This property is required.

B3> Post Mappings drag and drop to reorder mappings @
Output: (cp.Output)

Stdout &

This property is required.

ENGINE CONSOLE

[2021-12-02 14:02:50.668] INFO action [dd332504] Starting Action: PlayRandomSound
[2021-12-02 14:02:50.674] INFO action [dd332504] Action Ended

Of course, you would want the “listener” to be executed automatically every time the system boots. For
this, you can create a script named execpipe.sh somewhere on your system:

#!/bin/bash

while true; do eval "$(cat /home/gravio/hubkitrepod/data/actmgr/data/namedpip
e)"; done
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and execute it every time the system boots by adding the following command to your crontab by
entering crontab -e and adding this line:

@reboot /path/to/execpipe.sh

Important: be aware of any security considerations. More information about this solution can be found on
https://stackoverflow.com/a/63719458/354204
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6.3.9.12. Execute Inference Model

This component allows you to specify an inference model to be performed on an image file.

Step 1 ATvTmiEm

InferenceMadel

+

= Properties &1 Pre Mappings

E&RIF1N (cp.ImageFile)

IOTONFARLHATT,

HBEFI (cp.ModelName)

No Pre Mappings have be

IOT0RFARLHATT,

481 (cp.Filter1)
> Post Mappings

EFNOT I b

E363 (ep Criterion1)

‘ | No Post Mappings have be

Output payload Description

cv.Payload The result of the inference run is output

Component Property

property name Description
image file Specifies the file path of a picture saved as a file

Inference model  Specify the model name of the inference to be performed

Filter1 Select to filter inference results

filter1 select if you want to filter inference results

filter2 select if you want to filter inference results

Condition Specify the condition for filter 2

Conversion Specify a conversion

Draw Specify if you want to save the inference result as an image

Copy Destination Specify where to save the image if “Copy” is specified in “Draw”

Filter

This is used when you want to extract only the results that match the condition from the inference
results.
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h3. Filter
None

Default of the model

highest n predictions

the lowest n predictions

predictions scored
higher than

predictions cored lower
than

prediction labeled with

Conversion
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Description
Do not use filter
Use the filter defined in the model

retrieve the n data specified by the condition from the higher of multiple
predictions

retrieve the n data specified by the condition from the lowest of the multiple
predictions

retrieve the n data specified by the condition from the lowest of the multiple
predictions

retrieve data from multiple forecasts whose score is less than x specified by the
condition

retrieve data from multiple predictions where the label contains a string specified
by the condition

Use this to convert the result of inference.

Conversion Description

None Do not use transformation

Default of the model Use the transformation defined in the model

number get the number of inference results
first label get the first label of the inference result
all labels retrieve all labels in the inference result
Draw

Use to save the inference result as an image.

Draw Description

None Do not save the result of inference as an image

Original Save the result of inference as an original image

Copy Create another file in the destination of the copy and save the result of the inference

Use in combination with CameraTakesPhotos component

You can use the CameraTakesPhotos component when executing an action to perform inference on a

photo saved as a file.
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Step 5 ATYTDENM
CameraTakePhotos Split InferenceModel

1- 18

Place a Split component between the CameraTakesPhotos component and the ExecutelnferenceModel

component as shown in this example.
Since the output of the CameraTakesPhotos component is an array of filenames of the saved photos,

the Split component splits the array into
individual items to be processed each in the subsequent ExecutelnferenceModel component.
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6.3.9.13. File Delete

The File Delete Action Component is to delete a file.

[ JoN ) Action Editor - Example Action @ MacBook Pro »> < ]

= Example Action

FileDelete-1 Add Step
File Delate
= Properties | Show Variable Names | E&* Pre Mappings aF
Filename:
Al
This property is required.
&> Post Mappings +

Component Properties

Name Required Description
Filename False Filename
All True All. The value of cp.All can be either “true” or “false

The file has to be inside these folders:
On Windows: C:\ProgramData\HubKit\action\actmgr\data\
On Mac OS: /Library/Application Support/HubKit/action/scripts/actmgr/data/

On Linux: /var/opt/hubkit/action/scripts/actmgr\data\

any path information will be relative from these folders.
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6.3.9.14. File List

The File List Action Component is to get a list of files that match the pattern.

[ JoN ) Action Editor - Example Action @ MacBook Pro »> < ]

= Example Action

Add Step

= Properties | Show Variable Names | E&* Pre Mappings aF
Pattern:
This property is required.

IncFILE

_IncDIR

&> Post Mappings +

Output payload Description

cv.Payload Outputs the contents of the read directory as individual JSON objects.

The contents of the directory will have the following data:
For example the pattern "icons/*" might return something like this for each file:

{"IsDir":false, "ModTime":"2021-08-10T13:18:29.2577374+09:00", "Name" :"arrow_dow

n.bmp", "Path":"icons/arrow down.bmp","" Size ":824}
Data Description
IsDir true for directories, false for files

ModTime Modification Date and Time

Name File name
Path File path
Size File size
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Component Properties

Name Description

Patt The conditional expression to list files, e.g. icons/*. Note these folders are relative to actmgr/
attern
data

IncFILE Specify whether to include files or not

IncDIR  Specify whether to include directories or not

The pattern without a file path refers to the actmgr/data folder, so all paths need to be relative to that
folder. You can find more details about the paths on different operating systems here.

Note: The payload will contain the metadata for one file returned by the list each. If you follow the File
List component with the Join component, you'll get a payload with every file metadata joined together. In
this case, you will get:

"IsDir":false,
"ModTime":"2017-12-14T717:23:11+08:00",

"Name":"arrow down.bmp",
"Path":"icons/arrow down.bmp",
"Size":824

"IsDir":false,
"ModTime" :"2017-12-14T17:23:11+08:00",

"Name":"arrow left.bmp",
"Path":"icons/arrow left.bmp",
"Size":824

"IsDir":false,
"ModTime":"2017-12-14T717:23:11+08:00",

"Name":"arrow right.bmp",
"Path":"icons/arrow right.bmp",
"Size":824

"IsDir":false,
"ModTime":"2017-12-14T717:23:11+08:00",

"Name":"arrow up.bmp",
"Path":"icons/arrow up.bmp",
"Size":824

by
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"IsDir":false,
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"ModTime":"2017-12-14T17:23:11+08:00",

"Name":"circle.bmp",
"Path":"icons/circle.bmp",
"Size":824

"IsDir":false,

"ModTime":"2017-12-14T17:23:11+08:00",

"Name" :"correct.bmp",
"Path":"icons/correct.bmp",
"Size":824

"IsDir":false,

"ModTime" :"2017-12-14T17:23:11+08:00",

"Name" :"downloading fl.bmp",
"Path":"icons/downloading fl.bmp",
"Size":824

"IsDir":false,

"ModTime":"2017-12-14T17:23:11+08:00",

"Name":"downloading f2.bmp",
"Path":"icons/downloading f2.bmp",
"Size":824

"IsDir":false,

"ModTime":"2017-12-14T17:23:11+08:00",

"Name":"downloading f3.bmp",
"Path":"icons/downloading f3.bmp",
"Size":824

"IsDir":false,

"ModTime":"2017-12-14T17:23:11+08:00",

"Name" :"error.bmp",
"Path":"icons/error.bmp",
"Size":824

"IsDir":false,

"ModTime":"2017-12-14T717:23:11+08:00",

"Name" :"sad.bmp",

"Path":"icons/sad.bmp",
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"Size":824

"IsDir":false,
"ModTime" :"2017-12-14T17:23:11+08:00",

"Name":"smile.bmp",
"Path":"icons/smile.bmp",
"Size":824

"IsDir":false,
"ModTime":"2017-12-14T717:23:11+08:00",
"Name":"zigbee off.bmp",
"Path":"icons/zigbee off.bmp",
"Size":824

"IsDir":false,
"ModTime":"2017-12-14T17:23:11+08:00",

"Name":"zigbee on.bmp",
"Path":"icons/zigbee on.bmp",
"Size":824
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6.3.9.15. File Read

The File Read Action Component is to read a file.

[ JoN ) Action Editor - Example Action @ MacBook Pro
= Example Action

FileRead-1 Add Step
File Read

-

= Properties | Show Variable Names | E&* Pre Mappings

Filename:

&> Post Mappings

Component Properties

Name Required Description

Filename False Filename of the file to be read.

The file has to be inside these folders:
On Windows: C:\ProgramData\HubKit\action\actmgr\data\
On Mac OS: /Library/Application Support/HubKit/action/scripts/actmgr/data/

On Linux: /var/opt/hubkit/action/scripts/actmgr\data\

any path information will be relative from these folders.
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6.3.9.16. File Write

The File Write Action Component is to write data to a file.

[ JoN ) Action Editor - Example Action @ MacBook Pro »> < ]

= Example Action

FileWrite-1 Add Step
File Write
= Properties | Show Variable Names | E&* Pre Mappings aF
Filename:
— Append
This property is required.
&> Post Mappings +

Component Properties

Name Required Description
Filename False Filename to be written.
Append True Append new data instead of replacing the file.

The file has to be inside these folders:

On Windows: C:\ProgramData\HubKit\action\actmgr\data\

On Mac OS: /Library/Application Support/HubKit/action/scripts/actmgr/data/
On Linux: /var/opt/hubkit/action/scripts/actmgr\data\

any path information will be relative from these folders.

You can, for example, use the File Write component to create a CSV file that contains sensor data
alongside with timestamps. In this case, your configuration looks something like this:
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[ ON ) Action Editor - WriteToFile @ Localhost 2 »

T3 WriteToFile

FileWrite-1 Add Step
File Write

== Properties &> Pre Mappings +
Filename: (cp.Filename) 1 cv.Payload = Now+""+tv.Data+"\r"
SomeCSVFile.csv
Append (cp.Append)
This property is required.
B> Post Mappings +
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6.3.9.17. Filter

The Filter component is a component that filters the data that passes the contents of the input payload to
the next component and outputs it to the output payload.

[ NoN ] Action Editor - Example Action @ Localhost > < ]

= Example Action

Filter-1 Add Step
Filter

[ =

_|_

= Properties | Show Variable Mames | B2 Pre Mappings —

Expr: (cp.Expr)

This property is required.

> Post Mappings —

You can enter a conditional expression that allows you to pass a test if it's true, or not.
The conditional expression is written with variables with tp. / tv. /ap. /av. / cp. / cv. prefixes as
comparison targets.

Condition Example Formula

Payloads are targeted and Payloads are numerical in nature cv.Payload > 10

String cv.Payload =~ ""abc"
JSON Array cv.Payload[1l] > 10
JSON Object cv.Payload.keyl == "abc"

The expression field supports basic operators such as ~ to indicate the start of a string.

Component Properties

Name Description

Condition Write a conditional expression
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Available Modifiers

Modifiers =/ e N RS >> <L
Comparators > >=<<=== ==~ I~

Logical Ops || &&

Examples

* If you like the action to stop unless the JSON value book id of the first book in the books array
in tv.Data payload is setto 12345, you can use a Comparator, for example tv.Data.book
s[0].book id == 12345
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6.3.9.18. GCS Upload

The GCS Upload component can send data to Google Cloud Storage as files.

To use this component, a Google Cloud subscription and pre-configuration are required.

Roles for accessing Google Cloud Storage must be added “Storage Legacy Bucket Owner” and “Storage
Legacy Object Owner”.

Please refer to here for pre-configuration.

component properties

property

Description
name
Input Choose whether to upload the contents of the payload or specify a file name and upload it
File name When a file name is selected, specify the file to be uploaded as a path relative to the Data
i
directory
Bucket Specify the name of the bucket to upload to.

Specify the name of the object to be uploaded. When specifying a folder, separate it with a
object slash. If the property is empty and the upload source is a file, only the filename part without
the directory name is used for the file name.

ACL Specify an access control list *1
Storage Specify the storage class *2
Class peciy g

ContentType Specify the ContentType of the object. If empty, it is automatically appended.
Timeout API timeout

Private key  Specify the private key JSON file required to authenticate the service account created by
JSON Google Cloud.

*1 ACLs can be achieved by giving multiple users in a list format, such as which user (IAM or other user)
is given Owner/Reader rights.

This format cannot be configured in Gravio Studio, so use predefined ACLs.

If you select (default) for the ACL, no ACL is specified and the bucket default is used.

Also, buckets are not allowed to specify ACLs by default because they are not recommended.

If you want to use ACLs in a bucket, you must select “fine-grained management” on the screen that
allows you to choose between “uniform” and “fine-grained management” when creating the bucket.

If an ACL other than (default) is selected for a bucket for which “uniform” is selected, an error will occur
when the component is executed.
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*2 If you select (default), the bucket defaults will be used.
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6.3.9.19. GCS Download

The GCS Download component can receive data as files from Google Cloud Storage.
This component requires a Google Cloud subscription and pre-configuration.

Roles for accessing Google Cloud Storage must be added “Storage Legacy Bucket Read” and “Storage
Legacy Object Read”.

If you also use the GCS Upload component, please add “Storage Legacy Bucket Owner” and “Storage
Legacy Object Owner”.

Please refer to here for pre-configuration.

component properties

property name Description

Output Specifies whether the downloaded object should be output to a payload or saved to a file
. Specifies the file to download as a path relative to the Data directory when a file name is
File Name
selected
bucket Specify the name of the bucket to download
Object Specify the object name to download
timeout API timeout
Private key Specify the private key JSON file required to authenticate a service account created with
JSON Google Cloud
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6.3.9.20. Google Analytics Send Event

The Google AnalyticsSendEvent component sends events using the Google Analytics Measurement
Protocol.

[ NoN ] Action Editor - Example Action @ MacBook Pro > <]

= Example Action

GoogleA ics... Add Step
iogle Analyti ve
2= Properties | Show Variable Names | [E&% Pre Mappings +
Version:
1
This property is required.
Trackingld:
UA-XXXXK-Y
This property is required.
Clientld:
> Post Mappings de

gravio

This property is required.
Event Category:
"DataType - " + av.DataType

This property is required
Event Action:

"DataValue - " + av.DataValue

For details of Measurement Protocol and parameters, please refer to this link.
Checking “Debug Mode” puts you in debug mode. In debug mode, if “Tracking ID” is incomplete, an error

will be displayed, but it will not be counted as an event. Accordingly, if you are not in debug mode, you
will not get an error even if the parameters are incomplete, so be careful.

Component Properties

Name Required Description

Version True Google API Version

Trackingld True Trackingld

Clientld True Clientld

Event Category True Google Analytics Event Category
Event Action True Google Analytics Event Action
Event Label True Google Analytics Event Label
Event Value True Version

DebugMode True DebugMode
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Timeout True Timeout (ms)
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6.3.9.21. GPS

Receive and output GPS data from GPS devices.

ATY7TDEM

== Properties 4 Pre Mappings
RMCAH'GGA (cp.RMCGGA)

[ RMC v

[:] GSA (cp.GSA) No
WETN\1AID (cp.Deviceld)

| B> Post Mappings

Output Payload Description

cv.Payload The following data will be output

Data Description

Azimuth of the device’s movement (number from 0 degrees north to 359.9 degrees

Course D . . o .
clockwise) if the value is -1, the azimuth is invalid

SpeedKm Device’s movement speed (km/h)

SpeedKn device’'s movement speed in knots (km/h)

LatitudeDeg  latitude (DEG format)
LongitudeDeg Longitude (DEG format)
LatitudeDeg  Latitude (DEG format)
LongitudeDir  Longitude (DEGM format)
LatitudeDir Latitude direction (N or S)

LongitudeDir  Azimuth in longitude (E or W)

Component Properties

Property Name Description
RMC or GGA Selects whether to output data in RMC or GGA format

GSA Specify whether to include GSA in the output data
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Device ID GPS device ID, If nothing is set, data output from all GPS devices is executed.

*When RMC is specified, use GPS devices that output RMC sentences.
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6.3.9.22. GravioLight

The Gravio Light Action Component is to control a Gravio Lights. For this component to work, you must
have the Gravio Lights paired in advance.

[ NoN ] Action Editor - Example Action @ Localhost > B

= Example Action

GravioLight-1 Add Step
Gravio Light

= Properties Show Variable Names > Pre Mappings —
Dase Fruperty:  Uevice
None
Deviceld: (cp.Deviceld)
This property is required
On {cp.On)
This property is required > Post Mappings —
Color: {cp.Color)
Red

This property is required

Brightness: (cp.Brightness)

100 3
This property is required.

Output Payload Description

cv.Payload Outputs the output payload of the previous component as is. (Pass-through)

Component Properties

Name Required Description
Device False Devices as defined in the Base Property Profile

If not taken from the Base Property Profile, define here the device IDs to be turned
on/off. If none are configured, all paired Gravio Lights will be affected. Multiple
device IDs can be separated by commas. For example 32-40-00-FE-FF-57-B
4-14,32-40-00-FE-FF-57-B4-15

Deviceld True

Specify if the lights should be on or off. The value specified for cp.On is “true” or

On True

“false”.

Predefined Colors. cp.Color property’s value can be “red”, “yellow”, “green”, or
Color True )

“blue “ string.
Brightness True Brightness in %age

Note: If the light is not reacting initially, try setting it off and then on again using an action.
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6.3.9.23. GravioDistance

The Gravio Distance component allows you to retrieve distance measurements from the Gravio Laser
Distance sensors.

To use this component you must have paired the Gravio Laser Distance sensor beforehand.

If the Device ID property is empty, the command will be sent to all connected Gravio Distance.

-
K ] Action Editor - SampleAction @ DESKTOP-3VJ15DV ‘-@ » ]
= SampleAction &

GravioDistance-1 Add Step

Gravio ]

_|_

= Properties B> Pre Mappings —+

Physical Device ID: (cp.Deviceld)

B> Post Mappings 4

Output payload Description

cv.Payload Outputs an array of measured distances

Component properties

Propert
T Description
name
Device Device ID for which the distance is to be measured, if none is set then the distance is measured
D for all Gravio Distances, if more than one Gravio Distance is used then the device ID can be

comma-separated

Execution errors

Error

Error Description Countermeasure
code
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ERR—10

ERR—14

ERR—15

ERR—16

ERR—18

ERR—26

low power

calculation
error

weak signal
unstable laser

transition

ambient light
too strong

out of display
range

insufficient
current

execution error

Weak signal

laser is unstable

ambient light is
too strong

please try again
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check that the USB cable between the power supply and the
sensor is correctly connected

please run again

Please do not move the device and remove any
obstructions.

hold device and target object still

please reduce ambient light

About the error that occurs when bound to a layer

Note: When a Distance sensor that is bound to a device layer and enabled is specified and used with the
Gravio Distance component, the following error will occur:

oY ERROR 400 action: “GravioLaser”: failed to execute: component: GravioDistance: device
is being used

This is because the Distance sensor that is bound and enabled in the layer is set to send distance data
every 5 seconds, and if the Gravio Distance component is executed when triggered by a trigger, the
processes are colliding.

Distance sensors that are bound to a layer and enabled cannot be used in a Gravio Distance
component, therefore they should only be used in one of the processes at a time.
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6.3.9.24. GravioMatrix

The Gravio Matrix component allows you to set text or an image to a Gravio Matrix.
To use this component, the Gravio Matrix must be paired beforehand.

If the Device ID property is empty, the command will be sent to all connected Gravio Matrices.

- ~
00 Action Editor - SampleAction @ DESKTOP-3V.N5DV @ > @

= SampleAction

GravioMatrix-1 Add Step
Gravio LED Matrix

== Properties > Pre Mappings Jr
Physical Device ID: (cp.Deviceld)
Input: {cp.Input)
16x16 BMP File
This property is required.
Content: (cp.Content)
> Post Mappings —+
This property is required.
Text Color: (cp.TextColor)
White
This property is required.
On (cp.On)
This property is required.

Output payload Description

cv.Payload Outputs the output payload of the previous component as is. (pass-through)

component properties

Property
name

Description

Device ID to which text or image is to be set or turned on/off, if none is set then this will be
Device ID  done for all Gravio Matrices If multiple Gravio Matrices are used then the device ID can be
comma-separated.

Input Set to “16x16 BMP file” or “ASCII”

When the input is “16x16 BMP file”, save the BMP file in actmgr/data/icons and specify “
Content icons/BMP filename “for the “Contents” property. For “ASCII”, specify one or two letters
of the alphabet.

Font Color Setthe cp.Color to either of the values white, black, red, green, blue, or auto. “Auto”
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means, in a temperature template the color will change according to the temperature: blue for
below 10 degrees, green to 30 and red above 30.

On On/Off — The value for cp.On can be “true” or “false”.

Brightness Select brightness (0-100)

Using Templates

Using a template in the component properties (the Input drop-down), you can easily display the data
alongside an icon. The template can be selected from the following, and if you specify a value for the
content, the image and value that match the template will be displayed in the matrix.

Template

Temperature °C

Temperature °F

Humidity%

Atmospheric
pressure hPa

CO2 concentration

Open / Close

date

time

Description

Displays the value of the temperature (Celsius) sensor. Enter a number for the
content

Displays the value of the temperature (Fahrenheit) sensor. Enter a number for the
content

Displays the value of the humidity sensor. Enter a number for the content

Displays the value of the barometric pressure sensor. Enter a number for the
content

Displays the value of the CO2 sensor. Enter a number for the content

Shows the opening and closing of the door. Enter either 0. Close or 1. Open for the
content

Displays the current date (month and day). Enter cp.Content = now () in
PreMapping for the content

Displays the current time (hours and minutes). Enter cp.Content = now () in
PreMapping for the content

An Example setup using the CO2 template:
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[ RON } Action Editor - ShowCO2onMatrix @ Localhost 2 » ®
5 ShowCO20nMatrix Y

GravioMatrix-1 Add Step
Gravio LED Matrix

_|_

== properties B> Pre Mappings drag and drop to reorder mappings. @ Il
Base Property: Gravio LED Matrix 1 cp.Content = tvData

GRAVIO MATRIX-sensor8
Physical Device ID: (cp.Deviceld)

B

Input: (cp.Input)

Template: CO2 Concentration (]
This property is required. B3> Post Mappings drag and drop to reorder mappings. @ 1]

Content: (cp.Content)

Text Color: (cp.TextColor)

White

This property is required.

On (cp.On)
This property is required.

An Example setup using a bespoke image
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Action Editor - BisaWorkshop @ ubuntu i > M@

m @ % BisaWorkshop ra

[~

GravioMatrix-1 Add Step
Gravio LED Matrix

Bee momautem . € o »
= Properties B e Open Connection  Search
-« = /home/gravio/hubkitrepod/data/actmagr/dataficons A
Physical Device ID: (cp.Deviceld) Eriamns - |Size Modified
= arrow_down.bmp 824 B 14N12/2017,17:23
= arrow_left.omp 824 B 1412/2017,17:23
= arrow_right.bmp 824 B 1412)2017, 17:23
Input: (cp.Input) < arrow_up.bmp 824 B 14/12/2017, 17:23
16x16 BMP File °c = circle.omp 824 B 14/12/2017, 17:23
This property is required. = correct.bmp 824 B 1412/2017,17:23
| = downloading_f1.omp 824 B 1412/2017,17:23
Content: (cp.Content)  E>| < downloading_f2.bmp 824 B 1412/2017,17:23
icons/yourfile.omp | = downloading_f3.bmp 824 B 1412/2017,17:23
= error.omp 824 B 1412/2017,17:23
= sad.bmp 824 B 1412/2017, 17:23
Text Color: (cp.TextColor) = smile.bmp 824 B 14/12/2017, 17:23
White a = zigbee_off.bmp 824 B 1412/2017, 17:23
= zigbee_on.bmp 824 B 1412/2017,17:23

This property is required.

v On (cp.On)
This property is required.

"

14 ltems

You can use the xiconeditor.com to create the image online and the cloudconvert.com/ico-to-bmp to turn
them into your own bmp
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6.3.9.25. HTTP Request

Using the HTTP Request component, you can send an HTTP request to a specified URL.

The HTTP Request component executes the HTTP request with the input payload as the Body content of
the HTTP request, depending on its properties, and writes the HTTP response Body to the output
payload (cv.Payload).

Body content in HTTP requests with Content-Type property

Content-

Type
Property

None
Default

Character
string type

JSON
array,
JSON
object

Byte
sequence

Other

application/
X-WWW-
form-
urlencoded

multipart/
form-data

Any other
arbitrarily
entered
Content-

Type

Output
Payload

cv.Payload

Copyright © 2023 ASTERIA Corporation

Content of the Body at the time of the HTTP request

The input payload executes the HTTP request without being set to the Body.

Automatically selects the Content-Type based on the type of the input payload.

Output characters with “text/plain; charset=utf-8".

The HTTP request is executed as “application/json”, marshalling the Payload as a byte string.

The HTTP request is executed with the string set to “application/octet-stream” as the Body.
The HTTP request is executed with the string set to “text/plain” as the body.
The input payload is a JSON object type, for example in the Pre-Mapping: cv.Payload =

{ " keyll :
JSON Object type is received as input, an error occurs.)

"value", "otherkey": "othervalue"} (Inthis case, if data other than the

The input payload is JSON Object type, and the key and the value are separated by multipart,
and the Content-Type multipart/form-data is automatically attached to the boundary before the
HTTP request is executed. (In this case, if data other than the JSON Object type is received
as input, an error occurs.)

The Content-Type is left as it is and the output is a string of bytes of the input payload as the
Body.

Description

The output payload (cv.Payload) stores the body of the HTTP response as a string of
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bytes.

=5 Example Action

HTTPRequest-1 Add Step
HTTP Request

_|_

== Properties Show Variable Names
Method: (cp.Method)
POST
This property is required.

URL: (cp.URL)

https:/frequestbin.com/r/abcd
This property is required

Content-Type: (cp.Content-Type)
(none)
This property is required.

Authorization: (cp.Authorization)
(none)

This property is required

Action Editor - Example Action @ Localhost

B> Pre Mappings

B> Post Mappings

Username:

ENGINE CONSOLE

(cp.Username)

Gravio Documentation - The Node Computing Platform - 1_en

Required Description

Properties
Name
Method True
URL True
Content-
True

Type
Authorization True
Username False
Password False
Token False
Timeout True
HTTP Proxy False
Proxy URL False
Prox

y False
Username
Proxy False

The HTTP Request Method

The endpoint URL

The HTTP Header Content-Type

The authorization type. When specified by the value of cp.Authorization, it can

LI

be one of “(none)”, “prebasic”, “basicdigest”, or “bearer”.
Basic authentication username

Basic authentication password

The Bearer Token

HTTP Request Timeout (ms)

HTTP Proxy

URL when using a proxy

Username when using a proxy

Password when using a proxy
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Password

Dump the request/response to the output log (actmgr. . . logfile in the Gravio
Dump True , )
HubKit log directory of your OS.)

Component Variables

cv.Paylo

3 On input: request body, on output: response body.
a

cv.Statu

Request result
sCode

cv.Heade On output: response header will be stored in this component variable. To send custom request
rs headers, please use component properties cp.Headers (see example below)

cv.Conte

Response content length
ntLength

Testing the HTTP Requests

We recommend a free service called requestbin.com to create a testing endpoint and to send your HTTP
requests to. In their live dashboard you can see the incoming requests. (Note, the above link creates a
public requestbin. For private requestbins, you will need an account).

[ BN ) Action Editor - SendHTTPPost @ ubuntu ® » ®

m e SendHTTPPost A ya

HTTPRequest-1 Add Step

HTTP Request

== Properties 5> Pre Mappings drag and drop to reorder mappings. @
Method: (cp.Method) 1 |cv.Payload = |{"key1":"value1", "key2": "value2"}
POST
This property is required.
URL: (cp.URL)

https://ennvgz75If3y8.x.pipedream.net
This property is required.

Content-Type: (cp.Content-Type)

Post Mappings drag and drop to reorder mappings.
(default) B iy ®
This property is required.
Authorization: (cp.Authorization)
(none)
This property is required.
Username: (cp.Username)
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pipedream Sign in to old versi

v Untitled public =le/ololl M  https://fennvgz751f3y8.x.pipedream.net/ ’ @ Copy §l + New

LIVE Pause  Q Typetose |8 yrrp request 232z2Glrbrd1jrDULUKKTCc2j0BgP 2022-01-21T07:53:23.326Z
Today Details POST /
Headers » (6) headers copy

3:53:23 pm POST /

Body RAW  PRETTY  STRUCTURED copy
3:52:05 pm POST /

/ v "root":
3:50:11 POST
o "keyl": "valuel"

"key2": "value2"

If you enable the “debug” flag on the top left of the component box, you will find the variables in the log.
There you can also see what the variable scopes (here tv.) and names (for example Data) are. These
you can then refer to inside your JSON string in the cv.Payload:

21/01/2022, 23:59 5

Service Level Category Message
—— o R AR LAY F N S ST I
actmar INFO HTTPReques [dbc2f117] Timestamp: 2022-01-21 08:10:41.87340281
actmgr INFO HTTPReg [dbe2f117) i i lumi.remote. blacn01-
actmgr INFO HTT Q! [dbc2{117] icalDeviceld: 47-C7-83-02-00-8D-15-
actmgr INFO HTTPReques [dbc2f117] LayerName: Button(string)
= Properties B> Pre Mappings Ui agy et el T Fardde vl i @ actmgr INFO HTTPReques [dbc2f117] Layerid: B 4827-8d a,
actmgr INFO HTTPReques [dbc2f117] KindN; Agara: ing)
Method: {ep.Method) {
"Area": tv.AreaName, actmgr INFO HTTPReques [dbc2f117] Kindld: @2233655-dadc-45f0-a4f0-5ac31b
POST S “Layer": tv.LayerName, o i
This property is required "DataKind": tv.KindName, Aot INFO HTTPReques [dbc2117] Datald: 87 \
_ "LogicalDevice": tv.PhysicalDeviceName, P INFO AAfocated
URL: p— T levPayload | = ugengeript: tv,PhysicalDeviceld, = . )
"DatalD"; tv.Datald, actmgr aMame: Alarm Area(string)
https:/fennvgz 751 3yB.x. pipedream.net "DateTime": tv.Timestamp,
Thie proparty is required. "Value™:tv.Data < reald; f528e78b-0058-463a-8877-df602¢
ese M- < [ 3] @ requestbin.com - N {1'] + B8

~  Untitled public https:/fennvgz75Ii3y8 x. pipedream.net/ I m
UVE pause  Q Type to search.., W T 24@25nToXr1pSELJaGPGMItRTSP  2022-01-21T08:16:42.672Z
Today POST #
POST 7 » (6) headers wopy
RAW STRUCTURED copy
POST f
v "“root":
POST /

"Area": "Alarm Area"

"DataID": "ed4366542@ad4dad953e543e638d5919"
"DataKind": "Agara-SingleButton"

"DateTime": "2022-01-21T08:16:41.0124048792"
"Layer": "Button"

\LogicalDevice": "lumi.remote.blacn@l-sensorg"
nderID": "47-(7-83-02-00-8D-15-00"

4:02:05pm  POST [/ *yalue": "1"

4:1043pm  POST /

4:03:39 pm POST [

4:03:28 pm POST [/

Here is a JSON example including an MD5 checksum you can use as template:
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"AreaName": tv.AreaName,

"LayerName": tv.LayerName,

"KindName": tv.KindName,
"PhysicalDeviceName": tv.PhysicalDeviceName,

"PhysicalDeviceId": tv.PhysicalDeviceld,

"DataId": tv.Datald,

"Timestamp": ToInt (tv.Timestamp),

"Data":tv.Data,

"Checksum" :MD5 (tv.AreaName+tv.Data+tv.KindName+tv.PhysicalDeviceName+tv.Physic
alDeviceId+tv.Datald+ToInt (tv.Timestamp) +tv.LayerName+"SECRETSALT")

}

Overriding or Extending Header Information

You can add or override existing Header information by creating a PreMapping using this this JSON
syntax:

cp.Headers = {"X-Header-1": "abc; def", "X-Header-2": ap.Timeout/1000, "X-Heade
r-3": true, "X-Header-4": cp.URL, "Accept", "application/json", "User-Agent",

"fugahoge browser"}

For example, Databox, a visualisation software requires certain headers. They can be set as follows:

%4 Pre Mappings + 1o
1 | cp.Headers = | {"Accept": “application/vnd.databox.v2+json"}
2 | cv.Payload = | {"data":[{"$Temperature": tv.Data}]}

Using a JSON HTTP Response Body in a Subsequent HTTP
Request

You can take the JSON response from a HTTP request and use JSONPath() to extract a specific
attribute of the reply.
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HTTP Request

m @ GetToken
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Action Editor - GetToken @ Christophs-iMac @ | 2 @

HTTPRequest-2 Add Step
HTTP Request

s [

== Properties 2> Pre Mappings drag and drop to reorder mappings. @
Method: (cp.Method)
GET
This property is required.
URL: (cp.URL)
| https://url.com/get-some-data.json |
This property is required.

Content-Type: (cp.Content-Type) 2> Post Mappings drag and drop to reorder mappings. @

(default)

This property is required.

Authorization:

(none)

This property is required.

Username:

(cp.Authorization)

A
v

(cp.Username)

If you want to use the data in a subsequent component, e.g. a HTTP request post data, it could look like

this:

m @ ¢ GetToken

HTTPRequest-1
HTTP Request

&

Action Editor - GetToken @ Christophs-iMac ® » @m 0
Zz z

HTTPRequest-2 Add Step
HTTP Request

== Properties 2> Pre Mappings drag and drop to reorder mappings. @ 1]
Method: (cp.Method) 1 cv.Payload = JSONPath("$.NameOfAttribute", cv.Payload)
PUT ¢
This property is required.
URL: (cp.URL)
https://url.com/to-post-attribute-data/
This property is required.
Content-Type: (cp.Content-Type) &> Post Mappings drag and drop to reorder mappings. @

(default)

v

This property is required.

Authorization:

(none)

(cp.Authorization)

A
v

This property is required.

Username:

(cp.Username)
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6.3.9.26. Join

The Join Action Component is to join multiple inputs into an array.

[ JoN ) Action Editor - Example Action @ MacBook Pro [ F

= Example Action

= Properties | Show Variable Names | E&* Pre Mappings qF

Capacity:

B> Post Mappings -+

Output Payload Description

cv.Payload Combined array

Component Properties

Name Required Description

Capacity False Specifies how many incoming values are to be output together.

If you set the value to 0 you will capture all amount of incoming data.
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6.3.9.27. LINE Notify

The LINE Notify Action Component is to send a notification via the LINENotify service (https://notify-
bot.line.me/). It's useful to notify people of information from sensors.

[ XON ] Action Editor - NewAction @ Local HubKit '.@ > @B O
T NewAction &z

LINENotify-1 Add Step
LINE Motify

_|_

= Properties B+ Pre Mappings drag and drop to reorder mappings. @

Message: [cp.Message)

"The current temperature is "+cv.P:
This property is required

Package 1D: (cp.PackagelD)
446
Sticker ID: (cp.StickeriD)
1998 B+ Post Mappings drag and drop to reorder mappings. @
Image File: (cp.ImageFile)
image.jpg
Timeout: (cp Timeout)
60000 2

This property is required

Component Properties

Property

Description Example
Name P P

"The current temperature i

Message Message string to be posted to LINE
s "+cv.Payloadt+"degrees"

Package Send a stamp with the message. You will need the

446

ID Package ID alongside the Stamp ID (see comment below)
Stamp Sends a stamp with the message, requires the Logs
ID corresponding Package ID (above)
Image Send an image with the message, specify the file path ofa ,

. . lmage.jpg
File JPG or PNG file
Timeout Timeout (ms) 10000

Authentication Token, issued by LINE Notify, if not taken

Token )
from the Base Property Profile
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Notes:

For details on how to specify the Package ID and Stamp ID for LINE stamps, please refer to the LINE
documentation

For more information on how to specify the file path, please refer to “
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6.3.9.28. LINE WORKS

The LINE WORKS component can post messages specified in the component’s properties using LINE
WORKS, the business solution of LINE Messenger. This is useful for notifying people of information from
sensor data.

In order to use the LINE WORKS component, the administrator must initially configure it in the LINE
WORKS Developer Console and set the bot as public. For details on how to configure it in the LINE
WORKS Developer Console, see here TOPIC-LINK+line-works-bot} for details on how to set up the bot
in the LINE WORKS Developer Console.

When using the LINE Notify service (https://notify-bot.line.me/), please use the LINE Notify action
component.

[ AON ] Action Editor - LINEWORKS @ Christophs-iMac @ > ®

o @ LINEWORKS Vi z

LINEWORKS-1 Add Step
LINE WORKS

== Properties > Pre Mappings drag and drop to reorder mappings. @
Message: (cp-Message)
This property is required.
Package ID: (cp.PackagelD)
Sticker ID: (cp.StickerID) B2 Post Mappings drag and drop to reorder mappings. @
Image File: (cp.ImageFile)
File Name: (cp.Filename)
Component Properties
Property L.
Description Example
Name
Basic Specify the basic properties of the “LINE WORKS Bot
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Properties Connection” category

Example: "The current temp
Message Message string to be posted to LINE WORKS erature is "+cv.Payloa

d+"degrees"

Send a stamp with the message. Specify with stamp

Example: 446
ID *1

Package ID

Stamp ID Send stamp with message. Specify with package ID *1 Example: 1988

. . Send an image with the message, specifying the file , ,

image file ) Example: image. jpg
path of a JPEG or PNG file.

Send the file Sends a file with the message. Files with extensions b

with the at,cmd, com, cpl, exe, scr, js, vbs, wsf, ht

message. file  a cannot be sent

Destination Select the member account or talkroom ID to send the
type message to

Example: aaaa@bbbb for

Specify the member account or talkroom ID you
member accounts, 12345 for

Destination ID ) o
selected in the Destination type

talkroom IDs
Timeout )
. API timeout
timeout
APIID Specify the API ID from the LINE WORKS Developer

Console *3

Specify the Consumer Key from

Consumer Specify the Consumer Key from the LINE WORKS
the LINE WORKS Developer

Ke Developer Console *3 Consumer Ke
y P y Console *3
Consumer . e
Specify the Token for the Server List (fixed IP type)
Key Server

from the LINE WORKS Developer Console *2 *3
Token
Specify the Server ID for the Server List (ID
Server ID registration type) from the LINE WORKS Developer
Console *2 *3

Server ID Specify the authentication key for the Server List (ID
Authentication registration type) from the LINE WORKS Developer
Key Console *2 *3

Specify the Bot No from the LINE WORKS Developer
Bot No

Console *3

*1 For information on how to specify the LINE Stamp Package ID and Stamp ID, please refer to here.
pdf. Please refer to the pdf file.
*2 The Server Token, Server ID, and authentication key will use the one set in the Server List (fixed IP
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type) or Server List (ID registration type).
*3 Refer to here for items to be specified from the Developer Console.

The image file/file reference without specifying the file path will be actmgr/data.
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6.3.9.29. LINE WORKS

The LINE WORKS component can post messages specified in the component properties using LINE
WORKS. This is useful for notifying people about information from sensors.

% This LINE WORKS component is a new component that uses the LINE WORKS API 2.0. The
conventional LINE WORKS component used API 1.0, which is not compatible. New settings are required
on the LINE WORKS Developer Console. Please refer to here for how to set up in LINE WORKS
Developer Console.

% To use the LINE WORKS component, the administrator must initially set up in the LINE WORKS
Developer Console and publish the Bot. Please refer to here for how to set up in LINE WORKS
Developer Console.

% Please use the LINE Notify Action Component if you are using the LINE Notify service ( https://notify-
bot.line.me/ ).

Step 1 Add Step
LINEWORKS2

= Properties %4 Pre Mappings
Base Property Profile (cp.BaseProperty)

(none) v ’
Message (cp.Message)

No Pre Mappings hav¢

This property is required

Package ID (cp.PackagelD)

’ | B> Post Mappings

Component Properties

Property L.

Description Example
Name
Basic Specify the basic properties of the “LINE WORKS Bot

Properties Connection” category

e.g. "The current temperatu
Message Message string to post to LINE WORKS re is"+cv.Payload+"degree

S"

Sends a stamp along with the message. Specify it

Package ID ) .
together with the Stamp ID %1

e.g. 446
Stamp ID Sends a stamp along with the message. Specify it e.g. 1988
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together with the Package ID #¢1

Imaae File Sends an image along with the message. Specify the file e ; ,
.J. 1mage.
d path of the JPEG or PNG file. 9 tmage-Jpg
Sends a file along with the message. Files with
File extensions bat, cmd, com, cpl, exe, scr, js, vbs, ws

£, hta cannot be sent

Destination Choose the destination to which the message is sent,
Type either a member account or a chat room ID

o _ e.g. In case of member account a
Destination Specify the member account or chat room ID selected by

T aaabbbb@, in case of chat room
ID Destination Type

ID 12345

Timeout API Timeout

OAuth2 Specify the Client ID for API 2.0 from the LINE WORKS
Client ID Developer Console %2

OAuth2
Client Specify the Client Secret from the LINE WORKS
Developer Console %2
Secret
OAuth2 . .
. Specify the Redirect URL from the LINE WORKS
Redirect .
Developer Console %2
URL
OAuth2
Access Press the Get Token button to get the token. You can
also press the Refresh Token button to update it %2 %3
Token
Specify the Bot No from the LINE WORKS Developer
Bot No

Console %2

%1 Please refer to here for how to specify the LINE Stamp Package ID and Stamp ID.
%2 Please refer to here for the items to specify from the Developer Console.

How to Obtain the OAuth2 Access Token

%3 When you press the Get OAuth2 Access Token button, the OAuth 2.0 Access Token Acquisition
panel is displayed. Press the Open Browser button to obtain the token. When you get the token, press
the Set button and it will be automatically set to the OAuth2 Access Token property.
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Request OAuth 2.0 Access Token

Please Log in to the Web Service to obtain Open Web Browser
OAuth2 Access Token.

Cancel

In the case of Gravio Studio for Windows, press the Open Browser button to get the token, but an error
screen will appear. Copy the URL from the address bar in this state and paste the URL into the panel
and press the Get button. Once the token is obtained, press the Set button and it will be automatically
set to the OAuth2 Access Token property.

Request OAuth 2.0 Access Token

Please log in to the web service to obtain an OAuth 2 Access Token

Open Web Browser

Paste the URL you were redirected to here:

Enter the new Url here

Token Status: Not Acquired

Cancel

When you press the Open Browser button, authentication will automatically be performed in the browser.
If necessary, follow the instructions on the screen to log in.

C @ 127.00.1:48888/callback?code=jp2bTRPYVFDTHAdWaVBaMFpOMw==&errorCode=00&state=tM4jWhVOXEVU A

O

Hmmm... can't reach this page

127.0.0.1 refused to connect.

Try:
« Search the web for 12700 1
+ Checking the connection

+ Checking the proxy and the firewall

ERR_CONNECTION_REFUSED

v Details

®)

oM o= B R

When authentication is complete, an error saying “This page cannot be reached” will be displayed, so
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copy the URL from the address bar at this time.

Request OAuth 2.0 Access Token

Please log in to the web service to obtain an OAuth 2 Access Token

Open Web Browser

Paste the URL you were redirected to here:

{PYVFDTHdWaVBaMFpOMw== &errorCode:00&state=tM4jWhV0xEVLi ‘

Token Status: Not Acquired

Set Cancel

Paste the copied URL into the panel and press the Get button, and the OAuth2 Access Token will
become “obtained”. Press the Set button to close the panel.
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The Mail Send Action Component is to send email via SMTP.

The Mail Send component sends an input payload (cv.Payload) as the body of a mail.

It converts the data received by the input payload into a string and sends it as the body of an email.

After sending the mail, the input payload is stored as it is as the output payload (pass through).

= Example Action

MailSend-1

Mail Send

== Properties

To:

Add Step

Show Variable Names

(cp.To)

This property is required.

Ce:

Subject:

(cp.Cc)

(ep.Bee)

(cp.Subject)

This property is required.

From:

ENGINE CONSOLE

(cp.From)

Action Editor - Example Action @ Localhost

B> Pre Mappings

1 cv.Payload = | "This is the mail body message"

B> Post Mappings

B =

Properties
Name Required
To True
Cc False
Bcc False
Subject True
From True
Attachments False
SMTP Server False
Host True
Port True

Description

To whom the mail will be sent

Any carbon copies

Any blind carbon copies

The subject of the mail

The from-address

File(s) to be attached, details below
SMTP Server you are going to use
The smtp host

Port
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Username False Username of your smtp server

Password False Password of your smtp server

Use the base Base Property Profile property to read the values from the settings rather than specifying
the details within the component.

Component Variables

Name Description

cv.P This variable will be used as the mail body. You can set it in the Pre Mappings, if no Payload is
aylo being passed into this step. (See screenshot) If you are using a HTML mail body, avoid linebreaks
ad and escape double quotes with a backslash.

Using SMTPs

You can use any available SMTP server to send out e-mails, however, note that depending on what
server you are using, they may have different restrictions in order to avoid spamming. To send mails via
Apple iCloud or Google Gmail SMTP, we recommend creating app-specific passwords.

Attachments
Multiple files can be specified as attachments.

- Path of the file to be attached

Windows environment

The files are automatically stored in the path actmgr\data. The path can also be specified.
*If a folder name or file name contains spaces, it must be enclosed in “” (double quotes).

Example )

To attach image.]jpg from actmgr\data, specify image.jpg as the attachment fil
e.

To attach image.jpg of actmgr\datal\subfolder, specify subfolder\image.jpg as t
he attachment.

To attach image.jpg of actmgr\data\subfolder 2021, specify "subfolder 2021\ima
ge.jpg" as the attachment.

Absolute paths can also be specified.
Example )

bc... To attach image.jpg in c:\, specify c:\\image.jpg as the attachment.
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Files can also be specified as multiple files and wildcards.

Use “;” (semicolon) for multiple file separators and “*” (asterisk) for wildcards.

Example )

To attach image.jpg and image2.jpg from actmgr\data, specify image.]jpg;image
2.jpg as attachments.

To attach *.jpg in actmgr\data\subfolder, specify subfolder\*.jpg as the attac
hment.

To attach image.]jpg and image2.]jpg from actmgr\data and *.]jpg from actmgr\dat
a\subfolder, specify image.]jpg;image2.jpg;subfolder\*.jpg as attachments.

Mac, Linux, RaspberryPl and Gravio Hub environments.

Files are automatically stored in the path actmgr/data. The path can also be specified as.
*If a folder name or file name contains spaces, it must be enclosed in “” (double quotes).

Example )

To attach image.jpg from actmgr/data, specify image.]jpg as the attachment.

To attach image.jpg of actmgr/data/subfolder, specify subfolder/image.jpg as a
ttachment.

To attach image.jpg of actmgr/data/subfolder 2021, specify "subfolder 2021/ima
ge.jpg" as attachment.

Absolute paths can also be specified.

Example )

To attach image.jpg of /home/username, specify /home/username/image.jpg as th

e attachment.

Files can also be specified as multiple files and wildcards.
Use “;” (semicolon) for multiple file separators and “*” (asterisk) for wildcards.

Example )

To attach image.jpg and image2.jpg from actmgr/data, specify image.jpg;image
2.7pg as attachments.

To attach *.jpg in actmgr/data/subfolder, specify subfolder/*.jpg as attachmen
€o

To attach image.jpg and image2.jpg from actmgr/data and *.jpg from actmgr/dat
a/subfolder, specify image.]jpg;image2.jpg;subfolder/*.jpg as attachments.
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The MQTT Publish Action Component allows you to publish messages to topics within an MQTT PubSub

system.

Output Payload Explanation

cv.Payload

Outputs the output payload of the previous component as is. (Pass through)

Component Properties

Name
Topic
Clientld
QoS

Retain
Timeout
MQTT
Connection

URL

Port
Username
Password
Certificate
Private Key

Private Key
Passphrase

Root CA

test.mosquitto.org Example

Required Description

True

True

True

True

True

False

True

True

False

False

False

False

False

False

MQTT Topic
MQTT ClientID
QoS value
Retain flag

Timeout (ms)

MQTT Connection Settings from the Base Property Profile

URL, note, leave the protocol out for unencrypted connections (e.g. test.mosqg

uitto.org)butadd ssl:// for encrypted connections

Port
Username
Password
Certificate

Private Key

Private Key Passphrase

Root CA

You can easily test the MQTT function by using the free public test broker provided by mosquito.org. A
sample setup could be that you use the free MQTTX client alongside with Gravio using the following

details:

Topic

testtopic/gravio
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Client ID
QoS
Timeout
URL

Port
Username
Password
Certificate

Private Key

Choose something Unique for Gravio and something different for MQTTX
0

60000

test.mosquitto.org

1883

blank

blank

blank

blank

Private Key Passphrase blank

Root CA

blank

Then set the contents to cv.Payload = {"msg": "your test message"}

Triggering the action from Gravio Studio:

[ oW
77 MQTTSend

MQTTPublish-1
MQTT Publish

== Properties

Topic:

testtopic/gravio

Clientld:

gravio_client_gravio

ENGINE CC

Action Editor - MQTTSend @ MacBook g » [©)]

Add Step

_|_

> Pre Mappings drag and drop to reorder mappings. (:)
(cp.Topic) 1 cv.Payload = {"msg": "This is an example message sent by Gravio"}
This property is reguired.
& Post Mappings drag and drop to reorder mappings. (-)

(cp.Clientld)

This property is required.

INFO  action [8854a86d] Starting Action: MQTTSend
INFO  action [8854a86d] Action Ended
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You should see something similar to the following in MQTTX:

®
Connections GravioTest ¥ €D O FQ e
® GravicTest@test.mos... ++ New Subscription = Al Received
Plaintex
Published
@ testtopic/gravio QoS0

Topic: testtopic/gravio QoS: 0

{

"msg": "This is an example message
sent by the MQTTX Client"
}

2021-07-08 00:23:48

Topic: testtopic/gravio QoS: 0

{"msg":"This is an example message se
nt by Gravio"}

2021-07-08 00:23:54

Payload: JSON Qos: 0 Retain:

testtopic/gravio

an example message sent by the MQTTX Client!

Note: Ensure that both, MQTTX and Gravio have different Client IDs as the MQTT broker will disconnect
the clients if they share the same ID.

Google Cloud MQTT Example

Here is an example of how to publish messages to a Google Cloud MQTT System:

Navigate to your Google Cloud console and create a project:

& C @ Secure https://console.cloud.google.com/cloud-resource-manager
= Google Cloud Platform Q
¢ Manage resources CREATE PROJECT

Filter by name, ID, project number or label
You have no projects in this organisation.

Resources pending deletion
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& C ‘ & Secure | https://console.cloud.google.com/projectcreate?previousPage=%2Fcloud-resource-manager&defaultProjectName

= Google Cloud Platform Q

New Project

Project Name *

Gravio-Documentation-Example (2]

Project ID: gravio-documentation-example. It cannot be changed later. EDIT

Location *

B No organisation BROWSE

Parent organisation or folder

CREATE CANCEL

Navigate to Google Cloud Platform loT Core

& c ‘ # Secure | https://console.cloud.google.com/iam-admin/iam/project?project=gravio-documentation-example

= Google Cloud Platform 8 Gravio-Documentation-Example v

£ Home

2 Deployment Manager >
{=) Endpoints >
BIG DATA

@  BigQuery

;3. Pub/Sub >
& Dataproc >
Q Dataflow

m loT Core ) ¢

i..'i Composer

= Genomics >
cf,cF Dataprep

Enable the Google lIoT Core API.

Create a Device Registry
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loT Core
Device registries

A device registry allows you to group devices and set properties
that they all share, such as connection protocol, data storage
location and Cloud Pub/Sub topics. To start connecting devices to
Cloud loT, first create a device registry to place them in. Learn
more

Create a device registry

Enter the name of your registry, select the region and add the topics (here events and states for
example):
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Google Cloud Platform 8 Gravio-Documentation-Example v

(&;’ loT Core & Create a registry

Define how devices in this registry will send data to the Cloud loT Core. After you
create your registry, you can start adding devices to it. Learn more

Registry ID
Permanent identifier for your registry. Start with a letter.

Gravio-Docu-Registry

Region
Determines where data is stored for devices in this registry. Choice is permanent.

europe-west1 A

Protocol
Select the protocols that your devices will use to connect to Cloud loT Core. Learn more

v MQTT
v HTTP

Cloud Pub/Sub topics

Cloud loT Core routes device messages to Cloud Pub/Sub for aggregation. You can route
messages to different topics and subfolders in Cloud Pub/Sub based on the type of data
in the messages. Learn more

Default telemetry topic
Device telemetry events will be published to this topic by default. Add more topics if you

want these events to be published to separate topics.
projects/gravio-documentation-example/topics/events A

¥ Add more telemetry topics

Device state topic (Optional)

Device state data will be published to your selected topic on a best-effort basis, as well as

to the default MQTT state topic (if your devices use MQTT protocol). Learn more

projects/gravio-documentation-example/topics/states =

¥ Add CA certificate

Click on “Add Device” in this screen:

Copyright © 2023 ASTERIA Corporation Page 301 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

= Google Cloud Platform & Gravio-Documentation-Example v

‘;?;' loT Core & Registry details 7' EDIT REGISTRY @ DELETE

Registry ID: Gravio-Docu-Registry

Region europe-west1
Protocol MQTT
HTTP

¥ Pub/Sub topics for telemetry and device state

Devices Certificates

Chisaevce IS

No devices in this registry yet. Learn more

And you will see:
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= C | & Secure \ https://console.cloud.google.com/iot/locations/europe-west1/r¢

Google Cloud Platform  $# Gravio-Documentation-Example v

m loT Core & Add a device

Add a device to registry Gravio-Docu-Registry.

Device ID

gravio-documentation-device-01|

Device communication
® Allow
Block

Authentication (Optional)

Input method
® Enter manually
Upload

Public key format
RS256
ES256

® RS256_X509
ES256_X509

Public key value

(Certificate value must be in PEM format)
————— END CERTIFICATE--—--

Public key expiry date (Optional)
Expires on:

21/08/2019,17:47 ~

Device metadata (Optional)
Key must contain only letters, numbers, hyphens and underscores, and be no longer than
128 characters

Create a certificate that you can paste into the field by entering this command in your command line:

openssl req -x509 -newkey rsa:2048 -keyout rsa private.pem -nodes -out rsa cer

t.pem -subj "/CN=unused"

This will create a file rsa private.pemand afile called rsa cert.pem
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Authentication (Optional)

Input method

@ Enter manually
Upload

Public key format
RS256
ES256

® RS256_X509
ES256_X509

Public key value

MIICnjCCAYYCCQC5xZT3R1w/gzANBgkghkiGOwaBAQsFADARMQ8wWDQYDVQQDDAZ1
bnVzZWQwHhcNMT gwODIXMT cxMDA@WhCNMT gwOT IwMT cxMDA@W j ARMQ8wDQYDVQQD
DAZ1bnVzZWQwggEiMABGCSqGSIb3DQEBAQUAA4IBDWAWEEEKAOIBAQDPTNfVD44G
pb7xq4ajLhEpQn80Tt1m8hIDXpYVeBGLr9RtkceF J25GP8+P4+8b2aikrX2DRmxS
t0Q5D0cK0Q/77cI9pBK9gBwoiXqv7YMu50J jZxPHBENik JKh41ymqrU/vWGR1VVZ
aRcTzmHg@3nAhomyCNG@VVABjXi0YpPJiz/BuoVApobjfH17RXReuxj5I0YeFEEE
CYYbg3exS9phGXwAVIvSRb6iHHETf47advX0rkzg/A@ZUTiAr/1A4aa@+GCZ5nMMN
YL7TV+2VmR4/m2ydcWIMLD7sFe79khLIYbEsm4H14Z1e+rm4MAulVmMpwalsIpAl
FQcfS8hPALyfAgMBAAEWDQYJKoZIhvcNAQELBQADggEBAHDIJaHEF+1hkXJorEb@
DzQlb3NbMVQrcU4P21+rZp6tUNgi2igh8kF5gV1t/5pds4GnIKWeUaoSal4rjcPs
7EPIKP1m@GYyTDfYSh44Id6EUNINNIrk1lmQAQuZ/Mm104cE6DGYGyXvxP@3Mi+DQ7
cPU4SyiKmXWU7H3Jgm60ZLk35Addz9US@WjCEXYmCNsg17vXHLl 7epuAtod4VVXB6O A

Public key expiry date (Optional)
Expires on:

21/08/2019,17:47 ~

Device metadata (Optional)
Key must contain only letters, numbers, hyphens and underscores, and be no longer than
128 characters

Key Value p X

4 Add attribute

We’re now ready to take on messages from Gravio.

Note: The MQTT Publish component will take the variables as payload and make one MQTT publish per
variable. And if you use JSON or CSV the variable name will be the key/column.

Typically you can use the CreateRecord component to inject a variable into the MQTTPublish
component.

To see how to retrieve MQTT messages, please refer to the MQTT subscription section of this
documentation.
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6.3.9.32. SQL Server Exec

The SQL Server Exec component allows you to execute SQL statements against SQL Server to update/
delete data.
It is compatible with SQL Server 2005 and above.

Step 1 Add Step
MSSQLExec

+

= Properties %4 Pre Mappings

Base Property Profile (cp.BaseProperty)

N ‘

sQL (cp.SQL)
No Pre Mappings ha

Text 2 SQL

This property is required

B> Post Mappings

("] Bulk Mode (cp.BulkMode)
Output Payload
Output L
Description
Payload

In addition to the input payload, it passes Lastinsertld or RowsAffected by the executed

cv.Payload
SQL statement

LastInsertld is returned when the executed SQL statement was an INSERT statement and the ID
generated by the DB could be obtained.

RowsAffected returns the number of records affected by the executed SQL statement. For example, it
returns the number of rows deleted when the statement was a DELETE statement.

Component Properties

Property Name Description

SQL Specifies the SQL statement to execute

Bulk Mode Choose whether to use bulk mode in executing the SQL statement
Bulk Size Specifies the size when using bulk mode

Host Specifies the host of SQL Server

Port Specifies the port of SQL Server
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Username Specifies the username of SQL Server
Password Specifies the password of SQL Server
Database Specifies the database

Specifies whether to disable encryption (not connect with SSL/TLS), true (connect

Encrypt . :
with SSL/TLS), or false (encrypt login only)

Select whether to trust the SQL Server’s server certificate. If on, it trusts the
TrustServerCertificate certificate sent by SQL Server. If off, it verifies the SQL Server certificate against
the trust store certificate

Specifies the root certificate to use. If using AWS’s Aurora or RDS, you will need
Root Certificate to use the server certificate issued by AWS. This will be the root certificate of that
server certificate

Placeholders

You can use placeholders in the SQL statement to be executed and use the value of cv.Playload in the
SQL statement.

UPDATE tablel SET name='Updated name' WHERE id=?

The value of cv.Payload is used for the placeholder specified by ?. When cv.Payload contains 1, it
updates the record where id is 1.
You can specify more than one placeholder.

UPDATE tablel SET name=? WHERE id=?

To specify values for more than one placeholder, specify the values in an array in cv.Payload.

["First Last", 20]

Text2SQL

Text2SQL is a function that can generate SQL statements from Japanese entered into the prompt using
the functionality of OpenAl’'s ChatGPT.
For how to use it, please refer to here.
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The SQL Server Query component allows you to execute query statements against SQL Server to

retrieve data.

It is compatible with SQL Server 2005 and above.

Step 1 Add Step
MSSQLQuery

_|_

= Properties

Base Property Profile

(cp.BaseProperty)

- |

sqL

(cp.SQL)

This property is required

Output

Text 2 SQL

(cp.Output)

Array

7 |

Output payload

Output

Description
Payload

%4 Pre Mappings

No Pre Mappings have b

B> Post Mappings

Outputs a record in the output format specified by the property for each record that matches

cv.Payload .
the condition.

Example of output in array format

When table1 table has column1 (integer type) and column2 (string type), specifying "SELECT * FROM
table1™ in the SQL property and “array” in the output format property, the output payload is generated as

follows.

Output Example

[1, "abc"]
[2, "def"]
[3, "hij"] .

Example of output in object format
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When table1 table has column1 (integer type) and column2 (string type), specifying "SELECT * FROM
table1™ in the SQL property and “object format” in the output format property, the output payload is
generated as follows.

Output Example

{"columnl": 1, "column2": "abc"}
{"columnl": 2, "column2": "def"}
{"columnl": 3, "column2": "hij"}

Component properties

|_. Property Name |_. Description | |_. SQL | Specify SQL statement to execute | |_. Output Format |
Select array or object format | |_. Host | Specify the SQL Server host. | |_. Port | Specify the SQL Server
port | |_. User Name | Specify the SQL Server user name. | |_. Password | Specify the SQL Server
password. | |_. Database | Specify the database. | |_. Encrypt | Specify communication encryption from
disable (no SSL/TLS connection), true (SSL/TLS connection), and false (encryption for login only) | |_.
TrustServerCertificate | Select whether to trust SQL Server’s server certificate. If on, trusts the certificate
sent by SQL Server. If Off, validates SQL Server certificates against trust store certificates | |_. Root
Certificate | Specify the root certificate to use; if you are using AWS Aurora or RDS, you must use a
server certificate issued by AWS. This will be the root certificate for that server certificate. |

Placeholder

You can use a placeholder in the SQL statement to be executed to use the value of cv.Playload in the
SQL statement.

SELECT * FROM tablel WHERE id=?

? The value of cv.Payload is used for the placeholder specified in cv. When cv.Payload contains 1, the
record with id 1 can be retrieved.
More than one placeholder can be specified.

SELECT * FROM tablel WHERE name=? AND age=?

To specify values for more than one placeholder, specify the values in an array in cv.

["First Last", 20]
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Text2SQL

Text2SQL is a function that allows you to generate SQL statements from the Japanese you enter in the
prompt for the data you wish to retrieve using OpenAl’s ChatGPT functionality.
Please refer to here for how to use it.
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6.3.9.34. MSTeamsPostMessage

The MSTeamsPostMessage action component can use the Microsoft Teams API to post a message to
the channel specified in the component’s properties.

[ NoN ] Action Editor - Example Action @ MacBook Pro > <]

= Example Action

MSTeamsSendM... Add Step
os: 2ssage

_|_

2= Properties | Show Variable Names | [E&% Pre Mappings +

Incoming Webhook URL:

This property is required.

Message:

Message from Gravio
This property is required.

Timeout:
B> Post Mappings +
60000 &

This property is required.

How to get the Incoming Webhook URL:

+ Select “Connector” from the “More Options” menu in the channel where you want to post your
Teams message.

» Select “Incoming Webhook” from the connector settings screen and press the “Configure” button.

» Enter the name of the Incoming Webhook and press the “Create” button.

* When an Incoming Webhook is created, a URL is automatically created.

» Specify this URL in the component’s Incoming Webhook URL property.

* In the Incoming Webhook URL field, enter the URL created in Teams.

Component Properties

Name Required Description

Incoming Webhook URL True The URL provided by your MS Team API account.
Message True Message to be sent to the API.

Timeout True API timeout — typically you would leave it on 30s.
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6.3.9.35. MySQL Exec

The MySQL Exec component allows you to execute SQL statements against MySQL to update/delete
data.
It is compatible with MySQL 5.6 and above.

Step 1 Add Step
MySQLExec

= Properties 4 Pre Mappings

Base Property Profile (cp.BaseProperty)

sQL (cp.SQL)

| ‘ No Pre Mappings have be
Text 2 SQL

This property is required

B> Post Mappings

() Bulk Mode (cp.BulkMode)
Output Payload
Output Lo
Description
Payload

In addition to the input payload, it passes Lastinsertld or RowsAffected by the executed

cv.Payload
SQL statement

LastlInsertld is returned when the executed SQL statement was an INSERT statement and the ID
generated by the DB could be obtained.

RowsAffected returns the number of records affected by the executed SQL statement. For example, it
returns the number of rows deleted when the statement was a DELETE statement.

Component Properties

Property L.
Description
Name 5
SQL Specifies the SQL statement to execute
Bulk . .
Mode Choose whether to use bulk mode in executing the SQL statement

Bulk Size Specifies the size when using bulk mode
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Host Specifies the host of MySQL

Port Specifies the port of MySQL
Username Specifies the username of MySQL
Password Specifies the password of MySQL
Database Specifies the database

Timezone Specifies the timezone of the database

Specifies whether to encrypt communication, options are: true (connect with SSL/TLS), false
(do not connect with SSL/TLS), skip-verify (connect with SSL/TLS but do not verify the server

TLS
certificate), preferred (try to connect with SSL/TLS first, if unable to connect, try to connect
without SSL/TLS)

Root Specifies the root certificate to use. If using AWS’s Aurora or RDS, you will need to use the

Certificate server certificate issued by AWS. This will be the root certificate of that server certificate

Placeholders

You can use placeholders in the SQL statement to be executed and use the value of cv.Playload in the
SQL statement.

UPDATE tablel SET name='Updated name' WHERE id=?

The value of cv.Payload is used for the placeholder specified by ?. When cv.Payload contains 1, it
updates the record where id is 1.
You can specify more than one placeholder.

UPDATE tablel SET name=? WHERE id=?

To specify values for more than one placeholder, specify the values in an array in cv.Payload.

["First Last", 20]

Text2SQL

Text2SQL is a function that can generate SQL statements from Japanese entered into the prompt using
the functionality of OpenAl's ChatGPT.
For how to use it, please refer to here.
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6.3.9.36. MySQL Query

The MySQL Query component allows you to execute query statements against MySQL to retrieve data.
It is compatible with MySQL 5.6 and above.

Step 1 Add Step
MySQLQuery

== Properties % Pre Mappings

Base Property Profile (cp.BaseProperty)

sQL (cp.SQL)

| | No Pre Mappings have be
Text 2 SQL

This property is required

Output (cp.Output) B> Post Mappings

Array v ‘

Output Payload

Output Payload Description

cv.Payload Outputs records that match the conditions in the output format specified by the property
Output example in array format

When table1 has column1 (integer type) and column2 (string type), if you specify "SELECT * FROM
table1” in the SQL property and specify ‘Array’ in the output format property, the output payload will be
generated as follows:

Output Example

[1, "abc"]
[2, "def"]
[3, "hij"]

Output example in object format

When tablel has columnl (integer type) and column2 (string type), if you speci
fy "SELECT * FROM tablel  in the SQL property and specify 'Object Format' in t
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he output format property, the output payload will be generated as follows:

Output Example

{"columnl": 1, "column2": "abc"}
{"columnl": 2, "column2": "def"}
{"columnl": 3, "column2": "hij"}
-

Component Properties

Property L
Description
Name
SQL Specifies the SQL statement to execute
Output .
Choose between array format or object format
Format
Host Specifies the host of MySQL
Port Specifies the port of MySQL

Username Specifies the username of MySQL
Password Specifies the password of MySQL
Database Specifies the database

Timezone Specifies the timezone of the database

Specifies whether to encrypt communication, options are: true (connect with SSL/TLS), false
(do not connect with SSL/TLS), skip-verify (connect with SSL/TLS but do not verify the server

TLS
certificate), preferred (try to connect with SSL/TLS first, if unable to connect, try to connect
without SSL/TLS)

Root Specifies the root certificate to use. If using AWS’s Aurora or RDS, you will need to use the

Certificate server certificate issued by AWS. This will be the root certificate of that server certificate

Placeholders

You can use placeholders in the SQL statement to be executed and use the value of cv.Playload in the
SQL statement.

SELECT * FROM tablel WHERE id=?

The value of cv.Payload is used for the placeholder specified by ?. When cv.Pa

yload contains 1, it retrieves the record where id is 1.
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You can specify more than one placeholder.

SELECT * FROM tablel WHERE name=? AND age=?

To specify values for more than one placeholder, specify the values in an arra

y in cv.Payload.

["First Last", 20]

Text2SQL

Text2SQL is a function that can generate SQL statements from Japanese entered into the prompt using
the functionality of OpenAl’'s ChatGPT.
For how to use it, please refer to here.
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6.3.9.37. OpenAlCompletion

The OpenAlCompletion component is a component that integrates with the Al features provided by
OpenAl. OpenAlCompletion returns completions for given prompts. For chat-based functions, please use
the OpenAlChat Component.

* To use this OpenAlCompletion component, you need to obtain an APl Key in advance to call
OpenAl’s Al function. For how to get an APl Key on OpenAl’s site, please refer to here.

Step 1
OpenAlCompletion

Add Step

= Properties

Base Property Profile

API Key

%4 Pre Mappings

(cp.BaseProperty)

v

(cp.APIKey)

No Pre Mappings hav

[

)

This property is required

Organization Id

(cp.OrganizationID)

‘ B> Post Mappings

Component Properties

Property
Name

Basic
Properties

API Key

Organization
id

User

Model

Temperature

Prompt

Description

Specify the basic properties of the ‘OpenAl’
category

API Key *1

Organization ID *1

Username

Choose or manually input the model name to
use

Specify the sampling temperature between 0
and 1

Prompt
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Text Davinci 003 Text Davinci 00
2 Text Curie 001 Text Babbage 001
Text Ada 001
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Suffix

Max Tokens

Top-P

N

Log
Probabilities

Echo
Stop

Presence
Penalty

Frequency

Penalty

Best Of

Logit Bias

Suffix

The maximum number of tokens to be
generated

Specify nucleus sampling between 0 and 1.
Default is 1

The number of answers generated per prompt

Include the log probabilities of the most likely
token and the selected token

Add the prompt to the answer
String to stop token generation

Specify whether to use a word that has already
appeared again, from -2.0 to 2.0. Default is 0

Specify whether to give a penalty the more
often it appears, from -2.0 to 2.0. Default is 0

Control the number of candidate answers. You
specify the number to return, but best_of must
be greater than N

Parameter to change the likelihood of a
specified token appearing

Gravio Documentation - The Node Computing Platform - 1_en

» Please refer to the OpenAl API Reference for details on each OpenAl-related property.
* To use the OpenAlCompletion component, you need to obtain an API key. For how to get an API
key, please refer to here.

Output Payload

Output Payload Description

cv.Payload

It stores the response from the OpenAl Completion API as is
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The OpenAlChat component is a component that collaborates with the Al functions provided by OpenAl.
OpenAlChat uses a language model specialized in chat completion. It is designed to simplify

conversations involving multiple interactions.

% To use this OpenAlChat component, you need to obtain an APl Key in advance to call OpenAl’s Al
functions. For how to obtain an API Key on the OpenAl site, please refer to here.

Component Properties

Property
Name

Basic
Properties

API Key

Organization
id

User

Model

System
Message

Step 1 Add Step
OpenAlChat

= Properties

Base Property Profile

API Key

%4 Pre Mappings

(cp.BaseProperty)

v

(cp.APIKey)
No Pre Mappings have

[

]

This property is required

Organization Id

(cp.OrganizationID)

‘ B> Post Mappings

Description

Example

Specifies the basic properties of the ‘OpenAl’ category

API Key *1

Organization ID *1

User name

Select or manually enter the model name to be used. The GPT 3.5 Turbo GPT

models that can be used vary depending on the contract 3.5 Turbo 16k GPT 4 GP
with OpenAl. T 4 32k
Role Setting

User Message

Sample Input
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Specifies examples of questions from the user
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Assistant
Message
Sample Input

User Message

Specifies examples of answers

Question from the user

Temperature  Specifies the sampling temperature between 0 and 1
Max Tokens Maximum number of tokens in the response
Top-P Specifies nucleus sampling between 0 and 1. The default is
1

N Number of responses generated per prompt
Log Includes the log probability of the most likely token and the
Probabilities selected token
Stop String to stop token generation
Presence Specifies whether to reuse words that have already
Penalty appeared, from -2.0 to 2.0. The default is 0
Frequency The more often it appears, the more penalty it gets,
Penalty specified from -2.0 to 2.0. The defaultis 0

L. Parameter to change the likelihood that the specified token
Logit Bias

will appear

Gravio Documentation - The Node Computing Platform - 1_en

% For details of each property related to OpenAl, please refer to OpenAl API Reference.
%1 To use the OpenAlChat component, you need to obtain an APl key. For how to obtain an API key,
please refer to here.

Output Payload

Output Payload Description

cv.Payload Stores the response from the OpenAl Chat API as is
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6.3.9.39. OpenAllmage

The OpenAllmage component is a component that collaborates with the Al functions provided by
OpenAl. OpenAllmage can invoke a function to generate images from the entered prompts.

% To use this OpenAllmage component, you need to obtain an API Key in advance to call OpenAl’s Al
functions. For how to obtain an APl Key on the OpenAl site, please refer to here.

Step 1 Add Step
OpenAlimage

= Properties % Pre Mappings
Base Property Profile (cp.BaseProperty)
API Key (cp.APIKey)

No Pre Mappings hawv(

[ )

This property is required

Organization Id (cp.OrganizationID)

‘ | B> Post Mappings

Component Properties

Property L.
Description Example
Name
Basic Specifies the basic properties of the ‘OpenAl’ catego
Properties P prop P e
API Key APl Key *1

Organization

d Organization ID *1

User User name

) ) . o Create Image Edit
. Select the operation from Image Creation, Image Editing, Similar
Operation ) Image Make Image V
Image Generation

ariation
Prompt Prompt (only for Image Creation or Image Editing operations)
Image PNG file (only for Image Editing or Similar Image
Image File g ) ( . y g g g
Generation operations)
Mask File Mask PNG file less than 4MB, use an image of the same size as
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the Image File (only for Image Editing operations)

n Number of responses generated per prompt
1024px by 1024px 5

Image Size Size of the image to be generated 12px by 512px 256p
x by 256px

Response ) ,

Generated data format File URL Base64 File URL Base64

Format

Filename Output filename (only for File format data)

File Overwrite output file (only for File format data) If you do not

. overwrite the file and a file with the same name exists, it will be
Overwrite

saved with “-N” appended to the end

% For details of each property related to OpenAl, please refer to OpenAl API Reference.
%1 To use the OpenAllmage component, you need to obtain an API key. For how to obtain an API key,

please refer to here.

Operation Property

*When specifying Create Image
Use a square image less than 4MB for the Image File

-When specifying Edit Image
Use a square image less than 4MB for the Image File, if specifying a Mask File, use an image of the
same size as the Image File.

Output Payload

Output L.
Description
Payload

cv.Pay If the Response Format property is a file, the filepath of the written file is stored, if URL, the URL
load is stored, if Base64, the generated data encoded in Base64 is stored
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6.3.9.40. OpenAlAudio
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OpenAlAudio component is a component that works with OpenAl’s Al functionality.

To use the OpenAlAudio component, you need to obtain an APl Key in advance in order to call OpenAl’s
Al functions. Please refer to here for how to obtain an API Key.

Step 1
OpenAlAudio

Add Step

= Properties 43 Pre Mappings

Base Property Profile (cp.BaseProperty)

API Key

[ )

This property is required

(cp.APIKey)
No Pre Mappings have

Organization Id (cp.OrganizationID)

| |

B> Post Mappings

Component properties

Property
Name

Basic
Properties

API Key

Organization
Id

User
Operation
Model

Audio File

Language

Prompt

Temperature

Description Example

[ Specify the basic properties of the “OpenAl” category
API| Key *1
Organization ID *1

User Name

Choose a process from Transcription Translation
Select the model name you want to use or enter it manually Whisper-1
Sound filename

Language of speech Specify in ISO-639-1 format. Default is
English.

Jjaen

Prompt

Specify sampling temperature from 0 to 1.
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Response Select output data format from JSON Detailed JSON Text JSON Verbose JSON Text
Format SRT File VTT File srt vtt

+ Refer to OpenAl API Reference for details of each OpenAl related property.
1 To use OpenAlAudio components, you need to obtain an API key, see here for how to obtain an
API key.

Output payload

Output payload Description

cv.Payload Response Format property Stores the contents specified in the output data format.
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6.3.9.41. PATLITE

The Patlite Action Component is to control a PATLITE network device including audio. The watchtower
must support HTTP commands. For more information, please visit the Patlite website.

https://www.patlite.co.jp/

PATLITEs are useful to control the display according to the information from the sensors.

[ NoN ] Action Editor - Example Action @ Localhost > B

= Example Action

Patlite-1 Add Step
Patlite

== Properties Show Variable Names B> Pre Mappings S0

IP address: (cp.IPAddress)

This property is required.

Red: (cp.Red)
off
This property is required
Amber: (cp.Amber) > Post Mappings +
off
This property is required
Green: (cp.Green)
off

This property is required

Blue: (cp.Blue)

ENGINE CONSO

Output Payload Description

cv.Payload Outputs the output payload of the previous component as is. (Pass-through)

Component Properties

Name Required Description
IP
True The IP address of the watchtower
address
Red True Set to either On/Off/Blink1/Blink2/No Change. [The values to set for cp.Red are
“off”, “on”, “blink-1”, “blink-2", “no-change’].
Set to either On/Off/Blink1/Blink2/No Change [The values to set for cp. Amber are
Amber True . .
“off”, “on”, “blink-1”, “blink-2", “no-change”].
Set to either On/Off/Blink1/Blink2/No Change [The values to set for cp. Green are
Green True ] )
“off”, “on”, “blink-1”, “blink-2”, “no-change”].
Blue True Set to either On/Off/Blink1/Blink2/No Change [The values to set for cp.Blue are
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“off”, “on”, “blink-1”, “blink-2", “no-change”].

Set to either On/Off/Blink1/Blink2/No Change [The values to set for cp.White are
“off”, “on”, “blink-1”, “blink-2”, “no-change”].

White True

Pla
: True Play Sound
Sound
Sound True Specify the channel to be played back using numbers. For details, see the manual
Channel for the device.

Specifies the number of additional repetitions. If you don’t want to repeat it, leave it

Repeat True
blank.

Timeout False Timeout (ms)
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6.3.9.42. PhilipsHue

The Philips Hue Action Component is to send commands to a Philips Hue light device. You need to
specify the color and opacity and set the IP address, user ID, and light ID.

[ NoN ] Action Editor - Example Action @ Localhost > B

= Example Action

PhilipsHue-1 Add Step
Philips Hue

= Properties Show Variable Names > Pre Mappings —

on (cp.On)
This property is required

Color: (cp.Color)
| Color Loop (cp.ColorLoop)

This property is required E> Post Mappings —
IP address: (cp.IPAddress)

This property is required.

User ID: (cp.Userld)

This property is required.

ENGINE CONSOLE

The IP address can be found by going to https://discovery.meethue.com/.

With this information, the debugger API simulator can be found at http://<your ip>/debug/cli
p.html

Before you send the POST command to the APl using JSON, you need to get the user ID, which you can

only get if you “pair” the device by pressing the bridge button once. {"devicetype": "my hue ap

p#gravio"}
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CLIP API Debugger

URL:

fapi
GET PUT POST DELETE

Message Body:

s a
{"devicetype":"my_hue_app#gravio"}

. &

Command Response:

. A

"success": {
"username":

For detailed instructions on how to use the debugger, see here: https://developers.meethue.com/
documentation/getting-started

Output Payload Description

cv.Payload Outputs the output payload of the previous component as is. (Pass-through)

Component Properties

Name
On
Color

Color
Loop

Required Description
True Specify on/off. The value specified for cp.On is “true” or “false”.

False R,G,B,Opacity in hexadecimal, for example AABBCCDD

True Switch colors in regular intervals
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IP address True IP address of Philips Hue bridge
User ID True Philips Hue User ID

Specify the Philips Hue light IDs which is a number starting with 1. All lights if

Light ID False
empty.
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6.3.9.43. PostgreSQL Exec

The PostgreSQL Execc component allows you to execute SQL statements against PostgreSQL to
update/delete data.
It supports PostgreSQL 11 and above.

Add Step

= Properties %4 Pre Mappings

Base Property Profile (cp.BaseProperty)

sQL (cp.SQL)

| |

Text 2 SQL

No Pre Mappings have been a(

This property is required

- - .
|| Bulk Mode (cp.BulkMode) B> Post Mappings

Output payload
Output L.
Description
Payload

Pass Lastlnsertld or RowsAffected depending on the SQL statement executed in addition to
cv.Payload .
the input payload

LastInsertld is returned if the SQL statement executed was an INSERT statement and the ID generated
by the DB can be retrieved.

RowsAffected returns the number of records affected by the SQL statement executed. For example, if it
was a DELETE statement, the number of rows deleted is returned.

h3. Component property

Propert
HE Description
Name
SQL Specify SQL statement to execute
Bulk )
Mode Select whether to use bulk mode for SQL statement execution
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Bulk Size Specify the size if bulk mode is used
Host Specify PostgreSQL host.
Port Specify the PostgreSQL port.
Username Specify a PostgreSQL username.
Password Specify the PostgreSQL password.
Database Specifies a database.
Timezone Specify the timezone for the database
The encryption of the communication can be disable (no SSL/TLS connection), allow (first try a
connection without SSL/TLS connection and if the connection fails, then try a SSL/TLS
connection), prefer (first try a connection with SSL/TLS connection and if the connection fails,
then try a connection without SSL/TLS connection), or require (try a connection with SSL/TLS
SSLMode connection). connection), prefer (first try an SSL/TLS connection and if it fails to connect, then
try a non-SSL/TLS connection), require (make an SSL/TLS connection. (makes an SSL/TLS
connection and verifies the server certificate if specified, but not if not specified), verify-ca
(makes an SSL/TLS connection and verifies the server certificate), verify-full (verifies the
SSL/TLS connection and the server certificate, and also verifies the server name)
Root Specify the root certificate to use; if you are using AWS Aurora or RDS, you must use a server
Certificate certificate issued by AWS. This will be the root certificate for that server certificate.
Placeholder

You can use a placeholder in the SQL statement to be executed to use the value of cv.Playload in the
SQL statement.

UPDATE tablel SET name='update name' WHERE id=?

The value of cv.Payload is used for the placeholder specified in cv. When cv.Payload contains 1,

the record with id 1 is updated.

More than one placeholder may be specified. For example:

UPDATE tablel SET name=$1 WHERE 1d=$2

To specify values for more than one placeholder, specify the values in an array in cv.

["First Last", 20]
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Text2SQL

Text2SQL is a function that allows you to generate SQL statements from the Japanese you enter in the
prompt for the data you wish to retrieve using OpenAl’s ChatGPT functionality.
Please refer to here for how to use it.

Copyright © 2023 ASTERIA Corporation Page 332 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

6.3.9.44. PostgreSQL Query

The PostgreSQL Query component allows you to execute query statements against PostgreSQL to

retrieve data.
It supports PostgreSQL 11 and above.

Add Step

== Properties %4 Pre Mappings

Base Property Profile (cp.BaseProperty)

sQL (cp.SQL)

| I No Pre Mappings have been adc
Text 2 SQL

This property is required

Output (cp.Output) B> Post Mappings
Array v ‘
Output payload
Output Description
Payload =
Outputs a record in the output format specified by the property for each record that matches
cv.Payload

the condition.

Example of output in array format

When table1 table has column1 (integer type) and column2 (string type), specifying "SELECT * FROM
table1” in the SQL property and “array” in the output format property, the output payload is generated as
follows.

Output Example

[1’ "abc"]
[2, "def"]
[3, "hij"] .

Example of output in object format
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When table1 table has column1 (integer type) and column2 (string type), specifying "SELECT * FROM
table1™ in the SQL property and “object format” in the output format property, the output payload is
generated as follows.

Output example

{"columnl": 1, "column2": "abc"}
{"columnl": 2, "column2": "def"}
{"columnl": 3, "column2": "hij"}

Component properties

Property L
Description
Name
SQL Specify SQL statement to execute
Output )
Select array or object format
Format
Host Specify PostgreSQL host.
Port Specify the PostgreSQL port.

Username Specify a PostgreSQL username.
Password Specify the PostgreSQL password.
Database Specifies a database.

Timezone Specify the timezone for the database

The encryption of the communication can be disable (no SSL/TLS connection), allow (first try a
connection without SSL/TLS connection and if the connection fails, then try a SSL/TLS
connection), prefer (first try a connection with SSL/TLS connection and if the connection fails,
then try a connection without SSL/TLS connection), or require (try a connection with SSL/TLS

SSLMode connection). connection), prefer (first try an SSL/TLS connection and if it fails to connect, then
try a non-SSL/TLS connection), require (make an SSL/TLS connection. (makes an SSL/TLS
connection and verifies the server certificate if specified, but not if not specified), verify-ca
(makes an SSL/TLS connection and verifies the server certificate), verify-full (verifies the
SSL/TLS connection and the server certificate, and also verifies the server name)

Root Specify the root certificate to use; if you are using AWS Aurora or RDS, you must use a server
Certificate certificate issued by AWS. This will be the root certificate for that server certificate.

Placeholder

You can use a placeholder in the SQL statement to be executed to use the value of cv.Playload in the
SQL statement.
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SELECT * FROM tablel WHERE id=?

? The value of cv.Payload is used for the placeholder specified in cv. When cv.Payload contains 1, the
record with id 1 can be retrieved.
More than one placeholder can be specified.

SELECT * FROM tablel WHERE name=? AND age=?

To specify values for more than one placeholder, specify the values in an array in cv.

["First Last", 20]

Text2SQL

Text2SQL is a function that allows you to generate SQL statements from the Japanese you enter in the
prompt for the data you wish to retrieve using OpenAl’s ChatGPT functionality.
Please refer to here for how to use it.
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6.3.9.45. SensorDataDB

The Sensor Data DB Action Component is to read from the Sensor Data DB. Each recorded piece of
data gets stored in the Sensor Data DB. With this component, you can query that database.

The SensorDataDB component queries data from the SensorDataDB stored in HubKit and passes each
record, one row at a time, to the next component.

With the content specified in the property, search the sensor DB and execute a filter expression for each
matched record. The matched records can be referenced in the “Value” variable. If the result of the
expression is true, the record will be passed through and the output Payload.

[ ] [ ] Action Editor - Example Action @ Localhost > B

= Example Action

SensorDataDB-1 Add Step
Sensor Data DB

== Properties Show Variable Names B> Pre Mappings S0
Filter Key: (cp.FilterKey)
None
This property is required.
Filter Value: (cp.FilterValue)
This property is required

From Previous: (cp.FromPrevious) > Post Mappings +
1S
This property is required.
Timescale: (cp.Timescale)
Records

This property is required.

(cp.AllRecords)

Output Payload Description

cv.Payload Outputs a JSON Object for each record that matches the conditions.

Output Example

"AreaId":"c753b341-c856-42fc-9170-6%9edaabd8246",
"AreaName" :"Entrance Area",

"Data":460,
"DataId":"£969129db9%06491e876cef43afb4fcb8",
"DataType":"double",
"KindId":"7e87a819-135e-40d3-9d5f-c0330f38ec4de",
"KindName" :"Gravio-C0O2",
"LayerId":"lefeOlal-41c7-4d21-bd98-debc87af74bd",
"LayerName":"CO2",
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"PhysicalDeviceId":"DE-8D-06-FE-FF-57-B5-15",

"PhysicalDeviceName":"CO2-Sensor-1",
"Timestamp":"2021-09-13T00:26:42.59434893472",
"VirtualDeviceId":"2ce70be6-2570b-4854-9680-af1£f02d575b4"

Timestamp is output as a date/time type in the JSON Object type.
For each record, the component variable ( cv.Id ) is given a record ID, the component variable ( cv.Co

unt ) is given the first record that matches the record, and the ID is incremented by 1, and the number

of the ID is incremented in order.

Component Properties

Name Required Description

Filter Key True
Filter Value True

From
Previous

True

Timescale True

All Records True

Time
. True
Rounding
Filter
false

Expressions

Example

The property to filter for
The value to filter for

The number of records to retrieve (e.g., if From Previous is 10 and the timescale
is a record, the latest 10 will be retrieved).

Unit of the latest data to be acquired (choose from records, milliseconds,
seconds, minutes, hours, days, weeks, months, and years). cp.Timescale can be

one of the following values: “Records”, “Milliseconds”, “Seconds”, “Minutes”,
“Hours”, “Days”, “Weeks”, “Months”, or “Years”.

Get all records by overriding the From Previous and Timescale conditions.

Get data from the last second, minute, hour, day, day, week, month, and year
rounded up to the last time the component was executed.

Allow you to choose whether to output the payload in an expression, like the
Filter component Filter Expressions. Filter Formula Example

Value.Data > 123

Value.Data.keyl == "abc" && Value.Data.key2 > 123

If you like to use the data from the sensor DB in the next step, for example a Matrix Display that rotates
various latest database values, you will have to access the data using cv.Payload.Data:
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[ JON ) Action Editor - CycleMatrixDisplay @ gravio3521aa5881db & » @m @

CycleMatrixDisplay Z

SensorDataDB-1 GravioMatrix-1 Sleep-1 SensorDataDB-2 GravioMatrix-2 Sleep-2 SensorDataDB-3

Data DB G ED Matrix ] Sensor Data DB G ED Matrix Data DB

= Properties B> Pre Mappings drag and drop to reorder mappings G—)
Area Id: (cp.Areald)

Office Area
Layer Id: (cp.Layerld)

CO2 Layer

Physical Device ID: (cp.PhysicalDeviceld)

E> Post Mappings drag and drop 10 reorder mappings. @
From Previous: (ep.FramPrevious)
16
This property is required
Timescale: (ep.Timescale)
Mumber of Records
This property is required
All Rarnrds [rn AllRarards)
[ ] Action Editor - CycleMatrixDisplay @ gravio3521aa5881db & » m @
O CycleMatrixDisplay Z

SensorDataDB-1 GravioMatrix-1 SensorDataDB-2 GravioMatrix-2 SensorDataDB-3
Data DB ED Matrix ] S r Data DB G o LED Matrix ] Data DB

= Properties E> Pre Mappings drag and drop to rearder mappings. @
Base Property: Gravio LED Matrix 1 |cp.Content = |cv.Payload.Data
None
Physical Device ID: (ep.Deviceld)
Input: (cp.Input)
Template: CO2 Concentration > Post Mappings drag and drop to reorder mappings. @

This property is required

Content: (cp.Content)
Text Color: (cp.TextColor)
White

This property is required

M Nn fren Ond

In this example, each SensorDataDB step reads a particular last data set of a layer, the Gravio Led
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Matrix shows it on the display and the Sleep step pauses the display for 15 seconds.
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6.3.9.46. Sensor Data DB If Zero

The SensorDataDBIfZero component outputs the input payload as the output payload if no rows are
retrieved; if any rows are found, it outputs nothing and omits the Action and all subsequent components.
If no rows are found, the Action flow continues.

With the content specified in the property, it searches the sensor DB and executes a filter expression for
each matched record. The matched records can be referenced by the “Value” variable. If the result of
executing the expression is true, it passes, but there is no output payload, because it corresponds to a
single record in the DB, and there is no output payload. Outputs the input payload even if the execution
result is all false.

The SensorDataDBIFZero component is useful for “keep alive” signals or to trigger an action if
something “has NOT happened” rather than “has happened”.

[ NON ] Action Editor - Example Action @ Local IP > m

=5 Example Action

SensorDataDBIf... Add Step
Sensor Data DB If Zero

(=]
= Properties > Pre Mappings +
Area ld: (cp.Areald)
Any
Layer Id: (cp.Layerld)
Any
Device Id: [cp.PhysicalDeviceld)
E=> Post Mappings +
L3
From Previous: (cp.FromPrevious)
1S
This property is required.
Timescale: (cp.Timescale)
Records
This property is required

Output Payload Description

cv.Payload Output payload as the output payload if no lines are retrieved.

Output Example
{"AreaId":"..", "LayerId":"", "KindId":"", "Timestamp": ..., "VirtualDevicel

da": ..., "Data": }

Timestamp is output as a date/time type in the JSON Object type.

For each record, the component variable ( cv.Id ) is given a record ID, the component variable ( cv.Co
unt ) is given the first record that matches the record, and the ID is incremented by 1, and the number
of the ID is incremented in order.
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Value.Data > 123
Value.Data.keyl ==
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"abc" && Value.Data.key2 > 123

Component Properties

Name Required Description

Filter Key True
Filter Value True

From

. True
Previous

Timescale True

All Records True

Time

. True
Rounding

Filter
. False
Expressions

The property to filter for
The value to filter for

The number of records to retrieve (e.g., if From Previous is 10 and the timescale
is a record, the latest 10 will be retrieved).

Unit of the latest data to be acquired (choose from records, milliseconds,
seconds, minutes, hours, days, weeks, months, and years). cp.Timescale can be

one of the following values: “Records”, “Milliseconds”, “Seconds”, “Minutes”,
“Hours”, “Days”, “Weeks”, “Months”, or “Years”.

Get all records by overriding the From Previous and Timescale conditions.

Get data from the last second, minute, hour, day, day, week, month, and year
rounded up to the last time the component was executed.

Allow you to choose whether to output the payload in an expression, like the
Filter component Filter Expressions.

Example Use Case

You may want to trigger a script if no motion is detected for 5 minutes. Create a time trigger that
executes every 1 minute, then execute the below action. If the last 5 minutes of the Motion layer are
empty, the next component (RunScript) will run. If they are not empty, the Action will abort before

running the script.
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( JON Action Editor - SwitchACOff @ localhost ® » ®

3K J SwitchACOff Zz Va

SensorDataDBIf... RunScript Add Step
Sensor Data DB If Zero Exec

_|_

== Properties E2> Pre Mappings drag and drop to reorder mappings. @
Area Id: (cp.Areald)

Office Area
Layer Id: (cp.Layerld)

Motion

Physical Device ID: (cp.PhysicalDeviceld)

From Previous: (cp.FromPrevious)
A

. X 5 ¥ B> Post Mappings drag and drop to reorder mappings. @
This property is required.
Timescale: (cp.Timescale)
Minutes

This property is required.

All Records (cp.AllRecords)
This property is required.

Time Rounding (cp.TimeRounding)
This property is required.

Expr: (cp.Filter)
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The Slack Post Message Action Component is to post a message to Slack using the Slack API. It can be
useful to debug Actions or notifying people. It can be used for sending messages to #channels as well as

@people .

= Example Action

SlackPostMessa... Add Step
Slack Post Message

2= Properties Show Variable Names

Channel: (cp.Channel)

#test_from_gravio

Action Editor - Example Action @ Localhost

This property is required

Text: (cp.Text)
Here is the message to be sent.

This property is required.

Timeout: (cp.Timeout)

60000 %
This property is required

Base Property: Slack Token

None

Token: (cp.Token)

ENGINE C

Component Properties

Name Required

Channel True

Text True
Timeout True

Slack
Token

False

Token True

Description

e to include sensor data,
append it with the sensor data. For example: “The temperature is
“av.Data” degrees Celsius"@

The text you like to send

Slack Token from the Base Property Profile

Your Slack Token, if not loaded from the Base Property Profile

The #channel or user you like to post your message to. If you lik

wrap the text into double quotes and

Use the base Base Property Profile property to read the values such as the token from the settings

rather than specifying the details within the component.
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Apps on Slack

First you will need to create an app on Slack in order to interact with your workspace. You can follow the
instructions here to create your Slack app: https://api.slack.com/apps

You will need to:

» Create an App on Slack

* Add the chat:write (or any other scope you like to use) to “Scopes” under “OAuth &
Permissions” in the Features menu.

+ Hit the “Install App to Workspace” button in “OAuth Tokens & Redirect URLSs”

* Add the app to the channel you like it to post to

For more complex scopes and permissions, please refer to the Slack Documentation.
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.-;l- slack Op' | Q, Search

W e ks v OAuth & Permissions

Settings
Basic Information OAuth Tokens & Redirect URLs
Collaborators

Install App Tokens for Your Workspace

These tokens were automatically generated when you installed the app to your team.
You can use these to authenticate your app. Learn more.

Manage Distribution
Submit to App Directory

Features Bot User OAuth Access Token

el L ‘ xoxb- ", Copy

Incoming Webhooks
Interactivity & Shortcuts
Slash Commands

Waorkflow Steps

Redirect URLs

Bl You will need to configure redirect URLs in order to automatically generate the Add to

User ID Translation Slack button or to distribute your app. If you pass a URL in an OAuth request, it must
Beta Features (partially) match one of the URLs you enter here. Learn more.
Where’s Bot User @
Redirect URLs
Slack w You haven't added any Redirect URLs
Help
Contact Add New Redirect URL
Policies
Our Blog Save URLs
Scopes

A Slack app's capabilities and permissions are governed by the scopes it requests.

Bot Token Scopes v
Scopes that govern what your app can access.

OAuth Scope Description
chat:write Send messages as @ - T N o
Add an OAuth Scope
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6.3.9.48. Slack Files Upload

The Slack Files Upload action component can use the Slack API to post messages and files to a Slack
channel. The authentication happens via the Slack authentication token, which you can retrieve from
your Slack Admin console.

The Slack Files Upload component can be useful to debug actions and notify people. You can send
messages to #channels or @people directly.

To get started, create a new app in your Slack APl admin and add “chat: write: bot” and “files: write: bot”
to “Scopes” under “OAuth & Permissions” in the Features menu. You can follow the instructions from the
Slack Post Message Component for more details on how to retrieve the authentication token.

Once you have your token, enter it in the Token property as seen below.

[ ION ] Action Editor - SendFileTeSlack @ Localhost 2 » m &

75 SendFileToSlack ya

SlackFilesUploa... Add Step
Slack Files Upload

= Properties > Pre Mappings drag and drop to reorder mappings @
Filename: (cp.Filename)
/pathjtofaffile.csv
This property is required
Title: (cp.Title)
Title
Channels: (cp.Channels)
#test_from_gravio
Comment: (cp.Comment)
Comment B> Post Mappings drag and drop to reorder mappings @
This property is required.
Timeout: (cp.Timeout)
60000
This property is required
Base Property: Slack Token
None

Token: (cp.Token)
------------------------------

This property is required

For the paths required, you can refer to the documentation how to handle paths in Gravio

You can also refer to a Base Property profile if you wish to define the settings on HubKit level rather than
Component level.

Output payload Description

cv.Payload Outputs the output payload of the previous component as is. (Pass through)
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Component properties

Property name Description

file name Specify the file to send with the message
title Specify the title of the file

Channel Specify Slack channel

comment Specify the message text you want to send
time out Specifying the transmission timeout time
token OAuth Access Token set in Slack
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6.3.9.49. Sleep

The Sleep Action Component is to insert a pause between the two steps of the action.

[ NoN ] Action Editor - Example Action @ Localhost »

=5 Example Action

Add Step

== Properties Show Variable Names B> Pre Mappings ==
Time: (cp.Time)

1000 %
This property is required

> Post Mappings 45

ENGINE CONSOLE

Output Payload Description

cv.Payload Outputs the output payload of the previous component as is. (Pass-through)

Component Properties

Name Required Description

Time True Specify pause time in milliseconds
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6.3.9.50. Sound Effect

The Sound Effect Action Component is to play a sound effect.

Action Editor - Example Action @ Localhost

=5 Example Action

Add Step

_|_

B> Pre Mappings

SoundEffect-1
Sound Effect

= Properties Show Variable Names
(cp.Type)

Type:

Decision4
This property is required.

> Post Mappings

ENGINE CONSOLE

Output Payload Description
Outputs the output payload of the previous component as is. (Pass-through)

cv.Payload

Component Properties

Name Required Description
Type of Sound Effect. When setting by cp.Type value, it can be one of “warning1”,

Type True . o .
“‘warning2”, “decision3”, or “decision4”.
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6.3.9.51. Sound Play

The Sound Play component allows you to play a specified mp3 file.

[ N ] Action Editor - Example @ Localhost & » @ @
=7 Example £

SoundPlay-1 Add Step
Sound Play

¥

w

== Properties B> Pre Mappings drag and drop to reorder mappings. @

Filename: (cp.Filename)

dogbark.mp3

E=> Post Mappings drag and drop to reorder mappings @

Output payload Description

cv.Payload Outputs the output payload of the previous component as is. (Pass-through)

Component Properties

Property name Description

File name Specify the file name in case of file input

If the file name is not specified, the referenced filename refers to a file in the actmgr/data folder, but
for how to refer to a file outside this folder, please see here.

« Sound Play is currently supported by HubKit Windows, Linux, RaspberryPl and the Gravio Hub,
Mac is not supported due to OS limitations.
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6.3.9.52. Split

The Split component is a component that splits the input Payload by line feed if it is a string, or by
element if it is a JSON array, and passes it to the next component.

[ NoN ] Action Editor - Example Action @ Localhost > < ]

= Example Action

Split-1 Add Step
Split

_|_

= Properties | Show Variable Mames | B2 Pre Mappings —

Expr: (cp.Expr)

This property is required.

Encoding: (cp.Encoding)

utf-8
This property is required

> Post Mappings —

The Split component provides the ability to filter whether the output data after the split is passed to the
next component or not.

The conditions can be entered as expressions.

The following two variables are available in this component’s expression. Note, since they are locally
used variables, we do not require the cv. prefix.

Variable name Meaning of the variable

Value The actual data value after the splitting process

Index Indicates the index of the element in case there were multiple elements
Conditional Example Formula

Pass only elements that begin with abc to the next component value =~ ""abc"
Pass only the even-numbered elements. Index % 2 == 0
Parameters

Expr Required Expr

Encoding Required Encoding
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Example

If the incoming cv.Payloadis ["a", "b", "c", "d", "e"],the Split component will splititinto 5
payloads each submitted to the next component if the expression is true for all of them. In the above
case, the Value is a for Index 0 and the Value is b for Index 1.
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6.3.9.53. Statistics

The Statistics component stores the statistics (Min, Max, Mean/Average, Median, Standard Deviation,
Sum, Mode) in the component variables with the specified values.

[ NN ] Action Editor - Example Action @ Local IP > m

=5 Example Action

Statistics-1 Add Step
Stati

= Properties > Pre Mappings +
Capacity: (cp.Capacity)

o

Expr: {cp.Expr)

cv.Payload
This property is required

B> Post Mappings +

If the value specified is an improper value for a number, that value will be excluded from the statistics.
The number of values that enter the statistics without being excluded will be output to the component
variables as Count.

Example.

If the test scores are flowing in as a Payload, suppose you specify “cv.Payload” for Expr and “0” for
Capacity.

When the 10 values have flowed in and finished, Statistics will output an array of values as a payload.
At the same time, Statistics outputs the statistics data in the Statistics component variable.

cv.Payload [100 100 80 80 80 70 70 30 10 0]
cv.Statistics {"Average":62 "Count":10 "Max":100 "Mean":62 "Median":75 "Min":0 "Mo
de":[80] "StandardDeviation":34 "Sum":620}

The value expression to specify the value can be a numeric expression.

In the above example, if you specify “cv.Payload * 1007, the statistics will be taken as each value
multiplied by 100.

If you want to obtain multiple statistics from a single value, or if you want to extract multiple values from
the JSON Object type to obtain statistics, for example, you want to obtain statistics on multiple values at
once, specify the values in an array of value expressions.

[cv.Payload, cv.Payload*100]

Assuming that the JSON Object type {"vall":123, "val2":456} flows
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[cv.Payload.vall, cv.Payload.valZ?2]

It is also possible to specify that the value expression is an array.

If you specify an array as a value expression, then the component variable Statistics will also be an
array and the respective statistics will be taken.

To get statistics on sensor values in the SensorDataDB component, you can create statistics based on
sensor data values by specifying the value expression property “cv.Payload.Data”.

If the data is sent in excess of the number of capacity properties, the data will be cleared up to that point
once the Capacity is reached.

For example, if you set the capacity to 10 and 12 data come in, the first time you will get statistics on the
data from 1-10, then these 10 data will be discarded and calculated on the 11-12th data.

Output Payload and Variable Description

cv.Payload Payload to output an array of values as an array
cv.Statistics.Average Average

o The number of values that entered the statistics without being
cv.Statistics.Count

excluded
cv.Statistics.Max Max value
cv.Statistics.Mean Mean
cv.Statistics.Median Median
cv.Statistics.Min Minimum value
cv.Statistics.Mode Most Frequent value
cv.Statistics.StandardDeviati

Standard deviation
on
cv.Statistics.Sum Total
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The Template component is a component that generates a string (text) from a specified template using
placeholders.

[ NoN ] Action Editor - Example Action @ Localhost > B

= Example Action

Template-1 Add Step
Template

_|_

= Properties Show Variable Names > Pre Mappings +
Syntax: (cp.Syntax) 1 cv.Payload = {'FirstName":"John", "LastName":"Doe"}
Text s Wy . . "
- - 2 cpTemplate = "My name is {{.cv.Payload.FirstName}} {{.cv.Payload.LastName}}
This property is required
Teamplate: (cp.Template)
This property is required. > Post Mappings +

ENGINE CONSOLE

Template-1 [1d540dbf] * ap
Template-1 [1d540dbf] * av
Template-1 [1d540dbf] * cp

Template-1 [1d540dbf]  Syntax: text(string)

Template-1 [1d540dbT] Template: My name is {{.cv.Payload.FirstName}} {{.cv.Payload.LastName}}(string)
Template-1 [1d540dbf] (%

Template-1 [1d5408dbf]  Payload: map[FirstName:John LastName:Doe] (map[stringlinterface {})

action [1d540dbf] Action Ended

The template syntax is a GoLang standard described on https://golang.org/pka/text/template/ .
tp./tv./lap.lav./lcp./cv. are all referable to the template, so if these variables are referenced
in the template, they will be replaced by their values.

Example:

Template Description

{{.cv.Payload.LastName}} {{.c Each variable’s value replaces the double-curly-braced content

v.Payload.FirstName} } containing a variable prefixed with a .
Output L

Description
Payload

cv.Payloa Template string generated by the contents of a template string with variable parts replaced
d by variable values (text)

Tip: If you write data into an av. variable (Action Variable) it will be available throughout the lifetime of
the action also in other components.


https://golang.org/pkg/text/template/https%3A//golang.org/pkg/text/template/
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Component Properties

Name Description
Syntax Specify text or HTML. The value of cp.Syntax can be either “text” or “html”.

Template A string containing the variables to be replaced
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6.3.9.55. Transform

The Transform component is the component that handles Pre Mapping and Post Mapping.
A dedicated component used to transform input and output data.

Step 1 Add Step
Transform

= Properties 4 Pre Mappings

No Pre Mappings have been added for

B> Post Mappings

No Post Mappings have been added fo

Output Payload Explanation

cv.Payload Outputs the output payload of the previous component as is. (Pass through)

Component Properties

no Properties.
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6.3.9.56. TwilioSMS

The Twilio SMS Action Component is to send an SMS text message via Twilio. It is useful to notify
people of information from sensors.

= Example Action

TwilioSMS-1 Add Step
Twilio SMS

_|_

= Properties Show Variable Names
To: (cp.To)
447123456789
This property is required.
From: (cp.From)
447987654321
This property is required
Message: (cp.Message)
"Hello there"
This property is required.
Timeout: (cp.Timeout)

60000 7
This property is required

Base Property: Twilio Token

ENGINE CONSO

Action Editor - Example Action @ Localhost » B

> Pre Mappings —

> Post Mappings +

Component Properties

The number to send the message to, starting with the country code, for example
(44in UK) 447123456789

Name Required Description
To True
From True

Message True

Timeout True
Twilio

False
Token

AccountSID True

AuthToken True

From

Message to be sent, for example "The current temperature is" + cv.P
ayload + "°C"

Timeout (ms)

Twilio Token from the Base Property Profile

AccountSID if not taken from the Base Property Profile

AuthToken if not taken from the Base Property Profile
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6.3.9.57. WriteToExcel365

The WriteToExcel365 component can output data to a OneDrive in Excel format.

The use of this component requires a contract and pre-configuration of Office365 for Business and
OneDrive for Business.

[ NoN ] Action Editor - Example Action @ Local IP [ m

75 Example Action

WriteToExcel36 Add Step
ite t 85

+
== Properties B> Pre Mappings +
File Name: (cp FileName)
This property is required
Sheet Name: (cp.SheetName)

Sheetl
This property is required.

Write Mode: (cp.WriteMode)

> Post Mappings
Append pping +

This property is required.

Output Header {cp.OutputHeader)
This property is required.

L3

Column Mapping: [cp.ColumnMapping)

This property is required.

How to prepare your Microsoft account

1. Prepare an Office365 account and log in to the Azure portal .
2. Search for App registration in the Identity section to create an application.

Copyright © 2023 ASTERIA Corporation Page 359 of 580


https://portal.azure.com/#home

ASTERIA Corporation

Gravio Documentation - The Node Computing Platform - 1_en

= Microsoft Azure

R Search resources, services, and docs (G+/)

All services ‘p Search All

Categories 1- Logic Apps Custom Connector
6" [ P Azure Stack Edge / Data Box Gateway

General

&2 Azure API for FHIR
Compute

X @ Software as a Service (SaaS)

Networking
Storage IDENTITY (15)
Web } Azure Active Directory
Mobile % Azure AD Domain Services
Containers

& Groups
Databases

»

Analytics % Azure AD Connect Health
Blockchain App registrations

Al + machine learning

App registrations

Internet of things ﬂ ===
i ) HE <
Mixed reality
Integration S\ View
Identity SECURITY (21)
Security 0 Security Center
DevOps
P & Application Gateways
Migrate
2 Virtual network gateways
Monitor

Management + governance

3. Give the app a meaningful name, and pick single tenant. (Note:
option, you may not have a registered business account)

Home > %7 “#=24 - App registrations > Register an application

Register an application

* Name

9 Application security groups

The user-facing display name for this application (this can be changed later).

| graviotesll

Supported account types

Who can use this application or access this API?

(®) Accounts in this organizational directory only (%7 w# %44 only -

Single tenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose.

Redirect URI (optional)

‘We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be

changed later, but a value is required for most authentication scenarios.

Web ~ | ‘ .9. https://myapp.com/auth

By proceeding, you agree to the Microsoft Platform Policies -

B @

L]

Integration Service Environments

App Configuration PREVIEW
SendGrid Accounts
Power Platform PREVIEW

Azure AD B2C

Azure Information Protection

Users

52 Enterprise applications

Identity Governance
Managed Identities

Azure AD Security

Key vaults
Azure Information Protection
Azure Active Directory

Azure Sentinel

if you don’t have this single tenant

4. Open the details screen after creating the application and note the displayed Application (Client)
ID and Directory (Tenant) ID_. You will need to enter them in Gravio.
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5Ef officetest 2 0X
iy
| 0 Fearch (Cmd+/) | « [T Delete & Endpoints
B Overview 0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). —
4} Quickstart Display name : officetest Supported account types : All Microsoft account users
Application (client) I} : 3727ad70-ee27-4f78- Redirect URIs : Add a Redirect URI

Manage

29 Directory {tenant) ID | : 9129c366-9fab-424b- ! Application ID URI : Add an Application ID URI
& Branding Object ID 1 9344c0a8-c466-485¢- R Managed application in... : officetest

3 Authentication

Certificates & secrets B R - B
o Welcome to the new and improved App registrations. Looking to learn how it's changed from App registrations (Legacy)? Learn more

‘I' Token configuration (preview)

= APl permissicns Call APIs Documentation

& Expose an API Microsoft identity platform

o Authentication scenarios
i Cwners Authentication libraries
Code samples

» Roles and administrators (Previ... Microsoft Graph

il Manifest Glolssan;

Build more powerful apps with rich user and business data Help and Support
Support + Troubleshooting from Microsoft services and your own company's data

sources.

2 Trou bleshoating

2 New support request

5. Put these values in the properties of the WriteToExcel365 component along with the email
address and password of the Office365 account.

6. Now go to Authentication and make sure the app is treated as a public client:

P Search resources, services, and docs (G+/) s @ &7 ©

All services > App registrations > Gravio Test - Authentication

_3 Gravio Test - Authentication

[,o Search (Cmd+/) ‘ « Save X Discard <:) Switch to the old experience Q Got feedback?

B Overview . .
) Platform configurations

% Quickstart
Depending on the platform or device this application is targeting, additional configuration may be required such as
redirect URIs, specific authentication settings, or fields specific to the platform.

Manage

& Branding + Add a platform

3 Authentication ‘

Certificates & secrets l N\

Supported account types

' Token configuration (preview)

- APl permissions Who can use this application or access this API?
& Expose an API o A inany izational directory (Any Azure AD di y - Multi ) and p | Mi ft
accounts (e.g. Skype, Xbox)
£ Owners All users with a work or school, or personal Microsoft account can use your application or API. This includes
Office 365 subscribers.
Manifest
A\ To change the supported accounts for an existing registration, use the manifest editor. Take care, as certain
Support + Troubleshooting properties may cause errors for personal accounts. Learn more about these restrictions.
ﬂ Troubleshooting
2 .
& New support request Advanced settings
Live SDK support ©
Allow direct integration with the Microsoft account service (login.live.com). Yes No

Required for integration with Microsoft account SDKs such as Xbox or Bing Ads

Default client type © /

Treat application as a public client. m No L

Required for the use of the following flows where a redirect URI is not used:

7. Then open API Permissions and add Files.ReadWrite.All permissions, which you can find under
the Microsoft Graph section.
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%)~ Gravio Test - APl permissions

‘}3 Search (Cmd+/) | « O Refresh

i i
§ Overview Configured permissions
7 Quickstart Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured pern
all the permissions the application needs. Learn more about permissions and consent
Manage
& Branding
API / Permissions name Type Description Admin Consel
2 Authentication
V Microsoft Graph (1)
Certificates & secrets
User.Read Delegated  Sign in and read user profile -

'I' Token configuration (preview)

( 2= API permissions

)
& Expose an AP

=

Owners

Manifest

Support + Troubleshooting

/2 Troubleshooting

2 New support request

All services > App registrations > Gravio Test - APl permissions Request API permissions

-%)- Gravio Test - APl permissions
Select an API

[P search Cmd+) |« O Refresh | Microsoft APls | My APIs

& Overview Configured permissions Commonly used Microsoft APIs

% Quickstart Applications are authorized to call APl /"\ Microsoft Graph
all the permissions the application nee ", Take advantage of the tremendous afhount of data in Office 365, Enterprise Mobility + Security, and Windows 10.

Manage Access Azure AD, Excel, Intune, Outlodk/Exchange, OneDrive, OneNote, SharePoint, Planner, and more through a
-+ Add a per S

B Branding single endpoint.
i
API / Permissions name

2 Authentication

 Microsoft Graph (1)

Certificates & secrets
User.Read
!I' Token configuration (preview)
- API permissions

& Expose an API

¥ Owners
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More Microsoft APIs

=1
= Azure Batch

Schedule large-scale parallel and HPC
applications in the cloud

AN

~i Azure Data Catalog

Programmatic access to Data Catalog
resources to register, annotate and
search data assets

v
/// | Azure Data Explorer
Perform ad-hoc queries on terabytes of

data to build near real-time and complex
analytics solutions
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= Microsoft Azure R Search resources, services, and docs (G+/)

All services > App registrations > Gravio Test - APl permissions

-%)- Gravio Test - APl permissions

‘,O Search (Cmd+/) | « O Refresh

B Overview ) .
Configured permissions

% Quickstart Applications are authorized to call API¢
all the permissions the application nee

Manage

&= Branding

API / Permissions name
9 Authentication
\ Microsoft Graph (1)
Certificates & secrets
User.Read
* Token configuration (preview)
- API permissions
& Expose an API
£ Owners

[l Manifest

Support + Troubleshooting

& Troubleshooting

£ New support request

—)- officetest - APl permissions

[£ Search (Cmd+/) | « () Refresh

B Overview

Configured permissions

4} Quickstart

Manage

Request API permissions

< All APIs
> DeviceManagementManagedDevices

> DeviceManagementRBAC

> DeviceManagementServiceConfig
> Directory

> EAS

> EduAdministration

> EduAssignments

> EduRoster

> EntitlementManagement

> EWS

> Externalltem

> Family

\/Files

Files.Read

o Read user files ©

Files.Read.All
Read all files that user can access ©

O

Files.Read.Selected
Read files that the user selects (preview) ©

Files.ReadWrite
Have full access to user files ©

Files.ReadWrite. All
Have full access to all files user can access ©

Files.ReadWrite.AppFolder

[ P T RSN LARIPE U S Y S S SN

Add a permission | | Grant admin consent for |

B Branding

3 Authentication API / Permissions name Type Description Admin Consent Req... Status

Certificates & secrets ~ Microsoft Graph (2) o
'I'" Token configuration (preview) Files ReadWrite Al Delegated  Have full access to all files user can acc... - @ Granted for e
- AP permissions User.Read Delegated  Sign in and read user profile - @ Granted for o

& Expose an AP|

8. The preparation is now complete.

Component Properties

File Name Specify Excel file name to output

Specify whether to overwrite (Replace) the file or append the data (Append). The value of

Sheet

Specify sheet name to output data
Name
Write
Mode cp.WriteMode can be either “Append” or “Overwrite”.
Output )

Select whether to output header when outputting data
header
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Specify which column of Excel to output among the columns of step output. More than one can
Column be specified. (Example: To output Step_a of step output to column A of the Excel and Step_c
Mapping to column B of Excel, specify Step a: A, Step c: B and the field of step output and the
column of Excel with :, If you specify more than one, separate with , comma)

Clientld  Specify Application (client) ID
Tenant Id Enter the Directory (tenant) ID

Only change if your Azure account is hosted on a custom domain, as opposed to on

Instance ) i
Microsoft’'s domain
Username ) ) .
. Specify Office365 Business account
or Email

password Specify password for Office365 Business account
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6.3.9.58. WriteToEXxcelLocal

The WriteToExcelLocal component can output data in Excel format to a local xlsx file.

The input payload (cv.Payload) can be an array of JSON arrays or an array of JSON Objects.
Otherwise, it is converted to a string and output as a single line, single column Excel file.

Input

Example
payload

Example
JSON array [[123, "abc", "XXX"], [456, "def", "yyyyu], [789, "hij", "ZZZ"]]
payload

Example
JSONp [{"fieldl": 123, "field2": "abc", "field3": "xxx"}, {"fieldl": 456,
) "field2": "def", "field3": "yyy"}, {"fieldl": 789, "field2": "hij",
Object .
"field3": "zzz"}]
payload

Step 1 ATyTMEM
WriteToExcelLocal

== Properties %4 Pre Mappings
I71I% (cp.Filename)

G B (cp.Append) P
Start Column (cp.StartColumn)

) |
2> Post Mappings

Start Row (cp.StartRow)

w |

HAI1-LFIE (cp.OutputKeys)

Component Properties

Property
hame

Description

File name  Specify the file name in case of file output
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Specifies whether the file is overwritten (Replace) or the data is appended (Append). The

Append ,
PP value of cp.WriteMode can be one of "Append" , "Overwrite"

SheetName Specifies the name of the sheet on which the data is to be output.

Start

Specify the first column to output.
Column

Start Row  Specify the first row to output.

Output )
Select whether headers are also output when outputting data
Header
Output If the input payload is a JSON Object, list the field names to be output in the order in which

field order you want them to be output, separated by commas.

The destination of the file without specifying the file path is actmgr/data, but see here for how to write a
file name that specifies the file path.

how to specify output field order

When the payload of a JSON Object is as follows, an Excel file is output if field3 and field1 are specified
in the output field order.

Payload of JSON Object

[{"fieldl": 123, "field2": "abc", "field3": "xxx"}, {"fieldl": 456, "field2":
"def", "field3": "yyy"}, {"fieldl": 789, "field2": "hij", "field3": "zzz"}]

Output payload (Excel file)

field3, fieldl
XxxX,123

YVy,456
277,789
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6.3.10. Functions

Functions available on the right-hand side of expressions in Pre Mappings / Post Mappings are
described separately in this section. A simple example of using a function is the usage of the Now
function to output the current date, like in this example that writes the timestamp to a local CSV file
alongside with the trigger value tv Data:

[ NON ) Action Editor - WriteToFile @ Localhost © »
5 WriteToFile Zz

FileWrite-1 Add Step
File Write

_|_

== Properties > Pre Mappings —+

Eilename: (cp.Filename) 1 cv.Payload = Now+""+tv.Data+"\r"

SomeCSVFile.csv

Append (cp.Append)
This property is required.

B> Post Mappings +

Copyright © 2023 ASTERIA Corporation Page 367 of 580



ASTERIA Corporation

6.3.10.1. String Functions

Gravio Documentation - The Node Computing Platform - 1_en

The following functions are available.

Function
Name

Len

Contain

S

RuneCou

nt

HasPref
ix
HasSuff

ix

Index

Join

LastInd

ex

Repeat

Replace

Split

ToLower

ToUpper

Trim

Arguments

Len(s)

Contains(s,
substr)

RuneCount(s)

HasPrefix(s,
prefix)

HasSuffix(s,
suffix)

Index(s, substr)

Join(a, sep)

Lastindex(s,
substr)

Repeat(s,
count)

Replace(s, old,
newl, n])

Split(s, sep[, n])

ToLower(s)

ToUpper(s)

Trim(s[, cutset])

Description

Returns the length of a string (in
bytes). s returns the number of
elements if s is an array or an object.

Return by Bool to see if the substring
is included in the s

Returns the number of characters in
the s string.

s begins with a prefix or returns with a
Bool

s ends with a suffix or returns with a
Bool

Returns the position of the first
occurrence of the substring in s. If not,
it is -1. If not, it returns -1

[1Pel]

Make the elements of the array “a” into
one string with a sep in between.

Returns the position of the last
occurrence of the substring in s. If not,
it is -1. If not, it returns -1

Returns a string of s repeated count
times

Replace the old string in s with the new
string up to the nth time. n is less than
0 for all (default is -1).

Return an array of s separated by sep
to a maximum of n elements, if n is
less than 0, all of them (default is -1)

Convert s to lowercase
Convert s to uppercase

Returns a string minus the letter at the

beginning of the “s” and the characters
in the last “cutset”, where “cutset” is a

Copyright © 2023 ASTERIA Corporation

Example

Len(“abcdefghijk’) -> 11

LT 1]

Contains(“abc”, “a”) -> true

RuneCount(“abc012;E=F") -> 8

HasPrefix(“https://www.asteria.com/”,
“https:/I") -> true

Index(“abcdefg”, “cdef’) -> 3

Join([“abc”,“def’], “-”) -> “abc-def”

Repeat(“abc”, 3) -> “abcabcabc”

Split(‘a,b,c’, *,") > ['a”, “b”, “¢’]

Trim(” abc “) -> “abc”
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TrimLef

t

TrimRig
ht

TrimPre

fix

TrimSuf

fix

JSONPat

h

Sprintf

IFS

TrimLeft(s[,
cutset])

TrimRight(s],
cutset])

TrimPrefix(s,
prefix)

TrimSuffix(s,
suffix)

JSONPath(path,
s)

Sprintf(format,
s)

IFS (condition 1,
value 1[,
condition 2,
value 2, ...])

Gravio Documentation - The Node Computing Platform - 1_en

space character by default

Returns a string excluding the
characters in the s-head cutset, where
cutset is a space character by default

Returns a string except for the
characters in the last cutset of s.
Cutset defaults to a space character

If s begins with a prefix, it returns the
string without it. If it doesn’t start, it
returns s as it is.

If the s is terminated by a suffix, return
a string with the stripped string. If the s
is not terminated, it returns the s as it
is.

Returns the value as a string, specified
by path from s.

Formats a formatted string and returns
a string. Formatting can be specified
as % followed by a conversion
specifier and options flags, width, and
precision.

Evaluates the conditions in the order of
the parameters from the 1st parameter
and returns the respective value that
matches. If you specify true for the
condition, it will always match,
therefore if you specify true for the
last condition-value pair, you can
specify a condition matching
everything else.
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TrimPrefix(“https://www.asteria.com”,
“https:/I”) -> “www.asteria.com”

JSONPath(“$.store.book[*].author”,
cv.Payload)

Sprintf(“Number of messages: %d”,
Tolnt(cv.Payload))

IFS (ToFloat(cv.Payload) >= 10,
“more than 107, true, “Less than 10”)
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6.3.10.1.1. JSONPath() Usage Examples

This section describes an example of using JSONPath().

If the sensor data (cv.Payload) or the argument of the action to be executed in the trigger condition (t
v.Data) is in JSON format, you can use JSONPath() to refer to the value.

Sample Data

{ "store": {
"book": [
{ "category": "reference",
"author": "Nigel Rees",
"title": "Sayings of the Century",

"price": 8.95

{ "category": "fiction",
"author": "Evelyn Waugh",
"title": "Sword of Honour",

"price": 12.99

{ "category": "fiction",
"author": "Herman Melville",
"title": "Moby Dick",

"isbn": "0-553-21311-3",
"price": 8.99

{ "category": "fiction",
"author": "J. R. R. Tolkien",
"title": "The Lord of the Rings",

"isbn": "0-395-19395-8",
"price": 22.99

1,
"bicycle": {
"color": "red",

"price™: 19.95

For example, if you want to refer to store -> bicycle -> color , use

cv.Payload.store.bicycle.color
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But if you use JSONPath() you can write

JSONPath ("S$.store.bicycle.color", cv.Payload)

It can also be written as

The first argument of JSONPath path

path Description

$ root object/element

@ current object/element
.or] child operator

recursive descending

* wildcard
[ subscript operator (native array operator)
L] union operator (alternative names or array indices can be used as sets)

[start:end:step] array slice operator
?0 filter (script) expression

0O Script expression using the underlying script engine

Example of the first argument path of JSONPath

Example Description

$.store.book[*].author all authors in the books array in the store
$..author all authors

$.store.* the books array in the store and bicycle
$.store..price all prices in the store

$..book [2] the third book

$..book[(@.length-1)]$..book [-1:] ' last book

$..book[0,1] $..book [:2] first two books in book array
$..book[?(@.isbn)] all isbn in book array
$..book[?(@.price<10)] price less than 10 in book array
$.* all nodes/elements

For more information on JSONPath, see the Goessner.net reference here.
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6.3.10.1.2. Using Sprintf

Sprintf formats a formatted string and returns the string. The format can be specified by % followed by a
conversion specifier and optionally a flag, width, and precision. Decimal

Specifier Description

%b Binary integer

%d Decimal integer

$x %X Hexadecimal

%e $E Floating point, scientific notation

$f SF Floating point, no exponent notation

g %G Floating point, %e if the exponent is large, %f otherwise
%s String

o©°
o©°

The character of % itself

Flag Description
+ Signed
- Left justified

0 If it is less than the width, fill it with O instead of space (left padding)

Length and Accuracy Description

st Default length

$9f Length 9

$.2f Accuracy 2

$9.2f length 9 and accuracy 2
Examples

Sprintf ("Messages: %d", TolInt (cv.Payload))
Sprintf ("Floating point to the second decimal place: %.2f", cv.Payload)
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6.3.10.2. Type Conversion Functions

The following functions are available.

Function

Name

ToBool

TolInt

ToFloat

ToStrin

ToDate

ToBinar

y

ToJSON

Arguments Description Example

ToBool(a)

Tolnt(a)

ToFloat(a)

ToString(a)

ToDate(a)

ToBinary(a)

ToJSON(a)

Conversion
to Bool type

Conversion
to Integer

type

Conversion
to Floating-
Point type

Conversion
to String

type

Conversion
to Date and
time

Conversion
to Byte
sequence

Conversion
to JSON
array type
or JSON
object type
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split a string of numbers separated with , at , and turn the result
into a JSON object so it can be processed with JSONPath to find out
if any of the values exceeds 30 (for example in the trigger with the E
xpr setting): Len(JSONPath(“$[?@>30]", ToJSON(Split(tv.Data, “,”,
“1)) >0
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The following functions are available.

Function
Name

URLPath

Escape

URLPath
Unescap

e

URLQuer
yvEscape

URLQuer

yUnesca

pe
MD5
SHA1

SHA256

BASE64

DecodeB
ASEo64

BASE64U
RL

DecodeB
ASE64UR
L

Arguments

URLPathEscape(s)

URLPathUnescape(s)

URLQueryEscape(s)

URLQueryUnescape(s)

DecodeBASEGB4(s],
pad])

BASEG4URL

DecodeBASEB4URL(s],
pad])
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Description

Escaping s to a string that can be
safely placed in a URL path segment

Undo any escaped string with
URLPathEscape

Escaping s to a string that can be
safely placed in a URL query

Undo the escaped strings with
URLQueryEscape

Return MD5 in byte sequence b
Return SHA1 of byte sequence b
Return SHA256 of byte sequence b

Returns BASE64 of the byte
sequence b. If true is specified with
pad, =padding is performed (the
default is true)

Decode BASEG64s. pad=true =
BASEG64 with padding (the default is
true)

Returns the BASE64 used in the URL
or file name for the byte sequence b.
If true is specified in the pad,
=padding is performed (the default is
true)

Decode BASEG64s. pad=true =
BASEG64 with padding (the default is
true)

Example

URLPathEscape(“test1?test2
test3”) ->
“test1%3Ftest2%20test3”

URLQueryEscape(“test1?test2
test3”) ->
“test1%3Ftest2+test3”
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The following functions are available.

Function
Name

Now

Year

Month

Day

Hour

Minute

Second

Weekday

ToLocal

ToUTC

ToTimez

one

DateFor

mat

Arguments

Now([timezone])

Year(t],
timezone])

Month(t],
timezone))

Day(t[, timezone])

Hour(t[,
timezone])

Minute(t[,
timezone])

Second(t],
timezone])

Weekday(t],
timezone])

ToLocal(t)

ToUTC(t)

ToTimezone(t,
timezone)

DateFormat(t,
layout)

Description

Returns the date and time type for the current date and time.

Returns the year of date and time type t. If timezone is
specified, it is interpreted as the time zone.

Returns the month of date and time type t. If timezone is
specified, it is interpreted as the time zone.

Returns a day of type t. If timezone is specified, it is
interpreted as the time zone.

Return the time of date and time type t. If timezone is
specified, it is interpreted as the time zone.

Return the minutes of date and time type t. If timezone is
specified, it is interpreted as the time zone.

Return seconds of date and time type t. If timezone is
specified, it is interpreted as the time zone.

Return the day of the week for date and time type t. If
timezone is specified, it is interpreted as the time zone. (0 is
Sunday.)

Convert date and time type t to system time zone

Convert date and time type t to UTC

Converts a date and time type t to a specified time zone

Convert a date and time type t to a string with the specified
layout. The key date that you can rearrange as you desire is
2006-01-02 15:04:05.999 MST with 01 representing
the month, 02 representing the day, 15 representing the
hours, 04 representing the minutes 05 representing the
seconds, 2006 representing the year in four digits and 999
representing the microseconds. MST is the timezone
(Mountain Standard Time). This is based on the GolLang
date formatting standard, which you can look up here .
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Example

ToTimezon
e (Now () ,
"America/N

ew_York")

Example to
output the
format Day
Month Year
Hour:Minute
Timezone Da
teFormat (N
ow(), "02
Jan 06 1
5:04 MST")
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DatePar DateParse(layout,

) Interprets s along the layout and returns a date/time type
se s[, timezone])

ToInt (cv.P

ToInt Tolnt(timestamp)  Turn the timestamp into a unix timestamp ayload.Tim

estamp)
Example usage of the Now function:
[ OGN ) Action Editor - WriteToFile @ Localhost 2 »
T WriteToFile /

FileWrite-1 Add Step
File Write

3= Properties 2> Pre Mappings +
Filename: (cp.Filename) 1 cv.Payload = Now+""+tv.Data+"\r"
SomeCSVFile.csv
Append (cp.Append)
This property is required.
2> Post Mappings +

Gravio uses GolLang Date formatting.

More details can be found in the GolLang date format source code
file.
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6.3.10.5. Environment Functions

The following functions are available.

Function Name Arguments Description

Env Env(s) Return environment variables
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6.3.10.6. Regular Expression Functions

The following functions are available.

Function
Name

RegExpM
atch

RegExpF

ind

RegExpF
indSubm
atch

RegExpF
indAll

RegExpR

eplace

UUID

Arguments

RegexMatch(re, s)

RegexFind(re, s)

RegexFindSubmatch(re,
s)

RegexFindAll(re, s[, n])

RegexReplace(re, s,
repl)
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Description

Returns a Bool to see if the regular

expressions re and s match

Returns the first string that matches the

regular expressions re and s

If the first string and parenthesized

subexpressions of the regular

expressions re and s match, return an

array

Returns an array of all strings where
the regular expressions re and s match

Returns a string with the regular
expressions re and s replaced by a

matched repl. repl can use
subexpressions such as $1.

Returns a UUID string, where sep is a
separator (empty string by default)

Example

RegexMatch(“G.*0”, “Gravio
HubKit”) -> true

RegexFind(“i.”, “Gravio
HubKit”) -> “io”

RegexFindSubmatch(“(G.*0)
(H.*t)”, “Gravio HubKit") ->
[*Gravio HubKit”, “Gravio”,
“HubKit"]

RegexFindAll(“i.”, “Gravio
HubKit”) -> [“i0”, “it"]
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6.3.10.7. Arithmetic Functions

The following functions are available:

Function
Name

Abs
Acos
Acosh
Asin
Asinh
Atan
Atan?
Atanh
Cbrt
Ceil

Copysig
n

Cos
Cosh
Erf
Erfc
Exp
Exp2
Expml
Floor

Hypot

Inf

IsInf
IsNaN

Log

Arguments

Abs(v)
Acos(v)
Acosh(v)
Asin(v)
Asinh(v)
Atan(v)
Atan2(y, x)
Atanh(v)
Cbrt(v)

Ceil(v)

Copysign(x, y)

Cos(v)
Cosh(v)
Erf(v)
Erfc(v)
Exp(x)
Exp2(x)
Expm1(x)
Floor(v)

Hypot(x, y)

Inf(sign)

IsInf(v, sign)
IsNaN(v)

Log(v)

Description

Returns absolute value

Returns the inverse cosine

Returns the inverse hyperbolic cosine
Returns the inverse sine

Returns the inverse hyperbolic sine
Returns the inverse tangent

Returns the inverse tangent of y/x
Returns the inverse hyperbolic tangent
Return cubic root

Returns the value rounded up to the nearest whole number

Returns a value of sign y with magnitude x

Returns the cosine

Returns the hyperbolic cosine

Returns the error function

Returns the complementary error function
Returns e raised to the power x

Returns 2 raised to the power x

Returns e to the power of x, minus 1

Returns the value rounded down to the nearest whole number

Returns Sqrt(xx + yy)

Returns positive infinity if sign>=0, otherwise returns negative

infinity
Returns true if v is infinity according to the sign
Returns true if v is Not a Number

Returns the natural logarithm
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Logl0 Log10(v) Returns the base-10 logarithm

Loglp Log1p(v) Returns the natural logarithm of v + 1

Log?2 Log2(v) Returns the base-2 logarithm
Max(v1[, v2, _ .

Max 3 X(V])[ Y Returns the maximum value among the specified values
v3, ...

, Min(v1[, v2, v3, . .

Min ) Returns the minimum value among the specified values

NaN NaN() Returns Not a Number

PI PI() Returns the value of pi

Pow Pow(x, y) Returns x raised to the powery

Returns the value rounded to the nearest whole number. If n is

Round Round(v[, n e :
oun (VL. n) specified, it rounds to the nth decimal place

Signbit Signbit(v) Returns true if the value is negative
Sin Sin(v) Returns the sine

Sinh Sinh(v) Returns the hyperbolic sine

Sart Sqart(v) Returns the square root

Returns a random number. If no argument is provided, it returns a

floating-point number between 0 and 1. If an argument is provided,
Random Random([max]) . ) . .

it treats it as the maximum value and returns an integer between 0

and that maximum value
Tan Tan(v) Returns the tangent
Tanh Tanh(v) Returns the hyperbolic tangent

Returns the integer part of the value. If n is specified, it truncates at

T Trunc(v[, n i
runc une(vl. N 46 nth decimal place

Degrees Degrees(v) Converts radians to degrees
Radians Radians(v) Converts degrees to radians
FtoC FtoC(v) Converts Fahrenheit to Celsius
CtoF CtoF(v) Converts Celsius to Fahrenheit
GtoLBM  GtoLBM(v) Converts grams to pounds
LBMtoG LBMtoG(v) Converts pounds to grams
GtoOzM  GtoOZM(v) Converts grams to ounces
0zZMtoG  OZMtoG(v) Converts ounces to grams
MtoIN MtoIN(v) Converts meters to inches
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INtoM INtoM(v) Converts inches to meters
MtoFT MtoFT(v) Converts meters to feet
FTtoM FTtoM(v) Converts feet to meters
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7. Using the Gravio Al Option

This section describes how to install and use the Gorilla IVAR (Intelligent Video Analytics Recorder) and
Gorilla BAP (Biometric Authentication Provider) provided by Gorilla Technology for Gravio Enterprise Al
Edition Gold / Platinum.

Gorilla Technology is a privately held company established in 2000, that specializes in video intelligence
and loT technology, supporting a wide range of video-centric and content management applications for
retail, enterprise and surveillance. Their machine learning and deep learning video analysis algorithms
identifies, analyses and extracts information from digital content to drive business intelligence solutions
and automation.
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7.1. Gorilla IVAR and BAP Modules

Gorilla IVAR (Intelligent Video Analytics Recorder), BAP (Biometric Authentication Provider) installer and
documentation can be found on your Asteria customer portal, depending on your agreement and license.

If you have access, after logging in and selecting the “Download” tab, you should see the following view:

S

Gravio
Gravio Coordinator Setup
Gorilla BAP
Gorilla IVAR

Each download button is displayed to the right of the solution available. Both IVAR and BAP can be
downloaded in zip file format and each zip file contains the installer and documentation.
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7.2. Installation of Gorilla BAP

Things to prepare in advance

*BAP account Root, Administrator, Application user password
-BAP license key

Installation environment

Prepare a Windows 10 PC and Chrome browser to install BAP.
You will also need to be connected to the internet as you will be registering a license.

Notes before installing
BAP uses PostareSQL. If PostgreSQL is already installed, it may not be installed correctly due to

conflicts such as version differences, therefore please uninstall any previous PostgreSQL installation you
may have. Also delete the data folder.

Installation procedure

Unzip the downloaded zip. When expanded, a BAP folder will be created. Inside you will find the Gorill

a Biometric Authentication Providor <version number>.Setup application. Please run it.

Select Setup Language X

A|  Select the language to use during the
I .‘T? installation:

Fnglish v
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Setup - Gorilla Biometric Authentication Provider - X

Welcome to the Gorilla Biometric Authentication Provider
Setup Wizard

L ]
r I q This wil instal Gorila Biometric Authentication Provider 3.2.9.7508 on your computer.
It i recommended that you close all other applcations before continuing.

Click Next to continue, or Cancel to extt Setup.

conet

Click the Next button to proceed with the installation.

Setup - Gorilla Biometric Authentication Provider - X

Select Destination Location

Where should Gorilla Biometric Authentication Provider be installed? Gaorilla

Setup will install Gorilla Biometric Authentication Provider into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

C:¥Program Files¥Gorilla Biometric Authentication Provider]

Browse...

At least 1,549.7 MB of free disk space is required.

e conet

Please click Next button to install in the standard folder.
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Setup - Gorilla Biometric Authentication Provider - X
Database Options -
Create a new database or connect to an existing database. Gaorilla

(®[Create a new BAP database|

Press the Next button.

Setup - Gorilla Biometric Authentication Provider - X
Database Settings -y
Set database connection parameters. Gorilla

Database IP Address
127.0.0.1

Database Port
5432

Database Username
postgres

Database Password

For the Database Password, set the PostgreSQL password that will be set later. Click the Next button to
start the PostgreSQL installer.
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Welcome to the PostgreSQL Setup Wizard.

PostgreSQL

Packaged by:

ENTERPRISEDE

< Back Next > |Cancel

Press the Next button.

& Setup —

Installation Directory

Please specify the directory where PostgreSQL will be installed.
Installation Directory C:¥Program Files¥PostgreSQL¥9.5 ]

InstallBuilder

X

< Back Cancel

Please click the Next button to install in the standard folder.
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QA Setup

Data Directory

(| X

B

Please select a directory under which to store your data.
Data Directory C:¥Program Files¥Postgre SQL¥9 5¥data| [r°

InstallBuilder

< Back

Next >| Cancel

Please click the Next button to install in the standard folder.

*A Setup

Password

Please provide a password for the database superuser (postgres).
Password

Retype password

InstallBuilder

< Back |[Next >| |Cancel

Register the PostgreSQL password you registered earlier and click the Next

Copyright © 2023 ASTERIA Corporation
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Port

#. Setup -

(| X

B

Please select the port number the server should listen on.
Port 5432 |

InstallBuilder

|< Back| |Next >‘ |Gancel|

Since the standard port is used, just press the Next button.

Advanced Options

#. Setup -

O
X

Select the locale to be used by the new database cluster.
Locale [Default locale] N

InstallBuilder

|< Back| INext >/ |Gancel|

Press the Next button without making any changes.
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' Setup — O X

P
Ready to Install »

Setup is now ready to begin installing PostgreSQL on your computer.

InstallBuilder

|< Back| INext >/ |Gancel|

Press the Next button.

' setup — O

) >
Installing »

Please wait while Setup installs PostgreSQL on your computer.

Installing
Unpacking C:¥Program Files¥Postgre SQL¥9.5¥lib¥libpq.dil

X

InstallBuilder

< Back Next>

The file copy will start.
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Completing the PostgreSQL Setup Wizard

Launch Stack Builder at exit?

PostgresSQlL complement your PostgreSQL installation.

Packaged by:

ENTERPRISEDE

(| X

Setup has finished installing PostgreSQL on your computer.

Stack Builder may be used to download and install additionz

< Back Cancel

When the installation is complete, uncheck “Stack Builder may be used ...” and press the Finish button.

Setup - Gorilla Biometric Authentication Provider

Database Settings

SQL Scripts

BAP is complete.

- X

Gorilla

After the installation of BAP is completed, the initial settings will be continued. Click the Next button.

Initial settings
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Setup - Gorilla Biometric Authentication Provider - X

BAP System User Settings -~

BAP system users Gorilla

Root Account Name

root

Root Account Password
[

Administrator Account Name

admin
Administrator Account Password

Application Account Name

Application Account Password

Application Metadata

Create three users in BAP: Root, Administrator, and Application.
The Admin account is used for the operation.

Register for Root Account Password, Administrator Account Password, and Application Account
Password respectively, and click the Next button.

5 Setup - Gorilla Biometric Authentication Provider - X

BAP System User Settings

Gorilla

Initialize the database. (This may take a few minutes).

Press the Next button.
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Setup - Gorilla Biometric Authentication Provider

Database Settings -
SQL Scripts Gorilla
Initializing ...
[09:50:56.813] ExitCode(0)
The file copy will start.
Setup - Gorilla Biometric Authentication Provider - X
Ready to Install -y
Setup is now ready to begin installing Gorilla Biometric Authentication Provider on your computer. Gorilla

Click Install to continue with the installation.

Setup type:
BAP

Destination location:
C:¥Program Files¥Gorilla Biometric Authentication Provider

Selected components:
Gorilla Biometric Authentication Provider

Start Menu folder:
Gorilla Biometric Authentication Provider

Install

Cancel

Press the Install button. The MMS installer will start.

Select Setup Language

X
Select the language to use during the
installation:
English v

Cancel
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Press the OK button.

1 Setup - Gorilla MMS for BAP version 1.3.3.7484 - X
Select Destination Location -
Where should Gorilla MMS for BAP be installed?
Gorilla

Setup will install Gorilla MMS for BAP into the following folder.

To continue, click Next. If you would like to select a different folder, click Browse.

m Files¥Gorilla Biometric Authentication Provider¥Gorilla MMS for BAP Browse...

At least 130.6 MB of free disk space is required.

Next > Cancel

Please click the Next button to install in the standard folder.

17 Setup - Gorilla MMS for BAP version 1.3.3.7484 - X
Select Start Menu Folder -~
Where should Setup place the program's shortcuts? Gorilla

] Setup will create the program's shortcuts in the following Start Menu folder.

To continue, click Next. If you would like to select a different folder, click Browse.

Gorilla MMS for BAP| Browse...

[]Don't create a Start Menu folder

< Back Next > Cancel

Just press the Next button.
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15 Setup - Gorilla MMS for BAP version 1.3.3.7484 — X
Ready to Install ~

Setup is now ready to begin installing Gorilla MMS for BAP on your computer.

Gorilla

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Destination location:
C:¥Program Files¥Gorilla Biometric Authentication ProvideryGorilla MMS for BAI

Start Menu folder:
Gorilla MMS for BAP

< Back Cancel

Press the Install button.

Setup - Gorilla MMS for BAP version 1.3.3.7484 - X
Installing -

Please wait while Setup installs Gorilla MMS for BAP on your computer.

Gorilla

Extracting files...
C:¥Users¥minor¥ AppData¥Local¥ Temp¥is-VKSPO.tmp¥vc_redist_x64 2015.exe

The file copy will start.
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15 Setup - Gorilla MMS for BAP version 1.3.3.7484

MMS Connection DataBase Type Setting
Set MMS Connection DataBase Type

-

Gorilla

Choose DataBase Type

Postgres SQL | ~

Just press the Next button.

Setup - Gorilla MMS for BAP version 1.3.3.7484

Postgres Connection Setting
Set Postgres Connection Parameters

-—

Gorilla

IP Address

127.0.0.1

Port

5432

DB Name

|bap

User

|postgres

Password

|gravid

< Back

Gravio Documentation - The Node Computing Platform - 1_en

Make sure that the value set in the PostgreSQL installation is displayed, and click the Next button.
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15 Setup - Gorilla MMS for BAP version 1.3.3.7484 —

MMS Server Type Setting o
Set MMS Server Type Gorilla

All feature MMS server. Including Model_Template server and Thumbnail server

< Back Next >

Just press the Next button.

Setup - Gorilla MMS for BAP version 1.3.3.7484 -

Other Settings -
Set other settings
g Gorilla

1 ¥Enable to save data in Iocal database

< Back Next >

Just press the Next button.
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15 Setup - Gorilla MMS for BAP version 1.3.3.7484

Select Local Database Location
Where should Local databse files be stored?

-~

Gorilla

m Files¥Gorilla Biometric Authentication Provider¥Gorilla MMS for BAP,

Browse...

< Back

Please click the Next button to install in the standard folder.

Setup - Gorilla MMS for BAP version 1.3.3.7484

BAP Setup Wizard

—

Gorilla

Completing the Gorilla MMS for

o To complete the installation of Gorilla MMS for BAP, Setup must
3 4 restart your computer. Would you like to restart now?

< Back

When the MMS installation is complete, click the Finish button.
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Setup - Gorilla Biometric Authentication Provider

Installing

Please wait while Setup installs Gorilla Biometric Authentication Provider on your computer.

X

Gorilla

Extracting files...
C:¥Program FilesyGorilla Biometric Authentication Provider¥cublas64_10.dII

Cancel

Then the file copy will proceed.

Setup - Gorilla Biometric Authentication Provider

Web Services Settings

Configure BAP

£

Gorilla

Base Web Services URL path for HTTP/HTTPS (E.g. http://ip:port/base_path)

[bap)

Web Service HTTP Port

18000

Web Service HTTPS Port

18443

Since it is a standard setting, just press the Next button.

Copyright © 2023 ASTERIA Corporation

Page 399 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

Setup - Gorilla Biometric Authentication Provider

Face Feature Selection -y

Please select a face feature version for this BAP service Gorilla

Feature version 60032084 v

<ok

% (color-red) Be sure to select 60032084 as the Feature version, as it cannot be used with the default
version in the current BAP version. %

Setup - Gorilla Biometric Authentication Provider

Completing the Gorilla Biometric Authentication
Provider Setup Wizard

To complete the installation of Gorilla Biometric Authentication Provider, Setup must restart your
—_ computer. Would you like to restart now?

(®Yes, restart the computer now

L]
G O rl I I q ONO, I will restart the computer later

<k

When the installation is complete, restart the PC, by clicking the Finish button.
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7.2.1. Gorilla BAP License Registration

License registration

After installing BAP, use the Chrome browser to open the following address:

https://localhost:18443/bap/portal

Note: This assumes that you operate Chrome on the same PC as the BAP server.
When operating on a different PC, change “localhost” accordingly

A

Your connection is not private

Attackers might be trying to steal your information from localhost (for example,
passwords, messages or credit cards). Learn more

MET::ERR_CERT_INVALID

[ ] Help improve Chrome security by sending URLs of some pages that you visit, limited system

information and some page content to Google. Privacy Policy

Advanced

Note: A warning is displayed first because you are using a self-signed certificate with https.
If you see this warning, press the Advanced button to access the localhost (insecure) link.
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& Gorilla BAP X  +

< C A RESNTVEWNBE | localhost:18443/bap/portal/#/ * O

English v

BAP

8 Enter a username here

el Enter a password here

BAP[3.2]
© Gorilla Technology, Inc. All rights reserved.

Please register the admin and password of BAP Administrator and press the Login button.

& Gorilla BAP x +

< C A REINTVELEIE | localhost:18443/bap/portal/#/Groups * O

Gorilla BAP User Settings Operations Admin Settings

admin Logout

2 Groups  Users

Group Lis

a

Group
O # Group Name Group Members Group Owner L Date
Description
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After logging in, the User Setting screen will be displayed.

& Gorilla BAP x  +

& > C A RESNTVEWBEIE | localhost:18443/bap/portal/#/Systeminformation

admin Logout

Gorilla BAP User Settings Operations Admin Settings
BAP Information System Information
BAP 3.2.9.7508 Operating Windows 10 Pro
Version System
FDRCmdLib | 6.9.2001.1209 Processor Intel(R) Core(TM) i7-
Version 6650U CPU @ 2.20GHz
FID [ 60032084 ] Graphics Intel(R) Iris(R)
Feature Processor Graphics 540
Version(s)
Memory 15.9GB

FDR-Core 6.9.2.38041

Version Time Zone (UTC+09:00) Osaka,
Sapporo, Tokyo

Software N/A

Edition

Web Portal 3.2.8.6800
Version

License

Product
Key

Expiry
Date

Installation
Path

Identity
limitation

User
identity

limitation

Proxy
Support

Next, register the acquired BAP license key and press the Activate button to activate it. Your PC must be

connected to the internet to authenticate.
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7.2.2. Unregistering the BAP License

Unregister the license

If you want to move your BAP installation to another PC, be sure to deregister the installed license
beforehand.

Click the Deactivate button in the Admin Setting -> System Information -> License and confirm that it has
been deactivated.

Note: If BAP is uninstalled without deregistering the license beforehand, the license will remain in the

registered state. Consequently, this license can not be used on another PC. Your PC must be connected
to the internet to unregister.
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7.2.3. Uninstalling of Gorilla BAP

Open Settings from the Windows Start menu to open apps and features.

— O X
77 &b
7Tk FEgE
Git version 2.19.1 237 MB
@ 2018/11/08 I
Q Google Chrome
2020/06/04
_-[Z] Gorilla BAP Cron Service 7.96 MB
I 2020/06/04
-7l Gorilla Biometric Authentication Provider... 1.35GB
Iss 2020/06/04
ﬁ Gorilla MMS for BAP uninstall 110 MB
2020/06/04

Uninstall Gorilla Bap Cron Service

Then uninstall Gorilla Biometric Authentication Provider and Gorilla MMS for BAP uninstall respectively.

— O X
77 4
7T & HEHE
I\IP\.EI'J
2020/04/21
Office 20.4 MB
Microsoft Corporation 2020/05/01
. OneNote for Windows 10 1.17 MB
Microsoft Corporation 2020/06/01 |
People 189 KB
Microsoft Corporation 2020/04/10
iE PostgreSQL 9.5 180 MB
2020/06/04
"m0 Postman-win64-7.21.1 76.5 MB

Then uninstall PostgreSQL.
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Delete the data folder

Don’t forget to delete the data folder used by BAP.

PostgreSQL c:\Program Files\PostgreSQL

Data c:\Program Data\Gorilla Biometric Authentication Provider

Gorilla data
Technology Group, Inc.

Copyright © 2023 ASTERIA Corporation

c:\Program Files\Gorilla Biometric Authentication Provider, c:\Program Files\Gorilla

Page 407 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

7.3. Installation of Gorilla IVAR

Things to prepare in advance

- Password for the IVAR operational account Administrator
- IVAR license key

Installation environment

Prepare a Windows 10 PC and Chrome browser to install IVAR.
You will also need to be connected to the internet as you will be registering a license.

Notes before installing
IVAR uses MongoDB. If MongoDB is already installed, IVAR may not be installed correctly due to

conflicts such as version differences, so please uninstall MongoDB before proceeding. Also, delete the
data folder.

Installation procedure
Unzip the downloaded zip. When expanded, an 1VAR folder will be created, please open its content.

Within the zip file, there is another a zip file @ivar-x.x.x-std-win-x86_64.zip containing the actual server.
Please unzip it and open it.

It contains the TVARInstallUtility application, please open this application:

I
b

IVAR Install Utility

ivar-1.8.16.42905-st Component Information
. Gorilla IVAR N/A I
account-manager N/A
Comm-senver N/A
event-manager N/A
media-server N/A
iot-manager N/A
ivar N/A
ivar-portal N/A
vms-portal N/A
\ snmp-trap-server NfA
Gorilld Install
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When started up, the module required for IVAR is displayed in Component Information and it is N/A.
Click the Install button here to start the installation.

i Gorilla IVAR Setup - x

/j Gorilla IVAR

Gorilla
Setup Progress

Processing:  ivar

Cancel

Installed files will be displayed and prompts will appear irregularly. Please wait without operating the
screen during installation.

I
b

IVAR Install Utility

A
ivar-1.8.16.42985-st Component Information -
d Gorilla IVAR 1.8.16.42905 I

account-manager 2.1.3
COmm-server 3.6.4
event-manager 3.9.11
media-server 1.9.4

iot-manager 2.3.0

ivar 1.8.16

ivar-portal 1.10.13
vms-portal 1.10.13
snmp-trap-server 1.0.3

Uninstall Finished&Exit

When the installation is complete, the version number of each module will be displayed.
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7.3.1. Initial setup and license registration of
Gorilla IVAR

Initial settings

After installing IVAR, use Chrome to open the following address:

https://localhost:8002/

Note: It is assumed that you will operate Chrome on the same PC where IVAR is being installed.
When operating on a different PC, change “localhost” according to the server’s IP address.

Your connection is not private

Attackers might be trying to steal your information from localhost (for example,
passwords, messages or credit cards). Learn more

MNET::ERR_CERT_INVALID

information and some page content to Google. Privacy Policy

Advanced

Note: A warning is displayed first because you are using a self-signed certificate with https.
If you see this warning, press the Advanced button to access the localhost (insecure) link.
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#® Gorilla IVAR X  +

&« C A REINTVELELE | localhost:8002/2Ing=en

Gorilla

IVAR

Language Selection

English v

Administrator (admin)

Password *

Enter a password here

Password Confirmation *

Re-enter the password here

Reset

Register the IVAR Administrator password and press the Create button.

License registration
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#® Gorilla IVAR X  +

&« C A REINTVELELE | localhost:8002/2Ing=en

Gorilla

IVAR

License

Product Key *

Enter the license key here

Then enter the obtained IVAR license key and press the Activate button to activate the license.
Your PC must be connected to the internet to authenticate.

When authentication is complete, click the Save and Next button.
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#® Gorilla IVAR X  +

& C A BRESNTVELEE | localhost:8002/?Ing=en

Gorilla

IVAR

Server Information
IVAR Name *

Gorilla IVAR

Physical Address
Physical Address

Latitude / Longitude

Latitude Longitude

Description

Description

Back Save and Next

Next, the screen for registering Server Information appears. Adjust the settings to your requirements and
press the Save and Next button.

Note: You can also register the information on the settings screen after installation.
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# Gorilla IVAR x  +

< C A BREINTLEVERE | localhost:8002/?Ing=en

Gorilla
Storage
. Available Retention (in Retention (in
Path Total Size Size percentage) volume) Group Enable
C: 475.7GIB  3259GiB 1.5 % 7032 MIB

Disable ~ m

Back

Then the storage registration screen appears. Specify the drive to save the video data. When this setting
is completed, press the Save button.

This concludes the initial settings process and opens the channel screen.

Copyright © 2023 ASTERIA Corporation Page 414 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

= [m] X
#® Gorilla IVAR x 4+
& C A REINTVELEIE | localhost:8002/channels/?Ing=en * O
- The IVAR license expires on 06/30/20.
Gorilla VAR Channels System IVA Setup
£\ Hello! admin Logo|
Q Channel Overview -+ Milestone @ Export é Import
Main-stream Main-stream
No Data No Data
Sub-stream Sub-stream
No Data No Data
Channel 1 =+ Channel 2 -
Main-stream Main-stream
No Data No Data
Sub-stream Sub-stream
No Data No Data
Channel 3 —+ Channel 4 -
Main-stream Main-stream
No Data No Data
Sub-stream Sub-stream
No Data No Data
Channel 5 Eall Channel 6 -
Main-stream Main-stream
No Data No Data
Sub-stream Sub-stream
No Data No Data -
< »

License check

To see your registered license, open About from the System menu.
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® Gorilla IVAR X +

& > C A BRESNTVEWEE | localhost:8002/setting/about?Ing=en

]
]
)

Gorilla VAR Channels View Events System IVA Setup .
(=) Ja Hello! admin Logout
m 'ﬁ Basic e Accounts 4~ Maintenance & Service Connections
IVAR Information General Settings
ID {ealCUTT LLLT TUTDLIIT IUTTALATCIN IVAR Name [ Gorilla IVAR
Versi ivar-1.8.16.42905-std-win-x86_64
ersion  ivar std-win-x86_f Physical Address [
Total Channels 8
Latitude [
Maximum Analytic Channels 2
Analytic Core Channels Al : 1 Longitude [
Business Intelligence : 0 Description [
Human Detection : 1
Behavior Analysis : 0 Revert
License Plate : 0
Analytic Channel Expiry Date  2099-01-01 21:00:00 .
License
Analytic Core Version BI-CORE v2.3.3
FDR-CORE v6.7.0 Product Key [
IPM-CORE v3.3.0
ODC-CORE v1.5.0 Details [ License Check Verified
LPR-CORE v5.8.1 Expiry Date [
MMS/MMSC v1.3.1
System Information ®

The license registered in License is displayed.
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7.3.2. Unregistering the Gorilla IVAR License

Unregistering license

If you want to move your IVAR installation to another PC, be sure to deregister the installed license
beforehand.

Make sure it is deactivated by pressing the Deactivate button in System -> About -> License.
Note: If IVAR is uninstalled without deregistering the license beforehand, the license will remain in the

registered state. Consequently, this license can not be used on another PC. Your PC must be connected
to the internet to unregister.
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7.3.3. Uninstalling of Gorilla IVAR

Uninstall

Unzip the zip file that you used to install IVAR. It contains the IVARInstallUtility application.

IVAR Install Utility

ivar-1.8.16.42985-st
d

Component Information

Gorilla IVAR
account-manager
COMM-server
event-manager
media-server
iot-manager

ivar

ivar-portal
wms-portal

snmp-trap-server

Uninstall

I
X

1.8.16.42505
2.1.3

3.6.4

3.9.11

194

I |

2.3.0

1.8.16
1.10.13
1.10.13

1.0.3

Finished&Exit

When started, the Component Information shows the modules installed by IVAR. Press the Uninstall

button to remove them.

= Gorilla IVAR Setup

@ Gorilla IVAR

Gorilla
Modify Setup

Eemove!
u onfi

Uninstall | |

Close

Then press the Uninstall button to start uninstalling.
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VAR Install Utility .
. - account-manager N/A
;Var-—'l.S.'1£3.f-1-z‘_-.*@5—5t Comm-senver N/A

event-manager N/A

media-server N/A

iot-manager N/A

ivar N/A

ivar-portal N/A

vms-portal N/A

snmp-trap-server N/A

ivar-update 111

ivar-agent N/A

MongoDB 3.4.13

Install Finished&Exit

As soon as the modules are removed, they show up as N/A.
Note: The ivar-update and MongoDB are not uninstalled automatically with this process. You will need to
uninstall the Gorilla MMS separately via the Windows Settings.

Open Settings from the Windows Start menu to open apps and features.

- m} X
77 LB
7T L e
gt (e ey mo et e e -
- Microsoft Corporation 2020/01/20
b FileMaker Pro 18 Advanced (x64) 586 MB
X 2020/02/26
Git version 2.19.1 237 MB
9 2018/11/08
Google Chrome
2020/06/04
g Gorilla MMS uninstall 109 MB
2020/06/04
Gravio HubKit 3.9.4506.0 524 MB

Uninstall Gorilla MMS.

This will remove the ivar-update, MongoDB and mongodb_config respectively.

Delete the data folder

Also delete the data writing folder used by IVAR.

MongoDB  c:\data, c:\Program Files\MongoDB
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Video data c:\records

Gorilla data c:\Program Files\Gorilla MMS
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7.4. Testing the Gravio Gorilla Connection

In this chapter, we test the connection between Gravio and Gorilla by counting the number of people in
the image recognition process of Gorilla’s camera image. The data gathered is then used as a trigger to
send the processed data to Gravio.

In Gravio, the an IVAR is set to start an arbitrary action.

Preparation

Prepare a PC with Gorilla IVAR/BAP installed, one ONVIF camera, a PC with Gravio GS/HubKit installed
and a Chrome browser. Gravio requires an Enterprise license and the HubKit requires a registration in
advance with a Coordinator. In this example we use the ONVIF camera TS-NA220W from |0 Data.

Setting flow

IVAR camera + image recognition settings

1. Register the ONVIF camera with IVAR
2. Set the image recognition
3. Confirm image recognition on the Live system

Setting up Gravio and IVAR integration

4. Set up IVAR in Gravio Studio
5. Register the event
6. Confirm event reception in the Data Viewer of Gravio Studio

Gravio IVAR Trigger Settings

7. Creating an action for invocation
8. Set an IVAR trigger
9. Confirm execution of the action by triggering a noticeable activity
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7.4.1. IVAR Camera and Image Recognition
Setup

*

English

l Gorilla

. IVA

L _ 1
& admin
i eeeses

IVAR [1.8.16]
© Gorilla Technology, Inc. All rights reserved.

Log in to IVAR using the admin account.

1. Register the ONVIF camera with IVAR

_ 9, Channel Qverview

Main-stream
No Data
Sub-stream
No Data
Channel 1
Main-stream
No Data
Sub-stream
No Data
Channel 3

~+ Milestone & Export & Import

Main-stream
No Data

Sub-stream
No Data

Eal Channel 2

Main-stream
No Data

Sub-stream
No Data

—+ Channel 4

After logging in, the channel screen will be displayed.

Press the + button to register channel 1.
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Device Type

RTSP

Manually add an RTSP streaming camera

O onviF

Automatically search ONVIF Profile § IP cameras

Video File
Upload a video clip

Capture Card/USB Camera
Select a local streaming device

Next

The camera used is an ONVIF camera, so select ONVIF and press the Next button.

ONVIF Device List

Item A IP Address A Device Name A

O 1 192.168.68.140:80 ICDATA%Z20TS-NA220W .

Log into the Device : Unselected

IP Address | IP Address |
Username [ Username ]
Password [ Password ]

The cameras installed on the same network are displayed in the list.

ONVIF Device List

Item A IP Address A Device Name &

4r

4 1 192.168.68.140:80 IODATA%20TS-NAZ220W

Log into the Device | IODATA%20TS-NA220W

IP Address | 192.168.68.140 ]
Username [ admin ]
Password I [T l

Since we will use 10 DATA TS-NA220W this time, select the checkbox, enter the Username and
Password and press the Next button.
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Device Profile List

Item A Profile Name & Codec A Resolution &
1 profile1 H264 1920 x 1080

2 profile2 H264 1280 x 720
Choose an ONVIF Profile

L [ rofile2 == v

stream P stream

Main-stream: RTSP over TCP

Enable Sub-stream

Sub-stream: RTSP over TCP ﬂ

Back

Apply

The profiles that can be used with the camera are displayed in the list, so select Main-stream.
Since this is a demo, select profile2 and press the Apply button.

M View £¥ Settings

Device Information

Type
IP Address

Camera ID

MAC

Model

Vendor

Version

File Time
Main-stream Profile
Main-stream Path
RTSP over TCP

ONVIF
192.168.68.140 #

{177b22e7-e3bf-da55-177b-
22e7e3bfdab5}

34:76.C5:B6:ASAE
TS-NA220W
IODATA

1.03.09

profile2
rtsp://192,168.68.140:20930/ipcam_h264s1.sdp

Yes
Remove Device

Video Stream Profile Settings

Encoding [h264 > ] Encoding [ h264 > ]
H.264 Profile [ Main v H.264 Profile [ Main v ]
Resolution [1920)(1080 ~ Resolution [1280)(720 v ]
Frame Rate [ 15 v Frame Rate [ 15 £\ ]
r r N

The camera has been registered. To remove it, press the Remove button.
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& Settings 2 Channel:Channel

Maximum Retention (in days) ‘ 7

Description {

Location

J
| |
Longitude Coordinates [ l Revert
ever!
Latitude Coordinates [ ]

Recording Path \'c: v ]

Recording Schedule

Recording Type Selection

\DAH v

[TJAl [IMain-stream B Sub-stream [|Erase

The image is automatically saved when the camera settings are completed, so change the settings so
that the image is not saved in the demo so that the hard disk is not compressed.

Press the Setting button to open the Recording Schedule below.

Recording Schedule
Recording Type Selection
\ [l Erase v

[FAl [IMain-stream [ Sub-stream []Erase

Select Erase in Recording Type Selection, and then clear the recorded Main-stream (yellow) by
specifying a range (white).
Press the Save button to change the settings.
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Press the View button to switch to the live image.

2. Image recognition settings

8  Analytic Setup

Profile List
Add a new IVA profile.
Please click on the plus icon (+) to add an [VA Profile

@ Active: A profile is applied on Analytic Schedule and is live and active
O Inactive: A profile is applied on Analytic Schedule, but no analytics are ongoing.
O Unscheduled: A profile is saved but isn't applied to any schedule.

Next, set the image recognition. This time, as a demo, we will set People Count, which counts the

number of people captured in the camera.
In addition, there is also face recognition that registers users in advance and a function that recognizes

user behaviour transitions.

Open Analytic Setup from the IVA Setup menu.
Click the + button on the bottom left or the click on the plus icon (+) link.
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Create Profile )4

Channel Selection

{Channel 1 v ]

Stream Selection

[ Main-stream 4 ]

Settings Template Selection

[ Intelligent Behavior Analysis - People Counting v ]

Any channel and template applied cannot be re-selected.

Cancel Save

e ———

In Create Profile, select Channel 1 for Channel Selection, select Intelligent Behavior Analysis-People
Count for Settings Template Selection and click the Save button to save.

% Analytic Setup B Analytic Schedule
Profile List &
Add a new IVA profile.
Q Please click on the plus icon (+) to add an IVA Profile.
& Channel 1 A . . . . o )
@ Active: A profile is applied on Analytic Schedule and is live and active.
|_ O new_profile O Inactive: A profile is applied on Analytic Schedule, but no analytics are ongoing.

O Unscheduled: A profile is saved but isn't applied to any schedule.

When saved, new_profile will be displayed on Channel 1 on the left, so select it.
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Analytic Module Settings: Single Module View Multiple-Module View

@ People Counting (Line) - 0

General Settings

@ Analytics Output

c ¢
@© Statistics Output (on ]

124

Set the conditions under which the People Count is valid. The demo sets a line to recognize and counts
the number of people moving across that line.

Click the pencil icon.

People Counting (Line) - General Settings X
Source Type > Channel @i

i -4
Channel 1 . R f

People Counting (Line) - General

$ = 5|
& Line

LF] Area

Show Advanced Settings

Cancel Save

Select LINE and draw a line with the mouse at the point where the image is recognized. Double-click to
confirm.
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You can specify whether to cross the line from left to right or from right to left depending on the direction
of drawing the line.

In the demo, this is the setting when the line is crossed from the right to the left.

Press the Save button to save.

Analytic Module Settings: Single Module View Multiple-Module View

@ People Counting (Line) - 0
General Settings -

@ Analytics Output m Q
@ Statistics Output m Q

Revert

Confirm the recognized setting conditions and press the Save button to save.

Schedule Settings

Off

o Always On

User-defined Schedule Settings

To enable the settings, select Always On for Schedule Settings and press the Save button.

3. Confirm image recognition in Live

Open Channel 1 from the Channels menu and select View to see the live video.

It is displayed on the right side when the image of the camera is recognized and the event of People
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Count occurs.
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7.4.2. Connecting Gravio and IVAR

In order to link Gravio and IVAR, Log into IVAR using your admin account:

4

Gorilla

IVAR [1.8.16]
© Gorilla Technology, Inc. All rights reserved.

4. Setting IVAR in Gravio Studio

m & Basic O Accounts #~ Maintenance & Service Connections

IVAR Information General Settings

o] I {c54ac30f-348e-4375-b011-85b8e92e 16fe} | IVAR Name Gorilla IVAR

Version ivar-1.8.16.42905-sld-win-x86_64 Physical Address

Total Channels &

Latitude
Maximum Analytic Channels 2
Analytic Core Channels Al : 1 Longitude
Business Intelligence : 0
‘ 19 Description
Human Detection : 1
Behavior Analysis : 0 Revert
License Plate : 0
Analytic Channel Expiry Date  2099-01-01 21:00:00 .
License
Analytic Core Version BI-CORE v2.3.3
FDR-CORE v6.7.0 Product Key [ ]
IPM-CORE v3.3.0
SDECOREED Details [ License Check Verified |
LPR-CORE v5.8.1 Expiry Date [ }

MMS/MMSC v1.3.1

System Information 6]

Select the System menu to open the About menu and copy the IVAR Information ID including {}.
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Gravie Studie

< tanaka-surface T [ m & | @ = 2 ..

Area

IVAR Message Subscribing Configuration x
DNS%#T/IPPELAEEN  192.168.68.139 x
IVARY—/(-IDEE N (c54ac30f-34Be-4375-b01{-85bBed2e 16fe}

it

HubkKit Endpoint: hitps://192,168,68.109: 29448 var/event [1a]

TIHR FUH- QI0FRI- MARRUT- F49- T-FE3-7 o7 B

Select HubKit from Gravio Studio and open IVAR Message Subscribing Configuration from the device

panel.

To add DNS name/IP address, enter the address of the PC where IVAR/BAP is installed.
To add the IVAR server ID, paste the ID you just copied.

Click the Add button to register.

Then copy the HubKit Endpoint.

= NAEvents w Subscriptions £ Settings

Intelligent Video Analysis Events

Name 4 Channel & Event Types & Image Types &4 Protocol 4 Type A4 Receiver A Receiver Response 4

System Events

Name & Channel A Event Types A Protocol &  Type & Receiver 4  Receiver Response A

Select Events in IVAR to open Subscriptions
Press the + button.
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Intelligent Video Analysis x
Name Type
Event Subscription Name JSON v
Enable Format
CD 1 v
Channel =
~
Unspecified Channel Event Types
& All Events
° Event Types Event Type Selection ™ Human Detection [Snapshot Alert]
Human Detection [Snapshot Alert], Human Detection gUmal:Ilie;EIc:On [Quality-assured
[Quality-assured Snapshot Alert],Face Recognition napshot Alert]
[Snapshot/Known Person],Face Recognition [Quality- Face Recognition
™ ISnapshotiK P e o
assured Snapshot Alert],Face Recognition [Snapshot/Known Person]
[Snapshot/Unknown Person) License Plate = Face Recognition [Quality-assured
Recognition,Intrusion Detection [Triggered Event Snapshot Alert]
Alert],Intrusion Detection [Cleared Event Alert] Line 2 -
c 5 . Face Recoanition
Crnesina (Trinaarad Fuant Alart] |ine Crossinn (Claared
Cancel Save

Enable and open Event Types Selection and select All Events.

Intelligent Video Analysis x
Name Type
Event Subscription Name JSON ~
Enable Format
Lon o] 1 v
Channel Protocol
HTTPS ~

Unspecified Channel
URL

Event Type Selection
https://192.168.68.109:29448/ivar/event

o Event Types
Human Detection [Snapshot Alert],Human Detection
[Quality-assured Snapshot Alert],Face Recognition Add Headers
[Snapshot/Known Person],Face Recognition [Quality- o0
assured Snapshot Alert],Face Recognition
[Snapshot/Unknown Person] License Plate
Recognition, Intrusion Detection [Triggered Event
Alert],Intrusion Detection [Cleared Event Alert],Line
Craccina [Mrinaerad Fuant Alertl | ine Craceina [Mlazrar

Basic Authentication Username

Change the Protocol to HTTPS and pace the HubKit Endpoint you just copied to the URL.
Press the Save button to save.
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IVA Events ¥ Subscriptions & Settings

Intelligent Video Analysis Events +
Name A Channel & Event Types 4 I.R::g: N Protocol & Type A Receiver A Receiver Response A
Event Subscription Name Unspecified Cha Human Detection Al HTTPS JSON  https://192.1  -- 2020-06-05 14:24:01 & e o
nnel [Snapshot Alert],Hu 68.68.109:2 &
man Detection [Qu 9448/ivar/ev
ality-assured Snap ent

shot Alert],Face Re
cognition [Snapsho
t/Known Person],F
ace Recognition [Q
uality-assured Sna
pshot Alert],Face R
ecognition [Snapsh
ot/Unknown Perso
n],License Plate Re
cognition, Intrusion
Detection [Triggere
d Event Alert],Intru
sion Detection [Cle
ared Event Alert] Li
ne Crossing [Trigg
ered Event Alert],Li
ne Crossing [Clear
ed Event Alert], Gen
eral Direction [Trig
gered Event Alert],
General Direction
[Cleared Event Aler
1], Loitering Detectio
n [Trigaered Event

Once saved, it will be displayed in the event list.
Click the trash can icon to delete.

5. Event registration

Gravio Studio - a x
< D B 0 @ B @ % B
L=
IUF1
LA v-milhi >

LAv-& Ler-1

SENSING DEVICE TYPE @

e r—

@ Gravio-TwoButtonSwitch-JP

E4  PictureOnvifDevice
48 Gravio-Lidar-Usg

i,

FIA3, k- 239ERIS-  ARRUS- F47- F-9¥1-F 04 i

Select a device in Gravio Studio and add areas and layers.
Select IVAR as the layer and press the save button.
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Gravio Studie - =] X
< + B T @ @ 3 B
: .
TP FIAR @
& 192168.68.139 [192.168.66.139] &

0] % fa % @ il B o

FIAA FUti- A39FFUIH- VARFUA- 47— T-9Ea-T od BE
Activates the saved IVAR layer.

6. Confirm event reception in Data Viewer in Gravio Studio

Gravie Studio - (=} ®
¢ TP | Any v | LAT- | Any v| 71042 | Ay o | mmeEms | 20200605 5| 0 | w0 | srEs | 2020080 5 || 23 | se | op -
U7 L1v- TIMA Y-£A =517 EfETID 7-91D ZEAN T Afl

VP LAT-1 192.168.68.139 VAR PECPLECOUNTING.  2baf2828-bTac-4ddf-a3dd-aal  436B7C20-CIAA-ADE  2020/06/05 143259  {"peopleCounting™("t

IUF 1 LAv-1 192,168.68.139 IVAR PEOPLE COUNTING.  2baf2828-b7ac-44di-a3cd-aaf  42ES1AV4-TTOF-4FAL  2020/06/05 143252  ["peopleCounting™(1

53] % fa % © Ml &

FIAR Futi- A59FFUH-  WARRUR- F47- F-FE1-T od wE

Open the data viewer and verify that IVAR is sending the detected events.
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7. Creating an action to be called by IVAR

Create an action to call on the IVAR trigger. In this example, we will create an action that triggers a
Slack message. If you have Slack integrated, this is an easy way to confirm that the action has been

triggered.

8. Setting IVAR Trigger

Gravio Studio

<

Select IVAR Trigger and press + button to open Add New IVAR Trigger.

FLAIVAR MU -EE

Al

Touavh

LUT

L1-

IVARY /(-

Foille

VAR =-1

Action

IurFa

LAf-1

fEROIE

I [ - E
s s VK

[k AEHAD R
O ® O

SOl L

AOE

K]
B

PEOPLE_COUNTING_ANY

= e 1

Use Forward facing Use Backward facing

Feveil

®%

Select the action, area, and layer according to the setting value, and when counting the number of
people, select PEOPLE_COUNTING_ANY as the event type.

Enter conditions such as >1 and >0 for the number of people.
Press the save button to save.
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Gravio Studie - =] X
¢ tanaka-surface + &
rUH-% v H-i-ofE ¥ Fouay ¥ MU-547 FomE g
IVARKUH -1 Action1 PeopleCountingTrigger [ o]
& & fa % il B e ]
FIAA BUH- A39FFUIH- VARFUA- 49~ F-FE1-T os BE

Activate the saved IVAR trigger.
9. Confirm execution of action in IVAR trigger

The specified action is executed when an event that is enabled and matches the IVAR trigger condition
is sent from IVAR.

Since we are triggering a Slack component in this example, a Slack notification will should be triggered.
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8. Advanced
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8.1. How to create a machine learning model
for computer vision object recognition

One of the big new features of Gravio 4 is the way you can create inference files to use Artificial
Intelligence and Machine Learning to detect objects in visual feeds, such as from CCTV security camera
systems based on ONVIF.

Please refer to the ONVIF section of this documentation to learn how to connect your network camera to
Gravio 4.

Please note that you need a Gravio Enterprise Software License to create and deploy your own image
inferences within your Gravio Edge loT infrastructure. It support object detection and image classification
for images. Video support is coming soon.

Once you have the possibility to create your own image inference files and teach Gravio to detect
anything you want it to recognise in a picture, the possibilities are only limited by the quality of the
picture of your camera and your learning model accuracy.

In essence, Gravio 4 leverages the power of Google’'s TensorFlow framework.

Our Al expert team will be able to help you creating these bespoke models, please get in touch with us
on sales@gravio.com.

Once your model is created, you can upload it to your Gravio Coordinator, from which your Gravio Edge
Nodes can deploy the inference files locally and therefore interact with the local camera systems. To
deploy such a model, please consult your Gravio Coordinator documentation.

This section describes how to create a machine learning model for object recognition (Darknet YOLO v2
format) and convert it to a format for use with TensorFlow. Currently, that’'s what the Edge loT platform
requires to function at its best.

(Please note, TensorFlow model formats work with Gravio HubKit Version 4.0 later only.)
These are the steps required:

Collect images for training. The more the better the model will be later.
Create the training data from the collected images.

Create a machine learning model from the training data.

Convert the machine learning models to a format TensorFlow can understand.

honh =

Supplemental Material: Annotation Data Creation with Labellmg

1. Collect the Data Images

Prepare the image data to be used for the machine learning data of object recognition:
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1. Create a new folder for storing images in the working folder on your computer and name the folder im

ages.

2. Prepare the image data that contains the object to be recognized and place it in that newly created im
ages folder.

Please note the following points.

« The image file format should be JPEG, and the file extension should be “.jpg”. (Mixing different file
extensions, such as .jpeg or .png, will result in errors during learning.)

* The image size should be at least 416 x 416 pixels.

* The number of images should be several hundred to several thousand for each object to be
recognized.

» Use alphanumeric notation and sequential numbers for file names to make management more
convenient. for example: image001.jpg, image002. jpg, etc.

¥ I images

El image001.jpg
E image002.jpg

2. Create the Training Data

The training data consists of (1) prepared image data, (2) class information data. The latter is a list of
names of objects to be recognized. Thirdly, we require annotation data (3) (annotation information
indicating the rectangular area in the image of the object to be recognized) for each image. Here is how
to add Class information data and annotation data:

1. Class information data is a list of names of objects to be recognized. Create a new file with a text
editor and write one item to be recognized on each line. For example, if you want to build a learning
model that recognizes three objects: person, dog, and cat, put the labels on a line each. The ID
numbers of the objects to be recognized are assigned by sequential numbers starting at 0. (person=0,
dog=1, cat=2)

person
dog
cat

2. Complete the file editing of the class information data and save it. You can name the file as you wish,
but we will name it obj .names, under the working folder on the same computer as the images folder.

You can name the file anything you like.

> BB images

B obj.names
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Next, in the working folder, create a new folder for storing the annotation data files and name it 1abels.
The folder directly under the working folder will look like like this:

B images

B labels
B obj.names

4. Annotate the objects in each image under the images folder. The annotation for each object is
represented by a rectangular area. In the example photo below, the annotation of “person” is illustrated.

In practice, the annotation data is saved in the form of a text file within the 1abels folder. The filename
extension . jpg of the corresponding image data must be saved with an identical name but with the

extension converted to . txt.

Bl images
image001.jpg
image002.jpg

_ BELES
. image001.txt
B image002.txt

. obj.names

In the annotation data file, each line should contain the following information as annotation data for one

object:

object ID (number), coordinates of the center point of the rectangular area (XY),

and size (w,h).

The first line in the next screenshot represents the identifier 0 (=person), (x,y)=(0.221543, 0.712291),
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(w,h)=(0.166489, 0.532322). The coordinates (x,y) and size (w,h) of the rectangular area of the object

Gravio Documentation - The Node Computing Platform - 1_en

to be recognized are expressed as a ratio to the whole image, and the values range from 0 to 1.

0

o O O O

0.221543
0.314362
0.318617
0.542021
0.644149

0.712291
0.618915
0.416600
0.486433
0.591381

0.166489
0.112766
0.125532
0.140426
0.189362

0.532322
0.278532
0.346369
0.281724
0.255387

The following tool is available for adding annotations to an image using GUI (in English). For more
details, please refer to Annotation Data Creation with Labellmg at the end of this document.

Labellmg is available from https://github.com/tzutalin/labellmg

3. Creating a Machine Learning Model
Create a learning model in the following steps:
1. Prepare Darknet

In the terminal environment of the computer where you want to create the training model, create the
darknet environment by following the steps below.

git clone https://github.com/pjreddie/darknet
cd darkent

make

If you are building the training environment on a GPU (CUDA) environment, edit the darknet/Makefile
and set GPU=1 as the first line before executing the last make command.

2. For the first training, get the trained weight data from the following location.
wget https://pjreddie.com/media/files/darknetl9 448.conv.23
3. Set up your training data.

cd data

mkdir learning data (folder of your choice)

Place the image data, annotation data, and class information data prepared in the steps 1 and 2 above
in that folder:

darknet/data/learning data/images/*.Jjpg
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darknet/data/learning data/labels/*.txt

darknet/data/learning data/obj.names

4. Prepare the training data list and validation data list.

darknet/data/learning data/train.txt
darknet/data/learning data/test.txt

In train.txt and test.txt, enter the file paths from the data folder onwards as shown below to
avoid duplication of file names. Only the image files listed in train. txt will be used for learning.

data/learning data/images/img001.Jjpg
data/learning data/images/img002.jpg
data/learning data/images/img003.jpg

5. Prepare the learning configuration file.

Create a new file darknet/cfg/obj.data and enter the following:

classes = 3
train = data/learning data/train.txt
valid = data/learning data/test.txt

names data/learning data/obj.names

backup = backup

6. Prepare the model configuration file. In this section, we will copy the already prepared darknet/cf
g/yolov2-voc.cfg configuration file and rewrite its contents.

cp darknet/cfg/yolov2-voc.cfg darknet/cfg/obj.cfg

Adjust the newly created obj .cfg as follows: The value of Filters will be 40 if the number of classes is
3:((3+5)*5 = 40)

Line 3: batch=64

Line 4: subdivisions=8

Line 237: filters=(actual number of classes to be recognized + 5) * 5
Line 242: anchors (*)

Line 244: classes=3 (actual number of classes to be recognized)

(*) You can continue learning with the values of anchors as they are, but recalculating the values of
anchors using the following tools may improve the accuracy.

Reference: Recalculation tool for anchors values https://github.com/Jumabek/darknet_scripts

7. Start the learning process
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In the darkent folder, execute the following to generate the training model data (*.weights) under the
darknet/backup/ folder.

/darknet detector train cfg/obj.data cfg/obj.cfg darknetl9 448.conv.23

When the training starts, the output will be similar to:

ﬁ;zgion Avg IOU: 0.905463, Class: 0.626457, Obj: 0.836158, No Obj: 0.006927, Avg Recall: 1.000000,
;Zl;?ct):nsAvg I0U: 0.837368, Class: 0.976554, Obj: 0.842887, No Obj: 0.006556, Avg Recall: 1.000000,
;:l;ri‘:nsAvg I0U: 0.893971, Class: 0.960798, Obj: 0.876742, No Obj: 0.007555, Avg Recall: 1.000000,
;Zl;?ct):nsAvg I0U: 0.872773, Class: 0.711470, Obj: 0.888209, No Obj: 0.006718, Avg Recall: 1.000000,
cI:::glgri:::nSAvg I0U: 0.894234, Class: 0.986793, Obj: 0.884681, No Obj: 0.006898, Avg Recall: 1.000000,
;Zl;?ct):nsAvg I0U: 0.847557, Class: 0.994500, Obj: 0.849292, No Obj: 0.006747, Avg Recall: 1.000000,
cI:::glgri:::nSAvg I0U: 0.802273, Class: 0.650419, Obj: 0.794552, No Obj: 0.006926, Avg Recall: 1.000000,
;Zl;?ct):nsAvg I0U: 0.866342, Class: 0.840821, Obj: 0.860806, No Obj: 0.006149, Avg Recall: 1.000000,
count: 8

9531: 0.661146, 0.704077 avg, 0.001000 rate, 2.704480 seconds, 609984 images

The number at the beginning of the last line (shown in red) represents the number of steps. As the
learning progresses, the average value of the error (shown in blue) becomes smaller.

Learning can be stopped at any time, but to create a highly accurate recognition model, the average
value of the error should be less than 1. In some cases, more than tens of thousands of steps may be
required, and depending on the operating environment, it may take several days or weeks to complete.
8. Resume learning

To resume learning, do the following: Under the backup folder, there will be a number of files with the
extension .backup or .weights. If you specify one of the files with the most recent extension (usually

.backup), you can resume training using the last saved training model.

/darknet detector train cfg/obj.data cfg/obj.cfg backup/ (the name of the lat
est file under the backup folder)

As a result of the above steps, the following three files will be available after the training is completed.
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darknet/backup/*.weights (the part marked with * specifies the name of the latest file generated under
the backup folder)

darknet/cfg/obj.cfg,

darknet/cfg/obj.names, darknet/cfg/obj.names

4. Converting a machine learning model to the format used
by TensorFlow

The following example shows how to convert three files (* .weights, obj.cfg, obj.names) into
protocol buffers format (* . pb) that can be used by programs written in TensorFlow. We are using the
DarkFlow conversion tool (https://github.com/thtrieu/darkflow):

1. Installing the TensorFlow environment

Follow the official TensorFlow installation procedure to install TensorFlow in the computer environment
where you will work. (Python 3 example is shown here.)

https://www.tensorflow.org/install

pip3 install --upgrade pip
pip3 install tensorflow==1.15

(Note: The version of TensorFlow must match the environment in which the converted model will be
used.)

2. Install OpenCV for Python.

pip3 install opencv-python

3. Set up DarkFlow with the following steps.

git clone https://github.com/thtrieu/darkflow.git

cd darkflow

sed -i -e 's/self.offset = 16/self.offset = 20/g' darkflow/utils/loader.py
python3 setup.py build ext --inplace

pip3 install -e

pip3 install

4. Create a models folder to store the three files created in section 3, “Creating Machine Learning
Models”. The name of each file to be stored is assumed to be obj.weights, obj.cfg, and obj.names.

mkdir models

(Store obj.weights, obj.cfg, and obj.names under the models folder)

5. Under the DarkFlow folder, convert each file with the following command.
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flow --model models/obj.cfg --load models/obj.weights --labels models/obj.name

s —--savepb
6. The above steps will generate two files under the built graph folder after the conversion.

obj.pb ... Neural network model file for machine learning
obj.meta ... Meta information file

These files can be deployed to your Gravio infrastructure for distribution to the edge.
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8.2. Annotation Data Creation with Labellmg_

In this chapter, we learn how to use Labellmg.

At the end of “2. Create the Training Data” of our instructions on how to create Image Inferences, we
introduced the annotation data creation tool Labellmg. Learn here how to create annotation data using
Labellmg. These are the steps:

1. Check your OS version (Windows, Mac, Linux, etc.) and the current python version support in the
“Installation” section of the (Labellmg Github Page) and install it according to the description below.

2. Follow the “Steps (YOLOQO)” section in the “Usage” part of the Labellmg documentation.

(1) Write the name of the class you want to recognize in data/predefined classes.txt under the
folder where Labellmg is installed. (2) Write the same obj .names that you created in step 1 of Create
Model. For example, if you want to recognize person, dog, and cat, the contents should be as this:

person
dog
cat

3. Start Labellmg with the python command as described in “Installation”. For example, in a python3
environment, type the following command in a terminal environment to start it.
python3 labelimg.py

4.Click on the “PascalVOC” button in the toolbar on the left of the Labellmg screen to switch the display
to “YOLO?”. (It is important to switch the setting to YOLO when you start the program.)

PascalvOC

5. Click on the “Open Dir” button on the toolbar on the left of the Labellmg screen, and select images,
which you created as a folder for storing images, in the working folder on your PC. The first image in the
images folder will be displayed in the center of the Labellmg screen.

6. Specify the destination for the annotation data file after the operation. Click the “Change Save Dir’
button on the toolbar on the left of the screen, and select the “labels” folder in the working folder on your
computer that you created in step 3 of Create Model

4

Change Save Dir
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7. Press “w” on the keyboard while the screen is displayed to add annotations to the image. Drag the
mouse over the image to determine the rectangular area.

8. Once you have determined the rectangular area with the mouse, a screen for selecting the
appropriate object from the object names listed in data/predefined classes.txt will appear. In the
following example, cat is selected.

. Cancel ¥ OK

person
dog
cat

After you have finished determining the annotation rectangle area for all objects in one image, press the
“Save” button on the toolbar on the left of the screen. An annotation data file named ~.txt corresponding
to the image name will be generated under the “labels” folder specified in step 6 above. At the same
time, a file named classes.txt will also be generated under the labels folder.

See this example:

Y W labels
B classes.txt
B image000.txt

10. After completing the annotation process for all images in the images folder, move the classes. txt
file in labels to a working folder on your computer and rename it obj .names.

v [ images
E image001.jpg
E image002.jpg
Bl labels

B image001.txt
B image002.txt
B obj.names

This is it. That’s how you use Labellmg to annotate your pictures. If you have any questions or concerns,
please don’t hesitate to join our slack channel at https://bit.ly/gravioslack
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8.3. Using the Gravio Coordinator

Because Gravio is a distributed system consisting of either computers (macOS, Windows or Linux)
running the HubKit or the Gravio Hub itself, there is a need to coordinate those edge nodes.

More information about the Gravio Coordinator can be found in the Gravio Coordinator documentation
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9. Integrating Third Parties
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10. Gravio Hub (Gravio Hub 2)

For the Gravio Standard package or higher, you get one or more Gravio Hubs. The Gravio Hub is the
Edge Device that gathers all the data and processes. It is essentially a small computer. The
specifications of the Gravio Hub are below:

CPU: Rockchip RK3399 (6 core) RAM 4GB

Internal Storage: 32GB eMMC/Ubuntu 1804 with Gravio HubKit pre-installed
Dimensions: WO7mm x L97mm x H29mm
Weight: 135¢g
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10.1. Indicator light status and button
operation on Gravio Hub 2

indicator light status

The LEDs on the side of the Gravio Hub 2 light up in various colors and patterns to indicate the following

LED Status Comment

blue when first booted out of the box Access point mode
White light . . . :

on after Wifi setup or wired LAN connection normal operation mode

disconnected WAN, connect to the
LTE Mode Gravio Hub via its Access Point Wifi
and the IP address 192.168.96.1

Solid
green

Flashing LTE Mode + WAN connected or wifi router mode
green for  (HubKit activated) , connect to the Gravio Hub via its
5 seconds  Access Point Wifi and the IP address 192.168.96.1

Red Dot
Light

Docker initialization error

Blue LEDs
blinking
with
gradient

command mode See button operation

Button Functions

In Gravio Hub 2, double-clicking the button enters the command mode to execute the following
commands.

AP Mode (Setup mode)
Press the button once to put the Gravio Hub 2 in AP mode; the LED will be lit blue.
Caution : When in LTE mode, it does not switch to AP mode.

Initialize Wifi information and return to access point mode

Clicking the button once will initialize the Wifi information and return to access point mode.

Power Off
If the button is held down, the Gravio Hub 2 will power down and the LED will turn solid RED.
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Exit the Command Mode

Double-click to exit command mode; the LED will return to a solid white LED.
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10.2. Migration Guide from Gravio Hub to
Gravio Hub 2

This section describes the procedure for customers using Gravio Hub (“Hub1”) to migrate to Gravio Hub
2 (“Hub2”).

Before starting

It is assumed that the data in the currently operated Hub1 will be backed up and restored to Hub2 for
operation.

Please start Hub1 and configure the network settings for Hub2 using UpdateManager in advance.
Since Hub2 will be connected to the same network as Hub1, set up a WiFi access point or wired LAN
connection or set up a temporary IP address using DHCP/static address while performing the migration
procedure.

Please start UpdateManager on Hub1 and Hub2 and keep them logged in before proceeding with the
migration procedure.

migration procedure
The migration procedure to Hub2 consists of the following 7 steps.

Update the version of Coordinator
Update the version of HubKit
Update the version of Zighee
Backup your data in Hub1
Download the backup file in Hub1
Restore on Hub2

Change the network on Hub2

N RN =

For more information on how to use UpdateManager, please refer to here.

1. update the version of Coordinator

Make sure that the version of the Coordinator software in Hub1 and Hub2 are the same.

In Hub1, update to the latest version from the Gravio Coordinator software update in the Gravio Settings

tab.
In Hub2, update the Gravio Coordinator software to the latest version from the Gravio Settings tab.

2. Update HubKit Version

Make sure that the HubKit software versions of Hub1 and Hub2 are the same.
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In Hub1, update to the latest version from the Gravio HubKit software update in the Gravio Settings tab.
In Hub2, update to the latest version from the Gravio HubKit software update in the Gravio Settings tab.

3 Updating the Zigbee Version

Make sure the Zigbee software versions of Hub1 and Hub2 are the same.

On Hub1, update the Zigbee software to the latest version from the Gravio Settings tab.
In Hub2, update the Zigbee software to the latest version from the Zigbee software update in the Gravio
Settings tab.

4. Backup data in Hub1

On Hub1, click the Backup button in the Gravio Settings tab under HubKit / Coordinator Data Backup to
back up the data.
It will take some time to process the data stored in Hub1 so that it can be downloaded.

If an error occurs during the process, it may be due to the large amount of data being saved, so please
delete unnecessary data by deleting the media file and try again.
Refer to here for the location of the media file.

5. download the backup file in Hub1

In Hub1, under the Gravio Settings tab, press the Export button in HubKit / Coordinator Data Backup to
download the backup file to your local PC.

6. Restore in Hub2

In Hub2, import the backup file saved in the local PC by HubKit / Coordinator Data Backup in the Gravio
Settings tab.
By importing the backup file of Hub1 into Hub2, the data of Hub1 has been migrated to Hub2.

7. Change the network of Hub2

If you want to operate Hub2 as a new hostname or IP address different from that of Hub1, the migration
is completed at this point.

The network configuration information is not inherited by importing a backup file, so if you want to use
the same hostname and IP address as Hub1, stop Hub1 and change it in the network settings of Hub2.
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11. Gravio Hub (Gravio Hub version 1)

Gravio Hub is available for rental to subscribers of Gravio Standard or higher service menu.

Gravio Hub version 1 is a square housing model.

J
)/

Gravio Hub version 1 users can exchange it for Gravio Hub 2 equipment, please contact us.
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11.1. Gravio Hub (Gravio Hub version 1)
initial settings

This section will discuss the initial setup of Gravio Hub.
To use the Gravio Hub, you will need to do the following two things.

1. Configure WiFi network settings to connect Gravio Hub to your network.

2. Gravio Hub is running on a LinuxOS based on Ubuntu1804. It is designed to log in to LinuxOS as
needed. For this reason, we ask that you change the password for your login account to login to
Linux in the initial settings when you use it to increase security.

Please prepare your WiFi network settings (network name and password to connect to) and the new
password for the login account in advance.

Note: Please save the password for your new login account in a safe place. If you lose the password,
you will not be able to log in to Linux.

To configure these settings, we have prepared a function and an application that allows you to do so
from your iOS or Android device.
Please follow the instructions below to set them up.

The following accessories are rented with the Gravio Hub, including the following Gravio Hub

e Gravio Hub main unit

J
1

* Gravio USB-C adapter!!

» Gravio USB-C Cable
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The Gravio Hub has one USB-C connector to which you can connect a USB-C adapter or a USB-C
cable.

When connecting the USB-C cable to the power cable only

Connect the power box to the power supply by making the following connections.

installing the Gravio Hub in the LAN

Connect the Gravio Hub to the power supply and start it up.
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11.2. Indicator light status and button
operation on the Gravio Hub (Gravio Hub
version 1)

indicator light status

The Gravio logo on the Gravio Hub lights up in various colors and patterns to indicate the following

LED Staus Comment

When first started up out of the

Blue Access Point Mode
box
) After Wifi setup or wired LAN
White ) Normal Mode
connection
Flashing green At initialization of Docker This process takes about 2 minutes

Flashing green

Finished setting of Docker
for 5 seconds

Flashing red for o
Docker initialization error

5 seconds
Biue Initialize Wifi information and Hold the button down for 3 seconds to enter this
u
return to access point mode state.
Holding the button for 5-6 seconds, the Gravio Hub
Yellow Prepare to stop power supply .
will be ready to stop.
If the button is held down for more than 7 seconds,
Red Power off

the Gravio Hub will stop powering

button operation
initialize Wifi information and return to access point mode
Hold the button for 3 seconds to initialize Wifi information and return to access point mode

prepare to power off

Press and hold the button for 5-6 seconds to prepare the Gravio Hub for deactivation

power off

Holding the button down for more than 7 seconds will power off the Gravio Hub
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11.3. How to stop Gravio Hub

How to stop Gravio Hub (version 1)

To stop Gravio Hub, please follow the steps below.

Press and hold the button shown below, and the Gravio symbol on the top surface will change from
“blue” to “yellow” to “red” and finally the light will turn off.

This will turn off the Gravio Hub.

DRIIERLE 2
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12. Troubleshooting

In this section we talk about how to identify and rectify issues with Gravio.
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12.1. General Gravio Troubleshooting

Symptom

Gravio Studio is not behaving as expected

Windows: The Gravio Edge Service remains in
“starting...” mode

Some Sensors are not sending information

Error: This server has already been registered in Gravio Studio

Close

Step of Action is not being executed

New dongle or device doesn’t appear in options or drop-
down

Gravio Studio is not connecting properly to Gravio
Servers

Gravio Studio is not connecting properly

Copyright © 2023 ASTERIA Corporation

Explanation

Gravio Server
connection is
unstable or
Gravio Server is
not running

There is likely to
be an issue with
the stored data
in
C:\ProgramData

Either they are
out of range or
out of power

There may
have been an
error in the
previous step

Driver may not
be installed

The relevant
ports may not
be open

The Server may
have stopped

Remedy

Ensure that there is a
stable connection between
Gravio Studio and the
Server is running

Use the Task Manager >
Details view, find the
Gravio*exe files and end
them by clicking on “End
Task”

If the sensors are energy
harvesting, please put
them in the sun or other
natural light for a few
hours and see if that fixes
the issue. Also move
closer to the dongle
receiver.

Check if any of the
previous steps had an
error

Find the respective drivers
and install them

Please check the port
requirements under Which
ports does Gravio require?

You can use the
GravioTools (Windows),
the Menu Bar App (Mac
OSX) or the command sy
stemctl stop/start

gravioxxxxxx.sevice

Comments

You can set
exception ha
and determin
Gravio shouls
case of an er
exception
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to restart the server. The
best order is to stop edge,
action and then control.
And vice versa for start.

Install the driver by
The driver may  launching the Gravio Tool
not be installed  and select “install driver”
from the tray

The Gravio Dongle is not recognised

In Windows, you can see it
in the System Settings, in
macOS you can see it in
Finding out Gravio Version the “about” screen and in
Linux you can use the
command sudo apt sea

rch gravio

on Linux that'sin /var/o
pt/gravio/action/dB
however in Mac, you will
Place where the finditin /Library/Appl
Where do | find the Sensor DB? sensor data is ication Support/Gra
stored vio/action/db andin
Windows in C:\Program
Data\Gravio\action\
db

Mac: You can use the file
/Applications/Gravi
o\ HubKit.app/Conte
nts/Resources/gssos
x/zigbeefirmwareupd
ate andrun sudo ./zig
beefirmwareupdate
-f </path/to/your/f

There may be a irmware/file> -d /d

How do | update the Zigbee dongle firmware? newer version ev/<yourdeviceid>,

of the Firmware for example $ sudo ./z
igbeefirmwareupdat
e -f /Users/usernam
e/Downloads/V
0.8.0.2.bin -d /de
v/cu.usbserial-D0O00
HOXS , the device ID starts
with . cu. The firmware
upload can take up to 5
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How do | find out the ID of my USB dongle?

How to disable camera detection?

| cannot connect to my local HubKit on Windows. Why?

| cannot connect to my Gravio Hub and it’s not
connected to the network
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You may need

to find out if the

device is

connected, and

what ID it has

If your
computer is

overloaded, you

may want to
switch off the
camera
detection to
release
resources

Loopback may

be disabled

You may have

locked yourself

out of the
Gravio Hub

minutes

Mac: Try to run /Applica
tions/Gravio\ HubKi
t.app/Contents/Reso
urces/gssosx/iotool
, if it shows something like
6015,0403,usbseria
1-DO00HOXS this means
your dongle is connected

You can set OpencvType
InitializationExcep
tionto truein edge/co

nf/opencv.config

Please run the WindowsL
oopbackManager.exe
and ensure that “Gravio” is
ticked on as an exception

Please long press the
reset button while the Hub
is connected to power to
reset the Wifi settings to
Access Point mode so you
can reconnect using the
password graviohub.
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More details
be found in /
yv/Logs/gre

gbeefirmwe

This is usuall
hardware spe
especially wil
hardware the
able to cope
load.

If you do not
the LoopBac
Manager, yo
download it f
here

This will only
the Gravio H
settings (no ¢
settings or dz
Access Point
meaning you
able to conne
Wifi following
instructions. |
the Gravio Lc
is blue, this s
that the Hub
Access Point
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Gravio HubKit Settings

Services  Connection Firrmware Updates

Execute Services

If it's an old C

Please check if ensure that y
the ports are uninstalled it

being used including the

S e s Uninstall the other
Serial Port Manager elseWhere, o* folders frc

. ) software |
Blustoatih Manager |nCIUd|ng from r/local /b1

» Control Manager

Trigger Manager *(stopped)

Action Manager *(stopped)

Vidao Managar an old Gravio ibrary/Apy

IVAR Manager installation on Support

) /Library/I
MQTT Manager

v "Mot Running® Warning on startup

Run these

commands {c
Gravio Brew
compatible: «
r/local/l:
mv libjpec
b libjpeg.
b.backup

In -s /Sys
brary/Fran
s/ImagelO.

ork/Resour
There is a fix usin |
On Mac, there http://fiat 9 bJPEG.dyl:
J//lat- .
. . ) could be a P PEG.dylib
Some of the Gravio services are not starting i ] leon.hatenablog.com/ o
conflict with mv libtifi
entry/ o
Brew i o b libtiff.
mac_runtime_error_libjpeg
b.backup
In —-s /Sys
brary/Fran
s/ImagelO.
ork/Resou:
DTIFF.dyl]
IFF.dylib
mv libpng.
libpng.dy]
kup
In -s /Sys

brary/Fran
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| like to increase the logging level
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Logging is not
insightful
enough

You can add a config.j
son fileto . /HubKit/vi
dmgr/config/
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s/ImagelO.
ork/Resour
bPng.dylik
G.dylib
mv 1ibGIF.
1ibGIF.dy]
kup

In —-s /Sys
brary/Fran
s/ImagelO.
ork/Resous
bGIF.dylik
F.dylib

{
"I

"Level": '
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12.2. Sensors Troubleshooting

Symptom Explanation Remedy Comments
Energy i ) . The sensor also emits a
. The sensor  Put the sensor into direct sunlight for a few .
harvesting ) regular signal every few
may have hours. You can also see if the sensor connects )
door/contact o hours with the current status
run out of to the dongle if a light flashes up at the dongle o .
sensor not ) (open/close) to indicate it's
. battery if you put the magnet next to the sensor. e
reacting still alive
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13. Appendix
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13.1. Which ports does Gravio require?

Each server module of Gravio’s HubKit, the Update Manager, and the Coordinator use the following
ports:

e Inbound
Service Name / Process Name  Protocol Port
Update Manager HTTP 8080
Coordinator HTTPS 443
Gravio Control Manager HTTPS 29442
Gravio App Service HTTPS 29443
Endpoint for IVAR HTTPS 29448
e Qutbound
Service Name  Protocol Port
DNS UDP/TCP 53
NTP UDP 123

HTTPS Server HTTPS 443

When installing HubKit and Gravio Studio on a separate PC, it is necessary to open the port for “Gravio
Control Manager — HTTPS: 29442 in the firewall among these port numbers.

When using HubKit and Chrome cast, it is necessary to open the port for “Gravio App Service — HTTPS:
29443” on the PC where HubKit is installed among these port numbers.
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13.2. Gravio HubKit Data Directory

When the Gravio HubKit is installed, it creates a data directory to store configuration files and data.

On Windows 10
C:\ProgramData\HubKit\

On macOS
/Library/Application Support/HubKit/

On Linux/Raspberry

On Linux/Raspberry, the following directories are mounted as volumes because the system runs on
Docker.

/home/gravio/hubkitrepo4/data
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13.3. Saving Media data path for Camera
device

Images acquired from the camera by ONVIF or USB will be stored in the following directory for each
camera device and stored in each date directory.

Device List

Zigbee Physical Device ID:  Camera192.168.1.13

No available Devices Physical Device Name:
Serial

. Capture Type:
No available Devices
Capture Interval(s):
Bluetooth
| Save Image

No available Devices
Draw Detected Area Frame
Camera
User:
/
7/

Windows 10

C:/ProgramData/HubKit/mediadata

Mac

/Library/Application Support/HubKit/mediadata

Linux/Raspberry/Gravio Hub

On Linux/Raspberry, since it runs on Docker, the following directories are mounted as volumes
/home/gravio/hubkitrepod4/data/mediadata

When viewed from within Docker, the directory is

/var/opt/hubkit/mediadata
directory.
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If you like the path of the image to be stored in the sensor database, you will need to add a Camera
layer and assign the camera to that layer. Note, for data to be captured in the database, it needs to be in
a layer.

Also if you like your harddisk not to be filled up, you can set the amount of days the pictures should be
stored under “Settings” then “Disk Management”.

You can find more about how to setup a ONVIF Camera by watching this video:
https://www.youtube.com/watch?v=8dkSIiz_5810
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13.4. Restricting access to the Gravio Hub

from Gravio Studio

To restrict Gravio Studio access to the Gravio Hub, install the Gravio Studio client certificate used for the

that particular Gravio Hub.

Note: This feature is available only in Gravio Basic, Gravio Standard and Gravio Enterprise

subscriptions.

1. Log in to Gravio Cloud with Gravio Studio and select “Client Certificate” from the menu:

E} Compatible Devices

graviopi-2

OCEE 1019210232

_ + O
Edit Profile F’ v
Upgrade

Client Certificate

3

Settings ':

About

Log out

2. Enter a Credential Key (= password) at the bottom and press the “Generate” button to create a

certificate.
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Client Certificate X

To secure HubKit, You can use this certificate file

1. Download this certificate.

2. Copy this certificate in your PC or Mac or Linux.

3. Install certificate in your PC or Mac or Linux.

4. Restart HubKit.

Then, you can restrict to be connected by Gravio Studio.

.V, Download Certificate File

Generate certificate by Credential Key Generate

Close

3. Select “Download Certificate File” to download the certificate to your PC.

For MacOS

Put the downloaded certificate in the following directory.
[/Library/Application Support/HubKit/clientcert

Open the “Settings...” menu in the Gravio HubKit Toolbar application, and select the “Connection” tab
and check the “Use client authentication” checkbox.
After that, start the HubKit.

For Gravio Hub / Linux

Login via SSH, and put the downloaded certificate in the following directory.

Copyright © 2023 ASTERIA Corporation Page 474 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en
/home/gravio/hubkitrepo4/etc/clientcert

Create “config.json” file which contains the following information in “/home/gravio/hubkitrepo4/etc/
ctrimgr/conf” directory

"Client" : {

"UseClientCertificates" : true

Then Restart Gravio Hub

After registering the certificate to the Hub, restart the Gravio HubKit. Restarting will enable client
authentication.
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13.5. How to install Gravio server Root CA
certificates.

In order to make the secure connection, you will need to install the downloaded certificates to your
operating system. HubKit can then verify that you are allowed to access it.

Installing the Certificate on Windows 10

Double click on the certificate file from Explorer
Open File - Security Warning X

Do you want to open this file?

Name: C\downloaded.crt
Publisher: Unknown Publisher
Type: Security Certificate

;ﬂ

From: C\downloaded.crt

Open Cancel

Always ask before opening this file

potentially harm your computer. If you do not trust the source,

p l! While files from the Internet can be useful, this file type can
do not open this software. What's the risk?

On the certificate window, click on “Install Certificate”
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ah Certificate X

General Details Certification Path

m Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: gravio.com

Issued by: gravio.com

Valid from 5/30/2018 to 5/27/2028

Install Certificate...  Issuer Statement

On the Import Wizard, select “Local Machine” and press Next

Copyright © 2023 ASTERIA Corporation Page 477 of 580



ASTERIA Corporation Gravio Documentation - The Node Computing Platform - 1_en

£* Cerificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your desk to a certificate store.

A certificate, whch is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store s the system area where certificates are kept.

Store Location
(O) Current User

(@) Local Machne

To continue, dick Next.

et | Concel

On the screen that follows, select the “Place all certificates in the following store” radio button, and then
select “Trusted Root Certification Authorities”. Press Next and then Finish.
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€ _&* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedify a location for
the certificate.

() Automatically select the certficate store based on the type of certificate
(® Place al certficates n the followng store

Select the certificate store you want to use.,

[ | Personal -
1| Trusted Root Certification Authorities
1| Enterprise Trust
] Intermediate Certification Authorites
i1 Trusted Publishers
LT it etad Cartificatas
4 >

[] show physical stores

o | [ oma et ] [ concel |

Installing the Certificate on Mac OS X High Sierra

Open “Keychain Access” using Spotlight Search. Select the “System” Keychain category, and drag and

drop the key from Finder or the Desktop. You will be prompted for your password.
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L N Keychain ACCeSS
" Chick 1o kock the System keychain. Q,
Eaychairs
. com_apple. systemdefault
;!
u login . Seif-sgned root certificate
— IChoud Expires: Sunday, Jure 10, 2035 Z296-00 Jegan Standard Time
w System & This cerificate has not been verified by a thrd party
[ System Roots
Harrs Kind Expires
[ Appie Worlgwide [ o By w3 Cpriif Aty cortif cate Feb 8, 2073 g:48-47
Ld ofeva.obm Eartificate May 27, 2028 13:86:08
b || COm SpDiS DIEEroL ki CHlilCEe Jum 10, 2038 32:98:01
Ld com.appie aertssros bic cartil e S 10, 2038 32001
Canegory
A Al e
4., Passwords
Secure Moles
Ld My Certificates
1 Koys
[J Ceriificates
+ M i 5 it

Knyehsin
Syatam
Syatam

Syitam
Syubam

Right click on the installed certificate (gravio.com), and select “get info”. Click on the down arrow next to
“Trust” and on the dropdown next to X.509 Basic Policy, select “Always Trust”. Close the Window and
you will be prompted for your password. The certificate is installed.

90 ® gravio.com
r—— gravio.com
Crortfecte | Self-signed root certificate
ha Expires: Monday, May 22, 2028 13:55:05 Japan Standard Time
& This certificate has not been verified by a third party
¥ Trust

Extensible Authentication (EAP) no value specified

When using this certificate: Use Custom Settings ?

Secure Sockets Layer (SSL) no value specified
Secure Mail (S/MIME) no value specified

IP Security (IPsec) no value specified

Code Signing no value specified

Time Stamping no value specified
X.509 Basic Policy Always Trust

ol ololofol o]

Installing the Certificate on Linux (Ubuntu)

1. Install the ca-certificates program using “@sudo apt-get install -y ca-certificates@”
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2. Move the Gravio certificate file to the folder “@/usr/local/share/ca-certificates@”
3. Update certificates by using “@sudo update-ca-certificates@”. (Note: The Gravio services may
need to be restarted to be able to verify the certificate).
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13.6. How to Side-Load Gravio Studio for
Windows

Sideloading procedures for Gravio Studio for Windows

Sideloading is the process of installing an application from an installer file rather than from the App
Store. In some cases, for example in a corporate environment, the App store may not be available. Or a
computer may not be connected to the internet. In this case, you can install Gravio Studio via side-
loading. Please note, that side-loading does not support in-app purchases.

1. Download the and extract Sideloading Pack

Download the ZIP file from the Gravio.com website

Ensure that you always download from the Gravio.com domain.

2. Installing the Certificate

The pack contains 2 files: the installer file and the certificate.

[] Name Date modified Type Size
s Gravio.Studio_3.8.3457.0 x64 6/22/2020 11:37 AM Security Certificate 2 KB
"1 Gravio.Studio_3.8.3457.0 x64 6/22/2020 11:37 AM MSIXBUNDLE File 41,287 KB

Click on the certificate first to launch the certificate installation process.

General Details Certification Path 07 New item ~ v Open ~ ; Select all
T | Easy access~ Edit Select none
New Properties )
folder - @ History Invert selection
R Certificate Information
New Open Select
This certificate is i ded for the foll (s):
N . ioSidel . Search GravioS
o Brmiran software came rorm sofovare publishar ick » GravioStudioSideloadingpack v O arch Gravio!
 Protects software from alteration after publication ~
*1.3.6.1.4.1.6449.1.2.1.3.2 A [ Name Date modified Type Size
# Gravio.Studio_3.8.3457.0 x64 6/22/2020 11:37 AM Security Certificate 2 KB
W Gravio.Studio_3.8.3457.0_x64 6/22/2020 11:37 AM MSIXBUNDLE File 41,287 KB

*Refer to the certification authority's statement for detals.

Issued to: ASTERIA CORPORATION

Issued by: Sectigo RSA Code Signing CA

Valid from 4/3/2020 to 7/3/2023

= Pictures
l Videos
% Windows (C)

P Network
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and install on your local machine:
£* Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

Store Location
O Current User

N

To continue, dick Next.

| Eﬂut Cancel

After clicking “Next” you will see a confirmation screen, click “Yes” to confirm that you want to go ahead
with the installation, then you will see the Certificate Import Wizard. Here please select to manually
choose the store:
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X

& &+ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.
(O Automatically select the certificate store based on the type of certificate 5
(®) Place all certificates in the following sto%
Certificate store:
. Browse...
Next | Cancel

And click on the “Browse” button. In the popup that opens, please select the “Trusted Root Certification
Authorities” option:
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Select Certificate Store

Select the certificate store you want to use.

X

| Personal
.| Enterprise Trust
—__| Intermediate Certification Authorities
| Trusted Publishers
T lintneted Cartifiratec
<

[[] show physical stores

[ ok | cance

After this, click the “Next” button to proceed:
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X

& &* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

(O Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

Certificate store:
Trusted Root Certification Authorities Browse...

On the next screen, confirm the options you have chosen and click on “Finish”:
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X
& & Certificate Import Wizard
Completing the Certificate Import Wizard
The certificate will be imported after you dick Finish.
You have spedified the following settings:
o et LR e L Y Trusted Root Certification Authorites
Content Certificate
Finish Cancel
This concludes the installation of the certificate.
3. Installing the Application
Now, please ensure that you have Windows 10 version 1904 or later, and then double click on the
installation package to launch the installation:
[0 Name Date modified Type Size
# Gravio.Studio_3.8.3457.0_x64 6/22/2020 11:37 AM Security Certificate 2 KB
q Gravio.i{udio_a.a,a-cIS?.o_xﬁd 6/22/2020 11:37 AM MSIXBUNDLE File 41,287 KB

The following confirmation window will open. Click on the “Install” button and follow the steps install
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Gravio Studio:

Install Gravio Studio?

Trusted App

Publisher: Asteria Technology Pte. Ltd.
Version: 3.8.3457.0

Capabilities:

« Access your Internet connection

« Access your Internet connection and act as a server.
« Access your home or work networks

Launch when ready

If you encounter any problems, please join our Slack Channel and ask for help: Gravio World Wide
Community
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13.7. Zigbee Firmware Update

dongle is shown below.

Download the firmware from Here

1. When using a Mac
Prepare a Mac with the Gravio HubKit4 installed.

Plug the Zigbee dongle into the USB port of your Mac and launch the terminal.
Insert the dongle with the Gravio logo on the top.

In Terminal app.
$ 1s -lsa /dev/cu.usbserial-*

to see the device name of your Zigbee dongle. In the example, it would be /dev/cu.usbserial-
DOOOHPT3,

sudo /Applications/Gravio HubKit 4.app/Contents/Resources/gssosx/zigbeefirmwa

reupdate -f <path>/vV0.9.2.bin -d /dev/cu.usbserial-DOOOHPT3
DOOOHPT3 should be replaced with the actual device name you are using.

Please use the firmware update once the update is finished. Also, the sensors already paired together
can be used as they are (the pairing will be maintained).

2. When using Windows
Prepare a Windows environment in which Gravio HubKit4 is installed.

Plug the Zigbee dongle into the Windows USB port and launch PowerShell.
Insert the dongle with the Gravio logo on top.
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~ ._‘l. YOSHIYUKIKIAF39

> s DVD/CD-ROM K517
> @ IDE ATAVATAPI T/ hO-5-
> i AFAAOANBEUE S
> @ nxs
> Fh-F
> B aypa-4-
> W BYYREFA, BEUS-L IV RO-5-
> BB YATLFIMA
> @ Y-
> B YIbII7 FIMA
> - TAAY 517
> 0@ FAATLA 7HTH-
> @ RykD-2 PITH-
> @ IFY
> 1YY AYF-TIMATIHA
> A TUys-
> [ 7otvy
v @ K-k (COM & LPT)
@ USB Serial Port (COM3)
B vorLzOBNORAYTIVT FIAR

Generic USB Hub

Intel(R) 82801FB/FBM USB Universal Host Controller - 2658
Intel(R) 82801FB/FBM USB2 Enhanced Host Controller - 265
Renesas USB 3.0 eXtensible Host Controller - 1.0 (Microsoft
USB Composite Device

USB Composite Device

USB Root Hub

USB Root Hub

USB Serial Converter

USB JL— /\T (USB 30)

USB ERIY -k

USB ERRIH -1

USB ENRIY -1

> F ERIF1-

> S RiEEIVO-5-

USB Serial Port (COM3)0F0/(7 4 X
24 K-toRE FSU- @ ARUE

g USB Serial Port (COM3)

o4 FTDI

Bt 2017/08/16

JAE 212280

TIINERE: Microsoft Windows Hardware Compatibility
Publisher

F34/X-DF£H0) AYAM-ENTWBFFA - TPV D e R R LE
7,

RI1/-DEHP) IOTIAADRFAN-EEHLFT,

S RS- DB T ARG &, LTI
SRR e RLET

TIMAREINICTEOD) FIAAEEMICLET,

FIMADTIAYAR=IU)  YATLOSTIHAET VAV AM-ILET @E).

oK Fevtl

Launch Device Manager and see the COM port (COM and LPT) of the Zigbee dongle. In the example,

let's say COM3.

In Powershell or CMD.exe

cd "c:¥Program Files¥GravioHubKit4"

and change the current directory by typing

.¥ZigbeeFirmwareUpdate.exe -f <path>/V0.9.2.bin -d COM3

Replace COM3 with the actual COM port you are using.

The firmware will be updated when the update is finished and you can use it. Also, the sensors you have
already paired can be used as they are (the pairing will be maintained).
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13.8. How to set up the Panasonic i-PRO
Camera for Motion Detection, Congestion
and Alarms

The camera used is the WV-S1135V for i-PRO camera settings.

Access the WV-S1135V camera’s web page to open the settings. Please refer to the i-PRO manual for
instructions on how to use the WV-S1135V and how to operate the web page.

R Wy-51135V
SAJE Bl 3 VIhoz7ER BERTS1—0 =3 dairg
-sREIRY 7 b7 NASENT =S
VI bz 7ER HEIDES
BERTT21-)L
=m0y HROMBE 83400 kbytes
AI-VMD BRAMEE 42400 kbytes
ATEZERA
SDK/ (3> 1.70
HATARTE EICESIISEE 2.36
+EK RAMBEBHRE— R Don ® off
+HRIR/ER
OAFRII=>
+73—A S e o w2 <
- RAMBEBIFEE— RZONCRET 3 &, SDXEU—A— FADORERERBETER<RNET.
+1—H-—EE - BRAMBE1151200 kbytesH FOSERBOMCTEEHA-
+Rw hO—2 - RAMBBITEE— FZONCRET ILBOSDIHAELEY I MIT PRI TRUIRLZSEU T ZEL.
- SETIEROSES
+2TTa1-)L hitps://cwe.i-pro.c I latform-list
e SRS T RADEE
+U’T‘ IS https://i-pro. lobal, latfc
HR—
S=za> 321
aRs AR : 208
==3> 1.61

Al Motion Detection

To use Al motion detection, you need to install AI-VMD (WV-XAE200WUX) on the camera.
Please use version 3.2 or higher.

For Al motion detection settings that detect Al-recognized actions, count function settings, detailed
settings, etc., please refer to the i-PRO manual for how to set up on the i-PRO side.

To integrate with Gravio, open the count function settings screen.

Please register the URL of Gravio’s i-PRO settings screen for HTTP transmission.
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ALVMDREEE | _QE-FER > QABSEARE > 0N MEERE > OBRERE > ORFViI-ILRE > OFS—LRE

BHSAETAVTUTIE. TNTNBASHFETRETIET, N T

Ee ARMPBAS A EERT SRS | BALRS &S CEAREL T IR, FAvEE HTTPRE MQTTEE S
NOY MEREHTTPTASY —) (—([CEET BN TEET.

HTTPOZEREIE. B> 5 DT RERBECOR FaLL

EfE%L EE
EEETRLR [
2EH/(RZ [liprofinfoWV-XAE200WUX m
ssL ®on Ooff
EESH— NES [29448  (1-65535)
12 T
)R- T
(BRI
E{EE2 (w1
EEAPELR Y E
—— wrepecunng I
SsL Oon off
= E

Al Congestion Detection

To use Al congestion detection, you need to install WV-XAE207W on the camera.
Please use version 1.6 or higher.

For basic settings that detect Al-recognized actions, MQTT transmission settings, detailed settings, etc.,
please refer to the i-PRO manual for how to set up on the i-PRO side.
To integrate with Gravio, open the HTTP transmission screen.

Please register the URL of Gravio’s i-PRO settings screen as the transmission destination.

23 HTTPR{E MQTTX{E B

DO MRREHTTPTASY —) (—CEBT 3T &N TRET.
HTTPOEER®E(Z. S8 > 5D T UBEZTERZEL.

BEEL ZE
zam7LA —
e
ssL ®@on Ooff
EET- BT (29448 J(1-65535)
2-Y-% [ ]
JZO-K [ ]
EamR
#EE2 O 2@
EEEPRLR Ea
EERRE JAIOccupancyDetectionAy -
ssL on off
EERA-NES 443 (1-65535)
a-¥-2
JRI-K
EEMR Smin v

Alarms

Alarms are set up from the menu to set the motion detection area for the alarm and open notifications.
Please register the URL of Gravio’s i-PRO settings screen for HTTP alarm notifications.
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13.9. How to obtain an API Key for OpenAl

To use the OpenAlCompletion, OpenAlChat, OpenAllmage, OpenAlAudio components, please create an
account with OpenAl and obtain an API Key.

1. Creating an account

Sign up from the “Sign Up” at the top right of the here OpenAl’s site.

2. Confirming the Organization Id
Log in with the account you signed up for on the OpenAl’s site.
Open the Manage Account menu of your account.

@ Overview Documentation  APIreference  Examples  Playground

ORGANIZATION

Organization settings

@ Personal ©®
Settings Organization name

Human-friendly label for your organization, shown in user interfaces
Usage

Personal

Rate limits
Members Organization ID

Identifier for this organization sometimes used in API requests
Billing

USER

API keys

When you select Setting from the left menu, the Organization ID will be displayed on the Organization
settings screen.

You will use it in the Organization Id property of each component.To use the OpenAlCompletion,
OpenAlChat, OpenAllmage, and OpenAlAudio components, you need to create an account with OpenAl
and obtain an API Key.

1. Creating an account

Sign up from the “Sign Up” at the top right of the OpenAl’s site here.

2. Checking the Organization Id
Log in with the account you signed up for on the OpenAl site.

Open the “Manage Account” menu of your account.
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@ Overview Documentation APTI reference Examples Playground

oA Organization settings
b Personal ®
Settings Organization name
Human-friendly label for your organization, shown in user interfaces
Usage
. Personal
Rate limits
Members Organization ID
Identifier for this organization sometimes used in API requests
Billing
USER

API keys

When you select “Settings” from the left menu, the “Organization ID” will be displayed on the
“Organization settings” screen.

This will be used in the “Organization Id” property of each component.

3. Obtaining the API Key

When you select “API keys” from the left menu, the “API keys” screen will be displayed.

API keys

Your secret API keys are listed below. Please note that we do not display your secret API keys again
after you generate them.

Do not share your API key with others, or expose it in the browser or other client-side code. In order to
protect the security of your account, OpenAI may also automatically rotate any API key that we've
found has leaked pubilicly.

NAME KEY CREATED LAST USED ©®
sk-. .. s W
sk-... s w
sk-. .. V)

+ Create new secret key
Default organization

If you belong to multiple organizations, this setting controls which organization is used by default
when making requests with the API keys above.

Personal

Note: You can also specify which organization to use for each API request. See Authentication to learn more.

Press the “Create new secret key” button and create it by specifying the “Name”.

The “KEY” will be used in the “API Key” property of each component.

You have now obtained the APl Keys for OpenAl.
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3. Obtaining the API Key

When you select API keys from the left menu, the API keys screen will be displayed.

API keys

Your secret API keys are listed below. Please note that we do not display your secret API keys again
after you generate them.

Do not share your APT key with others, or expose it in the browser or other client-side code. In order to
protect the security of your account, OpenAI may also automatically rotate any API key that we've
found has leaked publicly.

NAME KEY CREATED LAST USED ©
sk-... s w
sk-. .. /s W
sk-... s w

+ Create new secret key

Default organization

If you belong to multiple organizations, this setting controls which organization is used by default
when making requests with the API keys above.

Personal

Note: You can also specify which organization to use for each API request. See Authentication to learn more.

Press the Create new secret key button and specify a Name to create it.
You will use the KEY in the APl Key property of each component.

This is how you can obtain OpenAl’s API Keys.
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13.10. How to use Text2SQL to create SQL
from Prompts

The TextSQL function provided in the database-related components is a feature that can generate SQL
statements from Japanese input into the prompt to get the data you want using the ChatGPT function of
OpenAl. In order to use the TextSQL function, you need to obtain the APl Key and Organizationld from

OpenAl in advance. Please check here on how to get them.

1. Preparation

Please get the API Key and Organizationld from OpenAl. Then, set the properties in each database-
related component so that you can correctly connect to the database.

2. Selecting a Table in Text2SQL

When you press the Text2SQL button, the Text2SQL panel will open.

Text 2 SQL X
Which tables would you like to include?
The more tables you select, the worse peformance may be.
Select All Deselect All
Selected Table Name Column 0 Column 1 Column 2 Colum
Customers customer_id first_name last_name email
users id name email active
Cancel Next

3. Generating SQL Statements from Prompts

When the Text2SQL panel opens, if you can connect to the database correctly, the tables will be
displayed in a list, so select the table you want to use.
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When you press the Next button, the prompt input panel will be displayed.

Text 2 SQL X

ENTER PROMPT

UsersT-TINSRBFHD1ITERETS

Generate

@

GENERATED SQL

SELECT * FROM users ORDER BY id DESC LIMIT 1

Enter the data you want to get in Japanese in the prompt. When you press the Generate button, the
generated SQL statement will be displayed in GENERATED SQL.

When you press the Test Query button, a panel for executing SQL and getting data will be displayed.

When you press the Accept button, the generated SQL statement will be copied to the SQL property of
the component.
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13.11. Setting up Google Cloud Storage

The following is an example configuration of how to send and receive files to and from Google Cloud
Storage using the GCS Upload/Download component.

Configuration flow
Follow the steps below to configure the settings on the Google Cloud Platform
1. create a service account in IAM and create and download a key file.

2. connect the service account created in 1. as an authority to the bucket in Google Cloud Storage, and
specify “Storage Legacy Bucket Owner” and “Storage Legacy Object Owner” as roles.

In the case of GCSDownload component, specify “Storage Legacy Bucket Read” and “Storage Legacy
Object Read” as roles.

3. For the GCS Upload/Download component, specify the bucket specified in 2. and the key file specified
in 1.

Advanced Preparation

Create a bucket in Google Cloud Storage in Google Cloud.

Create a service account in the Google Cloud console

Go to IAM and Administration from the Google Cloud console and create a service account.

Google Cloud  $e Gravio-Test-2022-04 v Q Search Products, resources, docs (/) ® a @

9 1AM & Admin Service accounts + CREATE SERVIRE ACCOUNT W DELETE +2 MANAGE ACCESS C REFRESH [E) HELP ASSISTANT @ LEARN
2 |AM . " q "
Service accounts for prgfect "Gravio-Test-2022-04
©  Identity & Organization A service account represents agfoogle Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more about service accounts
) Organization policies can h€ used to secure service accounts and block risky service account features, such as automatic IAM Grants, key creation/upload, or the creation of service accounts entirely.
9, Policy Troubleshooter Learn more about servigfaccount organization policies
E  Policy Analyzer
= Filter Enter property name or value o m
B  Organization Policies
m Email Status Name N Descrintion Kev ID Kev creation date OAuth 2 Client ID @ Actions

Set the Service Account Name and Service Account ID.
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Google Cloud 8¢ Gravio-Test-2022-04 v

e IAM & Admin & Create service account [S] HELP ASSISTANT
2  |AM
© Service account details

©  Identity & Organization Service account name

[ Gravio-Service| m l
* RelicyTioubleshaoter play name for this service account
=} Policy Analyzer ﬁwice account ID *

{gravio-service X C ]
B  Organization Policies /

Email address: gravi i io-test-2022-04.iam i com @
o3 Service Accounts

{ Service account description ]
= Workload Identity Federat... Describe what this service account will do
Y Labels

CREATE ANQ CONTINUE
» Tags —
% Settings Grant this service account access to project
@  Privacy & Security (O ptional)
\
@ Identity-Aware Prox; A s .
= Y Y © Grant users access to this service account (optional)
2  Roles
m CANCEL

= AuditLogs

Allow this service account to access the project and “Allow users to access this service account” are optional,
so do not specify anything and click “Finish” to save the settings to display them in the list.

Google Cloud 8¢ Gravio-Test-2022-04 v

e I1AM & Admin Service accounts -+ CREATE SERVICE ACCOUNT @ DELETE +2 MANAGE ACCESS C REFRESH [E) HELP ASSISTANT @ LEARN
+2  |AM . . " : "
Service accounts for project "Gravio-Test-2022-04
=) Identity & Organization A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more about service accounts.
. Organization policies can be used to secure service accounts and block risky service account features, such as automatic IAM Grants, key creation/upload, or the creation of service accounts entirely.
9, Policy Troubleshooter Learn more about service account organization policies.
E  Policy Analyzer
= Filter Enter property name or value o m
B  Organization Policies
D Email Status Name 4 Description Key ID Key creation date OAuth 2 Client ID @ Actions
C| Service Accounts
E  Workload Identity Federat...
'S Labels D oF gravio-service@gravio-test- (V] Gravio- No 112471924940682938540 :
2022- Service keys [u]
Tags 04.iam.gserviceaccount.com X

Enabled
Settings / -

Select “Manage Keys” from the operations.
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est-2022-04 ¥

B 1AM & Admin

oD ® ;O

Select “Add a key”

IAM

Identity & Organization
Policy Troubleshooter
Policy Analyzer
Organization Policies
Service Accounts
Workload Identity Federat...
Labels

Tags

Settings

Google Cloud

Service accounts 4+ CREATE SERVICE ACCOUNT W DELETE +8 MANAGE ACCESS C REFRESH [E) HELP ASSISTANT @ LEARN

Service accounts for project "Gravio-Test-2022-04"

A service account represents a Google Cloud service identity, such as code running on Compute Engine VMs, App Engine apps, or systems running outside Google. Learn more about service accounts.

Organization policies can be used to secure service accounts and block risky service account features, such as automatic IAM Grants, key creation/upload, or the creation of service accounts entirely.
Learn more about service account o

) policies.
= Filter Enter property name or value o m
O email Status Name 4 Description Key ID Key creation date OAuth 2 Client ID @ Actions
D o3 gravio-service@gravio-test- (V] Gravio- No 112471924940682938540 §
2022- Service keys [n]
04.iam.gserviceaccount.com X

Enabled

est-2022-04 ¥

mb® ;O

IAM & Admin

IAM

Identity & Organization
Policy Troubleshooter
Policy Analyzer
Organization Policies
Service Accounts
Workload Identity Federat...
Labels

Tags

< Gravio-Service [E) HELP ASSISTANT

DETAILS PERMISSIONS KEYS METRICS LOGS

Keys

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading service account keys and instead use the Workload Identity
Federation . You can learn more about the best way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new ke
1N Y Key creation date

Upload existing key

Key expiration date

Create the key type as “JSON”.
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Create private key for "Gravio-Service"

Downloads a file that contains the private key. Store the file securely because this key

Recommended

O P12

For backward compatibility with code using the P12 format

CANCEL CREATE

When created, the key file will be downloaded to your PC.

Private key saved to your computer

A gravio-test-2022-04-edff01af759%e.json allows access to your cloud resources, so store it securely. Learn more best practices

Y

Set the service account as a principal in Google Cloud
Storage

Set the service account created in IAM and Administration as a principal in Google Cloud Storage.

Make sure you have a bucket. If you don’t have one yet, create one:
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= Google Cloud 8 Gravio-Test-2022-04 v

ml:ll Cloud Storage & Create a bucket [Z) HELP ASSISTANT <l
@  Buckets
* Name your bucket Good to know
fifi  Monitoring Pick a globally unique, permanent name. Naming guidelines B Location pricing
& Settings Storage rates vary depending on the storage class of your data and location
2 [ gravio-bucket| l of your bucket. Pricing details
Tip: Don'tinclude any sensitive information Current configuration: Multi-region / Standard
v LABELS (OPTIONAL) Item Cost
us (multiple regions in United States) $0.026 per GB-month
CON:NUE With default replication $0.020 per GB written
* Choose where to store your data DM ENOUR MONTHIC Y

Location: us (multiple regions in United States)
Location type: Multi-region

* Choose a storage class for your data

| Default storage class: Standard

Select the bucket to read/write from the Google Cloud Storage browser menu and select “Create” for the
principal from “Permissions”.

= Google Cloud
:-m Cloud Storage & Bucket details C REFRESH [=) HELP ASSISTANT @ LEARN
asia (muiupie regions in Asia) Stanaara NOT public None
&  Buckets
po . OBJECTS CONFIGURATION PERMISSIONS PROTECTION LIFECYCLE OBSERVABILITY [N
&4 Monitoring
& Settings Understand your bucket health X

Public access Access control with a customizable dashboarc ciose callout

Gain visibility into the performance, availability

Not public Uniform: No object-leve and health of your buckets,

This bucket is not publicly accessible since public access is being 90 days left to change this S€

p d. B of this iction, objects cannot be publicly

shared over the internet. Learn more All object access is controlled by bucket permissions and objects
D cannot have their own access control lists (ACLs). To allow per-

Principals restrigted from bucket access: object access, you can switch to fine-grained access within 90 days.

allUsers, allAuther§jcatedUsers Learn more

REMOVE PUBLIC ACGESS PREVENTION

N

Permissions  +& GRANT A(:csssk -2 REMOVE ACCESS

SWITCH TO FINE-GRAINED

VIEW BY PRINCIPALS VIEW BY ROLES

= Filter Enter property name or value 7] m
D Type Principal 4% Name Role Inheritance

M e Fditare of nraiect aravin-tect-2029-04 Starane | anacy Rucket Owner -

Enter the service account you created above in the “New Principal” field.

Add “Storage Legacy Bucket Owner” and “Storage Legacy Object Owner” to “Roles” and save.
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Grant access to "gravio-bucket"

Grant principals access to this resource and add roles to specify what actions the
principals can take. Optionally, add conditions to grant access to principals only when a
specific criteria is met. Learn more about IAM conditions

Resource

& gravio-bucket

Add principals

Principals are users, groups, domains, or service accounts. Learn more about principals
in IAM

New principal
gravio-service@gravio-test-2022-04.iam.gserviceaccount.com € o

Assign roles

Roles are composed of sets of permissions and determine what the principal can do
with this resource. Learn more

Role * 1AM condition (optional) @ -
Storage Legacy Bucket Owner v ] + ADD IAM CONDITION [ ]
Read and write access to existing

buckets with object

listing/creation/deletion.

Role 1AM condition (optional) @ -
Storage Legacy Object Owner - + ADD IAM CONDITION ||

Read/write access to existing objects
without listing.

+ ADD ANOTHER ROLE

SAVE CANCEL

X

Save the new principal and it will appear in the list.
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Bucket details

CUNFIGUKAITIUN FEKMISSIUNS

Public access

Not public

This bucket is not publicly accessible since public access is being
prevented. Because of this restriction, objects cannot be publicly
shared over the internet. Learn more

Principals restricted from bucket access:
allUsers, allAuthenticatedUsers

REMOVE PUBLIC ACCESS PREVENTION

issions +8 GRANT ACCESS -2 REMOVE ACCESS

VIEW BY ROLES

= Filter Enter property name or value

0o

(]
8

—>0=

F3 Manage Resources

a =

¥  Marketplace

Type Principal

Editors of project: gravio-test-2022-04

gravio-service@gravio-edge.iam.gserviceaccount.com

gravio-ser\*:e@gravw-test-2022-04.|am.gserviceaccount.com

Owners of project: gravio-test-2022-04

Configuration in the Google Cloud Console is finished.

Copyright © 2023 ASTERIA Corporation

FRUIECIIUN LIFECYCULE

C REFRESH

[E) HELP ASSISTANT

UBSERVABILITY L3y

Understand your bucket health X

Access control with a customizable dashboard

Gain visibility into the performance, availability

Uniform: No object-leve and health of your buckets.

90 days left to change this S&

All object access is controlled by bucket permissions and objects
cannot have their own access control lists (ACLs). To allow per-
object access, you can switch to fine-grained access within 90 days.
Learn more

SWITCH TO FINE-GRAINED

Gravio-Service

Role Inheritance

Storage Legacy Bucket Owner Va
Storage Legacy Object Owner

Storage Legacy Bucket Owner V4
Storage Legacy Object Owner

Storage Legacy Bucket Owner Vd
Storage Legacy Object Owner

Storage Legacy Bucket Owner Va

Storage Legacy Object Owner

@1 LEARN
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13.12. How to set up AWS loT MQTT

This guide takes you through the steps to use AWS loT with MQTT

Create and Download the Certificate

Open AWS IoT, select “Certificates” in the left menu “Security” and click “Create Certificate”.

AWS loT X AWS loT > SEHHE

=

FIOTAET A

» Connect /\
> EE

> ZU—kNT

» Greengrass \\/

> TAVLRER
v 22l
HEEAE o R
RUy— ifCEIEEH%b\%DiﬁA/c
A AAERET/ OtF 1 7 REREELT 2DICRIEET,

O—=)ILTAU7 R

A=y 5 Y EWEERT S

> B5t
» ACT
» FAK

Select 1-Click Create Certificate (recommended).

AWS loT > FEEA%E > FEREBZEERT S

AREZFT %

FEEAEIE. AWS loT ANDT/NA A DA RIS B2 ICEBIhET.

1-Click FERAEERL (HE22)
AWS loT DRI EEAUTHRE, NTY v I F— 771 hF—ZERLET,

AEFAEE(ER

CSR (T &2 1ER

FELTNE 7 FAR— hF—CEDVWTEEDFHEELY Y TR~ (CSR) 27 v 70 L CSRIC&BIERL
—RUET,

BRHLOMAEZERT 2
CARERIBE L. 1 DM EDT/\ RIIMEDERBEEBL X,

R E

Once the certificate is created, you will be able to download 3 certificates, download all of them.

Note that no public key will be used.
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Select “Download” to download the certificate for the Amazon loT root CA.

NSO 7AINEY I YO—RUT, REB/BIAICREFELET, AABEVWOTHEIMBTEXRIN, ZOR—IERALZE, TTIR—hF—
BLONT Vv I F—ZRBTERBDET,

TINA RZEFT B ICE. ROBHEEYVYO—-RLET,

ZOE/ DIEE b2agfa28df.cert.pem Fovo—K
TV Yo F— b2a8fa28dfpublickey ¥ orO—R
TSAR—KF— b2agfa28df.privatekey 4T O—K

Ffc. AWS 10T DJL—h CAZY VY O—RIZBEHHB DX,
AWS loT DJL— bk CAY D >O—k

"Mk

Frotll %Y I—%TFIVF

Click on the link RSA 2048 bit key : Amazon Root CA 1 to view the certificate and copy and paste the
text into your editor.

v

v

v

v

-

AWS loT Core X

CA certificates for server authentication

Depending on which type of data endpoint you are using and which cipher suite you have negotiated, AWS loT Core

What is AWS loT?
server authentication certificates are signed by one of the following root CA certificates:

Getting started with AWS loT Core
Connecting to AWS loT Core VeriSign Endpoints (legacy)
AWS loT Tutorials « RSA 2048 bit key: VeriSign Class 3 Public Primary G5 root CA certificate 2
Managing devices with AWS 0T

Amazon Trust Services Endpoints (preferred)
Tagging your AWS loT resources
Security

@ Note

Security in AWS loT You might need to right click these links and select Save link as... to save these certificates as files.

Ll

Authentication

Server authentication

» Client authentication

RSA 4096 bit key: Amazon Root CA 2. Reserved for future use.
» Custom authentication

ECC 256 bit key: Amazon Root CA 3 [2.

» Authorization

ECC 384 bit key: Amazon Root CA 4, Reserved for future use,

v
.

Data protection
These certificates are all cross-signed by the Starfield Root CA Certificate [3. All new AWS loT Core regions,

beginning with the May 9, 2018 launch of AWS 10T Core in the Asia Pacific (Mumbai) Region, serve only ATS
certificates.

v

Identity and access
management

Logging and Monitoring
Compliance validation

Resilience

Server authentication auidelines



MIIDQTCCAimgAwIBAgITBmyfz5m/jAo54vB4ikPml jZbyjANBgkghkiG9w0OBAQSF
ADASMQswCQYDVQQGEwJVUzEPMAOGA1UEChMGQW1hem9uMRkwFwYDVQQODEXBBbWF 6
b24gUm9vdCBDQSAXMB4XDTE 1MDUyN jAWMDAWMFOXDTM4 MDEXN zAWMDAWMF owOTEL
MAKGA1UEBhMCVVMxXDzANBgNVBAOTBKFtYXpvbjEZMBCGALUEAXMQQOWlhem9uIFJv
b30gQ0EgMTCCASIWDQYJKoZ IhveNAQEBBOADggEPADCCAQOCYggEBALJ4gHHKeNX j
ca9HgFB0fW7Y14h29J1091ghYP10hAEvVrAItht0gQ3p0sgqTONroBvo3bSMgHFzZM
906II8c+6zf1tRn4SWiw3te5djgdYZ6k/oI2peVKVuRF4£fn9tBb6dNgcmzUSL/qw
IFAGbHrQgLEm+a/sRxmPUDgH3KKHOVj4utWp+UhnMJIbulHheb4mjUcAwhmahRWa6
VOujw5H5SNz/0egwLX0tdHA114gk957EWW6 7c4cX8jIGKLhD+rcdgsq08p8kDilL
93FcXmn/6pUCyziKrl1A4b9v7LWIbxcceVOF34GEfID5SYHIOY/QCB/IIDEgGEW+0yQOm
jgSubJrIgg0CAWEAAaNCMEAWDWYDVROTAQH /BAUWAWEB /zAOBgNVHQ8BAf8EBAMC
AYYwHQYDVROOBBYEFIQYzIUO7LwM1JQuCFmcx7IQTgoIMAOGCSgGSIb3DQEBCWUA
A4TIBAQCY8]jdaQZChGsV2USggNiMOruYoubr4lK5IpDB/G/wkjUu0yKGX9rbxenDI
US5PMCCjjmCXPI6TS53iHTfIUJrU6adTrCC2gJeHZERxh1bI1Bjjt/msv0tadQlwUs
N+gDS63pYaACbvXy8MWy7Vu33PqUXHeeE6V/Ug2V8viTO96LXFVKW1IbYKEUIOVY
o/ufQJVtMVT8QtPHRh8 jrdkPSHCa2XV4cdFyQzR1bldZwgJcImApzyMZFo6I06XU
5MsI+yMRQ+hDKXJioaldXgjUkK642MAUwtBV8ob2xINDd2ZhwLnoQdeXeGADbkpy
rgXRfboQnoZsG4g5WTP468SQvvG5

Configure the Policy

Next, configure a policy: open AWS |oT, select “Policies” under Safety, and click “Create Policy”.

YUY —RBFEREERENTVWE A,

AWS loT /R ¥ —(E, AWS loT UV =R (ZOMDE/. MQTT hEw 7, T/ X, Thing Shadow 2 &) ND 7V £ XFFA] =€/
[NE=AVESC M

AWS loT RY>—

Enter a name for the policy, enter “iot:“ for the action, “” for the resource ARN, check “Allow” for the
effect and click “Create”.
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Y Y —DER

RUY—%ERLT, RAFI/ Y3 >0ty hEFEHELET, 1 2LUEOVY—Z(E/. hEYI, NEYI TN —) DT IV 3 v EERTE
F£9, 10T RYY—DFMAICDONTIE, TAWS 0T /KU =D RF 2 XY hR—Y) ZBRBULTES L,

e

gravio_mqtt

AT —hXAY BN
RS =X, VY —RATRITTES 7Y 2 VOBEEEELET, 7RAVZARE—R

Fovay
iot:*

Y —Z ARN

MR
#A L ER

AT— XY NEEM

The policy has been created.

AWS loT REEAE b2a8fa28df81a1e752709cafc0b7a6a8d0c91d8563a155086b9edfdd3b352b61

b2a8fa28df81a1e752709cafcOb7a6a8d0c91d8563a155086b9edfdd3b352b61

Fo747

Fovay -

B2 RYUY—
| Avs-
£/ gravio_mqtt

Associating a Policy with a Certificate

Select “Certificates” under Safety and click on the certificate you created.
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FEEAE ORER
£ RAT—H R
b2a8fa28df81a1e752709cafcOb7a6a8d0c91d8563a155086b9edfdd3b352b61 FOTFAT

Select the action and click on “Attach Policy”.

AWS loT AEERE b2a8fa28df81a1e752709cafcOb7a6a8d0c91d8563a155086b9edfdd3b352b61

b2a8fa28df81a1e752709cafcOb7a6a8d0c91d8563a155086b9edfdd3b352b61

FIT47 s
Fovav -

- 47
| = SERAZ ARN 2l
HWOHEL

FEBAE D Amazon )Y —AR—L (ARN) IFC OFEAEZ —RBICHIIL £ 9. FHEIRIE5

arn:aws:iot:ap-northeast-1:565210943228:cert/b2a8fa28df8lale752

RUY—DFEyF
T E/ETEYF
Fora—R
RiTH EIES
OU=Amazon Web Services O\=Amazon.com Inc. L\=Seattle ST\=Washington C\=US
&
CN=AWS loT Certificate
{ERE
108 07, 2021, 10:01:42 (UTC+0900)
B
10A 07, 2021, 09:59:42 (UTC+0900)
BEMHRE
1K 01, 2050, 08:59:59 (UTC+0900)

Check the policy you just created and click “Attach”.

AEAEICRYY—&E T I v F TS

RUS—F, ROFEFELTT v FENET,
b2a8fa28df81a1e752709cafcOb7a6a8d0c91d8563a155086b9edfdd3b352b61

1 DM EDRY 2 —7%ER
Ry —DB%

gravio_mqtt KRR
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Check the Entry Point

Check the MQTT publish and subscribe entry points.
Click on the “Settings” menu on the left. Endpoints will be displayed and use this one.

AWS loT RE

BRE

FINAATF—=HIVYRRAL YN ]

FIARIE PHAIYRDTFINART—Y TV RRA Y M EERLT AWS ICERETE X T,

BE/ICIE. TOITY RRA > N THERTEER RESTAPI BB D T, MQTT V54 7> k& AWS loT 7/ Z SDK [4

HIDIVRRI Y b EFERLET,
IVRKRIY K
s.iot.ap-northeast-1.amazonaws.com

After confirming the settings up to the endpoint, the configuration in AWS loT is finished.

MQTTPublisher configuration in Gravio Studio
In Gravio Studio, set the MQTTPublisher properties as follows

» Topic can be any value.
+ Client ID is a unique value.
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Step 1 ATYTOEN
MQTTPublish

+

== Properties

Z£RTF0F1EvH (cp.BaseProperty)
I (#0L) v ‘
NS (cp-Topic)
‘ graviotopic ‘
73517 MD (cp.Clientld)
‘ gravio1| ‘
QoS (cp.QOS)
l QoS 0 N ‘
D Retain (cp.Retain)

URL is “ssl://” followed by the entry point.
The port is “8883” and the username and password are left blank.
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= Properties

URL (cp.URL)

ssl:// ‘
R—-k (cp.Port)
‘ 8883 ‘
1-44% (cp.Username)
NVUE (cp.Password)

| |

Select the downloaded files for the certificate, private key, and root certificate. Leave the private key
passphrase blank.

== Properties

g ES (cp.Certificate)
IV ERIRT 2

g (cp.PrivateKey)
T %EEIRT S

WERENATIL-X (cp.PrivateKeyPassword)

I

J-hEEERE (cp.RootCA)
IV ERIRY 2

You are now set up to send data from MQTTPublisher to AWS loT’s MQTT.
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13.13. How to configure Azure loT Hub
(MQTT)

Here is an example of how to send messages to Azure IoT Hub (MQTT).

Preparations

Prepare a Linux or Mac to create a certificate.

Downloading the tools

To use a certificate in Azure loT Hub, please download the command line tools to your Linux or Mac
from here.
For Windows, execute the bash command from PowerShell and use bash.

Enter the following commands to create a certificate that can be pasted into the field.

Unzip the downloaded zip file and move to the tools directory.

cd <path>/azure-iot-sdk-c-main/tools

Give the tool execution permissions.

chmod +x ./certGen.sh

Creating a CA certificate

Run the tool to create a CA certificate.

./certGen.sh create root and intermediate

Creating a device certificate

Run the tool to create a certificate for the device.
./certGen.sh create device certificate <device id>

% is where you specify the device ID.

Create a public key for the device.
openssl pkcsl2 -in certs/new-device.cert.pfx -clcerts -nokeys -out <device 1
d>.crt

*If you are asked to enter a password, enter the password that is displayed on the screen.

Create a private key for the device.

openssl pkcsl2 -in certs/new-device.cert.pfx -nocerts -nodes -out <device 1
d>.key

*If you are asked to enter a password, enter the password that is displayed on the screen.

.crt and .key will be used in Gravio Studio.
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If you are using multiple devices, please create one for each device.

Creating an loT Hub in Azure

Log into Azure and display and create the loT Hub:

=1 >
loT Hub = X
+ O ea—ogE v O BH L cviersai-r Y sTusE< D 970EDYUT
BIRIUTY Y ROBEEZLW TAT YY—Z TN—7 ROBEZLWTRT X BH ROMEZLL FRT X Ty 70 Ly—0Em
TN—THetzL MEE T

E- I S N YY=ZTN—TF 1y BAR N HITRIUTvay 1y

\
RRI 3 loT \NT BHHEEA

AHRICERAR 10T 7y MM U, BRBLVERTEDL ST loT NTZERLET,

loT \T OEBL

loT Hub (B Y 2 AR ORR
TAYIRI— M TIAADSTLANYZRET S I

TAVIRI=RTIRAANSTLANIEEET S T

Create a new resource group. In the sample, we named it “iothub”.
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loT /\7

Microsoft

X XxXvbho—0 EE 57 HERELCER

AHRIZBRR 0T Py MoERL, ERBIVEETEE L3, loT NTEEBLET. FHHER

ZRY Y b O
FTAOAEDA N EERT BDICFERAI BV TRV TavERRLES, 7ANF—BREDVY - TIL—F2EHL
T, YUY —RADEBEEERETS CENTERT,

BITZA0UToav* (O l Azure subscription 1

L YY—Z TL—F* © |

FRAERL

AV RY 2 ZADFHM UY—R TI—TIE, Azure DY) 21— 3 v ICEhHE
TBVY—AERFIBHAYTH—TT,

v
V]
loT Hub % * @ :I
AV

-] >
| iothub \/|

o mEem

Enter the IoT Hub name. In the sample, we named it “gravio-mqtt”.
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loT /\7

Microsoft

BEX xxvbho—o BB §U EIELIOER

A+HEIE B R loT Py ML, ERELVEETESLSIC. oT/NTZERLEY. FlllFH

70Y 7 kO

FZOA L AR EBTET B LBIERT 2T IRV 7y ayERRULET, 7AW —LHBEDYY—A FIL—7%=ERL
T, VY —AQEBCEBEZTS>I &N TEET,

YTV TFvav* O l Azure subscription 1 v I

L UYY=ZTN=T* O | @) iothub v |
FTIRERL

AV AT AN

loTHub & * © l gravio-mqtt \/l

M © l Japan East v I

Specify the network.

loT \7

Microsoft

ERK xvbh7—o EE 57 BEIREIER

loT A&, /XTU YT RRASRBHTNIV v ZICERIE L, T3AR—F YRR Y hEFERLTTSAR—MNCERIDZ L ETEET,
SR

OB * (® KTy FOER
O F7514R—K PoER

0 ZOY—ZRPMERS NI, COREEEELRD., MOERAEEBRLIED T2 enTEET,

Specify the scaling level and units in Management. In the sample, we selected “F1:Free Level”.
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loT /\7

Microsoft

2R xybh7—9 BE 57 BERELCER

FRENOD loT NFICiF. BELANILOKEHOI -y bSO Y a v dahEd, LANLEIZy bMicL>T. 1 HIC

RETEZAVE—YVORKIA—FHIREDET, FHifl

AR=uyJ LRjLbEd=y

il ERT— LT T7* O [ F1: Free LU M
YUYa—3vIEE>2KELWIOT NTDLRILERBIRT BHEICDOWT

T A7 F1 Q1= b O @)
T NTZRAT—U VI TEBEGVWERELVLET, ——XMERLEBEER, B TINEEETEET,

Defender for loT @ A7

Microsoft Defender for loT I&, Azure loT Hub, loT Edge. 7/V-f ZICBEN S DREDHDBEMD L F—2 (N7 2@
BlOY—EATY, 2OY—EAILH U THERICESRENET, Defender for loT TRET—% ZLEL . loT Hub £I3E
R HWENRISFRICENYT 215808 D Y, FlIER

it e 2T =747 © F1 device-to-cloud X v t—3 @ "%
1BBED DAY E—Y © 8,000 A=Y N—F127 © ek
B&fbdaA 0.00 USD cloud-to-device A K @ k)
Defender for loT (D 23] loT Edge 5%

FINAAEE O a5

A=ILR—=2D7 7 Al

FOEAFAETILE Azure —ILR—XOF7 7 = Xl (RBAC) ODHiC, FicldHBF 7/ R KU ¥—& RBAC OEHED
FIREELEY, FllER

(O RBAC D&
(® #£B7 IR KU Y— + RBAC

A VRV ARDEREEET BT, loTHub T—% APl KR 27V EADBETY, UTOHREINZO0—/LZRRL
T APIADZ)L PO EAEEHEBFICHFTLTIREW, FI A0 (AM) ZFEAL T, ZTENRO-ILEZRT
EHTEFY, FHMER

(] T \T F—s #RtEREO—Licas£Bn Y2 O

FEEE
A=) 7

Device-to-cloud /{—F 1 ¥ 3> (O C

Confirm and create with the content of the settings.
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loT /\7

Microsoft

@ BTECHEHLE LT,

BEE xybho—uv BB 57 HERBICER

E= ¥

IR Tay Azure subscription 1
Y —R TI—7 iothub

PRI Japan East

loT Hub % gravio-mqtt

T4 PR — UHNNU—HEFE =40}

ry kT—7

EROBRL NKTVw o FoER
T4 R— bk T RRA > S 7L

BREXY NT—0 FUOLAEFHAT S Y

EE

R ERT—ITaF F1

loT AN Fl 1=y b8 1
1TABEDOAyz—Y 8,000
Device-to-cloud /\—7 1 ¥ 3> 2

B#»cboIdA b~ 0.00 USD

Defender for loT 3]

7

When the deployment is complete, “gravio-mqtt” will be created.
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&, gravio-mqtt-97105242 | 1% »

F7Oq0
[ % cmd+) | «  Wag ©Frver N EF7Oc L gova-k O sHonRCENR
o BE '—“7’ {‘I-L—l -
® F7O0/”ETLELE
E AH
e 7704 £: gravio-mqtt-97105242 FIsRESZI: 2022/9/7 10:52:44
= A . YT7AY T3y Azure subscription 1 B4 1D: e88c3b91-186b-4b67-8aoo-bssbf4cc0599E
Yy —2 J)L—7: iothub
B Fv7L—+
A EFOFE
yy—=2 2] N3 BRIEOEH
(] gravio-mqtt Microsoft.Devices/lotH... OK BEDFM
A ROFIRE

loT 7/« ZBimE R HEID
TIARA Xy =YV I DI —T 1 TRRADBR HEH®

Select “gravio-mqtt”, open and create the certificate.

R—L > loT Hub > gravio-mqtt

A gravio-mqtt | FEHE - x
loT Hub
Ip RHE (Cmd+/) | «

ZES5TTN\A ARAOHEE7 vy 7O—RUTERBLE Y, FilEHR

@ BHRIOTIL
B ozy @ FLvEmEEET Y IO-RI3L, HBNCTIRELRABTE XY GFOIREORBEEEINENT LICERL TR V), SHBEE
NTHE
+ em O sFpommicER
G HAFABHDOTY RKA >~

V. Xyte—Y —F4v7

E1) {ERR BB HBREIN YIV Ik YLTUY K R
B 707y 7O—K
ERDB D £ A
. Tz—A——
L4 =Vic >
EI vy
EF1UFABE

, D
HEF VAR Y—
“> Ry RT—=2

A e

In Add Certificate, enter the certificate name and specify the CA certificate created in the pre-
preparation. Set “Confirm certificate status at upload time” to On.
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R—Ls > loT Hub > gravio-mqtt - EEEH%a)iEJJu X
oo S
A gravio-mqtt | EERE
loT Hub
THEL* O
(£ o (cmd+) | « 55T RBEOEREE7 v 70— RUTERL T, BEHR [ gravio-matt-certs v
@ EH7AYSL
pem Ffcld .cer DIFFET 7 AL T, O
B oz - e — e . . N e — .
@ FLLEREET Y IO KT HL, ARNICEREERETE £T FEOEEROREEEESNG | "azure-iot-test-only. oot ca.certpem =
NTRE 7y 70— B EREORBEREFHcRETZ O

4+ em O BHomgcEs
G AHRAHDOITY KRSV~

V. xyte—Y —F1v7
£ {ERL B BF
B 7rqL0o7y7O—R
ERNBD FE Ao
. Zz—)bA——
It 7orF«
E] aovy
EFIUTARE
D
HEF UL RYY—

EEINEY

When you save the certificate, it will be displayed in the list.

R—LA > loT Hub > gravio-mqtt

A gravio-mqtt |

loT Hub

BRE

%II;

Ip 5% (Cmd+/) I «
@ BHIOTSL

Z55TTN\A ABADEAEET Y 70— L TERLE S,

- @ commBE FHTERTZBENRCS, BRNICRE R
Sh&EY, #®

YTV b

B ozy O FLLEEEET v TO—RTEL. ADNCERRERETE 5T GEOTBRORBREES AN £ICEEL TS, HEHE

NTHRE
+ e O BHOHRICER
G BHFRAHDTY RAKA >k
V. Xvte—YI—F4v7
Ex0) 1ERLER
B 77107y 7o—Rr
gravio-mqtt-certs 2001/1/1
R A
HLi4=VAe 1
E] avy
¥ UFARE
D
T O HEFIERARYY—
> Ry kD=2

A FmE

Open and create the device.
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jR—Ls > gravio-mqtt-97105242 | 4% > gravio-mqtt

—_

] gravio-mqtt | 7/\1 X »
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loT Hub
[0 5 (Cmd+/) |« loTHub OF/tr RERR, fisk MR EHLET,
X BE 7101 2%
POF4 T4 OY [ #7720 0AR
8o 7RI (AM)
$ 57 + e zosem

S HEEOBE R
IRY b+

C MseRT—I

FINA AER RRTZ 0T TINAZALBED £ Ao

&/ FNAR

© |oT Edge

2 s

@ BEFIOI54
B sy

O sxoEmcsEr ] 4

<> sTUEERLTRER

AEOREDE... BED... I7V..

The device ID is the ID specified in the device certificate. Select “X.509CA Signed” for the type of

authentication.

R—L > loT Hub > gravio-mqtt | 7/t R >

3 TINA ZDIEFS X
=
| O Awure 0T BEBRESNET/NA RETNA X AIOT TRRLET
FIRAZID* ©
[ doot v
RIEOEE O

(r—  x500 gEEass IR

ZOTINA % loT \TIEHRT 2 O

L

BFNAZ ©

BT IAZ2DHDEFEA
BT RORE

When you save the device, it will be displayed in the list.
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R—L > loT Hub > gravio-mqtt

o gravio-mqtt | 7/V\1 X % - %

loT Hub

(2 % (Cmd+/) |« 0T Hub O FUr RERR, AL MR EHLET.

X mE FNA 2%

B 7o7cE74 00 [ =erzporn

8 FU eI (1AM) <> sTUEFERLTRER
¢ 57 + Frerzomm O sEoRmcER [ M

L BEOBN &R

iy FRAZID ®iE HIEDREDEH REOES 559

C fHigERT—)L
doo1 Enabled -- CertificateAuthority 0

FINARER

m FNrR

© |oT Edge

g me

@ BHR/OVSA
B sy

Open the overview and record the hostname. The hostname is the entry point for the Azure loT Hub.

2 gravio-m 2 A %
:k gravio qtt
10T Hub
[ #% (Cmd+)) |«  sBnv T O snosmcER & 7<—Kvy
X BE
FUF4CF4 AT ~Ex JSON E2—
8o 7oA (AM) YV=2R JI—7 (%) : iothub KA A : gravio-mqtt.azure-devices.net
R . i it E X7 =T« 7 : F1- R
¢ 57 RIE : Active >
REDBH : Japan East loTHub 1=y k¥ : 1

L BEOBN @R
YT VT3> (BE) : Azure subscription 1

ARk
H$T2UUFvav D : fclebad9-8266-456d-bf0e-02512c9d0546
© MEERT—IL
Y7 (1BE) D HUEBMERIECZEIYYY
FINA REE
m| Frz
€ |oT Edge

Setting up the MQTTPublisher in Gravio Studio

Set the properties of the MQTTPublisher in Gravio Studio as follows.

Property name Description

Topic Specify “devices/” + device ID + “/messages/events/”. For example, “devices/d002/
messages/events/”

Client ID Specify the device ID. For example, “d001”

QoS (Leave as default)

Retain (Leave as default)

Timeout (Leave as default)

URL Specify the hostname following “ssl://”. For example, “ssl://gravio-mqtt.azure-

devices.net”
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Port

Username

Password
Certificate
Secret Key

Secret Key
Passphrase

Root Certificate
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Specify 8883

Specify the hostname + “/” + device ID. For example, “gravio-mqtt.azure-devices.net/
doo1”

(Don’t specify)
Specify the public key of the device created in the pre-preparation

Specify the private key of the device created in the pre-preparation

(Don’t specify)

(Don’t specify)

With this, the settings for sending data from MQTTPublisher to Azure loT Hub (MQTT) are complete.
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13.14. How to Register Azure Apps
(Microsoft365)

Here is an example of how to post an Excel file to Microsoft365 using the WriteToExcel365 component.
In order to use this component, you need to have a contract and prior setup with Microsoft365 for
Business and OneDrive for Business.

Preparing Microsoft365 for Business and OneDrive for Business

Please prepare a Microsoft365 account and log in to the Azure Portal. From the contract page, select
“Register App” to register your app.

IRTOY—ER > 7FUDER >

PIVIr—3>0&EH

* Al
ZOF 7=y ay01—F—AFRRA (RTEETEEY),

I gravioexcel N

YR—hSIhTWBT7HU Y NOEE

o Ydr AV VYL 2 3= I T )W NI Moo is B e AW e =L XY sk e

@ ZOBBT LY MU DRICEENBT AU b (Asteria Corporation D - V7 )L TFV K)
mT»ru TR TR A AD 7 AL R X oo
O FEROEBT ALYV NIROFTAVY N (EBD Azure AD T« L7 hY - RILFFF > K) EBAD Microsoft 77> s (Skype. Xbox %&
&)
O @AR Microsoft 7h > kD

BIRICET 254E...

US4 L7~ URI (BRERTAE)

A—HF—BAHIBRHTZ L. O URI CRIEBEZRLET. CORATOREFEHTLET, REEERTEEIH. FEALORIAYFUAT
ENBEERDET,

l Web v I I #lI: https://example.com/auth

After creating the app, open the details page and note down the Application ID and Directory (Tenant) ID
displayed. These values, along with your Microsoft365 account’s email address and password, will be
set in the properties of the WriteToExcel365 component.

FARTOY—ER > PTUORE

§i# gravioexcel = - X
2 WE (Cnd+/) & W s & rorgsyr B 7Lea-me
B omm

O DLERDIB L Merosoh 10 73 k74— (UISEERARI Anre AD) ERT 87 ¢ — I SR UOBBEC KL,
& Py T A=

# RAFLAFR

e gravioexcel FIAFLRORBME ERNERRS—I Ly DR
- o I JFLLD R R g URI il

= 75y

> F7Us=%a»IDOUR : 7 1> 10 URI @iBin
D BE

gra

HREE—TL vk
g Filkd GERDH

I h—zme
& APIOFHEANE O FLBREEZNETTUORRALSTE, FTUORM (LAY HSORMAEMRY BT LESRRTT &7 HEWH -
& APl OB
A © 2020 % 6 /3 30 EILUS. Arure Active Directory BUES 1 751 (ADAL) & £ TF Azure AD Graph K8 LUBIER & Si03 NE R A, FI=HIL H—h EEF2 )7« BEFOSS ASSROME
B r7uo-n ANETH, MEEN 0T TLRANE Rt A, P 7T -3 0 E, Micosoh BET 73 Y (MSAL &40 Microsoft Graph 07 % 77 L— K ¥ 2@ BEE0 &Y. HENE
&
& O-ILEWERE|TLEa— mE FEadvh
M| v=7zAk
" = P
b RS AT Microsoft ID 75w b 74 —LEERALTZ 7V r—a v RT3
B RITNLa—F v Microsoft ID 75 » k 7 —hld, BEY—ER, A=TFwY=32 S4T5Y, FFUS=—L a2 BEY—LTT, MRCES CBRORE
o e e YUa—YavOR. A ADFICALRN. 21— P LBEGY S SOANES ST ENTALT., HENHD
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Next, from the authentication menu, confirm that the type of accounts that are supported is “Accounts

only included in this organization

FARTOY—ER > PFUOER

5) gravioexcel | i #
[2 m® cmden «

B sy

& DAyl A¥—=h
W BEFVAFUH
wE
=

(]

BE
EBREz—Tlvh

Il k=2

APl @ F & ZFFE]

directory” and set “Allow public client flow” to “Yes” and save.

gravioexcel

X Em O Fa—FrtyonBDEE

O snmranid 7o—FResEERE RSN, o

FIw k7 —LlE

COPFUT—vavhiBRELTVWET Ty 7 A —LBLRTACALL ST, UFTL 2k URL. BEQCEERE. 75
wh7A—LIEHNOT ¢« L FG ERNRRLSDE L L ZREFRDET,

+ Iy rTa—LERN

H—tEhTWEPHY > OHSE

SOP T B L0 S D AP e S AL T DI T

AP D

FFY o=

oM op ¢

maE
O—JL& W | 72—
v=7zAk

Y=k + FSTNLa=F 122
& rIFNYA-T S

& wmuuwum—k UsIAL

(®) CORMT ¢ L7 - UDBCEERSF AT b (Asteria Corporation 0 - 7L FF ¥ k)

L e B o S e £ Ll

HIMR DAL T ORT.

A MR- R ENTUZMES BB RGES s, BEORRCRL TEAE Micosoft P75y R ENBICLELTE -

Fo BATHTY FEANCT EREFBLRA. ToT A ITF—ERALTANCTERT, heom
BUCH Y & IR

FMRE

KFUy 731F» 7O0-&HaT2 0

RDEANETAY by FOTO—EWHCTE:

* FAURLSTIL—»FFAL MAT-FERMTS (VY -ZAMAH0/TAT — FREWET 0—) WENE
* FoM—FRL (FIAR - K 70-) FENED
* A mEAD Windows @ 550 (Windows RERBEZ0—) BEWNE

Select “Add Platform” and choose “Mobile and Desktop Applications” for the platform configuration.

THRTOY—ER » FFUDER > gravioexcel

5) gravioexcel | ik #

£ W% (Cmd+/) | «
B s
B DAy d AF—}

# BREFLAFvR

wE  B® Ll P -1 T T

=]

Ty kT — Lk

CMFFVTr—2aviBRELTVET IR I A —LELRTIACAALL TR, UFTLYF UR. HEQEERE. 735
o b7 —LICHRO T« — L F R SRR SR L L S BEF B0 0T,

4 FFur7a—nERn

L]

-+

AR —2 v b

b= AREL

APl OF i AFH
AP DR
FFUO-
itk

O-LETRE| FLEa—

B woE e ¢

v=7zAk
Y=k + FIT NS 2=F A2
£ rEIN 2Ty

& wLuas—r uszar
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O EROHMFT < Lo FURDFADY b (ERD Azure AD 74 LI R Y - TLFFFYR)

N U DAL T DR,

A - R FhTOREN RN RS, EFORBCAL TEAN Micosoh P> FERBCLELTOR

2, SAFHOY R ERNHICT LWL EEWE, V2T AR IFF—SRALTABETIET, Theao
RERYT SHEME.

FRE

KAV s 9514Fwh 70-6KTTE 0

ROENANEFRY b 7O7O—EWNICT & [z D

o FFUVEE2TFL=YFFA L NMAT=FERRTS (VY —AMAHOCAT - FREME7 0 -) BENEC
o F—Al—FiEL (FIRAZ I-F 70-) WENED
¢ FAS YBMEHD Windows @ 550 (Windows SRS T 0—) WEMNE
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T2Yv N7 A—LDERK X

Web 7 7Uo— 3>

@ Web o SRS PTG = ey
Web #—/\— 7 FUsr—aviaEiL IS — 0S4 F7 NPTV —3
R, KRR+, 77O LET, NET, »EZOVLyYT Web 77U T—2 3
Java, Python VB LE T, Javascripts

ENAIINFIVr—2aveTFRINY T P FUr—v gy

% i0S F7z[d macOS |ﬁ| Android

Objective-C. Swift, Xamarin Java, Kotlin, Xamarin

ENANFFIVr—2avesTA
e T FPFIVr—v3y
Windows, UWP, O>%—JL, loT & A
HFIRTNA R, ¥Z72v o108 &

Android

Check the first item of the Redirect URI, enter “https://localhost” in the Custom Redirect URI, and press
the configure button to save.
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TARAI MY TETINA ZDER X

(IRTOTZY R TA—L JA4vY AF—bh  RFaxryhd

Y541 L%7 bk URI

A—H—REAECE U B ICRIENE (h—27 V) ZRT & ECFEL e LTEIFANS URL, IGE
URL &5MENnES., UF 1LY~ URl EHIRDFHEIEER

https://login.microsoftonline.com/common/oauth2/nativeclient |E

Ny . . B SUNTO
D msalc72660a2-791e-4378-b289-a2d23c212564://auth (MSAL D &) D

HRAILUEFCL2T K URI

4]

I l https://localhost

Next, from the manifest menu, set “oauth2AllowldTokenlmplicitFlow” and “oauth2AllowImplicitFlow” to
“true” and save.

FATOE—EZ > PTUOBR > gravioexcel

gravioexcel | ¥ =7z Ak £ -

O e (Cd+)) | 4 Sl wn X as T Fevo—F L #ovn-p D Fr—FIy TR B SR
R =n 0O 7rur—vasHERCERERELL,
& Ty A=

TOLF«5—£@ET2E, ISONEREMETBLTEOPYUr— 23 EBRTELT, BELDLTE, HTESALTIREL, Amre Ad

# BETVAFUH L2,
e 15 "informationalUrls”: {
16 "terms0fService”: null,
B 75k 17 "support”: null,
18 "privacy”: null,
D BE 19 "marketing”: null
N 20 b
ERRCS—sLyE 21 "keyCredentials": [1,
k= 22 "knownC LientApplications”: [],
23 “logelrl™: null,
2 APIOF 2EAKT 24 “lagoutlrl”s null,
25 name" s "gravme-xcel",
@ AP DEW 26 “pauth2AllowldTokenImplicitFlow": true,
27 “oauth2AllowImplicitFlow": true,
B Frvo-n 28 r
- 29 “pauthZRequirePostResponse”: false,
& 3 “pptionalClaims": null,
& O-LEWHE | FLE2— 31 “orgRestrictions": [],
32 “parentalControlSettings": {
M| <w=7zak 33 “countriesBlockedForMinors": [],
34 "legalAgeGroupRule®™: "ALlow"
Y=k ¢ SFNBa—F 35 b
36 "passwordCredentials": [],
P rIINE AT uy 37 "prefuthorizedApplications”s [1,
- 38 "publisherDomain": “handbooks.net”,
& wLwwm—kusIAL 39 "replylirlsWithType": [
40 {
41 Murl™: "https://localhost™,
42 “type™: "InstalledClient™
43 h
44 {
45 Hurl™: "https://login.microsoftonline. com/common/oauth2/nativeclient”,
46 “type": “InstalledClient™

Next, from the API permissions menu, click “Add Permission” and select “Microsoft Graph” from the
frequently used Microsoft APls.
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gravioexcel

= gravioexcel | APl D7 2 AFFR]  #

BT

B s

& TTyy AF—h

A WMEPLASE

e

= IsvE

D BE
EREEy—ZLw kb

M k—2me

= APl OF TR AKE

@ APl W

B oFruo-L

& muE

8. O-LEBEE| FLEa—

O mwomecEr | O To— Rty sABEES

O “ERgomBreE Rk, EROEFEFRRINET. KEL. I-Y-OMBR. FHEIARE. 1-Y—, FFUSELHAY T ITERT, O
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For APl permission requests, select “Delegated Permissions” and to select permissions, enter “File” and
the permissions “Files” will be displayed, so expand it and check “Files.ReadWrite” and press the

configure button.
