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Introduction

Akkadian Site Builder™ is is a day 1 provisioning solution for Cisco Unified Communications Manager
(CUCM). It’s a provisioning solution capable of quickly deploying new sites or dial plan configurations in
CUCM.
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1. Requirements and Limitations

The following sections provide information about the requirements that your system must meet, and
limitations that apply when you install or upgrade Akkadian Site Builder.
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1.1. Virtual Machine Requirements

Akkadian Site Builder is a Linux based Virtual Appliance supported on VMware ESXi.
Supported Versions of VMware vSphere ESXi = 5.0 U1, 5.1, 5.5, 6.0, and 6.5

The recommended server requirements for are:

vCPU vRAM vDISK VvNIC
2 8 1x8GB 1

» Applications servers are defined as configured applications servers in Provisioning Manager and are
not related to the number of servers with a cluster.
e Minimum of 2000 MHz reserved
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1.2. Application Support

Provisioning Manager provides support for the following applications:

Application Versions

Cisco Unified Communications Manager 10.x — 12.x
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1.3. Browser Support

Site Builder is supported using the following browsers:

* Microsoft Internet Explorer 11+
* Microsoft Edge 39+

* Mozilla Firefox 53+

+ Chrome 50+
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1.4. Network Requirements

Akkadian Site Builder communicates on the following ports:

Traffic
Application Web Access

Communication to Cisco
Communications Manager

FTP between application and backup
server

Secure FTP between application and
backup server

SMTP to mail server

LDAP

Network Time Protocol (NTP)

Port
HTTPS:443

HTTPS:8443

TCP Port 21

TCP Port 22

TCP Port 25

TCP/UDP Ports 389/
3268

UDP Port 123

Direction
Inbound —> Provisioning Manager

Outbound Provisioning Manager —>
CuUcCM

Outbound Provisioning Manager —>
SFTP Server

Outbound Provisioning Manager —>
SFTP Server

Outbound Provisioning Manager —>
SMTP Server

Outbound Provisioning Manager —>
LDAP Server

Outbound Provisioning Manager —>
NTP Server



2. Virtual Appliance Deployment

Akkadian Site Builder is deployed as a virtual appliance on VMware ESXi versions 5.x and above. The steps

below will help guide you through the process of deploying the virtual appliance; however, you should

understand VMware or contact your VMware administrator for assistance.

1. Download the latest akkadian Site Builder OVA to a location accessible by the vSphere client.

2. From the vSphere client select Deploy OVF Template from the File menu.

=

ey

4

- ¥Sphere Client

FiIe|E|:IiI: Wiew  Imwentory  Administration  Plug-ins  Help

| Deploy OWF Template. ..

entory [ Eﬂ Hosts and Clusters

Export
Repork

Browse WA Marketplace. ..

Prinkt Maps

Exit

3. Select the OVA from computer or network location and click Next to continue.
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Deploy OVF Templabe

Source
Sedact the sounce location,

4. Review the License Agreement and click Next to continue.
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%l Deploy OVF Template HF[E

St
OVF Template Details
Paseres v Loestio Product: APME 4.0
= Wersion:
i
f Wendor:
Publshear: Mo cartificate present

Dicmoriond size: 523.9 MB

Size on dksk: 1.6 B (thin provisionsd)
20,0 B (thick provisionsd)

Dherscriphion: AKKADIAN LABS LLC
END-UISER LICENSE AGREEMENT

LICEMSE AGREEMEMNT for the Softwars application known as

using the: Mﬁmwmﬂbm:mw
products, hereinafter

you sgres bo be bound bry the benms. of this License Agresment. IF
you do not agree to the terms of this Livense Agreement, dono...

Ty

Help I <MIIN&:¢:I Cancel

5. Specify the name and location for the VMware machine and click Next to continue.
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o Deploy OVF Template

Sarme and Location
Spacify & name and locabion For the deployed bemplate

Mame:

OWF Template Dutals Im.‘,u
Mame and Location -

@ Host [ Chustes The raine can contain up bo B0 characters snd it musk be unigue within the imenbory folder.

Resournes Pod

By vl
Rasdy o Complete

Irverkory Location:

H*II <m||m;|m|
-

6. Specify the VMware Host / Cluster and click Next to continue.
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o+ Deploy O¥F Template

Host [ Chester

On which host or custer do you want bo run the deployed template?

M= e

o |

coack [ wot> | concs |

7. Specify a host within the cluster and click Next to continue.
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'_-_T.'I:lrpl-:';r OYF Template =Tl I

Specily a Specific Hnst
©n which host wthen the dhuster should the deployed bemplate nun?

el Choose & specific host within the duter,
CWNE Templste e
: i "" - ri On chusters that are configures] with vSphere HA or Manual mode vSphere DRS, each virtusl machine must
a 'ﬂ-’-*-’-f-Jzﬁ*-*— ko arssigried ko a specific host, even when powened off,
Horst § Chaster
Specific Host Select & hosk from the kst belowr:

Hicest Mearmas I
Beaa. |

- | ¢m|m|m;|

8. Specify the storage location for the virtual machine and click Next to continue.
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Storage

<= Deploy OVF Template

Whsre do you weant bo shore the virkual reachane files?

Spigon Sedect & destination shorage for the virtual machine File:
OWE Template Dot
Puzere and Location ¥M Storage Profie: | =4
Hame | Drive Type | Capatity | Provisioned | Free | Type | THAF &
A — - B — T ]
Metwecek Mappang L - -
Fosady o Compilet y - - -
. - - e
1 | ¥
I™ | Désable Storage DRLS For, this virtus! machine
Splect & datastore:
Hame | Crive Type | Capacky | Proviskned | Eron | Typo Thin Provis
i | |
Cionputiblity:
o | <tock |[ met> | comal
o

9. Select Thick Provision Lazy Zeroed and click Next to continue.
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Deploy OYF Template

Disk Format
T wibich Pormak da you wank o store the virtual disks?

10. Select the Destination Network for the virtual machine and click Next to continue.
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|ILT- Deploy OWF Templabe

Nebwoark Mapping

‘what netbworks should the deployed template use?

Akkadian Site Builder Admin Guide - 1

Map the restyworks usad in this OYF bemplate bo networks in your inventory

Source Networks Destination Metworks

VLAN-110 ] =-——

Description:

Thee YLAN-1 10 nestveork =]
I]

o |

-:Buk“m.t:-l Canoel

&

11. Verify the virtual machine settings. The initial OVA deploys with 2 vCPU and 8 GB Memory. Depending
on your system requirements, you may need to adjust the virtual CPU and Memory settings.
Please refer to the virtual machine requirements to determine the appropriate settings for your

environment.

[ ———

Beady bo Campledtp

B Sk b QT pm 38

Mr&rlv;;rr;ﬁﬂr

b, ek P, that dhsgiriend Lok ol b Sttt

W i CAPHILPME_4E | oun
- LT

o i o, LT ]

e FEE D

ke

T

Spmohe et

Catumbore
il proracrarey
LI

12. Click OK to complete the deployment.
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@ Deployment Completed Successfully

Deploying aPME 4.0

Completed Successfully

Close I

13. To adjust the virtual machine CPU and Memory, locate the newly deployed virtual machine in vCenter,
right click on the virtual machine and select Edit Settings.

Power 3
Guesk 3
Snapshot ]
E}’ Open Console
|£ _ Edit Settings... |

14. On the Hardware tab, select CPU and adjust the setting to provide the required number of cores for
your environment.

Hardware |ms] Rnsm:es' Prafiles | waBrvices | irbual Machine Yersion: 4
™ Show All Devices add.. | rercve | Mumber of virual sockets: =
Hardware Summary | Number of cores per socket: m

ol Memory 4096 MB
0 crus 1 | Tokal number of cores: 1 h

15. After adjusting the CPU, click on Memory and adjust the settings to provide the required resources for
your environment. When completed, click OK to commit the changes.
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 Deplay GVF Tosplate
Brady be Comgpleitr
B8 ik i T (58
bupts v ok P, et chagicryinend Cack vl i sttt
ot Qs 2440 i CAMLPME it |
el ] Thvim
—— Tiow o ek ETT
Rrasy Lo § smplete Sy g s
ot
-
Lot ot

Catumbore
il proracrarey
[I T

16. Power on the virtual machine and proceed.

17. Locate the virtual machine in vSphere and open a console.
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18. When the server boot process is complete, the system will arrive at a login prompt. Login using:

Username — akkadianuser
Password — akkadianpassword
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@ NLUIC-151-aP™E-4.11-8-8 on 192.168.123.21

File Wiew WM
T u s 1 .
"0y oE G R
MWumber of active connections has changed. There are now 2 active connections bto this console o

18.8-514 7.xB6_64 on an xB6_H4

. akkadianuser

To relsase cursor, press CTRL + ALT

19. From the Akkadian Appliance Manager main menu, select option 1 to Configure Network.



@ NYLC-I51-aPME-4.11-8-9 on 192.168.123.21

Use the following url to manage the application http:-~19£.168.118.98

With https JZ.168.118.

ct an option: _

20. Select option 1 to configure the network setting.




[ NYC-151-aPME-4.11-8-9 on 192, 168.123.21
Fie View WM

Hnp & 03 ke &

Select an .".]rl_ iomn:

21. Follow the prompt to configure the network settings for your environment.



@MJE-I'S-I =aPME=4.1 1-8-8 om 192.168,123.21
Fle Wew WM

T O -

Do gou want to
1Pt Hetmask f
Do ypou want L

nyes?
: nf iguration will now be d .
ure you want to continue? Conf irming will overwrite your current network conf igurations.

To release cursor, press CTRL + ALT

22. Select option 7 from the network configuration menu to configure the hostname. It is recommended
the hostname is entered using the fully qualified domain name.

Example — servername.yourdomain.com



@ME- 151-aPME-4.11-8-8 on 192.168,123.21

Fia WView WM
B 0| & O T3 &2
Static hostname: akkad ianpms
Tcon name: computer-um
Ch wm
Machine ID:
Boot ID:
Uirtual ization:
Dperating System: Ce ¢ (Core)
CPE 05 Hame: cpe:soicento entos o7
Kernel: Linnx 3.18.8-514.26.2.

fArchitecture: =H6-64

e Hostrname=: akkadian .|pr|1:H'| akkadianlabs . com

To redesse cursor, press CTRL + ALT
23. Optionally you may configure the server time by selecting option 2 form the configure network menu.
24. ltis recommended you change the default Akkadian Appliance Manager password by selecting option

4 (Web Server Configuration Menu) from the main menu and then selecting “p” (Change Current AAM
Password”).



[ NC-151-aPME-4.11-8-9 on 192.168.123.21

Fila  Wiew VM

B0 & o IEe &

Select an option:

o n

25. When all configurations are complete, select “s” from the network configuration menu to save the
configuration and restart the network.

26. From the main menu, select Reboot Server to finalize the configuration.

27. When the system returns to the login prompt, the Akkadian Site Builder virtual appliance deployment
is complete and can be accessed by going to https://{Server IP or Name}/asb.
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3. Initial Configuration

After completing the installation, Akkadian Site Builder requires some basic configuration before you can
begin provisioning. Written documentation during the beta will be limited and instead will be provided using
videos.

Please view the following video to learn how to get started with the Akkadian Site Builder Beta.

L T JIT S SR ——

& [+l h st o o

ﬁlhll‘:ln
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https://player.vimeo.com/video/287356714
https://player.vimeo.com/video/287356714
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3.1 Lo&inc‘; in for the First Time

1. In a browser, navigate to HTTPS://{Server IP or NAME}/asb
2. Log in using the default credentials:

Username — SBAdmin
Password — SBAdmin123 (Case sensitive)

SITE BUILDER
Email or Username
Password

Remember Me

© 2018 Akkadian Labs, LLC
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3.1.1 Chanan‘; the Default Password

It is highly recommended that you change the default SBAdmin password and set a valid email address for
password recovery.

1. Click on “System” to expand the menu. Then click on “Users:.

Akkadian =

abs”

DASHBOARD USERS
ACCOUNTS

GLOBAL VARIABLES Show 50 v entries

SB Admin h SBAdmin@akkadianlabs.com
ST

Showing 1to 1 of 1 entries revious - Mext
Application Servers

Email Configuration

PACKAGES

Roles

vser fm— |

Reporting
Logs

Update

1. Click on the SB Admin user to

! Please ensure the SBAdmin email address is valid for a successful password recovery!
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Akkadian =
aos” trad
DASHEOQARD USERS » Edit
ACCOUNTS
PACKAGES
First Name SB :
GLOBAL VARIABLES
Last Name Admin &
DEPLOYMENTS
Email sBadmin@akkadianlabs.com h
SYSTEM bt
Username SBAdmin

Application Servers

Email Configuration Password  ...oeees h %

Roles
Confirm Password
Users
® Cancel B save
Reporting
Logs
Update

D 2018 Akkadian Labs, LLC
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4. System Configuration
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4.1 Application Servers

Application Servers are the targets for Site Builder Package deployment. Akkadian Site Builder currently
supports the following Cisco UC applications:

» Cisco Unified Communications Manager

This section will guide you through the process of configuring applications servers in Site Builder.
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4.1.1 Cisco Unified Communication Manager

Akkadian Site Builder integrates into a CUCM cluster using the AXL Web Service, which is typically running
on the Publisher node.

This section will guide you through the process of preparing CUCM for integration and configuring CUCM as
an Application Server in Site Builder.
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4.1.1.1 Preparing CUCM

Two items are required on Cisco Unified Communications Manager to allow access via the AXL API:

1. The Cisco AXL Web Service must be activated and started
2. An Application user with with required privileges

The Cisco AXL Web Service is disabled by default on some versions of Cisco Unified Communications
Manager. The service must be activated to enable AXL APl access.

*To activate the AXL Web Service: *

Browse to the CUCM Serviceability page on https:///ccmservice
Tools > Service Activation

Select the Publisher node

Scroll down to Database and Admin Services

Check the box for Cisco AXL Web Service and click Save

A

Database and Admin Services
Service Name _ Activation Status

WV  Cisco AXL Web Service Activated

To create CUCM Application User:

1. From the Cisco Unified Communications Manager Administration Web page, select Application User
from the User Management menu, and then click Add New.
In the User ID field, enter a name for the account.
In the Password and Confirm Password fields, type a password for the new user and then click Save.
Navigate down the page to Permissions Information.
Click Add to Access Control Group and then click Find.
Select the following Groups:
+ Standard TabSync User
» Click Add Selected
» Click Save

ook e
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Groups

Roles

—Permissions Information

Standard CCM Server Monitoring
Standard EM Authentication Proxy Rights
Standard TabSync User

~ View Detail

Standard AXL API Access

Standard CCM Admin Users

Standard CCMADMIN Read Only
Standard EM Authentication Proxy Rights
Standard SERVICEABILITY

-

* View Details

| Add to Access Control Group |
' Remove from Access Control Group |
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4.1.1.2 CUCM Integration

To add a Cisco Unified Communications Manager Application Server:

Select Application Servers from the System menu
On the menu, click Add

Complete the required fields

Click Save

Repeat this process for additional integrations

o R~ 0N~

a ﬁ:!-_c_l-fad ian =

DASHBOARD APPLICATION SERVERS » New Application

ACCOUNTS

PACKAGES

Application Server Name

GLOBAL VARIABLES
CUCM Server

DEPLOYMENTS

Username
SYSTEM bt

: Password
Application Servers

Email Configuration Confirm Password

Roles
@ cancel B save

Users
Reporting
Logs

Update
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4.2 Service Groups

Service Groups group application servers into a logical contain for provisioning. Once created, Service
Groups cannot be modified or deleted as they are tied to the license.

To add a Service Group:

Select Service Groups from the System menu
On the menu, click Add

Enter the Service Group Name

Select the application server

Click Save

Repeat this process for additional Service Groups

R S o

a nf}_tl-sadian =

DASHBOARD SERVICE GROUPS » Ne

PACKAGES

GLOBAL

VARIABLES Service Group Name

DEPLOYMENTS CUCM Server Name : " =

Application Servers
Service Groups

Emai
Configuration

FTP Configuration
Roles

Users

Audit Trail

Logs

Transaction
Configuration

Update

D 2018 Akkadian Labs, LLC
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4.3 Email Configuration

Email configuration is optional, but is required for several features, such as notifications and password
recovery.

To configure email:

Select Email Configuration from the System menu

On the menu, click Add

Configure the required fields to connect to your email server
Click Save

R .

a ﬂf}_c_l-sadian -

DASHBOARD : EMAIL CONFIGURATION

PACKAGES
GLOBAL
VARIABLES Host*
DEPLOYMENTS Part*
v
b Username
Application Servers
Password
Service Groups
Emai Encryption None e
Configuration
From Name > d
FTP Configuration Site Builder
i From Address no-reply@no-reply.com
Users
B save
Audit Trail
Logs

Transaction
Configuration

Update

£ 2018 Akkadian Labs, LLC
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4.4 FTP Configuration

FTP configuration is optional, but is required for several features, such automatic back and log archiving.

To configure FTP:

Select FTP Configuration from the System menu

On the menu, click Add

Configure the required fields to connect to your ftp server
Click Save

Repeat the process to add additional FTP locations

A

a ﬁflkl?adian =

DASHBOARD . FTP CONFIGURATIONS » N

PACKAGES

GLOBAL

VARIABLES Name*

DEPLOYMENTS Protocol ETP v
SYSTEM v ssL N .

Application Servers

Passive Yes v
Service Groups
*
Email Hostname
Configuration
] : Port* 21

FTP Configuration
Roles Username*
Users

Password*
Audit Trail
Logs Default Path

Transaction )
. Timeout*
Configuration i

Update ©® Cancel m

Backup & Restore

Branding
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4.5 Roles

Roles are used to provide users access to features by using routes. Each role can contain multiple routes.

The system contains four default roles:

Role Description
Admin Access to System routes only
Creator Access to Packages and Global Variables

Deployer Access to Deployments only

Full Access Access to all routes

The default roles can be modified or deleted or additional roles may be created.
To add additional roles:

Select Roles from the System menu

On the menu, click Add

Configure the role name

Optionally provide a description for the role
Add one or more routes to the role

Click Save

Repeat the process to add additional roles

No ok owh =
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Akkadian =
Labs™ o

DASHBOARD = ROLES

PACKAGES
+ Add W Delete
GLOBAL
VARIABLES
Show 5o v entries Global Search
DEPLOYMENTS
n_
SYSTEM i
Admin Access to System routes only
Application Servers Creator Access to Packages and Global Variables
Service Groups Deployer Access to Deployments anly
Email [ Full Access Access to all routes
Configuration
Showing 1to 4 of 4 entries Previous MNext
FTP Configuration
Roles
Users
Audit Trail
Logs

© 2018 Akkadian Labs, LLC
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4.6 Users

Site builder supports adding one or more users depending on the license. Users can be assigned one or

more roles.

The system has one built-in user SBAdmin.

To add additional users:

1. Select Users from the System menu
2. On the menu, click Add
3. Configure the required fields
4. Click Save
5. Repeat the process to add additional users
A, Akkadian =
u Labs™
DASHBOARD
PACKAGES
GLOBAL
VARIABLES First Name
DEPLOYMENTS Last Name
SYSTEM . Email
Application Servers
Username
Service Groups
Password

Email
Configuration

Confirm Password

FTP Configuration

Roles Roles
Users

Audit Trail

Logs

© 2018 Akkadian Labs, LLC
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4.7 Audit Trail

The Audit Trail provides a list of all the user transactions that have been executed in Site Builder.

To view the Audit Trail:

1. Select Audit Trail from the System menu
2. User Global Search to locate a transaction

Akkadian =
Labs™ "
DASHBOARD
Show 50 v entries Global Search
PACKAGES
GLOBAL App Config Update *manual® SBAdmin Success 2018-11-10 2018-11-10
VARIABLES 00:45:17 00:45:17
App Config Update "automatic” SBAdmin Success 2018-11-10 2018-11-10
DEPLOYMENTS
00:45:14 00:45:14
SYSTEM - App Config Update SBAdmiIn Success 2018-11-09 2018-11-09
“thamert@akkadianlabs.com® 20:02:46 20:02:47
Application Servers Application Add "CUCM 11° SBAdmIn Success 2018-11-09 2018-11-09
Server 19:45:49 19:45:50
Service Groups
Rale Delete "Full Access” SBAdmin Success 2018-11-09 2018-11-09
Email 19:25:05 19:25:05
Configuration
Deployment Update "Site106" Scheduled Job Success 2018-11-09 2018-11-09
FTP Configuration 17:10:15 17:10:32
Roles Deployment Update "Site106° SBAdmiIn Success 2018-11-09 2018-11-09
17:10:13 171013
Users Deployment Update "Site106° SBAdmin Success 2018-11-09 2018-11-09
17:10:10 17:10:10
Audit Trail
Deployment Update "Site106° SBAdmin Success 2018-11-09 2018-11-09
Logs 17:10:10 17:10:10

[ W P Add CCitnanc® COAdrmin S N0 11 AN INA0 11 NN

® 2018 Akkadian Labs, LLC
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4.8 Audit Configuration

The Audit Configuration is used to enable archiving of audit logs. It is recommended that you enable audit

archiving to reduce disk space consumption.

* Archiving cannot be enabled until an FTP server has been configured.

To enable Audit Archiving:

Select Audit Configuration from the System menu
Click the enable

Configure the required fields

Click Save

R .

Akkadian

Labs™

DASHBOARD AUDIT CONFIGURATION

PACKAGES

GLOBAL | X Import Archive

VARIABLES

DEPLOYMENTS

SYSTEM i Enable Archiving

Application Servers * Mode

Service Groups

* Archive Files Older than 1 -
Email
Configuration

FTP Configuration

* Storage Location -

Roles
Use

s * Archive Every -

(Frequency)
Audit Trail
Audit
Configuration
* Starting Date =]

Logs

Update - i

Backup & Restore

£ 2018 Akkadian Labs, LLC
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4.9 Logs

Logs contained detailed information regarding all transactions in Site Builder and are critical for

troubleshooting.

The Audit Trail provides a list of all the user transactions that have been executed in Site Builder.

To view logs:

1. Select Logs from the System menu

2. User Global search to locate a specific log transaction

3. Click Download All Logs to collect all logs from the system

4. Click Download Current Logs to collect the logs from the last day
Akkadian =
Labs™

PACKAGES

VARIABLES

DEPLOYMENTS

SYSTEM w Show 50 v entries
Application Servers Level Context Date |7 Content
0@ info production 2018-11-12 18:14:28 Requesting Process Node for https://192.168.110.145:8443/axl/

Service Groups

Email Showing 1 to 1 of 1 entries Previous n Next

Configuration
FTP Configuration
Roles

Users

Audit Trail

Audit
Configuration

Logs
Update

Backup & Restore

& 2018 Akkadian Labs, LLC
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4.10 Update

Site Builder updates can be applied manually or automatically. By default, the system is configured for
manual updates, which will download the update, but it will not be automatically applied. Automatic updates
will download and automatically apply the update. In order to download the update, both the manual and
automatic methods require the system to have Internet access, but updates can also be downloaded and
applied manually.

To configure the system for automatic updates:
1. Log into Site Builder with Admin privileges

2. Select Update from the System menu
3. Select the Automatic Updates option and click Save

Current Version: 0.10.19
Lastest Version: 0.10.19

Settings
e Automatic Updates

Manual Updates

Upload Update Bundle

Choose File |No file chosen Upload

To manually apply an update:

1. If necessary, download the update
2. Log into Site Builder with Admin privileges
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Select Update from the System menu

In the Upload Update Bundle section, click Choose File
Select the update bundle

Click Upload to transfer the file to the sever

Once the file has uploaded, click Update Now

N o kW

Aklgadian =

DASHBOARD : UPDATES

PACKAGES

You have unbundled an update bundle.
GLOBAL
VARIABLES

DEPLOYMENTS Current Version: 0.10.17

SYSTEM it
Lastest Version: 0.10.18 [EITSEYS

Application Servers

Service Groups Settings
Auto
Email
Configuration ® Manual Updates
FTP Configuration -
B save
Roles
Users

Upload Update Bundle

Audit Trail
siide Choose Flle Mo f.sen

Audit
Configuration

Logs
Update I

Backup & Restore
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4.11 Backup & Restore

The Backup and Restore section provides the ability to:

» Perform manual backups

+ Schedule backups

* Restore backups

+ Manage scheduled backups

To perform a manual backup:

1. Select Backup & Restore from the System menu
2. Click the Backup & Download button

* The system will be backed up and the file saved to your local computer

To schedule a backup:

* Please note an FTP location must be configured before configuring a scheduled backup

Select Backup & Restore from the System menu

Click the Schedule New Backup button

Complete the required fields

Click Save

Repeat the process to add additional scheduled backups

o R~ 0N~
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BACKUP & RESTORE » New Scheduled Backup

Name*

Start Date* 11/12/2018
Time* 12 30 AM v
Frequency Daily "
Location share N
Status Enable N

Managing scheduled backups:

o¥s Please note the Scheduled Backups Actions button will remain disabled until you select
an existing backup schedule.

1. Select Backup & Restore from the System menu
2. Select an existing backup schedule Schedule New Backup button

* Select multiple backup schedules to update more than one schedule.

1. Click the Scheduled Backups Actions
2. Choose an action (Run Now, Enable, Disable or Delete)

BACKUP & RESTORE
& Backup & Download © schedule New Backup Scheduled Backup Actions ~

© Run Now

show 50 v entries

©Enable
Iy
Showing 1 to 1 of 1 entries 1 row selected Previous Next

To restore from backup:

1. Select Backup & Restore from the System menu
2. Click the Restore button
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3. Click Choose File and select the appropriate backup file
4. Click *Restore Backup File *

BACKUP & RESTORE > Restore Backup File

Choose File | No file chosen

® cancel X Restore Backup File
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412 Branding

Akkadian Site Builder Admin Guide - 1

Branding can be used to update Site Builder with your company name, logo and colors.

To enable branding:

1. Select Branding from the System menu

2. Configure the required fields
3. Click Save

Akkadian ==

Pt =
‘J Labs~™

DEPLOYMENTS

SYSTEM >

Application Servers Company Name

Service Groups
Color

Email
Configuration

Image
FTP Configuration
Roles
Users

Audit Trail

Audit
Configuration

Logs

Update

Backup & Restore
Branding
Licensing

Security Certificate

and have dir

BRANDING » Edit Branding

Choose File | Mo file chosen

Requirements:

mage (PNG, JPEG or GIF) must be less than 200KB

ensions less than px by 300px

£ 2018 Akkadian Labs, LLC
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413 Security Certificates

Site Builder is deployed with a self-signed SSL certificate, but optionally can be configured with a certificate
from a private or public certificate authority.

Site Builder supports SSL certificates generated using its own private key or using an external private key.
Method 1 — Use Site Builder’s private key
1. Select Security Certificate from the System menu

2. Select the Generate Certificate Signing Request tab
3. Complete the Certificate Signing Request form

o =

The common name must match the fully qualified domain name of the server.

1. When complete, click Generate CSR
2. Download the CSR file
3. On your Certificate Authority, generate a certificate using the CSR
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A, Akkadian

U Labs" .
DASHBOARD SECURITY CERTIFICATE
PACKAGES

Upload S5L Certificate

GLOBAL VARIABLES Common Name*

Generate Certificate
Signing Request

Cour

DEPLOYMENTS ountry
SYSTEM b State
Application Servers City

Service Groups —
Organization
. Configuratic
Email Configuration
Organization Unit
FTP Configuration

Email
Roles

Subject Alternative Names

Users

Audit Trail

Audit Configuration

Logs PRIVATE KEY.
Update
Generate CSR
Backup & Restore
Branding

Licensing

Security Certificate I

B o s e i e e oy i S S S R e B Sy S I T e S|

1. Select the Upload SLL Certificate tab
2. Click Choose File to the right of SSL Certificate and upload the certificate generate by your
certificate authority

* Uploading a Private Key is not necessary as the certificate was generated using
Provisioning Manager’s private key

3. If the certificate was generated using a Public Certificate Authority, click Upload Certificate to
complete the process

4. |If the certificate was generated using an Internal Certificate Authority, select the Use Internal
Certificate Authority (CA) check box

5. Upload the Root Certificate from your Internal CA
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6. Click Upload Certificate to complete the process

* Site Builder must be restarted for the changes to take affect. This can be done using the
Appliance Manager CLI or using VMWare tools.

Method 2 — Use an external private key
1. Select Security Certificate from the System menu

2. Select the Generate Certificate Signing Request tab
3. Complete the Certificate Signing Request form

The common name must match the fully qualified domain name of the server.

o =

When complete, click Generate CSR

Download the CSR file

On your Certificate Authority, generate a certificate using the downloaded CSR

Select the Upload SSL Certificate tab

Click Choose File to the right of SSL Certificate and upload the certificate generate by your

o R~ 0N~

certificate authority

6. Click Choose File to the right of Private Key and upload the private key from your certificate
authority

7. If the certificate was generated using a Public Certificate Authority, click Upload Certificate to
complete the process

8. If the certificate was generated using an Internal Certificate Authority, select the Use Internal
Certificate Authority (CA) check box

9. Upload the Root Certificate from your Internal CA

10. Click Upload Certificate to complete the process
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SECURITY CERTIFICATE

Upload 55L Certificate
SSL Certificate* | Choose File | No file chosen

Generate Certificate

Signing Request

Private Key Choose File | Mo file chosen

Use Internal Certification Authority
(CA)

VIEW CERTIFICATE
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5. Global Variables

Global Variables are used to provide placeholders in template and packages. At the time of deployment, the

user will be prompted to input data for each Global Variable in the package.

To add Global Variables:

Select Global Variables from the left navigation menu
On the menu, click Add

Enter a global variable Name

Optionally enter a global variable Description

Click Save

o R~ 0N~

name*

Description
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6.Packages

Packages are grouping of one more more provisioning templates. Packages can be used to deploy single
item or an entire site or dial plan withing Communications Manager.

Before you begin configuring packages, it is best to spend some time planning. There are a few things you
should think about before you begin the configuration process:

1. Does the package require Global Variables? If so, config the GVs first.

2. The template order matters! Creating the package in the right order makes things much easier. Site
Builder does try an handle much of the logic, but creating dependencies first makes things much
easier.

This section will describe the process of adding, editing and deleting packages.

t:l Akkadian =
DASHBOARD PACKAGES - DEFAULT SITE
PACKAGES |
4 Back To List # Edit Package Name W Delete Package m
GLOBAL VARIABLES

e = DEfaUIt Site

£
SYSTEM o Route Partizion
AAR Group

Size Internal Route Partition [+)
Advertised Patterns

Size Local Route Partition [#]
App Server Info

Sive Long Distance Partition [+

App User

Application Dial Rules

Size Inzernal Calling Search Space
Application Server Site Local Calling Search Space [+]
Application Uiser Copf Profile Size LD Calling Search Space [4]

Audia Codec Preference List

CCA
AAR Group
C n Group
all Manager Gre e Group
Call Park S
Call Pickup Group Sive SRST [+]

P, T Aferercs Bridi
Called Party Tracing Conference Bridge

Size Confierence Bridge [+]
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6.1 Adding Packages

Packages are required for deployment in Site Builder. Packages can be used in single or bulk deployments.

To add a Package:

1. Select Package from the left navigation menu
2. On the menu, click +New
3. Enter the Package Name and CUCM Version

Name

cucmMm 10.0 v

Version
Cancel Let's Get Started

* Note that packages are not backwards compatible with older version of CUCM, but can be
deployed up to 3 major version forward. For example, if a package is created for CUCM
10.x, it will be deploy-able on CUCM 10-12, but a version 11.5 package cannot be deployed
on CUCM 10.x

4. Select the first Template from the list to add it to the Package

Akkadian =
Labs™

DASHBOARD PACKAGES - ROUTE PATTERN
PACKAGES |
4 Back To List # Edit Package Name m

GLOBAL VARIABLES

DEPLOYMENTS Route Pattern

SYSTEM B . Empty packages
Route Pattern

Sip Rours Patmern

5. Configure the selected Template
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* Input fields on templates can be populated with Global Variables or static text. In the
example below, we will be prompted for Pattern, Description & Partition at deployment, but
Digit Discard Instruction Name is statically configured to PreDot. Any data inputted must
match exactly to the data in CUCM.

Akkadian

Labs™

DASHBOARD

PACKAGES

GLOBAL VARIABLES

DEPLOYMENTS

SYSTEM

#Back To List

AAR Group

Advertised Patterns

App Server Info

App User

Applicasion Dial Rules

Application Server

Application User Capf Profile

Audio Codec Preference List

Billing Sarver

Blocked Learned Paterns

CCA Profiles

Call Manager Group

Call Park

Call Pickup Group

Called Party Tracing

Template Label

Pattern*

Description

Route Partition*

Block Enable*

Called Party Transformation
Mask

Calling Party
Transformation Mask

Use Calling Party Phone
Mask*

Calling Party Prefix Digits

Dial Plan Name*

Digit Dizcard Instruction
Name*

Network Location*

Route Pattern

Route Pattern

{{Pattern}} h

{{Description}}

{{Partition}}

Default

Default

reoct sffm—

Oniet

6. Click Add Template to add the Template to the package

7. Repeat this process to add additional Templates

PACKAGES - ROUTE PATTERN
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6.2 Editing Packages

To edit a Package:

1. Select Package from the left navigation menu
2. In the list, click on the package name
3. When the package opens, you can:

+ Add additional templates to package

+ Edit existing templates in package

+ Delete existing templates from package

To add a template to an existing package:

1. Select the first Template from the list to add it to the Package

Akkadian =

DASHBOARD PACKAGES - ROUTE PATTERN
PACKAGES |
4 Back To List # Edit Package Mame m

Route Pattern

GLOBAL VARIABLES

DEPLOYMENTS

SYSTEM ¢ = Empry packages
Route Pattern

Sip Rours Patmern

2. Configure the selected Template

* Input fields on templates can be populated with Global Variables or static text. In the
example below, we will be prompted for Pattern, Description & Partition at deployment, but
Digit Discard Instruction Name is statically configured to PreDot. Any data inputted must
match exactly to the data in CUCM.
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Akkadian
Labs~

DASHBOARD
PACKAGES

GLOBAL VARIABLES
DEPLOYMENTS

SYSTEM €

AAR Group

Advertised Patterns

App Server Info

App User

Applicazion Dial Rules

Application Server

Application User Capf Profile

Audio Codec Preference List

Billing Server

Blocked Learned Paterns

CCA Profiles

Call Manager Group

Call Park

Call Pickup Group

Called Party Tracing

== =

Template Label

Pattern*

Description

Route Partition*

Block Enable*

Called Party Transformation
Mask

Calling Party
Transformation Mask

Use Calling Party Phone
Mask*

Calling Party Prefix Digits

Dial Plan Name*

Digit Discard Instruction
Name*

Network Location®

Route Pattern

Route Pattern

{{Pattern}} h

({Description}}

{{Partition}}

Default

Default

redot ff—

[=]
il

3. Click Add Template to add the Template to the package

4. Repeat this process to add additional Templates

To edit a template in an existing package:

1. In the package click on the template name

44 Back To List

AAR Group

Advertised Patterns

App Server Info

2. Update the desired fields

# Edit Package Name W Delete Package m

Route Pattern

Route Pattern

Route Pattern [+]

t

PACKAGES - ROUTE PATTERN
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3. Scroll to the bottom of the template and click Save Template
4. Repeat this process of additional templates

To delete a template from an existing package:

1. In the package click on the template name

#Back To List & Edit Package Name W Delete Package

% Route Pattern
AAR Group

Route Pattern [+]
Advertised Patterns 1
App Server Info

2. Scroll to the bottom of the template and click Delete Template
3. Repeat this process of additional templates

Akkadian Site Builder Admin Guide - 1
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6.3 Deleting Packages

To edit a package:

1. Select Package from the left navigation menu
2. In the list, select the package
3. Click the Delete button

Akkadian L
Labs i
DASHBOARD PACKAGES

PACKAGES

| m
GLOBAL VARIABLES

DEPLOYMENTS Shaw 50 v entries

it ) n iy i, |Eston pdutes
Default Site 1.5 2018-11 21 2M8-11 iz
HC5 Country Dial Plan 21811 57

HECS Customer Dial Plan 2018-11-07 15:52:38
HCS Dial Plan Four 20M8-11-07

HCS Dial Plan One
HCS Dial Plan Three
HCS Dial Plan Two
Route Pattern

Route Pattern 2018-11-15 15:
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6.4 Copying Packages

To copy a package:

1. Select Package from the left navigation menu
2. In the list, select the package
3. Click the Copy button

Akkadian L
Labs i
DASHBOARD PACKAGES

PACKAGES

| m
GLOBAL VARIABLES

DEPLOYMENTS Shaw 50 v entjes

it ) n iy i, |Eston pdutes
Default Site 1.5 2018-11 21 2M8-11 iz
HC5 Country Dial Plan 21811 57

HECS Customer Dial Plan 2018-11-07 15:52:38
HCS Dial Plan Four 20M8-11-07

HCS Dial Plan One
HCS Dial Plan Three
HCS Dial Plan Two
Route Pattern

Route Pattern 2018-11-15 15:
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6.5 Exporting Packages

Packages can be exported and imported into other Site Builder systems.
To export a package:
1. Select Package from the left navigation menu

2. In the list, click on the package name
3. Click the Export button

Akkadian

Labs®

DASHBOARD PACKAGES - ROUTE PATTERN
PACKAGES I
GLOBAL VARIABLES

B = ROLIte pattern T

¢
SYSTEM L Route Pattern

Rouwte Pattern [+]

Advertised Patterns

App Server Info
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7. Deployments
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Deployments are used to deploy packages. Before running a deployment the following must be configured:

» Application Server

« Service Group

+ Package

* Deployments can be used to deploy a package once or in bulk.

Akkadian

Labs™

DASHBOARD

PACKAGES

GLOBAL VARIABLES
DEPLOYMENTS |

SYSTEM o

EZE 23 B3

¥ entries

DEPLOYMENTS

n__m

Bulk Reute Pattern 1 [Bulk]-10
Bulk Route Pattern 1 [Bulk]-9
Bulk Reute Pattern 1 [Bulk]-B
Bulk Route Fattern 1 [Bulk]-7
Bulk Reute Pattern 1 [Bulk]-6

Bulk Resute Pattern 1 [Bulk]-5

Deployed
Deployed
Deployed
Deployed
Deployed

Deployed

ulk Route Pattern 1

Bul

Bulk Rc

Bulk Route Pattern 1

Bulk Route Pattern 1

Bulk Route Pattern 1

te Fattern 1

Pattern 1

018111515 5 20:34:5
2018-11-15 15:34:46 2018-11-15 20:34:54
18-11-15 15:34:4 20181 0:34.

18. 0:34;
2018 520:34
1811 15:34:4, 18- 20:
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7.1 Running Deployments

Akkadian Site Builder Admin Guide - 1

To run a deployment

Select Deployments from the left navigation menu
On the menu, click Add

Select the Service Group for the deployment
Select the Package to deploy

Enter a Deployment Name

Optionally enter a Deployment Description

Click Begin

N ok owNh =

Service Group Select Service Groups v
Package Select Package i

Deployment
Name

Description Optiona

8. Input the data for any Global Variables

DEPLOYMENTS » Global Variables

site_name Site-113

Within Video Bandwidth 900

£2 Back To List m Save & Continue @

9. Click Save & Continue
10. Review the setting and then click Deploy
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DEPLOYMENTS > R

Service Group Uc-12-5
Package Default Site
Deployment Name Site 113

Description Site 113 Deployment

Global Variables

site_name Site-113

Within Video Bandwidth 900

@ Back to Global Variables = Back To List Deploy [¢

11. The deployment will be submitted to the queue and then processed

Akkadian =
Labs" = The request has been accepted and will
DASHBOARD
PACKAGES
GLOBAL VARIABLES
DEPLOYMENTS | Shiow 50 ¥ entries r
Site 113 Queued Site 113 Deployment 20181115 21:32:456 2018-11:15 21:43:52
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7.2 Running Bulk Deployments
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To run a bulk deployment

Select Deployments from the left navigation menu
On the menu, click Add

Select the Service Group for the deployment
Select the Package to deploy

Enter a Deployment Name

Optionally enter a Deployment Description
Check the Bulk Deployment checkbox

Click Begin

DEPLOYMENTS » New Deployment

O N g~ LDd =

Service Group uc-12-5 T
Package Route Pattern .
Deployment Bulk Route Pattern Site 113
Name
Description Bulk Route Pattern for Site 113
Bulk Deployment v 10

9. Input the data for any Global Variables
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Akkadian

Labs®

DASHBOARD

PACKAGES

#4 Back To List B Save

GLOBAL VARIABLES

DEPLOYMENTS

Pattern Description Partition

SYSTEM *

Site-113_LD_RTP
Site-113_LD_RTP

Site-113_LD_RTP

10. Click Save & Deploy
11. The deployment will be submitted to the queue and then processed

DEPLOYMENTS
=

Show 50 ¥ entries

I S N ™ S
Bulk Route Pattern Site 113 [Bulk]-10 Deployed Bulk Route Pattern for Site 1 2018-11-15 22:17:13 03:17:
Bulk Route Pattern Site 113 [Bulk]-9 D Bulk Route Pattern for Site 113 2018-11-15 221712 2018-11-16 03:17:27
Bulk Route Pattern Site 113 [Bulk]-8 Deployed Bulk Route Pattern for Site 113 2018-11-15 22:.17:11 2018-11-16 03:17:18
Bulk Route Pattern Site 113 [Bulk)-7 Deployed Bulk Route Pattern for Site 113 2018-11-15 22:17:10
Bulk Route Pattern Site 113 [Bulk]-6 Deployed Bulk Route Pattern for Site 113 2018-11-15 22:17:09
Bulk Route Pattern Site 113 [Bulk]-5 Deployed Bulk Route Pattern for Site 113 2018-11-1522:117:08
Bulk Route Pattern Site 113 [Bulk)-4 Deployed Bulk Route Pattern for Site 113 2018-11-15 22:17:07 2018-11-16 03:17:20
Bulk Route Pattern Site 113 [Bulk]-3 Deployed Bulk Route Pattern for Site 113 2018-11-
Bulk Route Pattern Site 113 [Bulk]-2 Deployed Bulk Route Pattern for Site 113 2018-11-15 22:17:05 2018-11-16 03:17:24
Bulk Route Pattern Site 113 [Bulk]-1 Deployed Bulk Route Pattern for Site 113 2018-11-15 22:17:04 2018-11-16 03:17:22
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7.3 Rolling Back a Deployment

A deployment may be rolled back for any reason. The rollback will remove all data that was provisioned by
deployment.

To rollback a deployment:

1. Select Deployments from the left navigation menu
2. Select or search for the deployment in the list

a At(_lfadia n =

DASHBEOARD

PACKAGES

GLOBAL VARIABLES

DEPLOYMENTS |

Show 50 ¥ entries
bl : n__ Descripcion Liptatad
Site 113 Queued 46 2018-11:15 21:43:52

Site 113 Deployment 20181115 21:32;

3. Click on the deployment name of view the details
4. Click the Rollback button to roll back the deployment
5. Confirm the rollback operation

! Note that rollbacks are permanent and cannot be reversed.
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DEPLOYMENTS » Review & Confirm

Service Group uc-12-5
Package Default Site
Deployment Name Site 113
Description Site 113 Deployment
Global Variables
site_name Site-113

Within Video 900
Bandwidth

$2 Back To List ) Rollback <

ADDITIONAL DETAILS
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