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1. Introduction

Akkadian Contact Manager simplifies directory management for IT while providing an intuitive directory
search interface, making it easy to locate and connect with contacts.This manual will guide you through the
process of deploying and configuring Akkadian Contact Manager. This manual will guide you through the
process of deploying and configuring Akkadian Contact Manager.
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2. 1. Requirements and Limitations

The following sections provide information about the requirements that your system must meet, and
limitations that apply when you install or upgrade Akkadian Contact Manager.
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2.1. 1.1. Virtual Machine Requirements

Akkadian Contact Manager 3.5 is a Linux based Virtual Appliance supported on VMware ESXi.
Supported Versions of VMware vSphere ESXi = 5.0 U1, 5.1, 5.5, 6.0, and 6.5.
The recommended server requirements for Akkadian Contact Manager depend on several variables.

To assist with allocating the proper resources for Contact Manager 3.5, use the Table below to determine
the appropriate system resources.

Size Contacts End Users vCPU vRAM vDISK vNIC
Small 500,000 1-5,000 2 8 1x110GB 1
Medium 1,000,000 5,000 - 15,000 2 12 1x110GB 1
Large 1,000,000+ 15,000 - 30,000 4 16 1x110GB 1

+ Applications servers are defined as configured applications servers in Contact Manager and are not
related to the number of servers with a cluster.
* Minimum of 2000 MHz reserved
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2.2.1.2. Application Support

Contact Manager provides support for the following applications:

Application Versions

Cisco Unified Communications Manager 10.x — 12.x
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2.3. 1.3. Supported Cisco IP Phones

Akkadian Contact Manager supports the following Cisco IP Phones:

» Cisco 7925
» Cisco 7937
» Cisco 794X/796X
+ Cisco 797X
+ Cisco 88XX
» Cisco 8961

+ Cisco 9951

+ Cisco 9971

» Cisco DX650
+ Cisco DX70
+ Cisco DX80
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2.4.1.4. SMTP Requirements

Akkadian Contact Manager requires an SMTP server to send users their initial password as well as other
important notifications. Ensure that Contact Manager is authorized to send mail via the configured SMTP

server.
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2.5. 1.5. Browser Support

Contacting Manager supported browsers:

* Microsoft Internet Explorer 11+
* Microsoft Edge 39+

* Mozilla Firefox 53+

+ Chrome 50+
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2.6. 1.6. Network Requirements

Akkadian Contact Manager communicates on the following ports:

Traffic
Application Web Access

SSH

SMTP

FTP

Secure FTP

LDAP

LDAP Global Catalog
CUCM UDS/AXL

Port Direction

TCP Port 80 (HTTP)

TCP Port 443 (HTTPS) Inbound —> Contact Manager

TCP Port 22 Inbound —> Contact Manager

TCP Port 25 Contact Manager —> Outbound to Mail Server
TCP Port 21 Contact Manager —> Outbound to FTP Server
TCP Port 22 Contact Manager —> Outbound to SFTP Server
TCP Port 389 Contact Manager —> LDAP Server

TCP Port 3268 Contact Manager —> LDAP Global Catalog Server

TCP Port 8443 Contact Manager —> CUCM UDS/AXL



3. 2. Virtual Appliance Deployment

Akkadian Contact Manager is deployed as a virtual appliance on VMware ESXi versions 5.x and above. The
steps below will help guide you through the process of deploying the virtual appliance; however, you should
understand VMware or contact your VMware administrator for assistance.

1. Download the latest Akkadian Contact Manager OVA to a location accessible by the vSphere client.
2. From the vSphere client select Deploy OVF Template from the File menu.

ET,J - ¥Sphere Client

File | Edit  Wiew Inwentory  Administration  Plug-ins  Help

L=t d entory [ Eﬂ Hosts and Clusters
|

| Deploy OWF Template. .. |
Export L4
Repork 4
Browse WA Marketplace. ..
Prinkt Maps 4
Exik

3. Select the OVA from computer or network location and click Next to continue.
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Source
Select the source location,

Source

OVF Template Details

Mame and Location

Storage

Dizk Format

Ready to Complete Deploy from a file or URL

|C:‘|pufs‘l,ﬂ.1d<adranﬂon13cﬁ'ﬂanager_3. 5.0_GA.ova LI Browse. .. I

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

4. Review the License Agreement and click Next to continue.
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End User License Agreement
Accept the end user license agreements,

Source
OVE Template Details

End User License Agreem: AKIADIANM LABS LLC
Mame and Location EMD-JSER LICEMSE AGREEMEMT
Storage
Disk Format
it Criiata LICEMNSE AGREEMENT for the Sofaware application known as Akkadian Contact Manager ™:

po it oo s IMPORTANT - READ CAREFULLY: This Akkadian Contact Manager ™ software application ("akkadian
Contact Manager”) License Agreement is a legal agreement between you and Akkadian Labs LLC for
the software application identified above, which indudes computer software and assodated media
and may indude electronic documzntation and printed materials. By dicking on the accept button or
by using the Akkadian Contact Manager application or any of its related components or licensed
related products, hereinafter known as the SOFTWARE, you agree to be bound by the terms of
this License Agreement. If you do not agree to the terms of this License Agreement, do not use the
SOFTWARE and promptly contact your Akkadian Contact Manager Distributor or Akkadian Labs if
you have no Akkadian Contact Manager Distributor for further instructions.
IMPORTANT - READ CAREFLULLY: This Akkadian Contact Manager software application License
Agreement is a legal agreement between vou and Akkadian Labs LLC for the software application
identified above, which indudes computer software and assodated media and may indude
electranic documentation and prirted materials. By dicking on the accept button or by using the
Akkadian Contact Manager application or any of its related components or licensed related
products, hereinafter known as the SOFTWARE, you agree to be bound by the terms of this
License Agreement. If you do not agree to the terms of this License Agreement, do not use the
SOFTWARE and promptly contact your Akkadian Contact Manager Distributor or Akkadian Labs if
you have no Akkadian Contact Manager Distributor for further instructions.
SOFTWARE LICEMSE: The SOFTWARE is protected by copyright laws and international copyright
treaties, as well as other intellectual property laws and treaties. Unauthorized reproduction or
distribution of the Software is subject to dvil and criminal penalties.

The SOFTWARE is licensed, not sold,

1, GRAMT OF LICEMSE, This License Agreement grants you the following rights: you may
install and use the SOFTWARE on one computer at a time for each license that you have
purchased, This use of the related software products is not transferable to any other additional
computers unless you purchase from Akkadian Labs additional licenses (via electronic license).

2. OTHER. RIGHTS AND LIMITATIONS.

2o Limitations On Reverse Engineering, Decompilation, Disassembly, You agree not to, or

Help | < Back Mext = Cancel

5. Specify the name and location for the VMware machine and click Next to continue.

B
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I B
(2) Deploy OVF Template - - P P 5

Hame and Location
Spedify a name and location for the deployed template

Source Mame:

OVF Template Details akkadian Contact Manager

End User License Agreement

Name and Location The name can contain up to 80 characters and it must be unigque within the inventory folder.

Host | Cluster
Fesource Pool
Disk Format
Ready to Complete

Inventory Location:

Help | < Back Mext = Cancel

A

6. Specify the VMware Host / Cluster and click Next to continue.
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o+ Deploy O¥F Template

Host [ Chester

On which host or custer do you want bo run the deployed template?

M= e

o |

coack [ wot> | concs |

7. Specify a host within the cluster and click Next to continue.
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'_-_T.'I:lrpl-:';r OYF Template =Tl I

Specily a Specific Hnst
©n which host wthen the dhuster should the deployed bemplate nun?

el Choose & specific host within the duter,
CWNE Templste e
: i "" - ri On chusters that are configures] with vSphere HA or Manual mode vSphere DRS, each virtusl machine must
a 'ﬂ-’-*-’-f-Jzﬁ*-*— ko arssigried ko a specific host, even when powened off,
Horst § Chaster
Specific Host Select & hosk from the kst belowr:

Hicest Mearmas I
Beaa. |

- | ¢m|m|m;|

8. Specify the storage location for the virtual machine and click Next to continue.
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Storage

<= Deploy OVF Template

Whsre do you weant bo shore the virkual reachane files?

Metweork Mappang

Sedect & destination shorage for the virtual machine File:

WM Storage Profie: | = &

[ | Drive Type | Capatity | Provisioned | Free | Type | ThinF =
i E——— - . - - -

- - -

l - - -

g = - -

I™ | Désable Storage DRLS For, this virtus! machine

Splect & datastore:

Hame | Crive Type | Capacky | Proviskned | Eron | Typo Thin Provis
4 | |
Cionputiblity:

_ e |

<pock [ met> | conce

&

9. Select Thick Provision Lazy Zeroed and click Next to continue.
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Deploy OYF Template

Disk Format
T wibich Pormak da you wank o store the virtual disks?

10. Select the Destination Network for the virtual machine and click Next to continue.
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|ILT- Deploy OWF Templabe

Nebwoark Mapping
‘what netbworks should the deployed template use?

Map the restyworks usad in this OYF bemplate bo networks in your inventory

Source Networks Destination Metworks

VLAN-110 ] =-——

Description:

Thee YLAN-1 10 nestveork =]
I]

Help | -:Buk“m.t:-l Cancal

&

11. Verify the virtual machine settings. The initial OVA deploys with 2 vCPU and 8 GB Memory. Depending
on your system requirements, you may need to adjust the virtual CPU and Memory settings.
Please refer to the virtual machine requirements to determine the appropriate settings for your

environment.

[ ey Y st

Bpady by Campledr i

B ik O o ™ 38

b iy ik Py, Chab dplvanavd Cach vl T

- I Drvploywart writTen:

B Hoad ) D AT i o8 | ol
i o] e [TeET )
g, Tarm vt el ET
-ty s FHE 4
Brashy Lo L mrpheis - 2

e
i
spmte et
Ckankorn

g gy
s B e

12. Click OK to complete the deployment.
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@ Deployment Cornpleted Successfully — >

Deploying akkadian_GD

Completed Successfully

Close

13. To adjust the virtual machine CPU and Memory, locate the newly deployed virtual machine in vCenter,
right click on the virtual machine and select Edit Settings.

Power »
Fuesk 13
Snapshot »
L;ﬂ Open Console
|@ E'i Edmln |

14. On the Hardware tab, select CPU and adjust the setting to provide the required number of cores for
your environment.

Hardware | options | Resources | Profiles | vservices | Virtual Machine Version: 4
I™ Show All Devices add... ] P—_— | Mumber of virtual sockets: [ =
Hardware SLMAryY | Murnber of cores per socket: |1 -

Wl Memory 4096 M8
O s 1 | Total number of cores: 1 h

15. After adjusting the CPU, click on Memory and adjust the settings to provide the required resources for

your environment. When completed, click OK to commit the changes.
16. Power on the virtual machine and proceed.
17. Locate the virtual machine in vSphere and open a console.

18. When the server boot process is complete, the system will arrive at a login prompt. Login using:

Username akkadianuser

Password akkadianpassword
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Eile View VM

0N 88 @GR DR

CentDS Linux 7 (Core)d
Kernel 3.18.8-327.22.2.el7.xB6_64 on an =86_64

akkadiangd login: _

19. From the Akkadian Appliance Manager main menu, select option 1 to Configure Network.



# akkadian GD on nyc-dev-mako fidelus.com — ] A
File View VM

E Dy &0 0 DR S

Use the following url to manage the application http:/~
With htt ps

Select an option:

= e lect a network interface to |_.|'|||i"ii_;||r"r_:' H

20. Select option 1 to configure the network setting.



Eile View VM

il [» @ .ﬁ?ﬁu ‘ IEZ [rg?ﬂ kg“—' [+

Select an option: _

21. Follow the prompt to configure the network settings for your environment.



File View VM

mnp B B e &

Select an option:
Do you want to conf igure this as DHCP client? [ysNl: n
Do you want to configure IPV47? [y-Nl: y
192.168.1.11
Network Interface is not currently enabled.
[Pv4 Address cannmot be confirmed if used by another system.
Are you sure you want to use this IPV4 add s7 [ysN1: y

22. Select option 7 from the network configuration menu to configure the hostname. It is recommended
the hostname is entered using the fully qualified domain name.

Example — Contact Manager.yourdomain.com



File View VM

E NP BE B e @

Static hostname: akkadiangd
[con name: computer-vm
Chassis: wm

Machine ID: Bf8cZbodbfcH44fZfacBchafaZdidi4ba

Boot ID: 8431B6cbbaz34339bh31f66c7AB43d4f 32

UVirtualization: wvmsare

Operating System: CentDS Linux 7 (Core)

CPE 05 Mame: cpe:-o:centos:centos:?
Kernel: Linux 3.18.8-327.22.2.el17.xB6_b4

Architecture: »x06-64

New Hostname:

23. Optionally you may configure the server time by selecting option 2 form the configure network menu.

24. It is recommended you change the default Akkadian Appliance Manager password by selecting option
4 (Web Server Configuration Menu) from the main menu and then selecting “p” (Change Current AAM
Password).



Fila  Wew Y

25. When all configurations are complete, select “s” from the network configuration menu to save the
configuration and restart the network.

26. From the main menu, select Reboot Server to finalize the configuration.

27. When the system returns to the login prompt, the Akkadian Contact Manager virtual appliance
deployment is complete and can be accessed by going to https://{Server IP or Name}/agd.
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4. 3. Initial System Configuration
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4.1. 3.1. Logging into Akkadian Contact

Manager

1. Akkadian Contact Manager can be accessed using the following URL:

https://{Server IP or NAME}agd

2. Log in using the default credentials:

Username gdadmin

Password admin (Case sensitive)

Akkadian
Contact Manager™

@_ User Login

Login to Akkadian Contact Manager
a

o,

akkadian “’ﬁ;.,.

3. After logging in, you will be presented with the Dashboard

features

. Use the navigation to access other
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Abuwrd o

COMIAL | MANACER = ERR RN (& [ D |
e 10 akkadian Contact Manager
et [rEem—— —— AR —
DASHBOARD
DIRECTORY . C CALLE SOUNT { E TARECTORY ENTRSS COUNT @
sYETEM 0 ]
0 el T
search Count o T Foisl cortacsin a8 Sreshryenires
Tl Grecary BT by e 8 o%
Saprck cowre Ly caneny Cnnmers czuee
alckadian mﬂ Camymghe v 2017 Akkachen Lags L
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4.2. 3.2. Settings

1. Expand System menu from the navigation bar and select Settings as shown below.

Akkadian
Contact Manager™

@

DEFAULT ADMIN

DASHBOARD

e, CALLS COUNT 0 DARECTORY ENTRIES COLINT o =

o
./ A\ 1=
SYSTEM = ~ () S -

Calling activiy Conteces coum Dashboard

Navigation

2. Modify the information in the Company, Directory and CUCM Phone Authentication sections as
needed.

Field Description

Company

Company Name  Company name to display on directories
Directory Title Directory title to display on directories

URL hostname to be used when publishing directories. Hostname
must be resolvable. Default setting of localhost will use IP address.

Hostname
Enable Clustering Check this box enable high availability

Set as Publisher  Check this box to set this server as the Publisher
Publisher Address Enter the Publisher IP address or hostname

Public Key Enter the public key for the publisher server

Directory



Check this box to enable Mobile Directory services. This will allow

Enable Mobile Directory mobile devices to access Contact Manager services.

Default Directory Specify the directory service for mobile devices

CUCM Phone Authentication

Check this box to require Cisco phones to authenticate to access

Authentication Required .
directory

Authentication URL Provide CUCM authentication URL used for phones to authenticate

Admin User LDAP Authentication

Type Enter a name to identify this specific LDAP configuration

Base Enter the LDAP search base

Server The LDAP server IP address or DNS name

Port Enter the LDAP server port number

Username Enter the LDAP Username used to authenticate to the LDAP server
Password Enter the LDAP Password used to authenticate to the LDAP server

LDAP Username Bind Attribute Enter LDAP Attribute to bind to Username during authentication
LDAP Version Enter the LDAP version
Enable LDAPS Enable secure LDAP. Port will be updated to 636

3. In the Email Configuration section, email is required in order to send initial access information to
users and enable notifications. Enter the information for your SMTP server. Ensure Contact Manager

is authorized to send mail via your SMTP server.

Email Settings

Host Enter the IP address or hostname of the SMTP server
Port Enter the SMTP server port

Username Enter the username for SMTP authentication
Password Enter the password for SMTP authentication

Notifications email Enter the email address for SMTP notifications



Akkadian Labs Akkadian Contact Manager - 3.5.0

4.3. 3.3. SSL Configuration

The default SSL certificate included with Akkadian Contact Manager will not be trusted by most Web

Browsers. Optionally, you can upload a self-signed or public certificate trusted by your organization.
Uploading a certificate in Contact Manager, requires three steps:

1. Generate a Certificate Signing Request (CSR)
2. Use the CSR to generate a certificate with a Certificate Authority
3. Upload the certificate to Contact Manager and restart the server

See Sections 3.3.1 Certificate Signing Request, 3.3.2 Generate a Certificate, 3.3.3. Upload Certificates for
more detail
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4.3.1. 3.3.1 Generate a Certificate Signing
Request

A CSR is an encoded file that provides you with a standardized way to submit your public key along with
some information that identifies your company and domain name.

Log in as gdadmin

Select Settings from the System menu

Click the Generate CSR Tab

Enter the information for the certificate request as demonstrated in the table below

A

When complete, click Generate and choose a location to save the CSR file.

Field Description

This is fully qualified domain name that you wish to secure e.g.

Common Name . . . ;
www.example.com’ or ‘provisioning.example.com’.

The two-letter ISO code for the country where your organization is

Country located e.g. GB, FR or US etc..
State This should not be abbreviated e.g. Sussex, Normandy, New Jersey
City e.g. London, Waterford, Paris, New York, Dhaka, Kochi

Usually the legal incorporated name of a company and should

Organization include any suffixes such as Ltd., Inc., or Corp.

Organizational Unit e.g. HR, Finance, IT

An email address to contact the organization. Usually the email

Email address of the certificate administrator or IT department



Akkadian Labs

General Settings

*Common Name

Country

State

City

Organization

Organization Unit

Email

ex.

ex.

2x.

23X,

ex.

ex.

EX.

Upload SSL CERT

agd.company.com
us

NY

New York City
Company LLC

IT

security@company.com

Generate CSR

Akkadian Contact Manager - 3.5.0

Generate CSR
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4.3.2. 3.3.2. Generating a Certificate

With the CSR generated, the next step is to generate a certificate using your designated Certificate

Authority. Contact Manager supports certificates from any valid public certificate authority such as DigiCert
or Verisign as well as self-signed certificates authorities.

Using the CSR generated from Contact Manager, follow the instructions provided by your certificate
authority to generate a certificate. Download the certificate bundle most appropriate for Apache Web Server,
which is typically a ZIP file containing the individual certificate files. The Certificate should have a .crt
extension and will need to be renamed to server.crt before being uploaded to Contact Manager.



4.3.3. 3.3.3. Uploading Certificates

With the certificate generated, the next step is to upload the certificate into Contact Manager. Please ensure

the certificate is renamed to server.crt before proceeding.

Log in as gdadmin

Select Settings from the System menu

Click the Upload Cert Tab

Select Choose File and locate the server.crt file, and click Upload Certificate

S

Restart Contact Manager server for the change to take affect



4.4. 3.4. Admin Users

Akkadian Contact Manager Admin Users provide additional users administrative access to the system.
Based on the initial Admin User Authentication Type selected in the settings, you may add Local or LDAP

users to Akkadian Contact Manager as admins. This section provides details on adding and removing Admin
Users from the system.
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44.1. 3.4.1. Create an Admin User

Administrators of Contact Manager have the ability to add other users.

Log in as gdadmin

Select Admin Users from the System menu

Click the Add New button

Select User Type, fill in user information and click Save

R .

User Information
*User Type: Please select item. v
* First Name:
* Last Name:
* Username:
* Email:

Role: admin ¥
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4.4.2. 3.4.2. Delete Admin User

Akkadian Contact Manager - 3.5.0

Administrators of Contact Manager have the ability to add other users.

1. Log in as gdadmin
2. Select Admin Users from the System menu
3. Click the Checkbox next to user to be deleted
4. Click User Type, fill in user information and click Save
" Add New | i Delete
Show 10 vy entries
Name IE  username Status
# |ohn Brown jorown Enabled

Showing 1 to 1 of 1 entries
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4.5. 3.5. Mobile User Authentication

Akkadian Contact Manager is accessible via Web Browsers and Mobile Devices (Android and 10S) using
the mobile apps available in the Play Store and Apple App Store. Web and Mobile Users can be

access the Contact Manager via the web browser and mobile devices.
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4.5.1. 3.5.1. Mobile User Authentication
source

Administrators of Contact Manager have the ability to add other users.

Log in as gdadmin
Select Mobile Users from the System menu
Click the Add New button

Select Authentication Type, fill in the information related to your environment and click Save.

oD~

Authentication Information

* Authentication LDAP v
Type:

* MName:
* Host: ex. 192.168.0.1
* Port: 359
* Domain: company.com

*LDAP sAMACcountName
Username

Bind
Attribute:
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4.5.2. 3.5.2. Accessing the Web Browser
Directory

1. Akkadian Contact Manager Mobile page can be accessed using the following URL:
https://{Server IP or NAME} agd/mobile

2. Log in using the mobile username and password

.‘akk:}cli.'m':
CONTACT MANAGER

Fasswond
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4.6. 3.6. Licensing

You can obtain a 30-day trial license for Akkadian Contact Manager after which it requires a license file to
be installed. In order to obtain a license key or file, if you are already a client with access to the Akkadian
Customer Portal, your license information will be accessible via the portal. If you are not yet a customer
contact Akkadian Sales by email at sales@Akkadianlabs.com



mailto:sales@akkadianlabs.com
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4.6.1. 3.6.1. Activate a License

Once the license file has been obtained, log in as gdadmin

Select Licensing from the System menu

If Contact Manager has internet connectivity enter License Key and the information and click submit.
If Contact Manager does not have internet connectivity, upload a License File.

DN~
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4.7. 3.7. Backup and Restore

To Generate a Database Backup, the administrators of Contact Manager may create and download a
database backup to their Akkadian Contact Manager.
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4.7.1. 3.7.1.Generate a Backup

Database backup is recommended for the following:

» Before running a system update
» After a system update
+ Before making configuration changes to Contact Manager

1. Log in as gdadmin
2. Select Backup from the System menu
3. Click Generate and download backup, save the download file to a secured location

Generate Backup  Restore from backup

Generate and download backup

‘ Generate and download backup ‘
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4.7.2. 3.7.2. Restore Database from Backup

Database restore backup is recommended for the following:

* When moving to a new Akkadian Contact Manager instance
* Restoring Akkadian Contact Manager to a previous working state

Log in as gdadmin
Select Backup from the System menu
Click on Restore from backup tab

oD~

Click Choose file button to select the backup file and click Restore button.

Generate Backup  Restore from backup

Restore database backup

‘ | Choose File No file chosen

Restore

5. Confirm database was successfully restored.

Info
Database restored successfully.
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4.7.3. 3.7.3. Schedule a Backup

Scheduling a backup is recommended for the following:

» Before running a system update
» Before making configuration changes to Contact Manager

Log in as gdadmin

2. Select Schedule Backup from the *System *menu

3. Click Add New backup, choose location, frequency, start date, time, notification email and maximum
number of backup files

Backup Schedule

*Location SEEEET == ¥
# Frequency - SELECT - ]
*Starting Date
*Time 1 T 00 7| AM 7
Motification Email

Maximum number of leave empty for no maximum
backup files
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4.8. 3.8. System Update

System Update provides the ability for Akkadian Contact Manager to be updated through the Web interface.

To Perform a System Update:

Log in as gdadmin

Select System Update from the System menu

If an update is available, click the Update Available! link to download the file

After downloading the update click Choose File and select the file from the download location

A

Select Run Update, once the update is complete, select OK

Note: Occasionally, an update will be released as an OVA rather than a zip file. In these cases special
instructions may apply. Please be sure to read any associated instructions as part of that update.

» Itis always recommended to perform a backup prior to running any updates.
» If your server does not have access to the internet, you can also access the latest updates using the
following link http://portal.akkadianlabs.com and selecting Contact Manager from the Products menu



http://portal.akkadianlabs.com

4.9. 3.9. FTP Listing

Configuring an FTP server is optional, but is highly-recommended and required to support scheduled
backups.

1. Select FTP Listing from the System menu
2. Click Add New to create a new FTP connection
3. Enter the information for your FTP server
a. Optionally, select Secure FTP if using a Secure FTP
4. When complete, click Save



9. 4. Directory Configuration

Directory Configuration consists of the following components:

N o o kW

. Attribute Labels: Create up to 20 custom Local and Sync-Enabled Contact Attributes to update

values in data sources.

Data Source: Allows LDAP, CSV, Microsoft SQL, MySQL and Cisco Communications Manager (Cisco
UDS) to be used as source for contacts.

Listing: Searchable contacts listing of all available data sources.

Dial Rules: Create dial rules to manipulate numbers to desired dial patterns

Interface: Ability to set the order and names of fields as presented on IP Phones

Clients: Ability to associate Client to Service URL

Service URLs: Create Cisco Communications Manager format service URLs
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5.1. 4.1. Attribute Labels

Akkadian Contact Manager - 3.5.0

Attribute Labels: Create up to 10 custom Local and 10 Sync-Enabled Contact Attributes to update values in
data sources. Attribute labels gives you the flexibility to assign meaningful names to attributes to be

displayed when the attribute value is presented.

Fiald.

Field:

Fiald:

Fizla

Field

Field

Fiald:

Field:

Fiald;

Labat Fiakd
Labet Fied
Labet Feld
Labe! Fed
abat Fhesd
Labs Fiekd
abe Field
abe Fiedd
abel Fiekd
Labs Fieid

Lahe

Lot

Labet
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5.2. 4.2. Data Sources

Data Source: Allows a LDAP, CSV, MSSQL, MySQL and Cisco CUCM to be configured as data sources
within Akkadian Contact Manager. Akkadian Contact Manager synchronizes contacts from data sources to
be made available to users.
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9.2.1. 4.2.1. Adding a Data Source

1. Select Data Source from the Directory menu

2. Click Add New to add a new data source

Contact Data Sources

Manage directory data sources

Show 10 v entries

Name l2 Type

Mo data available in tabe

Showing O to 0 of O entries

3. Select Data Source Type and enter desired Name

Field Description
Type Select Data Source Type: LDAP, CSV File, SQL Server, MySQL or Cisco UDS

Name Enter the data source name
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5.2.1.1.

4.2.1.1. LDAP Data Source

Enter the LDAP data source information as shown in the table below

Field

LDAP Type

Username

Password
Host

Domain

DN

Filter

Properties Last
Name

Properties
First Name

Properties
Main Number

Properties
Mobile
Number

Properties
Other Number

Properties
Location

Properties Title

Properties
Username

Description

Select the appropriate LDAP source: Microsoft Active Directory, Oracle Directory or
OpenLDAP

Enter the username for a service user for the LDAP Server, User should have a minimum of
read access to the LDAP server directory

Enter the password for the LDAP username
Enter the host name or IP address of the server where the data for LDAP directory resides.
Enter LDAP domain. Ex. company.com

Enter the location of the top level container. This will vary based on how the LDAP
environment is setup. E.x. dc=company,dc=com

Must contain (sn=") to ensure data integrity. LDAP entries that match the filter will be imported
into the Akkadian Contact Manager database, but LDAP users
These are example LDAP filters:

* Microsoft Active Directory (AD): (&(sn=*)(givenName="*)(ipPhone="))
* OpenLDAP: (&(sn=*)(objectclass=inetOrgPerson))

Enter the LDAP last name bind attribute. Example — “surname”

Enter the LDAP first name bind attribute. Example — “givenName”

Enter the LDAP attribute to map to Main Number. Example — “ipPhone”

Enter the LDAP attribute to map to Mobile Number. Example — “mobile”

Enter the LDAP attribute to map to Other Number. Example —*homephone”

Enter the LDAP attribute to map to Location example —

Enter the LDAP attribute to map to Title. Example — “title”

Enter the LDAP attribute to map to Username. Example — “sAMAccountName”
Note: If no username is present local contact attributes will be disabled



Properties Enter any additional corresponding attribute ex “mail” to pull email address
Additional Note: Some of properties terms may change depending on the configuration

Note: Some of properties terms may change depending on the configuration



5.21.2.4.2.1.2. CSV Data Source

Select the CSV source from the dropdown menu

2. Click Download CSV template if you do not have a properly formatted pre-existing CSV file. Populate

CSV with data corresponding to the fields and save it.

3. For local CSYV file, click Choose File, browse and select desired CSV file

4. For External CSYV file, specify the external file source URL

Field

CSV Source

Sync Filter
Last Name Column
First Name Column

Main Number
Column

Mobile Number
Column

Other Number
Column

Location Column

Title Column

Additional Column

Username Column

Additional Columns

5. Click Save.

Description

Upload CSV File or External File — CSV file can be hosted at an external location and
synced with
Contact Manager periodically based on the sync schedule

Build a custom filter to match your filtering preferences to only sync wanted contacts
Enter the csv header name which corresponds to Last Name Example — “Last Name”
Enter the csv header name which corresponds to First Name Example — “First Name”

Enter the csv header name which corresponds to Main Number Example — “Office
Number”

Enter the csv header name which corresponds to Mobile Number Example — “Cell
Phone”

Enter the csv header name which corresponds to Other Number Example — “Home
Number”

Enter the csv header name which corresponds to Location Example — “City”
Enter the csv header name which corresponds to Title Example — “Title”

Enter any additional corresponding name ex “mail” to pull email address
Note: Some of properties terms may change depending on the configuration

Enter the csv header name which corresponds to Username Example — “username”.
Note: If no username is present local contact attributes will be disabled for contact

Associate any other additional attributes to be synced from data source



5.2.1.3. 4.2.1.3. Microsoft SQL Server Data

Source

To obtain all the information required to connect to MSSQL Server, consult the SQL Server administrator.

1. Enter the information required for Microsoft SQL Server as shown in the table below

Field

Database Server Name
Database Username
Database Password
Database Name

Table Name

Last Name Column
First Name Column
Main Number Column
Mobile Number Column
Other Number Column
Location Column

Title Column

Username Column

Additional Data Column

Description

Enter Database Server Name or IP Address

Enter Database Username

Enter Database Password

Enter Database Name

Enter Database Table Name

Enter Database Table Column containing Last Name
Enter Database Table Column containing First Name
Enter Database Table Column containing Main Number
Enter Database Table Column containing Mobile Number
Enter Database Table Column containing Other Number
Enter Database Table Column containing Location Number
Enter Database Table Column containing Title

Enter Database Table Column containing Username
Note: If no username is present local contact attributes will be disabled for contact

Enter Database Table Column containing Additional data such as email address

2. Click *Save *to add a data source and proceed syncing data source section 4.3



9.2.1.4. 4.2.1.4. MySQL Server Data Source

1. Enter the MySQL data source information as shown in the table below

Field Description

FQDN or IP Address of MySQL server, host should be reachable by the GD
server

Database Host Name

Name of designated database in MySQL server containing tables with

Database Name information to be used to populate directory

MySQL user with at least read access to the database and tables to be used

Database User name .
for directory

Database Password Password
for MySQL User

Name of table in MySQL database containing information to be used to

Table Name populate directory
Database Charset (optional) Database character seti.e. UTF8 — Last Name Column
Last Name Column Name of column containing last names data
First Name Column Name of column containing first names data
Main Number Column Name of column containing main telephone numbers data
Mobile Number Column Name of column containing mobile telephone numbers data
Other Number Column Name of column containing any other telephone numbers data
Location Column Name of column containing location data
Title Column Name of column containing title data
Name of column containing username data
Username Column Note: If no username is present local contact attributes will be disabled for

contact

Name of column containing any other data which you would like to be present

Additional Data Column in the directory.

2. Click Save to add a data source and proceed syncing data source section 4.3



5.2.1.5. 4.2.1.5. Cisco Communications
Manager Data Source (UDS)

Cisco Communications Manager can be used a data source, versions 10.x — 12.x of Communications
Manager are supported.

1. Enter the CUCM UDS information as shown in the table below

Field Description

UDS Host FQDN or IP Address of Communications Manager publisher, host should be reachable by the
Name Akkadian Contact Manager server

Username C .

(Optional) Application user, not required

Password Application user password , not required

(Optional) PP P ’ q

Username: userName
Email: email

Department: department
Directory URI: directoryUri
Middle Name: middleName
Nick Name: nickName
Display Name: displayName
MS URI: msUri

Manager: manager

Title: title

Pager: Pager

Additional Properties:

| 1 |
|

Data Source
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2. Click Save to add a data source and proceed syncing data source section 4.3
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5.3.4.3. Syncing a Data Source

Akkadian Contact Manager - 3.5.0

1. Select Data Source from the Directory menu
2. Click on the Name of Data Source to be synced Directory menu

> ada e | [ @oeee || Ssm |

Show 1n v Entries

Mame

cucm 10
CUcM 11
CUCM 8

cucma

Showing 1 to 4 of 4 entries

3. Click Sync to add a new data source

M‘ SyNC | Schedule | Last Sync Log
Data Source

Type: uds
MName; Cucm 10

4. Verify sync completed successfully
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¥

Completed Successfully

Directory was synchronized successfully!

OK

Page 63 of 140



Akkadian Contact Manager - 3.5.0

Akkadian Labs

5.3.1. 4.3.1. Schedule Data Source Sync

1. Select Data Source from the Directory menu
2. Click on the Name of Data Source to be synced Directory menu

3. Click Schedule

‘ Edit ‘ Sync H Schedule H Last Sync Log

Data Source

4. Select sync increment and starting date and time.

Note: Time zone is set to Coordinated Universal Time (UTC).

Scheduled Details

* Run Every: Hour
* Starting: 07/22/2016 2:02 PM
Send Email

Motiflcations:

5. Click Save
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5.4. 4.4. Delete Data Source

Akkadian Contact Manager administrators have the ability to delete a Data Source.

1. Select Data Source from the Directory menu
2. Check the checkbox(s) to the right of the Name of Data Source to be deleted

[

[ " Add New B Delete o sync
Show 10 vy entries
Name £ Type
CUCM 10 uds
< CucmMm 11 uds
v CuCcM 8 uds
cuUcMma Lds

Showing 1 to 4 of 4 entries

3. Click Delete button
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Are you sure?

Are you sure you want to delete this 1 item?
Note: All synced data will be deleted and service
associations will be removed.

4. Click Yes, delete it to confirm data source deletion
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5.5. 4.5. Directory Listing

Akkadian Contact Manager provides a current directory listing for administrators to search for contacts
available in all data sources.

Note: if directory listing has no data verify that Data Sources are added and synced.
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9.9.1. 4.5.1. Directory Listing Search

1. Select Listing from the Directory menu

2. Use the directory search to search for contacts

Alkadian

Contact Menager™ -

@ .

ontacts Listing
DEFAULT ADMIN Lontacts L

DASHEOARD

Local Dats Warm ! Masn Number Mohile Mumber Other Number
iq b Adsem: 5a85

Spng
T | E7805

3. Use Data Source filter to filter contacts by data source
4. Click on contact name to view details of contact

Birectory LRI Source
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LUsemarmsa

PFaola
URL

Presidency
Siart Dabe:

Pragidemty
End Data:
Frior
Ofice:
Party

Wes
Fresidant

Directory Entry Details

Arthur

Chaslar Alan

Warnmoni
2151 Prasidart

13348467910
FRG543230

BEIRE2TAID
CAr

hitps Mupload, wiimedia, orghwilopedaicommonsthumb 7 ITaIChastor_A

Chester_Alan_Arhu og
Grigvias

341885

20th Vice President of the Unded Stxles
Repubhican

Oifice wacant

Akkadian Contact Manager - 3.5.0

Page 69 of 140



Akkadian Labs Akkadian Contact Manager - 3.5.0

5.5.2. 4.5.2. Contact Local Data

Local attribute can be added to contacts with usernames specified. Local attributes can be edited either be
bulk or per contact using the administrative interface.

Page 70 of 140



5.6. 4.6. Dial Rules

Dial rules can be enabled to enforce call routing rules. Creating dial rules in Contact Manager will enable
more efficient enforcement of call routing using a customer’s WAN. This may, in many cases prevent calls
from being routed out through the PSTN.
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5.6.1. 4.6.1. Add New Directory Dial Rules

1. Select Dial Rules from the Directory menu

2. Click Add New

[ O Add Mew

[ i Delete ‘

Show 10 v entries

Cluster |

= Default
mobility
us

NYC

Phone Number: Enter phane numbe

Number Begins With

o

3. Fill New Dial Rule form and click submit

Phone Number Length

| Find Matching Rules

Extension Length

¥

Prefix

646234

15

12
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*Cluster :

Enabled Regex Filter :

* Number Begins With :

Phone Number Length :

Extension Length :

Prefix :

Motes :

New Dial Rule

(]

Akkadian Contact Manager - 3.5.0
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5.6.2. 4.6.2. Edit Directory Dial Rules

1. Select Dial Rules from the Directory menu

2. Check checkbox next to dial rule to be edited and click Edit

‘ M add New H il Delete |

Show 10 v entries

Cluster

Default

dE-fEIuI\

Showing 1 to 2 of 2 entries

3. Edit dial rule and click Submit

Phone Number: Er

Number Begins With Phone Nul

o
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5.6.3. 4.6.3. Delete Directory Dial Rules

1. Select Dial Rules from the Directory menu
2. Check checkbox next to dial rule to be deleted and click Delete

‘ M Add New || I Dglete |

Phone Number:

Show 10 v eniries
Cluster l&  Number Begins With Phone N
Default o
[+ default 4

Showing 1 to 2 of 2 entries

3. Confirm by clicking Yes, delete it
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Are you sure?

Are you sure you want to delete this 1 item?
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5.6.4.4.6.4. Find Matching Dial Rule

Akkadian Contact Manager administrators can find matching dial rules with phone numbers

1. Enter the phone number

»
Dial Rules
Manage number dial rules Contact Manager / Disl Ruies
Phone Number: 1234567800
Show 10 v entries e Global Search:
Cluster 1L Number Begins With FPhone Number Length Extension Length Prefix Regex Enabled Regex Match Notes
1Test 2 8 912 o Test
Akkadian ] 4 +212 0 Akkadian Test Dial Rule
Alkadian 646 ] 6 o™ o Mew Rule
Default o o o tttttestestestest
Default - 10 5 o 0
default 212 [+] (v} O

2. Select Find Matching Dial Rules
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Dial Rules

Manege number diai rules

Phone Number: 1234557890
L Cluster Ik Number Begins With || Phane Number Length |

@ |u 1

Showing 1 to 1 of 1 entries

akkadian [EE|

Extension Length

Akkadian Contact Manager - 3.5.0

ContarrManager / Thal Rues

| Findl Karchang Fules

Globial Search:  Gickul Sesrch

Frefix !!  RegexEnabled || Regex Match || Notes i

g ] Us-External

Frst  Previous . Last  Next

Copyright © 2017 Akkadian Labs, LLC
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5.7. 4.7. Directory Interface

Akkadian Contact Manager administrators have the ability to set the order and names of fields as presented
on IP Phones using the directory interface customization feature.
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5.7.1. 4.7 1. Edit Default Directory Interface

1. Select Interface from the Directory menu.
2. Click on the Name of interface to be edited ex. Default.

" Add New & Delete
Show 10 v entries
MName
Default

Showing 1 to 1 of 1 entries

3. Drag and drop field names and edit as needed.

Add/remove field:

Drag field from the list of available fields to the phone interface to be a used in your directory. To
remove field from interface drag field from the interface and drop in available fields list.
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Yinter!

Plamae:

e Diractory Display

A

pefatlt

Alkadlan Labs LLE

Gloka! Directory
Flrst Mama jocii]

Mali Murmber oo

Customize field label:

Last Name (v

]

Mwailable Flalds

Mobile Number e
Othar NumbBer fes i)
Lecathan [«

Tithe [ean)

Email (o)
Department i)
Middie Name e
Display Name [sdi]
City  fuin
Stale |edis]

Country jmin|

cointy e

2p [

Testl |ml

Testd

Testd

Testd

Tests

Testd

Test?

Testh

) +

Testd |wiv

Test10 [wdis

Akkadian Contact Manager - 3.5.0

Clicking on [edit] next to the field label will give you the ability to customize. The original label will

appear when you mouse over the field.

4. Click Save after completing changes
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5.7.2. 4.7.2. Add New Default Directory

Interface

1. Select Interface from the Directory menu
2. Click Add New

[ Delete

\ " Add New

show 10 ¥ entries

Mame

Default

3. Drag and drop field names and edit as needed

Phone Directory Display

* Interface =
MName:

Akkadian Labs, LLC =1

Global Directory

First Name [es

Last Name [eait]

Main Number [ed

Location e

Available Fields

Mobile Number fedit)

Other Number [=di

Username fedit]
Email [edit
Department [edic
Middle Mame [ediq
Display Name [edit]

City fedit]

Country jesit]

county fedi)

zip |edit)

Testl

Test2

Test3

Testd

Test5

Testé

TestT

Testd

Testd

Test10 jedit]

edit]

[edit]

[edit]

[edit]

wdit]

[edit]

[edit]

edit]

[odit]

=
n-

4. Click Save
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9.7.3. 4.7.3. Delete Directory Interface

1. Select Interface from the Directory menu

2. Check the checkbox next to the interface to be deleted and click Delete

I " Add New & Delete
Show 10 v entries
Name It
s Default

3. Confirm deletion
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5.8. 4.8. Clients

Clients enable directory services to be associated to a client and produce a predictable service url.
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5.8.1.4.8.1. Add a Client

Akkadian Contact Manager - 3.5.0

1. Select Clients from the Directory menu
2. Click Add New button

Clients

Masage Cients

¥ | aniries

Company

Showing 0 to 0 of J entries

3. Enter client name, company code and description

Code

Me data

Note Make sure client status is set to Enabled for the client to be available to be associated to a

Directory Service URL.
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Client Information

* Company Akkadian Labs
* Company Code ALDD1
Status Enabled g
Notes

Cancel

Save

4. Click Save to add client
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5.8.2. 4.8.2. Edit a Client

1. Select Clients from the Directory menu

2. Click on the Name of Company to be edited
3. Make desired changes and click Save
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5.9. 4.9. Service URL'’s

The service URL is required to provision a directory service in Communications Manager. Each directory will
have its own unique Service URL. This will translate to an individual directory on the end user’s phone.
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5.9.1. 4.9.1. Add New Phone Service URL’s

1. Select Services URLs from the Directory menu

2. Click Add New

\ N Add New

Show 0 v enlries

Name It

Showing O to 0 of 0 entries

3. Fill out the Directory Service Options form

URL

Mo data available in table

Select each Data Source to be included in directory from the drop down list. To remove a selected
data source, click on the X next to the name of the data source.

Choosing Edit Dial will enable the users to edit any telephone number through their Cisco IP Phone.

4. Click Save
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Phone Services URLs

Manage phone services uris

Directory Service Options

* Phone Service XML Service URL

MName:
Cluster: Default e
Client: Please Select liem \
Service Type: standard IP Phone Service ¥
* Interface Name: Default ¥

#Data Source: ¥ Cisco UDS
Edit Dial: [
Display all numbers: (] Regquire list of avaliable numbers to display in order for the

end user to select s number to dial

Save

Page 90 of 140



Akkadian Labs Akkadian Contact Manager - 3.5.0

5.9.2. 4.9.2. Edit Phone Service URL

1. Select Services URLs from the Directory menu

2. Click on the name of Services URL to be edited
3. Make changes to Service URL and Save
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5.9.3. 4.9.3. Delete Phone Services URL

1. Select Service URLs from the Directory menu

2. Check the checkbox next to the service url to be deleted and click Delete
3. Confirm deletion
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5.9.4. 4.9.4 Generated Directory Service URL

Based on the selections made when creating a Directory Service URL, the URL structure will reflect the
options selected. Associating client to directory services allows you can effectively determine the url
structure and allocate directories to specific clients. When a client is associated to a directory url the client’s
company code, which you set when creating the client, is used as the identifier in the url.
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5.9.4.1. 4.9.4.1. Directory Service URL without
Client

Directory Service Options

* Phone Service Directory No Client
Name:
Cluster: default i
Client: Please Select Item ¥
Service Type: User Data Service N
* Interface Name: Default ¥
* Data Source: % The Presidents

Format: http://{ HOSTNAME }/agd/index.php/directory?service=1
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CUCM Service Provisioning Information

Service Name: Directory No Client
Phone book server User Data Service
type:

Phone book server http://192.168.110.26/agd/index.php/directory?service=4
address:

Phone book server https://192.168.110.26/agd/index.php/directory?service=4
address (HTTPS):

Web Directory Information

Browser Directory https://192.168.110.26/agd/mobile?service=4
URL:
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5.9.4.2. 4.9.4.2. Directory Service URL with
Client

Directory Service Options

*Phone Service Directory With Client
Name:
Cluster: default Y
Client: Akkadian Labs - ALOO1 X v
Service Type: User Data Service ¥
* Interface Name: Default v
* Data Source: % The Presidents

UDS Format: http://{ HOSTNAME }/agd/index.php/directory?clientid=AL001

IP Phone Service Format: (http://{ HOSTNAME }/agd/index.php/directory?clientid=AL001&type=service
&type=service&type=service&type=service &type=service&type=service &type=service

IP Phone Directory Format: http://{ HOSTNAME }/agd/index.php/directory?clientid=AL001&type=
&type=&type= &type=dir
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CUCM Service Provisioning Information

Service Name: Directory With Client
Phone book server User Data Service
type:

Phone book server http://192.168.110.26/agd/index.php/directory?
address: clientid=AL001

Phone book server https://192.168.110.26/agd/index.php/directory?
address (HTTPS): clientid=AL001

Web Directory Information

Browser Directory https://192.168.110.26/agd/mobile?service=4
URL:
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9.10. 4.10. Deploying Directory Services

Directory Services can be deployed in the following methods:

IP Phone Services

User Data Service for Jabber, Akkadian Console
Web Browser

Mobile App (Android and iOS)

R .
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5.10.1. 4.10.1. Deploying IP Phone Service

The generated service information in Akkadian Contact Manager corresponds to a CUCM required
information to create a service.

Directory Service Options CUCM Sservice Provisioning Information
* Phone Service The Presidents Sarvice Nama: The Eresicents
Name:
ASCI Service The Presidents
Cluster: default MNare:
Service Akkadian Labs, LLC Global Directory
Clisne: Pleases Solact Nam - Descriptian:
o Service URL: hitp:// 192, 168.110.26/agd/index, php/directaryfservice=3
Service Type: Standard IP Phone Service v
Secure-Sernvice hips/ 192.168.110.267agd/Iindex. php/directory?sarvice =3
* Interface Name: presidents - URL:
) Service Category: XML Service
* Data Source: l- The Presidents
- — Service Type: Standard IP Phone Service
Eclit Dial: Service Vendor: Akkadian Labs, LLC
e quiire i 2, i rrearTrd o i i order fo
Display all Require st of avalable numbers to display in order for &
the end user (o seled @ numiber (o diaf Iprics Mammon: g

numbers:

[ save | Web Directory Information

Browser Directory hittpes/192.168.110.26/agd/mobile?service=3
URL:

Create Service In CUCM

1. Log in to CUCM as with an account with administrative access.
2. Browse to IP Phone Services page: Device > Device Settings > Phone Services
3. Click Add New

-é'ls-éLlr For Cisco Unified Communications Solutions UEMGERLLE Cisco Unified CM Administraion | m
1 axladmin Search Documentation Abaut Logout

System » CellRouting » Media Resources = Advanced Fealures v Device »  Application = User Management »  Bulk Administration » Help =

Find and L ist TP Phone Services

d&a Add New

1P Phone Service

Find IP Phone Service where | IP Phone Service [=]  begins with [ﬂ | |Find L___rC lear Filter @ El

Ne active query. Please enter your search criteria using the options above.

| Add New |
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4. Fill in the service information using the Akkadian Contact Manager provided CUCM Service

Provisioning Information.

IP Phone Services Configuration

e sove

- Status

® Status: Ready

~Service Information

Service Name* ||

ASCII Service Name™®

Service Description

Service URL*

Secure-Service URL

Service Category® | xML Service

5 * -
Service Type Standard IP Phone Service

Service Vendor

Service Version

"l Enable

0 Enterprise Subscription

[] ]

Enable: This check box allows you to enable or disable the service without removing the

configuration from Cisco Unified Communications Manager Administration (and without removing the

service from the database). Unchecking the check box removes the service from the phone

configuration file and the phone

Enterprise Subscription: This check box automatically provisions the service to all devices in the

cluster that can support the service.

Note: Checking the Enterprise Subscription checkbox will provision the service to every phone in

the call manager cluster and cannot be reversed, service will have to be deleted to reverse.

5. Check Enable and click Save
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9.10.2. 4.10.2. Deploying UDS for Jabber

1. Before making any changes, backup your existing jabber-config.xml file. You can view config file in
your browser by going here: http:/[{ CUCM TFTP }:6970/jabber-config.xml
2. Download a copy of the jabber-config.xml file

Replace the directory UdsServer value in the config file with your UDS service URL without the
protocol e.g. lagd/index.php/directory?clientid=AL001

<?xml version="1.0" encoding="utf-8"?2>
<config version="1.0">
<Options>
<StartCallWithVideo>false</StartCallWithvVideo>
</Options>
<Voicemail>
<VoicemailPrimaryServer>unityl</VoicemailPrimaryServer>
</Voicemail>
<Phone>
<TftpServerl>ccml</TftpServerl>
<TftpServer2>ccm2</TftpServer2>
<CtiServerl>ccm2</CtiServerl>
<CtiServer2>ccm3</CtiServer2>
<CcmcipServerl>ccml</CcmcipServerl>
<CcmcipServer2>ccm2</CcmcipServer2>
</Phone>
<Policies>
<TelemetryCustomerID>com.mycompany</TelemetryCustomerID>
<EnableSIPURIDialing>true</EnableSIPURIDialing>
</Policies>
<Presence>
<PresenceServerAddress>cupsl</PresenceServerAddress>
</Presence>
<Directory>
<DirectoryServerType>UDS</DirectoryServerType>
<PresenceDomain>mycompany.com</PresenceDomain>
<BDIPresenceDomain>mycompany.com</BDIPresenceDomain>
<UdsServer>{ HOSTNAME }/agd/index.php/directory?clientid=AL001</UdsServer>
</Directory>
</config>

4. Save jabber-config.xml file
5. Upload the jabber-config.xml file to each one of your TFTP servers
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6. Restart the TFTP service on each of the servers
7. Client Jabber application will pick up the config file when they user signs into Jabber. In some
situations, you may have to reset Jabber for change to take effect.
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9.10.3. 4.10.3 Deploying a Web Directory

To access the directory service via the web browser, use the following url

https://{Server IP or NAME}/agd/mobile
or
https:// {Server IP or NAME}agd/mobile?service={service number}

To access the web directory for a specific Directory Service from the browser use the url under the Web
Directory Information section.

Directory Service Options CUCM Service Provisioning Information
* Phone Service The Prasidents Service Name: The Presidents
Name:
ASCIl Service The Presidents
Name:
Cluster: default v
Service Akkadian Labs, LLC Global Directory
Client: Please S¢ t ller v Description:
Service URL: http://192.168.110.26/agd/index.php/directory’service=3
Service Type: Standard IP Phone Service bd
Secure-Service https://192.168.110.26/agd/index.php/directory?service=3
* Interface Name: presidents v URL:
Service Category: XML Service
*Data Source: % The Presidents
Service Type: Standard IP Phone Service
Edit Dial:
s Service Vendor: Akkadian Labs, LLC
i quire list of avaliable numbers isplay in order for
Display all . Hpq:rr =_-' .r m_ v 1.1' abile num L.ve to display in order f o PR 350
numbers: the end user to select a number to dial.

“ Web Directory Information

Browser Directory https:/1192.168.110.26/agd/mobile?service=3
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9.10.4. 4.10.4. Deploying Mobile App Directory

From the Mobile App ensure you have connectivity to the Akkadian Contact Manager. Enter the hostname
or IP Address of the Akkadian Contact Manager and Service ID (optional).
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Akkadian Contact ...

Host Name or |IP Address:
yourdomain.com or 192.168.1.1

Service ID:

Validate

Akkadian Contact Manager™



Akkadian Labs

akkadian H

CONTACT MANAGER

Username

Password

Login

© 2017 Akkadian Labs, LLC
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You will be redirected to the login page to authenticate again the Mobile Auth sources specified in System >
Mobile Auth section of Contact Manager.

You will be presented with the mobile directory.
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akkadian [EloH|| o

CONTACT MANAGER

John Adams

2nd President

Massachusetts

John Quincy Adams

6th President

Massachusetts

Chester Alan Arthur ...

21et Pracidant




akkadian

CONTACT MANAGER

James Madison
4th President
Virginia

Main Number
1234567893 %

Maeahila Miirmabar =t
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5.11. 4.11 Number Format

Number formats allow an Administrator to create a rule that will be applied during sync. These rules allow
for a directory number to have a prefix appended to it, have a portion of a directory number extracted, or
both. Once a Number Format has been applied, all directory numbers that match the rule will be displayed

with the rule applied.



Akkadian Labs Akkadian Contact Manager - 3.5.0

9.11.1. 4.11.1. Adding a Number Format

To add a Number Format:

1. Select Number Format from the Directory menu

DEFAULT ADMIN
GDADMIN

DASHEOARD

DIRECTORY -

Attribute Labels
NMumber Formats
Data Source
Listing

Dial Rules
Interface

Clients

Service URLs

SYSTEM <
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2. Click Add New to add a new Number Format.

Search:
I8 Type
| E164 for 18xx Prefix
(| test Prefix
Showing 1 to 2 of 2 entries Previous - Mext

Administrators can add a name to Number Formatting, select the type of formatting that would be
used, and select whether or not regex is to be used.
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5.11.1.1. 4.11.1.1. Prefix

Prefix allows Administrators to append an existing directory number.

Number begins with: allows Administrators to set a series of numbers, which must be matched in order for
a Number Format to apply.

Number length: allows Administrators to set the number of digits that a directory number must contain in
order for a Number format to apply.

Note: Number Formatting matches Number begins with: or Number length. If both fields are in use,
Number Format will be applied to any directory number that matches either field.

Number Prefix allows Administrators to select the prefix to be appended to a directory number that matches
the Number Format.
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5.11.1.2. 4.11.1.2. Extract

Extract allows Administrators to extract ending sections of a directory number.

Number Format Details

*Name: Enter # format name ()
*Type: () Prefix @ Extract () Extract & Prefix
*Use regex: ) Yes (@ Mo
Number begins with: Number begins with ex. 212

Number length: Enter # length to filter

Extract number Enter # length to extract starting from the end
length:
Motes:

Number begins with: allows Administrators to set a series of numbers, which must be matched in order for

a Number Format to apply.

Number length: allows Administrators to set the number of digits that a directory number must contain in

order for a Number format to apply.
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Note: Number Formatting matches Number begins with: or Number length. If both fields are in use,
Number Format will be applied to any directory number that matches either field.

Extract number length: is the number of digits from a directory number that would be extracted for use
starting from the last digit and going towards the first number.
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5.11.1.3. 4.11.1.3. Extract & Prefix

Extract & Prefix allows Administrators to combine Prefix Number Formats and Extract Number Formats

simultaneously.

Number Format Details

*Name: Enter # format name (E
*Type: iy Prefix () Extract @ Extract & Prefix
* Use regex: i) Yes @ No
Number begins with: Number begins with ex. 212

Number length: Enter # length to filter

Extract number Enter # length to extract starting from the end
length:

MNumber Prefix: Enter # prefix
Motes:

&
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Number begins with: allows Administrators to set a series of numbers, which must be matched in order for
a Number Format to apply.

Number length: allows Administrators to set the number of digits that a directory number must contain in
order for a Number format to apply.

Note: Number Formatting matches Number begins with: or Number length. If both fields are in use,
Number Format will be applied to any directory number that matches either field.

Extract number length: is the number of digits from a directory number that would be extracted for use
starting from the last digit and going towards the first number.

Number Prefix allows Administrators to select the prefix to be appended to a directory number that matches
the Number Format.
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9.11.1.4. 4.11.1.4. Using Regex

Number Format allows the use of regex to set the rules that must be matched when applying a Number
Format. The Number begins with: and Number Length: fields are replaced with a Regex: field.

Number Format Details

*MName: Enter # format name H
*Type: w Prefix () Extract () Extract & Prefix
*Use regex: ® Yes () Mo
Regex: Enter regex to filter #
Number Prefix: Enter # prefix
Motes:
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5.11.2. 4.11.2. Editing a Number Format

To edit a Number Format:

1. Select Number Format from the Directory menu
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2. Click on an existing Number Format name.

‘ [ Add New H W Delete

Show 10 v entries Sesarch:
(W Name I&  Type
O E164 for 18xx Prefix
| test Prefix
Showing 1 to 2 of 2 entries Previous - MNext
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Number Format Details

*MName:

*Type:

*Use regex:

Mumber begins with:

Mumber length:

Number Prefix:

Motes:

E164 for 18xx

@ Prefix () Extract () Extract & Prefix

() Yes (@ Mo

18

+1347842

Save

Akkadian Contact Manager - 3.5.0
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5.11.3. 4.11.3. Deleting a Number Format

To delete a Number Format:

1. Select Number Format from the Directory menu

2. Click the checkbox next to the Number Formats to be deleted
3. Click Delete

" Add Mew | i Delets P
Show | 10 T entries Search:
Name I&  Type
E164 for 18 Prefix
te Prefix
Showing 1 to 2 of 2 entries Previous - Mext
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Are you sure?

Are you sure you want to delete this 1 item?

Yes, delete it Mo, cancel
Success

Selected number formats have been successfully deletad.

‘ [ add New H i Delete

Show 10 v entries Search:
(W Name 12 Type
O E164 for 18xx Prefix
Showing 1 to 1 of 1 entries Previous MNext
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5.11.4. 4.11.4. Adding a Number Format to a
Data Source

To apply a Number Format to a Data Source:

Select Data Source from the Directory menu.

Select an existing Data Source

Click Edit

Select the drop down under the Main Number, Mobile Number, Other Number Columns.
Click Save

A

Note:After a Number Format has been applied, the Data Source needs to be synced again.
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5.12. 4.12. Placing calls using Contact
Manager and Jabber

Contact Manager 3.5.14 now supports placing calls through Jabber from the web and mobile directories.
When viewing a contact’s details, click on the phone icon to place a call.
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5.12.1. 4.12.2. Placing a call

To place a call using Contact Manager and Jabber:

1. Log in to https://{ HOSTNAME }/agd/mobile
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a. Alternatively https://{HOSTNAME }agd/mobile?service={ SERVICE NUMBER } can be used
as well.
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Human Resources
MNew York
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Account Executive - Software Sales
London

Chad Klein
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2. Select the contact that you wish to call.
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Akkadian
a Contact Manager n.

CONTACT MANAGER

Coleman Hollowell
Account Executive - Software Sales

New York
challowell@acm e.com

Main Number
7185541020 %

Mobile Number
2125980020 &9 Q

Other Number %
6468542320

Manager
John Wick

© 2018 Akkadian Labs, LLC
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3. Click on the phone icon
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Akkad i Open Cisco Jabber?

u Contact M [0 Always open these types of links in the associated app

Open Cisco Jabber Cancel

Akkadian Contact Manager - 3.5.0
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Note: Different clients approach this differently. See below for details.

* When using the web directory via a computer’s browser, you may be prompted to select a default
application or launch Cisco Jabber.

* When using Android and the mobile directory, you may be prompted to select the default calling app.

* When using iOS and the mobile directory, Jabber will automatically launch and place a call if the
Jabber app is already installed.



Akkadian Labs Akkadian Contact Manager - 3.5.0

6. 5. User Profile
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6.1. 5.1. Edit Administrator User Profile

1. After logging in to Akkadian Contact Manager click on user profile image
2. Update Profile as needed and save

CONTACT MANAGER i

<

DEFAULT ADMIN

-

kadian Contact Manager

come to akkadian Contact Manager
DASHBOARD

DIRECTORY

Q CALLS COUNT %

SYSTEM - 0

O Total Calls

-
SearCh count Searches % Calis / Searches
Total directory searches by users 0 0%

Search count I e
T Calling acrivity
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6.2. 5.2. Change Administrator User Password

1. After logging in to Akkadian Contact Manager click on user profile image

= Profile & Password

Default Admin's profile

* First Name: Default
*Last Name: Admin
*Email: admin@company.com

2. Enter current password, enter new password and hit tab key to navigate to the Verify New Password
field.
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Default Admin's profile

Password matches
* Current Password: snsnn
* New Password: FhabaE
*Uer‘ify MNew sEmEEERREEE
Password:
™ JMenctes reguired fields,
3. Click Save

Akkadian Contact Manager - 3.5.0
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7. Glossary

Authentication URL

Corresponds to the URL authentication in CUCM located under the Enterprise Parameters
Configuration. This URL is used to authenticate devices accessing the Contact Manager.

Cisco UDS

User Data Services (UDS) APl is a REST-based set of operations that provide authenticated access to
user resources and entities such as user’s devices, subscribed services, speed dials, and much more
from the Unified Communications configuration database.

Ccsv

Comma-separated values. Contact Manager can be configured to use a CSV for importing directory
information. A template of the file can be obtained when the CSV option is selected when adding csv
data source.

CUCM

Cisco Unified Communications Manager. The link to CUCM and Contact Manager is via the Services
URL which should be populated in Call Manager. In addition, phone and CUCM authentication between
the Contact Manager Server is required in order to publish directory settings on individual phones.

Dial Rules

Dial rules can be enables to enforce call routing rules. Creating dial rules in Contact Manager will
enable more efficient enforcement of call routing using a customer’s WAN. This may, in many cases
prevent calls from being routed out through the PSTN.

LDAP
Lightweight Directory Access Protocol. Contact Manager can be configured to use LDAP for its directory
source. A directory can be created on the entire directory, an individual, or set of “ou”s, or on a subset

using filtering.

Login/Admin Roles



Login: Allows access only to the Directory Tab. Admin: Allows access to both the Directory and System
Tab to enable changes for GD.

MSSQL

Microsoft SQL server. Contact Manager can be configured to import directories directly from MSSQL.

Publisher

This is the central Global Director server. When enabled in a multi-server configuration, this server is
used to centrally administer directories, users, and URL'’s.

Service URL

This is the URL that constitutes the service representing a directory. Each directory will have its own
unique Service URL. This will translate to an individual directory on the end user’s phone.

Subscriber

The subscriber is a secondary Contact Manager server. It will pull its data either transnationally, or on a
defined schedule from the Publisher.This is the URL that constitutes the service representing a
directory. Each directory will have its own unique Service URL. This will translate to an individual
directory on the end user’s phone.
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